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Introduction

As at release 5.1.3 Java CAPS supports WS-Sedu@it{2004) Username Token
Profile. Java CAPS elnsight-exposed web servicebearonfigured to require
Username/Password credentials before performingagrammed function.

Implementation of Username Token-based accessatdota web service requires:
development of the service implementation

configuration of the web service external systemetpire Username Token
creation of one or more Integration Server usesisentication targets
configuration of web service access associatindesregals with the service
deployment of the service to the Integration Sewf@ch hosts the user

agrwnE

Implementation of Username Token-based accessn®baservice client requires:
1. development of the service client implementation
2. configuration of the web service client externatsyn to supply credentials
3. deployment of the service to an Integration Server

The following sections deal with each of the topicsurn by developing and
deploying a Java CAPS elnsight service implemettatesting this implementation
using SoapUl, developing a Java CAPS elnsight Cireplementation and
exercising the combined solution.

Exports of Java CAPS projects discussed in thisichent are available in the same
place as this document.



Implement Service

Any elnsight web service can be configured to regfWS-Security Username Token.
The minimalist service discussed below will be iempénted to facilitate further
discussion. The service will accept a string agpat message and will return the
content of that string, prefixed and suffixed witfo asterisks (**) as the output
message, also a string. Input of “AAA” with resutoutput of “**AAA**”.

The following XML Schema document describes the XEleEment of type string
which will be used as input and output messages.

<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"

xmins:tns="http://mcz02:12000/XSDWSUserAuthStri ng"
targetNamespace="http://mcz02:12000/XSDWSUserAu thString">
<xsd:element name="elmString" type="xsd:string" />

</xsd:schema>

The following Web Service Description Language doeuat, which uses the XML
Schema shown above, describes the service interface

Note that whilst elnsight-based web service is too#ed in a “contract first”
manner, starting with the WSDL, the Java Collabhoratveb service implementation
starts with the input and output message structsrggplied as XSD Nodes, and
results in a WSDL being generated during servidgklbu

Note that whilst implementing a service using aaJ@wellaboration is different from
implementing a service using an elnsight businessgss, configuring WS-Security
Username Token Profile support is identical.

<definitions

targetNamespace="http://mcz02:12000/wsdIWSUserAut h"
name="wsdIWSUserAuth"
xmlns:tns="http://mcz02:12000/wsdIWSUserAuth"
xmlIns:ns0="http://mcz02:12000/XSDWSUserAuthString
xmlns:imps0="http://mcz02:12000/XSDWSUserAuthStri ng"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.xmlsoap.org/wsdl/">

<import namespace="http://mcz02:12000/XSDWSUser AuthString"

location="XSDWSUserAuthString.xsd"/>
<types>
</types>

<message name="msglnput">
<part name="prtInput"
element="ns0:elmString"/>
</message>
<message name="msgOutput">
<part name="prtOutput”
element="ns0:elmString"/>
</message>

<portType name="PortTypewsdlWSUserAuth">
<operation name="opWSUserAuth">
<input name="inputMsg"



message="tns:msglnput"/>
<output name="outputMsg"
message="tns:msgOutput"/>
</operation>
</portType>

</definitions>

The XSD and the WSDL are assumed to exist, indineesdirectory, in the file
system.

Name = | size | Type | Date Modified |
[=flwsDLwsUserAuth. wsdl 2KB WSDL File 15/10/2007 4:09 PM
YSDWSUser AuthString. xsd 1KB XSD File 15/10/2007 3:57 PM

Let’s create a project, WSUsernameToken, for tih@seimplementation and import
the WSDL file. Importing the WSDL file also importise XSD file.

E5 FieldMotes

L5 wiSUsernameTaoken
& referenceProject | I+ ey r|
Sun SeeBeyond

ACZL Management
Yersion Control  »
Cut

Copy

Paste

Impart k File...
Export 3 Froject...

Dielete Wb Service Definitian...
¥ML Schema Definition...

Rename

Let's create a subprocess, Servicelmpl, and nesigfihBusiness Process, within
that subprocess, bpWSUsernameTokenSvc. Let's deadMiSDL operation onto the
elnsight process canvas and choose to implememwip@tion opWSUserAuth.

97 FieldNotes
¢ WSlsemameToken
5 Sericelmpl
T & bpWwSlsernameTokenSe OB"

+® @ woDLWSUsersuth Start .-;"

PorTypes ot
#*  PorTypewsdhSUserAuth . CaansEy
Lo lpwslserauth ...------*['!“"
08 Messages
KEDWSLUserAuthString

& - -




& B FieldNotes
-3 wsUsemameToken
7 Servicelmpl
o= & bpvWwSUsernameTokenSwye

2 2 wWaDLWSUsersuth

W PorTypes
#* PonTypewsdhitSUsersuth

i L0 opWwsUserauth
03 Messages

§F xsowsUserauthString

o= refaranraPraiect

(@)=

Start

Whatwould you like to do?

@ Implement the operation (Server Made)

) Invoke the operation (Client Mode)

| ok || cancel |

Connect all activities and concatenate requestubwifih asterisks to form response

]

input.
O LURLLE T e
S Port Typewsdiivs PortTypewwsdhis =i
LlzerAuth. Uszeriith.
opvSzer Suth. opWSUsertuth.
Receive Reply
M e
Business Rule Designer
'B‘ b 4 Conversion ¥ = Datetime ¥ ~ Operator ¥ = Boolean ¥ = String ¥ = MNodes ¥ = Mumber ¥ = X

v

Business Process Attributes
.T= FotTypensd WS Useriuth. o phirSUserAuth. Output
L & prilnput

o concat A
=tr (string )

str(strng)

retum string

T - )

Business Process Attributes
FortTypensd s UserAuth. o pirSUserAuth. Input .T:
priOutput —

Create a Connectivity Map, cm WSUsernameTokenSvshawn below.

®-E5 Fieldhotes

& £ waUsemameToken
(-?—k;}‘ Sermicelmpl

L @ bpWWSUsernameTokenSve

B @ cmiwsUsemameTokense

— WSSenvicelmpl
512 22 WEDLWSUsersuth
Qﬁg PortTypes

#*  PordTypewsdWSUserauth
) L G0 opWSUserfuth
o0 Messages
o §F xsSDWSUseruthString

|-

A

WEServicelimpl

@ o5 >

S sernameTokenSve_bpWWsUsernameTokenSyc]

This concludes development of the logical serwcplementation. The environment,
for which to build and to which to deploy this stdun, will be created and configured

next.

Create Java CAPS Environment

In Java CAPS 5.1.3 Enterprise Applications are @yggad to Integration
Servers/Application Servers, which at design timeesabordinate to ‘logical hosts’ in
environments. We will create a design-time Java SA&Rvironment, related to a
runtime Java CAPS domain, creation of which will he discussed here. It is
assumed in this document that the Sun SeeBeyoedration Server will be the

runtime target.



repos (HEAD

o~ BB erva Mews Enviranrmert
Z EE'- enve
© EE'. WSDs Save changes to Repository

& EE" ATasts Refresh All from Repository

Let's name this new environment FNUsernameToken sulgbrdinate to it, let's
create a Logical Host and a Sun SeeBeyond Integr&grver.

@ £B FrUsermameToken ’ﬂ' 2|
L@ LogicalHost1
Mew r Sun Java System Message Queue
ACL Management Sun SeeBeyand JMS 1Q Manager
YVersion Cantral - # Sun Java Systern Application Server
Delete IBM \WehSphere MG
Rename Sun SeeBeyand Integration Server

The runtime domain uses port 20000 as the admatiistr port. To allow us to deploy
enterprise applications directly from eDesigneslebnfigure the Integration Server
to point to the runtime domain at the correct lawst port, and populate the
Administrator password property.

Enterprise Explorer [Emvironment Explorer] 24,
[H  repos (HEAD) ‘

o BB enva :
?- Properties
ﬂq emvB — e =
o BB wsDs - _Confyuration Bl ) -m e
| Eﬂ il —_'l SeeBevond Integration Se - = ;
ests ) elnsight Engine Configurat Integration Server URL | [steisiiflacalhost18000]
ﬂ; FrlsarnameToken Username Administrator
@B LogicalHostt

M Do oo el

L 4 3 IntegrationSwrd

\ +add || % Delste |
Values |

steisdilacathost 20000 |

By the end of this document we will have built avgme implementation and a service
consumer. Each could be deployed to a differenirenment and both could be
deployed to a single environment. The Integratierv&r in the logical host can be
shared by the service implementation and the seooasumer. In Java CAPS 5.1
service implementation requires an external systemainer separate from that
required for the service consumer. Service implgaten, at build time, can
populate a UDDI Registry. To invoke a service cansuwe will use an Enterprise
Manager to place a trigger message in a JMS QUeuéo this we need a JMS
Message Server in the environment. This messagerseill be used only by the
service consumer. In summary, the service impleatiemt will use the Integration
Server, the UDDI Registry and the SOAP/HTTP ExteBystem in Server mode,
whereas the service consumer will use the Integreerver, the JMS Message
Queue (IQ Manager) and the SOAP/HTTP External &y#teClient mode. You



could create separate environments for each. snetkercise we will create a single
environment for both.

Let's add the Sun SeeBeyond 1Q Manager, the IMSMgEsServer through which

the service consumer will be triggered.

& BR FrnusemameToken

o- Bl LogicalHostt

I—} = Integra| ey L4 Sun Java System Message Queue
ACL Management | Sun SeeBeyond JMS 12 Manager |
“ersion Cantral  » Sun Java Svstern Application Server
Delete IBM WehSphere MG
Rename Sun SeeBeyond Integration Server

To ensure that messages are not continuously rodekl and re-delivered in case of
trouble, let's configure the STC Message Servet WiRh appropriate redelivery
handling parameters and populate the Administfadssword.

é)—@ LogicalHost1

ik @ IntegrationSur!

¢- ﬂl FrUserameToken
% @ seImsiamgr

Configuration
&2 SeeBeyond JMS 1Q Man

@ (@

STC Message Server LURL
Username

stemsrtIMSJICA redelivervhandling=1:move(same:§_DLGY
| Administratar

Passward

Fing Timeout Interval {milliseconds) | 0
The STC Message Server URL with redelivery handtiagameters above is:
stcms://?IMSJCA.redeliveryhandling=1:move(same:$ DL Q)

This translates to: attempt to delivietime. On failurenove the message to tlsame
kind of IMS Destination type (Queue or Topic) whoaee is to be the name of the
original destinatior$ with the literal DLQ appended.

Let's add the UDDI Registry configuration informatiso that, at build time, the
UDDI Registry can be populated with service implaméon information.



‘%”Eg' FhUser = | I-I‘I — I ILIL

&-E Log | New *|  BzBSeniceConfigurator External Systern
s @ ACLManagement EatchFTF External Systern
g [# VersionContral » BatchFTPOwerSSL Extemal System
Copy Batchinbound External Systern
Delete BatchlLocalFile External Systemn
Rename BatchRecord External Systermn
Froperties BatchSCP External System
BatchSFTF External System
Constant...

File External System

HTTF External System

HTTF Server External System

JOBC Exdernal Systermn

Keystare

LDAR External System

Logical Host

Qracle External System

SCOAPIHTTP Web Service External System...
Scheduler

| Project Explorer Erwiranment Explore|  UDDI External Systern...

Use configuration property values appropriate toryostallation.

£ WSDs [[| [ 1]
BE ATestsz
BB FruUsemarmeToke Canfiguration |§J|13J =— 8@
Bl LogicalHostt L= UDDI External System Con ——
. IP Address lacalhaost
t}k @ Integrati
; Fort 180820
% @ seams|
UDDIRegistry Servlet Context JCAPSLDDI
Iser Mame Adrministrator
Paszsword -

Let's create a SOAP/HTTP External System contdimethe service implementation,
in Server mode.



H_ L) L =p=] R
LEF FHUsemameTaken ” g&—

E_ LogicalHost! _ | MNew D B2ESericeConfigurator External Systern
e @ Intewratic  aci Management BatchFTF External System

g i@ SBJMSI Wargion Control  » BatchFTPOwarSSL External System

UDDIRegistry

Copy Batchinbound External System

Delete BatchLocalFile External Systarm

Renarme BatchRecord External System

Properties BatchSCF External System
BatchSFTP External System
Constant...

File External System

HTTF External System

HTTF Server External Systemn

JOBC External System

Keystore

LDAF External System

Logical Host

Oracle External System

SOAP/HTTP YWeb Service External System..

L

é)—fF- FrHLzernameToken
E LogicalHost

Sk @ IntegrationSwrl
% 2 seaMsIGMgr
UDDIRegistry

SOAPIHTTP WS External Systern Mame; |V55U89rnameTDken||

SOAPIHTTP WS External Systemn Type:  [Senver -]

[ Ok H Cancel ]

Configure this container’s host and port as appab@for your installation, making
sure to populate the servlet context with thedit&wssusernametoken”.

ép—ﬁﬂ FHUsernameTaken
@ LogicalHostl
Sk @ IntegrationSvr1

Eliw = @ @

Weh Service External Systern
fi@ wieh Service Security

g @ SEJMSIOMgr ) weh Service External Syste || FON 20001
UDDIRenistry Host Mame localhost
E wssllsernameToken Servlet Context |wssusernametoken
Fort Mame

Fublish to LDDI frue

Note that the port is the port of the Web Servent@mer, 18001 by default, not the
administration port, 18000 by default.

Let's now create the SOAP/HTTP External Systemaioet, wscUsernameToken,
for the service consumer, in Client mode.



<¥> EF FUsermameToken

il

LogicalHost ‘

b | R ..

SOARHTTP WS External System Mame:
SOAPHTTP WS External Systern Type: (Client ||Z|
" oK |] | Cancel I

Since the servlet context of the service consumdifferent from that of the service
implementation, and we don’t yet know what thatteahwill be, we will configure
this container later.

Configure SOAP/HTTP Web Service External Systems

So far we configured the SOAP/HTTP external Systentainer for the service
implementation to provide the basic, unrestrictevise. To require service
consumers to provide Username Token for autherdicate need to enable the
container's Web Services Security -> SOAP Message8y

BT U EINdNE T URET

@ LogicalHost
‘;;»#:*. @ IntegrationSvrl
% @ sBIMSIOMgr

i) (-] B (@

YWieh Semvice External Systern Canfiguration (Se
3 web Serice Security

Enahle

D HTTP Basic Authentication

true

UDDIRegistry

wsslsernameToken
@ watlsermarmeToken

I3 wish Service External System Configuration

= Transpart Layer Security
= soap Message Security
-3 UserName Token
Admin Server Connection
= Digest Password Type

and configure User Name Token and Admin Server €ciion properties.

Note that, once the SOAP Message Security projgeagt to true a SOAP Request
that does not contain any WS-Security headersgsitlerate a SOAP Fault.

Web Service Bxternal Systern Configuration {Sen

ép—hi'l Weh Service Security
3 HTTP Basic Authentication

Blizw @@

Accept Digest Passward Type | false

= Transport Laver Security Accept Text Password Type true
2 somp Message Security Token Required —
Llser Mame Token o
= Admin Serer Connection Enable Authorization ftrue

= Digest Password Type
=3 weh Service External Systermn Configuration

Here we disable digest password type, enable TRieguired and enable
Authorization. To facilitate authorisation we ndedconfigure the Admin Server
Connection properties as appropriate for the latiign Server to which this service
will be deployed.

Note that if “Enable Authorization” is set as “falghe service implementation will
not be protected as well as it could. Any usernantepassword credentials that



correspond to a valid Integration Server user ballacceptable. To ensure that only
specific users have access to the service implatient'Enable Authorization” must
be set to “true” and web service access, of whatér] has to be configured.

Note that if Token Required is set to “false” tleevsce will not be protected and
supplying a WS-Security Username Token SOAP headleresult in a SOAP fault
being returned to the service consumer.

Web Service Exernal System Configuration (Se @|E||E| |E| &

I wweh Service Security

[ HTTP Basic Authentication IF Address 127.0.0.1
I Transport Layer Security Port 20000
D SOAP Message Security Admin User Name Administrator
&2 User Mame Token - @
I Admin Server Connection Admin User Passwo

I} Digest Password Type
I wWeh Service External System Canfiguration

The service is now configured to require the WSuiecSOAP Header with the
WS-Security Username Token stanza and to validatkeatials provided through
these means against the user directory configurethé Integration Server.

Build Service Implementation

Now that the Java CAPS Environment with the appab@icomponents is available
we can build and deploy the service.

Let’'s create a deployment profile, dqpWSSUsernamempkiap components to the
appropriate containers in the environment, build deploy.

Create Integration Server Users

Only Integration Server users can invoke web sesvibat use WS-Security 1.0
Username Token Profile. By default, the only Intg¢gm Server User defined during
Java CAPS installation is the user Administratohilt it is possible to require web
service clients to use the user Administrator fthantication it necessitates
disclosure of the password for the administratiserpypotentially outside the
enterprise — not a good idea at all.

To support more granular access, from the authaidit perspective, to web services
exposed through Java CAPS, it is necessary toecozet or more Integration Server
users.



| Address I@ http: /flocalhost: 12100 /feManager /M elcome. do

Google [Cl~

Enterprize Manager

Explorer

B o H 4%

ulava CAPS
B- J2EE
£l-Servers

~Eklocalhost: 18000

- Eiocalhost:1900 /
g g .....

# i nest (]
= Configure Integration Server

! Manage Integration Server Users

Stop Integration Server
"% Restart Integration Server

Remove
Hide
Cancel

Add a user, wsuser, with the password of wsuselaagrdup list of wsuser. These are

just arbitrary strings.

4} Runtime Configuration Tool - Microsoft Internet Explorer

fratio =% atlo
User Management
Current realm for user management is |ﬁ|e 'l Change Realm |
Users List

List of all Users and their associated Groups

¥ Add New User *—

% Administrator asadmin Edit

% Add Mew User




Users List > Add/Edit User

Specify the details for this User.

o
User Name: |w5user

A
Password: |"""

Confirm Password:™ I......

Group List: stuserl

Separate multiple groups with commas.

Submit I Reset |

Whilst Group List is shown as optional, not prowglia value will prevent creation of
a user entry in 5.1.3.

Configure web service access

As noted before, if SOAP/HTTP External System cioreias Web Services Security -
> User Name Token -> Enable Authorization propestset to “true”, web service
access will have to be configured to designatedtbset of Integration Server users
that will be able to access the service.

Web service access is managed through the Entefdasager.

Enterprize Manager

B o H %

ujava CAPS

- J2EE
£l Servers

~Eklocalhost: 18000
~Eklocalhost: 19000
#-E} localhost:20000

~E Web Services Access Manager

v
roEployeEr

ri‘?“User Management

To manage access to services deployed to a particuégration Server both the
Integration Server and the UDDI Registry URLs aretlentials need be provided.



B o E %

Application Server, UDDI Server Details

u]ava CAPS
& J2EE . .
o-Servers Enter the Integration Server details here
~Eklocalhost: 13000
H @(Ioca\ha&t'lgooo Server Type: ISun SeeBeyond Integration Server (version 5,1,3}j
&6 Iocalhost:20000 Host Mame: Jiocalhost
El Web Services Access Manager
ﬁDeployar HTTP Administration Port: IZUUUU
“#user Management User Name: IAdmmislratUr
Password: Jesse

Enter the UDDI Server Details here

UDDI Server Host Mame: |Iocalhust
UDDI Server Port Number: |18[]B[]

UDDI Server User Mame: |Admm|5trat0r
UDDI Server Password: I-“

Connect to Server

Choosing the web service, from the list of web &w published to the UDDI
Registry, will allow selection of Integration Seruesers that can be granted access to

the service.

Web Services Access Manager

WSDL name: Search |

WSDL Groups Users

WSDs EAl W1 3 0 new B EAl W1 3 0 new-1829586215.wsdl
Patterns01 bpWSSDBQuery wsdIEMPQuery800918409.wsdl
Senicelmpl bpWSUsernameTokenSve WSDLWSUserAuchQgT?QZSE,.wsdlf-—-—-

Senice bpW3SWSUserAuth wsdiWsSUserAuth1220680289. wsdl

WSDL name: Search |

Users

WSsDL Groups

WSDs EAl V1 3 0 new B EAI V1 3 0 new-1829586215.wsdl
Patterns01 bpWSSDBQuery wsdIEMPQuery800918409.wsdl

Senvicelmpl bpW3UsermnameTokenSve WSDLWSUserAuth299779253.wsdl
Semvice bpW3SWSUserAuth wsdlWSUserAuth1220680289.wsdl

Details: Servicelmpl_bpW SUsernameTokenSvc_WSDLW SUserAuth299779253.wsdl
Grant access to member(s) and group(s).
& L Members A Groups

Administrator

Granted Access List:

save cancel |




WsDL name:l Search |

WSDL Groups Users

WSDs EAl V1 32 0 new B EAl V1 3 0 new-1829586215.wsdl

E v =l

Senvicelmpl bpWSUsernameTokenSve WSDLWSUserAuth299779253 wsdl R Wsuser
i s

Details: Servicelmpl bpWSUsernameTokenSve WSDLW SUserAuth299779253.wsdl
Grant access to member{s) and group(s).

& A Members  C @Gioups Granted Access List

Administrator = | WsUser
_<|

Additional users can be granted access as reqredentials of Integration Server
users who are not granted access will be rejected.

Test service implementation with soap Ul

The fastest way to test service implementatioduaing WS-Security Username
Token Profile processing, is to use soap Ul. sobpald be downloaded from
http://www.soapui.org/For this exercise soap Ul 1.7.6 has been used.

Use Java CAPS UDDI Registry Ul to determine the WRthe WSDL document
corresponding to the service implementation.

| Address I@'] http:/flocalhost: 18080/ICAPSUDDI fuddibrowse jsp

Google |G~ |60 { B + | B 14bloded | T check + 'y Autolink v | Aol e Send tow
EEIEI mn
@Sf ?’Z Web Services

Environment Service Name WS5DL
Wwshs EALY1_3 0 new B http:/ Alocahost 18080 Auddidoce WS D e S De/Eal W13 0 new BAEAL VT 3 0 new-182958621 5 wadl
Horizons2007 bphw'S SO B Hueny http:#Alocahost 18080 uddidocs/Hoizons2007 /Patterns01 /bpw'S 5 DB QuenwsdIE MPEueryB0051 8403, wedl
MUszemameToken bpw'SUsemameTokenSye hllp..f.f\uca\husl.'lBUBDKuddidUCSKFNUsemameTUkenfServicalmpl/hp\v\u"SUsemameTUkenSvc/W’SDLW'SUsarAuthSS??SZSS.WSD
ATests? bpw/S 5w S U serduth http: A lacalhost 18080 Auddidacs AT este2/S ervice/bpw'S 5w S U serduth AwsdiwS U serduth 1 220680289 wed|

Click on the link, select and copy the URL.

() Back ~ 63~ [*] [2] @ | - search -7 Favorites 42 | S = e G @ 3

Address f§| 2] {bpWSUsernameTokenSve/WSDLWSUser Auth 299779253, wsd|
Google |G- ~|Go { B + | Sh14blocked | % check + 4 Autol

<?xml version="1.0" encoding="UTF-8" ?>
- «zdefinitions name="wsdlWSUserAuth" targetNamespace="http://mcz02:12000/wsdIWSUserAuth" xn

xmins:ns0="http:/ /mcz02:12000/XSDWSUserAuthString" xmins:xsd="http:/ /www.w3.org/2001/
xmins:imps0="http:/ /mcz02:12000/XSDWSUserAuthString" xmins:soap="http:/ fschemas.xmlsoz
<import namespace="http://mcz02:12000/XSDWSUserAuthString" location="XSDWSUserAuthStri
<types /=

- <message name="msgInput">

<part name="prtInput" element="ns0:elmString" />

</message>

- <message name="msgOutput">

Start soap Ul and create a new project.



i soapUl 1.7.6

File  Tools Desktop  Help

B |l

Default [ '
% G = HR
w-B aw Irport Project

@ iles Import Remote Project
- ws

Mavigatar

-
reakes a new WSDL Project in this workspace

C

Name the project WSUsernameToken and paste the W8RLinto the text box
provided.

Z New WSDL Project

Project Mame |WSUsernameTDkEn| K

Initial WSDL | ameTokenSve/WSDLWSUserAuth299779253. wsdl | | Browse. . |

X
Mew WSDL Project @
Creates a new W3DL Project in this workspace / /
Z |

Create Requests Create sample requests for all operations? «

Create Project File [ | Creates a file For the project {can always be created later)

Open the request, populate the content of the eingStode and submit the request.

Defaul Workspace | 5% Request 1
Bl EWrdPartyWsstub_dctivateService -
B GwardPartywsstub_CustomerOrderService
B NaT
=B wallsernameToken
. @ X PortTypewsdiwsUserauthBnd
225 opWSUserfuth

5
| 4
gg Request 1 *— g < fsoapenv:Bodys
-l wsdls £ <fsoapenv: Envelopes

= 2@ Od [ ] [http:,l',l'localhost:EDDDI,l'wssusernametoken,l'PortTypewst

=
=]
=]
i)
=
=
]
=

+ = paat soapenv="http: /S schemas. xnlso:s
ubrmit request ko specified endpoint URL I = =
e

<soapenv:Body=
“xsd: elmString>—test|<,-‘xsd: elmStrings

Since the request does not contain WS-Securityrlasee Token header the request
will be rejected.



[http ! localhost: 20001 fwssusernametakenfPort Ty pewsdlwSUser AuthBndPort: - T«

e ;E 1 Fsoapenv:Envelope xmlns: soapenv="http: /fschenas. xnlsoap. orys/soap fenvelope /" xnlns:xsd="h
de e 2 “soapenv: Header:
TE 3 “sbynFaultMzg: Fault xmlns:shynFaultMsg="http: S seebeyvond/comn/xsddefined/Faultessa
25 4 “faultcoderInvalidBecurity</ faultcode>
| 5 =fanltstring=in error was discowvered processing the &lt;wsse:securitys> header</s
op) 5] = faunlrt gas FalEas
7 <deta@o WMi-Security Header specified</detail= )
5 = shynF an TPt
9 +/zoapenv: Header=
10 =soapenv:Body=
11 “soapenw: Fault=
1z “fanltcode xwlns:socap="http://schenas. xmlsoap. org/soap/envelope, "*soap: Client <,
13 “faultstring-in error was discovered processing the &lt;wsse:securityr header-)
14 s fzmamanrr Ratnle s

Let’s configure soap Ul to provide the WS-Secutisername Token header and re-
submit the request.

5 Default Workspace | 2 Request 1
‘g Bl Gwardrartywsstub_ActivateService g =
= Bl GwardPartyWsstub_CustomerCrderervice P =20 O [ ] [http:,l',l'localhost:ZDDD1,l'wssusernametoken,l'PDrtTypewg
=2
+ @ NGT El 1 <=soapenv: Envelope xmlns:soapenv="http://schemas. xmlso:
= @ WillsernameToken & 2 <soapenv:Header /
= X PortTypewsdisUserAuthBnd 3 <soapenv:Eodys Yalidate Al
=2 opsSUserauth 4 “xsdielmString 5 Fopmat XML AltF
52 pequest 1 5 </soapenv:Bodys
@ wadls 6 <fsoapeny: Envelope( k J
Add Wa-Timestam
Mo 2 ]
Request Properties Undo cul-2
Property Walue Redo <tl-v
Marme Request 1 Copy G-
Descriptian Cut Crl-¥
Message Size 252 Paste el
Encoding UTF-8
Endpoint htrpefflocalhosk: 20001, . Find { Replace Fa
Bind Address
Tsername WSLISEr Go To Line Ct+AlL
Passward HSLISER v Show Line Mumbers AL
Cromain
WSS-Password Type PasswordText Save as., -5
ToLvE Load From,, L
Enable MTOMInline false

it Request 1

= 2 E O [ ] [http:,l',l'qu:thDst:2I:II:IEII,fwssusernametu:uken,I'F‘u:urtTypewsdIWSUsernutthdPurt

= | | #soapenwv:Eavelope xmlns:soapenv="http: /fschenas xmlsoap.org/soap/envelopa," xml:r
|S|_|I:|mit request to specified endpaint IRL l

a3 =wsse: fecurity soapenvimustlnderstand="1" xzmlns:wsse="http: ffdocs.oasis
4 “wsze:UsernaneToken wsu: Id="UsernaneToken-E7E213858" xmlns:wsu="http: /7
5 “wsse:Usernamerwsusar<;/wssa: Tsernamne =

=} =wsse: Password Type="http: / Sdocs.oasis-open. org/wss /200401l foasis-E
7 “iwsze:TsernanaeToken>

a8 =/usse: Securicys

Q =/ zoapenv: Header=

10 “zoapenv:Body=

11 =xsdielmitring-test</xsd: elnitring=

12 = /=oapenv:Body>

153 =f=soapenv: Envelopes

The service executes and returns a result.



=env: Envelope xmlns:env="http://schemas_ xmlsoap_ org/soap/envelopes" xmlns:enc="ht

HML

=env:Body=

=elmitring

1

z

3

4 xnlns="http: fmes0Z: 12000 HEDMETseriuthString"”

5 xmlns:tns="http: / /mcz0z: lZDDDfXSDILTSUserAut.hSt.rinmSt.ring}
5] <fenv: Body=

7

< fenr: Envelc\pe}l

To test that indeed user credentials are validé¢d,use a different username and
password, for an Integration Server user that badeen granted access to the
service.

[ [E=l Dofautt workspace 59 Request 1 ¢ &
)| ) GwardPartyw3stub_ActivateService T i
2|5 B Gwardpartywsstub_CustomerOrderService P = a [ ] [htlpJ/‘lU[alhDsl:ZDDDlﬂ L 'ort TypewsdiWSUserAuthBndPor - %" + 8
=l w8 nar 2 1 feompenv-znvetons|§ = | fsoapenv: Envalops wmine: scapevw="hrep://scheuas snlsoap.org/scap/snvelops, mulns: tso='hoep: /o
=B wslsernameToken 2 z <soapeny: Heade| |i 2 <sompenv-Header»
- X PortTypewsd!SUseriuthBrd 3 <wsse:Secur b <sbynFaultMsg: Fault xulns:sbhynFaultMsg="http: // feom: Faul "
=2 opWwsUserauth 4 <wssa:Us| 4 <faulteodsrFailediurhentications/ faulreodsr
L 32 Request 1 3 <ussel 5 <faultstring=The security token could not be authenticated or authorizeds/faultstrineg
- wsdls (3 <ussef 6
T fusse: 7 <detailrError authorizing: user Administrator does not have permission to accass Juss
& <fusse: Sec B8 Chwn? wlcMsg- Fauloe
Request Prorerities 9 =/soapenv:Head 9 =</sospenv:Headscr
Froperty Value 10| <sospenv:Bodys| 10 <scapenv:Body>
Mame Request 1 1 <xsd: elnStr| 1t <soapeny: Fault>
Description 12 </soapenv:Body| 12 <faultcode xmlns:soap="http://schemas.xnlsoap.org/soap/envelope/">soap:Client</ faultc:
Message Size 837 13|</soapeny: Envelop| 13 <faultstring>The security token could not be authenticated or authorizmeds/faultstring
Encoding UTF-8 14 </soapenv; Fault =
Endpoint hitpsflocahost: 20001/, 15 </sospenv:Badyr
Bind Address 16 </soapenv: Envelope>
Usermarme Adriiristrator
Password STC
[Domain
W55-Password Type PasswordText

Let's now send a request credentials that correspmno user of which the
Integration Server is aware.

5| [ Default workspace £2 Request 1
B 5§ ewardPartywsstub_Activateservice e e
2| |5 ) GwardpartyWSstub _cUstomerOrderService P o= B OO @ [ntp:fiocahost:20001 fwssussmamsboken/Port TypewsohWSUserAuthBindPort
2
=] N&T ff i T——— 2 1 |soapenv:Envelope wmlns:sospenv="http: //schenas. xulsoap.org/sosp/envelope/" ralns:xsd="ht
WSUsermameToken B| 3] icompenvibesad| || 2| | <sospens:Hsaders
= ortTypewsdiWSLiserauthEn 3 <wsze: Fecu] 3 <sbynFaultlMsg: Fault zumlns:sbynfanltMsg="http: // com/xsddefined/Faulttessar
X PortT dIWSUserduthBnd
- opwsUserauth 4 awsse:Us 4 <faultcoderFailedhurhentications/ faultcoder
2 Request 1 5 “wssef 5 <faultstring>The security token could not be suthenticated or authorized</fault:
B wsdls [} swssef ) “faultactor-Server</fanlvactors
7 </wsse: 7 “detailrError authenticating: invalid id of credential speciiied</detailr )
8 <fwsse:See ] < SBTRFE e NS g TaaTE
PRequest Properties 9 <fsoapeny:Head a <fsoapenv: Headexr>
Property Yalue 10| <sospenw:Bodys 10 <sospenv:Bodys
Mame Request 1 1 <usd:eluSty 11 <soapenv: Fault>
Description 12| </scapenw:Body 12 <faultcode sulns: sosp='hoop: //schenas smlsosp. ora/seap/envelops/ > soap: Clisne s/
Message Size &37 13| =/s0apeny: Eavelop) 12 <faultstring>The security token could mot be authenticated or authorized</fault:
Encoding UTF-8 14 </soapeny: Faules
Endpaint hitp:flocalhost: 20001, i6| dibeaperviBadee:
16 </soapenv: Envelopes
Username AN
Password ABRAA

Develop client implementation

soap Ul tests, described above, demonstratedhéatetrvice is configured to require
the WS-Security Username Token header, that islat@s credentials to ensure they
correspond to an Integration Server user and shaglimits access to the service
implementation only to the users who have beeni@iplgranted acces to that
service implementation.

Let's now develop a Java CAPS service consumenitianvoke the service.

Let’s create a subproject, ServiceConsumer, arelraight business process,
bpWSUsernameTokenCns, that will invoke the servites process will be triggered
by a JMS Receive activity, will map JMS Text Messagthe elmString service input
message and will deposit service result string &ext Message, in a IMS Queue.

Add JMS Receive and Send, and drag the servicabpeionto the canvas.
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Choose “Invoke the operation ...”
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Map JMS Text Message to service input.
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Create a connectivity map, cmWSUsernameTokenCrsh@asn.
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This project will be built and deployed later.

Configure SOAP/HTTP Client External System

The SOAP/HTTP External System for the service coresuvas left unconfigured.

Let’s now configure it.

Let's determine the servlet context of the servibéch to invoke.

lem¥SUsernameTokenCns_bplysL |

lzerm) meTDkanC_ns_prSUsernavﬁ
o =g
| 2



Address I@ http: localhost: 18080/ICAPSUDDI fuddibrowse. jsp

Ceoele-___________c|=¢B - | Bt Gamkr yumnk s Elue B
EEIEl mi
@S -tfz Web Services

Environment Service Name WwWSDL

WhDs E&IW1_3_0_new B http Alocalhost: 18080/ uddidocs AWS D AWSD/EALWT_3_0_new B/EAIW1_3 0_new-1829586215 wadl

Horizans2007 bS5 S DB Query o 0 B4

FMUsemameToken bptwSUszemameT okenSyc http Hlocalhast: 1SDSDf’uddlchsiFNUsemameTDkenx’SerwceI_pUbDWSUsamameTokenSchSDLW'SUsarAuth2997?9253 vzl

ATests? b5 S5 L serbuth P et e Tt T ey Semvicey b S S St eermt redi S H e 22 e e N 8 St g

Let’'s view the WSDL and locate the

<soap:address location=" http:/localhost:20001/wssusernametoken/PortTypews diwSUserAuthBndPort " />

attribute.

Address Iﬁj http: {flocalhost: 18080 fuddidocsFNUsernameToken/ServiceImpl fbp\WSUsernameTokenSweMWSDLWSUser Auth 299779253, wed|
Google [G+ dGo{»ﬁv | & 14blocked | "2 Check v 4 Autolink v || AutoFil [ Ser

e
<soap:body parts="prtInput" use="literal" />
</input=>
- <output:
<soap:body parts="prtOutput" use="literal" />
</output>
</operation=
<=/binding>
- <service name="WSDLWSUserAuth_ Ser\m:e">
<s0ap: ,:address location "http //Iocalhost 20001" /=
</port>
<fservice= L\§
</definitions =

The servlet context is the entire string followthg port number in the URL:
/wssusernametoken/PortTypewsdIWSUserAuthBndPort

Let’s copy this text and paste it into the Ser@entext property of the SOAP/HTTP
External System container of the service consuméra Java CAPS Environment.

E ATestsz
E FhllUgernameToken
Bl LogicalHost ) Wieh Service External System .LH_J |5_:J 'EE| '@|

— 9k B IntegrationSvrt (2 Weh Senice Security
L ) e Senice External Syste| || Port 20001 /

2 g sRIMSIaMgr

Host Name localhost
UDDIRegist i
el f Servlet Context |)Ws5usernametokenJ‘PortTypewsd\WSUserAuthBnde‘t |
E wasUsarmnameToken

Enahle BEL False

E wecUsernameToken

Configure the Port and the Host Name as appropieageur runtime environment.

I= web Serice External Systerm Configuratio |E]|E] |EJ || |@|

& geiﬁglézgs;uurtlhwentication Enahle S0AP Massage Security |true—
&) HTTP FProxy Server Authentication
3= sosp Message Security

3 User Mame Taken
2 SAML Token
= weh Service External System Configura

Set Web Services Security -> SOAP Message Secarinable SOAP Message
Security property to “true”.



Configure SOAP Message Security -> Usner Name Tgkeperties “Add User
Name Token”, User Name and User Password, to esahlding WS-Security
Username Token Profile header and provide credsnti¢h access to the service.

Wieh Service External System Configuratio @@ @ (B |—| @)

32 wah Serice Security —

3 HTTP Basic Authentication #Add User Name Toks Q' frus D
= HTTE Proxy Server Authentication Password Type PasswordText

) S0AP Message Security s METTE ——
[ User Name Token
= samMLToken User Password e

= web Serice Extemnal System Caonfigura

Deploy Service Consumer

Create a deployment profile, map components, lanttideploy the service
consumer.

@7 FieldNotes
&7 wsUsemarmeToken

®-E5 SewiceConsumar o ¢

% @ bpWSUsemameTakenCns qTriger  civSlze
@D- [ crmidiSlsernameTokenCng
i@ gResult
@ gTrigger
E wsctWSUsernameToken

Deployment Profile Mame: |deSUsernameTukenCns

Erwironment: ||FNUsernameTDken ||E]|

Cannectivity Map:

Used | Conhectivity Map |
[+ cmWElsernameTokenCns

Emvironment: FMUsernameToken e | ﬂMap Yariables Eluild @’Depluy

ﬁ Automap ] wsclUsernameToken [.'

S @ IntegrationSwr!

‘—Q’ cmWSlsemameTokenCns_bpWSlsernameTokenCnsl
7 @ seIMSIaMH
@ gTrigger-= cmWSUsemameTaokenCns_bpWWSlUsemameTakenCns1
- |cmWSUSernameTDkenCns_hpWSUsernameTokenCns1 -= gResult

Test End-to-End Solution

Use the Enterprise Manager to open the serviceucogsimplementation
connectivity map graphic. Click on the JIMS Queueggr and click on the
Send/Publish toolbar tool.
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£ WSUsernameToken
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H5un_SecBeyond IMS_1Q Manager
“[E Web Services Access Manager
‘gDeD\wer
Buser Management

Mumbercipages 0 44 4 b B Selectpage Go

In the resulting dialogue box enter some text, Wincto be the content of the inpt
message, and click “Submit”.

/3 Publish/Send JMS Message - Microsoft Internet Explorer N [m[ | i
Send/Publish New Message Elp
1 MessageType: & Text = Binary
test of request =]

[ -
I Browse. .. |
Tirne to Live: |U |Sec0ndj Friarity: IDefauIt 'I hode: Ipersistent 'I

Send/Publish [1 Times Cancel |

[]

Click on the IMS Queue gResult and double-clickhenJMS Message in the lower
pane to inspect message content.



qi? esult ""‘-—-

£l
qTrigger cm'w SUsernameT okenCns_bp'W 3 semameT okenCnsl

£

wschw' SUsermameT oken

I

#+ Queue Name | ¥ Min Sequence Number | % Max Sequence Number | ¥ Available Count | # Number of Receivers | 4 Last Published Date/Time

gRiesult 10416 1:55:417 PM EST

Details: gResult

Mumberof pages: 1 44 4 b W Select page: Go

Sequence I'-hassage Delivery

Meszages

1D:b2ac1:115a5:65582:1448:81 9eb21 211 5aBf 78225 001 87 38266064 2abaBcRE3AIIABTIERE unread 377 FERSISTEMT 4 Tue Dct16
} & 135341 EST 2007
The message contains results of web service innocat
2} Message Payload - Microsoft Internet Explorer =1l !
A |
TEXT MESSAGE PAYLOAD (LIVE) =
Change Payload: & From Text Area " From File
**test of requestr* [~

Because we configured the service implementatiordaire a username token and to
validate it and verify access to the service byuber we know that the service
consumer provided correct credentials. If it did th@ invocation would have failed.

Conclusion

Developing a service implementation and servicesaorer for a web service solution
that requires the use of WS-Security Username Té&kefile takes much less time
then it took to write this document. The SOAP/HTWRb Service External System
container is where Username Token Profile parameter set. For service consumer
this is all that is required to provide supportr Bervice implementation appropriate
Integration Server users must also be createdifamdjuired, access to the specific
web service must be granted to these users. Whetp&mented as an elnsight
business process or as a Java Collaboration, emafign of the service
implementation to support WS-Security Username fdkefile requires the same
steps.



