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1. Abstract

Securing web services, to be invoked over the meteis both essential and difficult.
Using appropriate tools and technologies makeasitee to accomplish the task.
Developer-dependent solution, where security isexfdbd directly into consumers
and providers, is inflexible and labour-intensiGateway-based solutions are more
flexible, more dynamic and easier to manage. Is tiote Java CAPS 6-based web
service consumer and provider pair are developled.sblutions are exercised first
without, then with the web services security gatewdis enables demonstration of
how web services can be secured, how policies eateteloped and propagated and



how WS-Security-mandated XML markup can be deah wutside the development
shop. The Layer 7 SecureSpan XML Gateway, andtifoxotten companion, the
SecureSpan VPN Client, are used to explore the.tdjie reader should be able to
acquire enough knowledge to obtain and deploy dwi®Span XML Gateway, and
to use its basic functionality to implement gatewmagdiated secure web services
solutions.

2. Introduction

Securing web services, to be invoked over the meteis both essential and difficult.
Using appropriate tools and technologies makeasiee to secure web services as
certain development environments, like NetBeansyide checkbox-style interface
for enabling web services security for certain kiod web services. Other kinds of
web service, for example JBI-based or Java CAP8mRtory-based web services,
are more difficult to secure because the toolirgpstt is less developed or less
feature-rich. Securing web services at build tiagimplied above, has certain
advantages and certain disadvantages. Most natefaldvantages are the need to re-
build and re-deploy each service if the securitjggachanges, and the reliance on
developers to implement and maintain security pEgian a fragmented and variable
manner. Removing the need for developers of sesvta@eeal with service security is
one way to address the major disadvantages of alesetiependent security policy
implementation. By exploiting the properties of tH€TP protocol, Web Services
security and other non-functional requirementsloaabstracted to a Proxy
component. This component, a Security Gatewayrdefas service requests, applies
or parses security information, decorates or pasesce responses, enforces SLAS,
maintains policies and policy versions, implemdimesvall functionality and provides
a variety of other services.

In this Note | am discussing, with examples, a @atebased secure web services
solution for Sun Java CAPS-based services. Both\telke Service Provider and the
Web Service Consumer are built. The invoker consutine service provided by the
provider. Both are built and deployed as plain,aesased web service components.
The Gateway and the VPN Client are added as intiemes and various security
policies are developed, deployed and illustratechbgection of message exchange
between the consumer and the provider.

| am using Java CAPS 6 Repository-based web sarbieeause these have fewer
Web Services Security features supported out obtixe Provision of web services
security for Repository-based web services is hhatderefore the benefits of using a
webs services security gateway are much more cléaEJB-based and JBIl-based
web services can take advantage of the Metro sliaektly so the benefits of using a
security appliance are less obvious but still gigant. This will be discussed further
in sections dealing with the SecureSpan XML Gateway

The Layer 7 SecureSpan XML Gateway is the gatewagkied to develop and
deploy secure web services solutions discussddsmiote. Sections 15.1, “Obtain
the Layer 7SecureSpan XML Gateway”, 15.2, “Confegtire SecureSpan XML
Gateway” and 15.3, “Install and Configure the Se&pan VPN Client”, deal with
obtaining, installing and initially configuring ti@ateway. The gateway will be used
and certain of its features exercised in examplastwwill be discussed in various



sections in this Note. It may be appropriate te skier and work through sections
15.1, 15.2 and 15.3, before continuing.

Note that | am not associated with Layer 7 Techgiels | am not writing this Note
on their behalf, and | am not a Layer 7 Secure&pateway expert. | spent some time
with the documentation and the product. What | reaen convinced me that it may
be worthwhile to write about some of the possiietitand some of the obvious
advantages of deploying a security gateway to pteteb services. Some of the
secure web services solutions that are calleddaradays are much easier to
implement, and much easier to manage, when usivebasecurity gateway. There
are other vendor’s gateway products on the marketikely offer these and other
services that may be of invaluable for an entegplisyer 7 SecureSpan Gateway is
the one | had access to. From my perspective drey gateway product should
provide at least the same kind of flexibility arehlefits that the SecureSpan XML
Gateway does.

In the Note | will discuss web services securiyits to set the context, discuss
solution to be developed, walk through creatiothefservice provider and service
consumer, configuration of the gateway and VPN &liefrastructure and a series of
iterations of policy creation and testing.

3. Securing Web Services - Discussion

In Java CAPS 6 Update 1 one can construct at flewest kinds of web services —
EJB-based web services, JBI-based web serviceRepalsitory-based web services.
Depending on how the services are designed, amthah environment the services
execute, they can be considered “secure” or n@ufgs. In some circumstance
service security is critical to its viability; irtleers it is a luxury. Providing the
appropriate level of “security” to a service maydasy or difficult, depending on a
number of factors. Not the least of these factotheé designer’s knowledge of the
web services security standards, and the meaniglaleain the tooling to assist in
implementing standard security mechanisms.

Why would we care if the service invocation is ‘sex? That would depend on what
the consequences of the message exchange beingrsatared by third parties

might be. The likelihood that third parties cae se alter message exchange is also
an important factor. The more likely an authoriaetivity is, and the more severe the
consequences of such an activity, the more impbittéto secure the message
exchange, and the greater the complexity of sgcon@asures that need to be taken.

Let’'s assume that the service is to be invoked thefnternet and that the
consequences of message exchange being seerred alte severe.

Let's discuss what is meant by security in the egnof web services, discuss
security characteristics of various kinds of Ja¥dS-based web services and
introduce the concept of a security gateway.

One can “secure” a web service by requiring theaid&/S-Security Standard-
supported XML Digital Signatures, XML Encryptionsérname Token, Timestamp
Token, SAML Token, etc., individually or in combtran. By requiring and using
different combinations of security tokens one algaiarying degrees of “security”.



Digital Signatures, more specifically XML Digitaighatures used in securing SOAP
messages, are used to ensure integrity of meseagés wire, that is, facilitate
detection of message alteration in transit. Theyadso used to convey authenticity of
messages. The entire message or selected palnts mielssage can be digitally signed.
The reason one would digitally sign parts of thessage rather then the entire
message is typically cost. If only certain partshaf message must be protected from
tampering and must be guaranteed to be authewticsiigning selected parts of the
message will minimise the high resource consumptipitally associated with
cryptographic operations.

Conveyance of authenticity relies on the propedias use patterns of key pairs in
public key cryptography. Both keys of the pair gemerated at the same time. The
two keys are related in such a way that one cammalerived from the other and that
plaintext encrypted with one can only be decryptéti the other. One of the keys,
the private key, is kept confidential by the pahst owns the key pair. The other key,
the public key, embedded in a “certificate” whiamgantees its authenticity and
integrity, is distributed to any party with whoncsee communication will be
undertaken. Public Key Infrastructure (PKI) is theans of guaranteeing public key
authenticity and integrity through issuance anacation of “certificates’, and
possibly distribution of public keys (certificate3here is a great deal more to all this
but for the purpose of this discussion it is enotaybay that if the owner of the
private key encrypts some plaintext and sendstheaecipient, the recipient will be
able to decrypt it only with sender’s public keywthich he/she has ready access.
Because of the properties of the key pair the restgknows that only the “other” key
of the pair could have been used to encrypt thiatebd that he/she just decrypted.
Because the “other” key, the private key, is supdds be kept secret by its owner
the recipient assumes that only the owner of thef@ key could possibly have
encrypted the plaintext. This guarantees messageraicity.

Encryption, and specifically XML Encryption usedsacuring SOAP messages, can
be used to ensure message integrity and protefitleatiality of information on the
wire. Either the entire message or selected patt'eanessage can be encrypted for
the same reasons that an entire message or sgbecte@df a message would be
digitally signed. If the encrypted parts of the sage are tampered with, decryption
will fail and the recipient will conclude that tineessage was tampered with. The
confidentiality of the message is guaranteed irag similar to authenticity guarantee
when using digital signatures. By encrypting thessage with a public key of the
recipient, the sender of the message ensuresrihathe recipient, the holder of the
private key of the key pair, can possibly decryya inessage. This allows anyone to
send a confidential message to the owner of thajarikey regardless of where there
was a prior communication between them.

Using a Timestamp Token allows the infrastructoregject messages that are “too
old”, combating “message reply” attacks, but ofliy can be guaranteed that the
timestamp itself cannot be modified without detactiBy itself the Timestamp Token
is pretty useless as a security device. In comionatith Encryption or Digital
Signature its integrity can be guaranteed andnitbmaused for message reply
detection.



The Username Token, whether with a plaintext passwpa digest password, can be
used to provide user credentials for authenticatitunch as the Timestamp Token,
Username Token cannot be trusted unless it is @eatdrom eavesdropping. XML
Encryption must be added to the mix to ensuretti@tsername Token can not be
intercepted and subsequently used for rouge ata@ssources that require
authentication.

Whether to use specific WS-Security tokens, whatlbaation of tokens, what token
attribute values are appropriate, etc., is typycallbject to organisation’s security
policies. Configuring a web service consumer ored wervice provider to
use/support/require specific security tokens isajygication of security policies.

Web Services security policy-mandated tokens angeyed as part of the SOAP
message using the SOAP Header extension mechabiferent SOAP Header
components convey different security policy tokdmngill not discuss this in details.

It will suffice to say that whatever means we wsaply security to SOAP messages,
these means will add/modify SOA Headers, in masgsaery extensively.

When developing EJB-based web services one cathes¢éeBeans IDE facilities to
specify security policies to use for a particulatwservice. An example of this,
Figure 3-1, shows specification of the Usernameehaksing the NetBeans
checkboxes and dropdown menus.
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Figure 3-1 Adding Service Security — Username Token

Figure 3-2 shows the dialogue box used to spebdyparts of the request message to
which to apply encryption and/or which to digitadiign.



It is quite easy to specify security policies failB=based web services using the
NetBeans IDE but it must be borne in mind that thig design-time specification. To
apply this security policy, or any changes to gasurity policy, it is necessary to
build and deploy the service. To see what secpuoticy is to be applied to this
service one must have access to the developmemboement to look at the
configuration files. The onus is on the web sendeegeloper to apply appropriate
security policies and to maintain them as orgamnat policies change.

|| AM Security Quality OF Service | WDl Customization | Wsimport Options |

W Use Development Defaults -l

[ Act As Secure Token Service [ST5)

™ Allow TCP Transport
[~ Disable Fast Infoset

=k | ndDoci L —
o e x

opSendDocument

Message Part Require Add Body

<

Input Message V] v
= s L - [To (Addressing) I r (B Add Header. . |
From (Addressing) I~ [ [
e |— FaultTo (Addressing) I [ (B Add XPath |
ReplyTo (Addressing) v [l (B =
i MessagelD (Addressi. . v 0O B e i
A FelatesTo (Addressing) 2 [ T
Message Parts. .. | Action (Addressing) = [m I _I

| Output Message Cancel i

Figure 3-2 Specifying message parts to sign and/encrypt

For JBI-based web services a subset of web sersemsity policies can be specified
using graphical means, another subset requiresahardification of the service
WSDL and others are not supported at this timeisAke case with applying web
services security policies to EJB-based web sesymgplying web services security
policies to the JBI-based webs services is a ddsigm activity. The service, or its
configuration, must be modified, then the servisgeanbly must be built and
deployed for the policy change to take effect. &y, access to development
environment and development knowledge are requdre@termine what policy is
used for which service. The onus is again on the segvice developer to apply
appropriate security policies and to maintain tlenorganisational policies change.

Repository-based web services are the hardesttwesprogrammatically. They offer
the fewest graphical configuration options and megdevelopment of SOAP handlers
for anything not provided through the graphicaérfdce.

Java CAPS 5.x and Java CAPS 6 Repository-basedevelzes use the JAX-RPC
technology with support for WS-Security 1.0 (200#9r Java CAPS 5.x there is no
way to directly provide JAX-WS-based WS-Security gupport using SOAP
handlers since JAX-WS requires the GlassFish Appba Server runtime
infrastructure and Java CAPS 5.1 applications atesupported on GlassFish. Java
CAPS 6 Repository-based web services are deplaydktGlassFish Application
Server so JAX-WS-based WS-Security can be providexigh the SOAP handlers.

The EJB-based web services wrappers can be useduce Repository-based web
services, much the same way as providing MTOM sugdpo Repository-based
services, which | discussed in my Blog in entriégava CAPS 6 Update 1 - Invoking



MTOM Web Service using Java CAPS Classic Web Ser€ient” -
http://blogs.sun.com/javacapsfieldtech/entry/jawgpsc 6 _update dnd “Java CAPS -
Exposing MTOM-capable Java CAPS Classic Web Sétvice
http://blogs.sun.com/javacapsfieldtech/entry/jaegpsc exposing_mtom_capable
Again, access to development environment and dpretat knowledge are required
to determine what policy is used for which servitiee onus is again on the web
service developer to apply appropriate securitycped and to maintain them as
organisational policies change.

All of this requires a developer to add securitgdedo the services at build time,
however little or much the IDE helps. It requirbe tleveloper to have some
knowledge of security. It requires services to lmalified, re-built and re-deployed for
any policy changes to take effect. It does notraféntral audit and control unless
such is custom built and programmatically invokexhf each service. Specific
development activities must be undertaken to supgsovice lifecycle management
like versioning or retirement. Specific infrastruid must exist to support differential
service levels, service virtualisation, protocaheersion or security zone traversal.

For few services, the developer-dependent sequoiigy application may be
acceptable. For many services, it becomes verytoarthnage.

The reason for this Note is to discuss a Gatewagdapproach to securing web
services. This approach addresses all the isstibdlia been mentioned so far and,
while it adds a couple of issues not present irdéweeloper-dependent approach, it is
superior in my opinion for enterprises with morertla few services that need
securing.

The basic idea is that a developer develops arfplaeb service, that is one where no
security policies are embedded at build time, &mnsigervice is deployed to the local
infrastructure. A “web services security gatewayhich understand web services
security, performs auditing, authentication, sexwersioning, XML transformation,
and whatever other activities can be profitablyloggd to a gateway, is put in front
of the service to mediates access to it. This eaddme because web services are
merely SOAP (XML) messages traversing a channelishdTTP-based and HTTP
facilitates the use of proxy and forwarding infrasture. A service consumer sends
the secure request to the Gateway. The Gatewakeswvibe plain service, gets the
response and passes it to the consumer. Neitheotiseimer nor the provider is
aware that it is dealing with the other throughrdarmediary. The intermediary, the
gateway, consults the security policy defined facteservice and processes requests
and responses as might be required. For inbouncests} the Gateway verifies that
the request conforms to the security policy, faaraple is encrypted, is signed, has
Username Token, etc., decrypts the request (ifypted), verifies digital signature (if
signed), validates credentials against its own®op&ty Authentication infrastructure
(if credentials are provided), validates Timestdifpresent), strips all security-
related headers and forwards the plain requesietadtual service that implements
the business functionality. When the service resparaches the Gateway it adds
security headers as required, for example addsastamp, and digitally signs and
encrypts the response if required by the policthéh returns the response to the
original invoker.



The developer of the service does not have to hay&knowledge of webs services
security as he/she does not have to deal wittedufity policies can be handed over
to security people to define and enforce since Hreythe logical people to own the
security gateway. Being externalised, securitygiedi can be easily changed and can
be dynamically applied without any changes to #rgise implementation or the need
to build or deploy the service. With the right kiofla gateway other facilities, such as
auditing, runtime governance and SLA definition amforcement, are available. The
right kind of Gateway will be standards-compliantavill be maintained such that it
is always current as technology and standards evolv

It is worth remembering that two parties are inealvn a web service-based message
exchange. Both parties must agree on the secuiityes to use, and their security
implementations must be standards-compliant anghatible. As a piece of
infrastructure separate from the service delivefgastructure, the gateway has a
monetary and logistical cost associated with it,jast for the enterprise that deploys
it but also for the parties who are intended tothseservices. When exposing secure
services for consumptions by multiple third partees organisation effectively forces
the would-be consumers to make an investment in dkaan web services security-
capable infrastructure. They must either deplogausty gateway, or add security
requirement to the client development projectdimat some other way to deal with
invocation of secure web service. For small taogganisations this can be a
considerable obstacle so the enterprises embaokiriige journey must consider the
flow-on effects on others of securing their owrvgses. The right kind of a gateway
solution may have a small-footprint proxy componentan API library, which will

be able to be distributed to the would-be servie®kers to facilitate their use of
secure web services to minimise the cost and theplaxity of the task.

Typically one would deploy a Gateway in one’s eniise to secure web services
being exposed to others, and to secure invocag@ubclients of other parties’
services that require securing. One assumes thse thther parties have their own
web services security infrastructure that takee ofthe other end of the service
invocation/provision. It is implied that the invokj party somehow “knows” the
security policy to use for our secure service drad ve somehow “know” the security
policy for the other party’s service which we neéednvoke.

Imagine we have to change a security policy applecto a particular service. With
the gateway we will be working with it is easy t, as will see later. Whether it is
equally easy for the service consumers dependsitg@ extent on what technology
they use for web service security. If they usedéeeloper-dependent method,
discussed earlier, they are in for more developmemnk every time we need to
change the policy. If there are many consumersotistics of changing policy may
become quite complex and may take a considerabbeiainof time. If the security
policy change is a consequence of a security vabildy in the service protected by
the original policy, we may have to knowingly runliverable services in order to
allow our service consumers to upgrade their cdiabito accommodate the new
policy we wish to introduce.

Let's say that we are a dominant player, with #sources to procure and deploy a
web services security gateway, and we expose se@breervices for consumption
by other parties. Let’s further say that the wolédeonsumers of our secure web



services don’t have the size and resources thaldwastify procurement of a fully-
fledged webs services security gateway of their.dfwve are a good citizen with
resources to spare, for example a government aeeatrtor a major supplier, we
could offer the consumers of our service accessMBN Client proxy or an API, on
some basis. This would make it easy for even thalest consumer to use our
services, however secure.

4. Solution Schematics

In this Note we will not discuss the topic of sengrJava CAPS web services which
does not involve a Gateway. This is because thie oabout the use of the Gateway
for the purpose. Securing EJB-based web servicebdwn discussed extensively and
a fair bit of material on the topic is publicly alkadle. Securing JBI-based web
services has been discussed to a much lesser,edasistent with the age of the JBI
technology, but material is publicly available tghuthe OpenESB Project site, open-
esb.dev.java.net. | have some material on sec&eppsitory-based web services
using JAX-RPC in my Blog, in entry entitled “JavARS 5.1, Implementing WS-
Security 1.0 (2004) with JAX-RPC” at
http://blogs.sun.com/javacapsfieldtech/entry/jawgsc 5 1 implementing

To give us a good idea of what is supposed to hafipesolution schematic diagrams
show the components of the solution and the stiagekich they will be developed,
installed, configured and exercised. The ultimaleatgon is shown in Figure 4-1.
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Figure 4-1 Secure Web Services solution to be budind deployed in this Note

In Stage 1 we will implement and deploy the RemogitWeb Service Provider,
Figure 4-2, Section 7, “Build Repository-based V&svice Provider”.



http://localhost:38080/WSSSecGateProvider/MoneyOrderPortTypeBndPort

Repository Repository
Web Service

3

Web Service
Consumer Provider

SecureSpan SecuresSpan
VPN Client XML Gateway
Client Host Gateway Host

Figure 4-2 Stage 1 - Repository-based Web ServiceoRider

In Stage 2 we will implement and deploy the RepogitVeb Service Consumer,
Figure 4-3, Section 8, “Build Repository-based V&&vice Consumer”.
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Figure 4-3 Stage 2, Repository-based Web Service @umer

In Stage 3 we will test the Provider and the Cormutmgether, Figure 4-4, and trace
on-the-wire message exchange, Figure 4-5.
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Figure 4-4 Stage 3 — Testing the Consumer and Pralér
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Figure 4-5 Trace on-the-wire message exchange

In Stage 4 we will add the SecureSpan XML Gatewatr¢ mix, Figure 4-6, test the

Repository Web Service Consumer using the Secure¥pH. Gateway-mediated
method of invocation and observe the on-the-wirggage exchange.
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Figure 4-6 Stage 4 — introducing the SecureSpan XMGateway as an intermediary

Finally, in Stage 5 we will add the SecureSpan \@M€nt, Figure 4-1, and will
spend a deal of time dynamically configuring vasi@ecurity policies, exercising the
solution and observing the on-the-wire messageangds.

5. Logging and Tracing

To watch what is happening on-the-wire from thesSksh Application Server
perspective, as web services consumers and prewaehange SOAP messages, add
the following properties to the Application Servdregging->Log Levels-

>Additional Properties.

com.stc.bpms.bpellmpl.runtime FINEST
com.stc.eways FINEST
com.stc.wsclient FINEST
com.stc.wscommon FINEST
com.stc.wsserver FINEST
STC.eGate.CMap.Collabs FINEST
STC.eWay.HTTP.client FINEST
STC.eWay.HTTP.server FINEST

com.stc.wsxoxxx apply to Repository-based Web Services.
When done, re-start the application server to hbgehanges take effect.

Since the SecureSpan XML Gateway and the Secureé@pErClient will modify
SOAP Requests after they have left the Repositaseth Web Service Consumer and
before they are received by the Repository-baseld 8¢svice Provider, and SOAP
Responses will similarly be modified outside thatcol of the GlassFish Application
Server, we will configure the solution to use tH@PTMon as an additional



intermediary. Section 15.6, “Obtain and use thecheal CP Mon”, discusses how to
get hold of the TCP Mon and how to configure itdidfferent use. We will repeat
configuration information at the time we add thePTon to the solution for
message exchange tracing.

6. Preliminaries

Note that, in the environment | used for this Nadédefault TCP ports, changeable
during Java CAPS 6 Update 1 installation, are niedliby the addition of 30000, so
8080 (default HTTP port) becomes 38080, and so on.

Let’s beging by creating a project group, WSSecGatd pointing it at a convenient
file system directory. Once the project group esated, let’'s create a new BPEL
Module Project, WSSecGateCommon, to contain out X3¢hema and WSDL
documents. When doing so let's make sure the dgpegh to the directory that will
contain our artefacts is selected.

Let's create a New -> XML Schema, MoneyOrder. Fegbil illustrates a step in the
process.

|Progct.. 41 X| | Fies || Services
Elm CAPS Compaonents Library

| [+ Referenced Resources

x
Steps Name and Location
1. Choose File Type . ( File Mame: lMoneyDrder )
2. Name and Location
Project: |WsSecEateCommon
Folder: Isrc Browse, ,, |

Created File: IC:\,JCAPSEUlProjects‘LWSSEcGate\WSSecGateCommonlsrcWonevDrder.xsd

< Target Namespace: lurn:Sun:Mid‘laeI:Czapski:KSD:MoneyDrded \‘|.

< Back | fExt = | Einish I Cancel | Help

Figure 6-1 New XML Schema, namespace urn:Sun:Mich&€zapski:XSD:MoneyOrder

Once the skeleton is created, let’s open it intB® Editor, switch to the Source
mode and replace the whole thing with the XML Scaestnown in Figure 6-2.

Figure 6-2 MoneyOrder XML Schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema
targetNamespace="urn:Sun:Michael:Czapski:XSD:Mon eyOrder"
xmins="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:xs="http://mww.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:element name="MoneyOrderReq">

<xs:complexType>



<xs:sequence>
<xs:element name="OrderDetails">
<xs:complexType>
<xs:seguence>
<xs:element name="dateT
<xs:element name="seq"
<xs:element name="total
<xs:element name="fee"
minOccurs="
<Ixs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="SenderDetails" mi
<xs:complexType>
<xs:seguence>
<xs:element name="custo
</xs:element>
<xs:element name="drive
type="xs:st
</xs:element>
<Ixs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="CreditCardDetails
<xs:complexType>
<xs:seguence>
<xs:element name="cardT
</xs:element>
<xs:element name="nameO
</xs:element>
<xs:element name="cardN
</xs:element>
<xs:element name="secur
</xs:element>
<xs:element name="valid
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="ReceipientDetails
<xs:complexType>
<xs:seguence>
<xs:element name="famil
</xs:element>
<xs:element name="given
minOccurs="
</xs:element>
<xs:element name="stree
</xs:element>
<xs:element name="city T
</xs:element>
<xs:element name="state
</xs:element>
<xs:element name="posta
</xs:element>
<xs:element name="count
minOccurs="
</xs:element>
<Ixs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="MoneyOrderRes">
<xs:complexType>
<xs:sequence>
<xs:element name="OrderDetails">
<xs:complexType>
<xs:seguence>
<xs:element name="dateT
<xs:element name="seq"
<xs:element name="total
<xs:element name="order
</xs:sequence>
</xs:complexType>
</xs:element>

ime" type="xs:dateTime"/>
type="xs:nonNegativelnteger"/>
" type="xs:decimal"/>
type="xs:decimal"

0"/>

nOccurs="0">

merName" type="xs:string">

rLicenseNumber"
ring" minOccurs="0">

" minOccurs="0">

ype" type="xs:string">
nCard" type="xs:string">
umber" type="xs:string">
ityCode" type="xs:string">

Until" type="xs:string">

yName" type="xs:string">

Name" type="xs:string"
o>

tAddress" type="xs:string">
own" type="xs:string">
Province" type="xs:string">
ICode" type="xs:string">

ry" type="xs:string"
0">

ime" type="xs:dateTime"/>
type="xs:nonNegativelnteger"/>
" type="xs:decimal"/>

Status" type="xs:string"/>



<xs:element name="SenderDetails" mi nOccurs="0">
<xs:complexType>
<xs:.sequence>

<xs:element name="custo merName" type="xs:string">

</xs:element>

<xs:element name="drive rLicenseNumber"
type="xs:st ring" minOccurs="0">

</xs:element>
<Ixs:sequence>

</xs:complexType>

</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

Let's create an Abstract WSLD document, MoneyOrtiet will represent the
interface to the MoneyOrder service we will buikekh Right-click on the name of
the WSSecGateCommon project and choose New->WSument. Name the
document MoneyOrder, set the Target Namespace,tkeey SDL Type as Abstract
and click Next, as shown in Figure 6-3.

W New W5DL Document x|
Steps Name and Location
1. Choose File Type C File Name: [MoneyOrder )
2. MName and Location

3. Abstract Configuration

Project:  |WSSecGateCommon

Folder: Isr-: Browse. .. |

Created File: IC :\MCAPSEL 1 Projects\WsSecGate\WSSecGateComman'ercMoneyOrder wsdl

[\_ Target Mamespace: Iurn:Sun:MichaeI:Czapski:WSDL:MoneyDrded ‘)
WSDLType: (& Abstract WSDL Document )
{ Concrete WSDL Document

< Back | Next>£ I Finish Cancel Help

Figure 6-3 Start creation of the MoneyOrder WSDL

Change Operation Name to opMoneyOrder, name thé bopd Output messages,
choose the data types from the XML Schema andlkifigure 6-4 illustrates part of
that process.



Steps Abstract Configuration
1. Choose File Type Port Type Mame: [MoneyOrderPortType
2, Mame and Location
3. Abstract Configuration Cﬂperaﬁon MName: |0|:|Mone1,f0rder >
Operation Type: |Request—Response Operation ;I
Input: Message Part Name Element Or Type
sd:string -
add | TP | /
Output: Message Part Name
‘ sMoneyOrderRes wed:string

@ select Element Or Type i

1=~ By File

=75 WSsSecGateCommon

: El@ src/MoneyOrder.xsd
@L}é Complex Types
£y Blements
LOE-€d MoneyOrderfeg
| €2 MoneyOrderRes — sf——————

! L‘Lj Simple Types

B {7 Built-In Schema Types

@ anyType / ﬂ t/
OK[:I Cancel | pep |_| Ennis_h | cancl | mep

Figure 6-4 Name the operation, and name and type ¢hinput and output messages

LI Ix

To make the WSDL more interoperable we will cremteariant of it in which the
XML Schema is inlined, rather then being includeaf an external schema
document.

Copy the MoneyOrder.wsdl and paste it with the nawe of
MoneyOrderinlined.wsdl. Open the XML Schema docutngnitch to source mode,
select all except the first line and copy to thplmbard. Figure 6-5 illustrates this.

[Projct.. 40 X [| Files || services. | [E oneyorderxsd =]
5 Ml GHE G Sarce  shema Desn | B-E-|QDSR| PSR |0 O]

(=E WsSecGateCommon = n
H = 1 <?xml verzion="1.0" encoding="UTF-E"7>
2] =xs:schema

b= - . 3 targetNamespace="urn:Sun:Michael :Czapski :¥X5D:MoneyOrder?

4 zmins="urn:Sun:Michael :Czapski :XSD:MoneyOrder™

[ Referenced Resources \ 3
= g 5 xmins:xs="nttp:!//wWw.w3.org/2001/XMLSchena™
----- h WWSSSecGateProvider E

& elementFormbDefaulc="gualified”

7 attributeFormDefanlt="ungqualified"> I

8=l <x3ielement name="MoneyOrderReqg">

9] <xs:complexType>

10 [ <Xx8:sSequence>

Figure 6-5 Select all but the first line in the XMLScher'ﬁé'éh_d_éopy to clipboard“

Open the MoneyOrderinlined.wsdl, switch to souraele) select the three line
starting with <xsd:schema ... and finishing with <>sthema>, them paste the
content of the clipboard, expected to be the XMhe&3ra document’s content, in
their place. Figure 6-6 highlights the lines teeséland replace with the content of the
XML Schema MoneyOrder.xsd.



sue WL parer @ B-B-ARSEIFER(EN 00w E-

1 <?xml version="1.0" encoding="UOTF-8"?>

2|[-] «definitions name="MoneyOrder"” targecilamespace="urn:5un:Michael:Czapski:W5DL:MoneyOrder™
s="http://schemas.xmlsoap.org/wadl/"

a:wadl="http://schemas.xmlsoap.org/wsdl/™

5 xminz:xesd="http://www.w3.0rg/2001/XMLSchema™ =mina:tns="urn:Sun:Michael:Czapski :WSDL:MoneyOrder™ xmins:na=
&[] <types>
7= <rsd:schema targetNamespace="urn:Sun:Michael:Czapski:NSDL:Moneylrder™>
a <xad:import namespace="urn;Sun:Michael:Czapski:X5D:MoneyOrder™ schemz=Location="MoneyOrder.xsd"/>
b </x3d:schema>
10 </typess>
11 (-] <message name="MoneyOrderCperationReguest™>
12 <part name="sMoneyOrderReg"” element="ns:MoneyCrderReq™/>

F|gure 6-6 Select schema import statements

Check and Validate XML, as shown in Figure 6-7.rfkar the document with
Alt+Shift+F or a right-click menu option.

]gjﬂmeyommmedwsm*x ::| MoneyOrderxsd x
Source  WSDL  Partner | [ [ - [ - |@%5‘|_|ﬁ?{5 b |EERI| @ U s

1 <?xm] version="1.0" encoding="UTF-8"?2>
2] <definitions name="MoneyOrder"™ targetMamespace="urn:Sun:Michae :CzeyOIder"
3 xmlns="http://schemas.xmlsocap.org/wsdl,/"
4 rwedl="http://schemas.xmlsoap.org/wadl/"
k1 zmlns:xsd="http://www.w3.0rg/2001/¥ML5chema” =mlin=:tns="urn:Sun:Michael:Czapski:W5DL:Mone
[ E <typesy
Tl «<xs:schems
a8 targetNamespace="urn:Sun:Michael :Czapski : XSD:MoneyOrder™
9 zmlns="arn:San:Michael :Czapski :X5D: MoneyOrder™
10 rxs="http://www.w3.0org/2001/XMLSchema"
EF elementFormDefan "gualified™
12 attributeFormDefault="onqualified™>
33— <xsielement name="MoneyOrderReg"»>
14 <xs:complexType>
15 <XS5:sequence’r

<xs:element name="0OrderDetails">

F|gure 6-7 Check and Validate XML in the resultingWSDL document

This gives us the XML documents we will use in domging the web service
provider in the next section.

7. Build Repository-based Web Service Provider

Let’s create a New Project->CAPS->ESB->CAPS Repogibased Project, named
WSSSecGateProvider. The path to the option is showigure 7-1.

x

Steps Choose Project

1. Choose Project Categories: Projects:
2 .. - 2 Composite Application
= BPEL Module
SQL Module

05 %5LT Module
CAPS Repository-based Project

=
Description:
SAP BAPIL

FY
# Sun Composite Page Designer components such as Page Layout or Page Flow.
& Sun Master Tndex comnonents. LI

< Back | Next = a\‘ FEinish Cancel | Help |

Figure 7-1 Create a New CAPS Repository-based Praje




Let’'s import the web service definition from the MeyOrderinlined.wsdl file. Before
we do, let’s copy the file system location of th&L document. Righ-click on the
WSDL name, choose Properties, copy to the clipbtadialue of the All Files
property. This is shown in Figure 7-2.

EI% WsSecGateCommon
E}a Process Files

. .E—'_S] MoneyOrder . wsdl

@ MoneyOrder. xsd

E] MoneyOrderInlined. wsdl

T L L

_____ =
[= Properties
MHame MoneyOrderInlined
CWCAPSEL ProjectsWWSSecGate WS SecGateCommanisre Maney O .. Il
File Size 7141
Modification Time  15/02/200a 7-57:09 P

¥ MoneyOrderInlined.wsdl - All Files x|

C:\JCAPSEU1Projects WSSecGate WSSecGateCommonsrciMoneyOrderInlined. wsdl

Figure 7-2 Copy the value of the All Files propertyto the clipboard.

Import Web Service Definition into the WSSSecGateRter project. Figure 7-3
points out the menu options.

PUURE NIRRT LT AEU

------ @ MoneyOrderInlined. wsdl
-3 Referenced Resources

Mew ]

ACL Management

Version Control ]

Set as Main Project
Open Reguired Projects
Close

Cut Cirl 4%
Copy Ctrl+C
Paste Ctrl+v

Impaort ] File. ..

Export ] Project...

Web Service Definition. ..

Delete

Rename
Figure 7-3 Start the WSDL Import wizard

XML Schema Definition. ..

Accept default Location Type of File System andlciNext.



Paste the document location path into the File Neaxiebox and press Enter. Until
you do, the Next button will be inaccessible. Fagidr4 illustrates this dialogue box.

x
Steps Select WSDL Files(s)

1. Spedfy Location T

z ;eh?twsm(s}we Lookin: [ src x| 2 2mEE
3. Import Preview
4
5

Projects Window Preview @ Sendbogument. il
Summary @ SendDocumentEmbedded. wsdl

File name: Iojects\,WSSecGate \WsSecGateCommonsrcMoneyOrderInlined. wsd|
Files of type:  [wspL Files =]

*Mount Point: | Setfalidate |

W Update all documents imported by these WSDL(s),

[¥ Open assodated top-level projects in Projects window after importing WSDL{s),

< Back | Mext = Ig Firiish Cancel

Figure 7-4 Paste the document location and press m

Press Next, Next, Next then Finish. The MoneyOrderéd WSDL will be imported
into the Project as shown in Figure 7-5.

2§ WSsSecGateProvider
E}p! PMoneyOrderInlined
=l-[gd PortTypes
! B4 MoneyOrderPortType
“fg] opMoneyOrder

@I Messages
Figure 7-5 MoneyOrderInlined WSDL imported

Let's now create a new Business Process, bpWSS&#R@aider, drag the
opMoneyOrder operation onto the canvas and chaodmplement the operation”,
as shown in Figure 7-6.

ol MONEYUroer.wsal
@ MoneyOrder, xsd
5'_;1 MoneyCrderInlined. wsdl

- [ Referenced Resources Web Service Operation x|

2l WssSecGateProvider
: 7
B8, sbpWSSSecGateProvider VWie il i M sorcii

Ei}--l.!éJﬂoneyDrderInlined ':jl}
EHQ PortTypes Start - {* Implement the operation (Server Mode)
' E}## MoneyOrderPortType  f ; ¢ Invoke the operation (Client Mode)
Sl o lvione yOrder [EESSSEE SRt

EI I:‘u?;i, Messages

Figure 7-6 Implement the operation



Connect the activities, add a business rule betweeRequest and the Reply
activities and map as shown in Figure 7-7.

Kl

Op——o{lpa e or{@p 0
el MoneyOrderPortT MoneyOrderPartT e
YRE. Ype.
ophloney Order . ophloney Order .
Receive Regly

[

4 Business Rule Designer
L

All

g Business Process Attributes

EH:'?; sMoneyOrderfeg
L—‘_H:-?; OrderDetsils

| | | X | Conwversion ¥ - Datetime ¥

E|.T= MoneyOrderPortType.opMoneyOrder. Output

= Operator ¥ - Boolean ¥ » String ¥ = Modes ¥ -~ MNumber ¥

I:—:IJ-,_!% -SenderDe‘ta'lls
# customerName

T otue A

reburn boolean HH

,@ driverLicenseMumber

.8 Frad#ardnsic

Figure 7-7 Map data from the Request to the Reply

- ¥SDOp

All

Business Process Attributes ﬁ
MoneyOrderPortType.cpMoneyCrder. Input .'[:E|
sMoneyOrderRes |:'?;E|
OrderDetsils I:%E
= dateTime 4 -

SenderDetsils bag- -]
= customeriame @

- driverLicenseNumbser 7@

Create a Connectivity Map, cmWSSSecGateProvidag tire business process onto
the connectivity map editor, add a Web Service idleApplication, connect and
save. Figure 7-8 shows the completed connectivag.m

aﬂlb—

cWSSSecGaieProviderﬂ]

FateProvider|WsSSecGateProvider _c

Q cmWsssecGateProvider_bpWssSecGateProvider1

A

S5

Rule : |prSSSecGateP|‘ovider

F

Invoked Services

Implemented Services

Figure 7-8 Completed Connectivity Map

If you have not done so, branch out at this ponat ereate a Java CAPS
Environment, as described in section 15.5, "Crédate CAPS Environment”, before

continuing.



To this Environment we will now add the SOAP/HTTRMService External System
... container, Figure 7-9, and configure it with #aress, port and servlet context,
Figure 7-10. The menu options are New->SOAP/HTTR \®ervice External System
..., off the CAPS Environment under the WSSecGatetfivironment.

Create a SOAP/HTTP WS External System x|

SOAPHTTP WS External System Mame: IWSSECGEtEPTUVidEF|

SOAP/HTTP WS External System Type: ISeruer LI

0K Cancel |
Ly

Figure 7-9 Add WSSecGateProvider SOAP/HTTP Web Seige External System (Server)

- {88 JCASAENY

- R CASAENVUAT

B B8 jwsEnv W Properties
B @yWSSecGateEnu () Web Service External System Configuration (Serve |5 Properties

---ogicaIHost:l uﬂ Web Service Security

B[ UDDIRegistry | - I5) Weh Service External System Configuration
Eﬂ WSSecGateProvider

E-fuy CAPS Environments |

Ix

33080
localhost

WSSSecGateProvider

Publizh to UDDI true
Message Handler Chain

Figure 7-10 Configure SOAP/HTTP Web Service ExternBSystem

S O

Switch back to the Projects Tab and create a neploment Profile,
dpWSSSecGateProvider using the WSSecGateEnv Envean Figure 7-11
illustrates a step in the process.

. e e s e e

MW/ SsSecGateProvider
B 'gwbp\“J'SSSecGatervider

‘i m )

b WSSSecGateP d

= Rl = ate Deployment Profile for ecGateProy x|
>ﬁ] cWSSSecGateProvider

--hgjl'ﬂoneyOrderInlined Deployment Profile Mame: IdeSSSecGatervider
Environment: -

Connectivity Map:

Used Connectivity Map
[ cmWSSSecGateProvider

Figure 7-11 Deployment Profile using the WSSecGatelz Environment

Automap the objects, build and deploy the solutidinen building, you will be asked
whether to publish the WSDL to UDDI. Allow this tappen.

The Repository-based Web Service Provider is ramtyelet’'s proceed to the
Repository-based Web Service Consumer.

8. Build Repository-based Web Service Consumer

Let’'s create a New Project->CAPS->ESB->CAPS Repogibased Project, named
WSCSecGateConsumer.



Let's switch to the Java CAPS UDDI Browser servigpjcally accessible through
http://{GlassFishHost}.{GlassFishAdminPort}/CAPSUDDddibrowse.jsp, click on
the WSDL URL to view the WSDL and copy the WSDL URlLthe clipboard.
Figure 8-1 and Figure 8-2 illustrate the process.

QS v e

Environment  Service Name WS5DL
‘WSSecGateEny bpwSSSecGateProvider  hittp: f’.f\oca\hoi 34848/CAPSUDD | Auddidocs 'S eclh ateE nv/w'SS S eclG ateProvider/bpiw'S 5 SecG ateProvider MoneyDrderlnlined?07 27 34777 wad|
WSERY bpt+5 5 Receiel ocument http /focalbhod84848/CAPSU DD Auddidocs A SE nv/wS S ReceivelDocument/bew'S SH eceiveDocument /S endD ocumentE mbedded] 51371 7029, wed|

Figure 8-1 Locate the WSDL URL for the Repository-lased Web Service Provider

| /,'.; http:/ /localhost:34848/CAPSUDDI/ displayWSDL *wsdiname={WS5ecGateEnv [W555ecGateProvider {bpWS55ecG - Windows Internet Explorer

—

KEISRNET

:J File Edit Wiew Favorites Tools Help

flocalhost: 34848 /CAPSUDDIdisplayWSDL 2wsdiname = GateEnv /W, GateProvider/bpWSS5ecGateProvider MoneyOrderInlined 2072734777 wsdl

ﬁ e ’_éht'tp:jﬂoalhost:34848ICAPSUDDIfdispIayWSDL?wsdI.‘. | |

- <definitions name="MoneyOrder" targetNamespace="urn:Sun:Michael:Czapski:WSDL:MoneyOrder" xmlns="http:/ /schemas.xml:
xmins:plnk="http:/ fdocs.oasis-open.org fwsbpel/2.0/plnktype" xmins:ns="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:wsdl="http:/ f schemas.xmlsoap.org/wsdl/" xmins: tns="urn:Sun:Michael:Czapski:WSDL:MoneyOrder" xmins:xsd="http:
xmins:xs="http://www.w3.0rg /2001 /XMLSchema" xmins:soap="http:/ /schemas.xmlsoap.org/wsdl/soap/">

- «<types>
- =<xs:schema attributeFormDefault="unqualified" clementFormDefault="qualified" id="UID-07000000-0234B1771F0100-COAS83
targetNamespace="urn:Sun:Michael:Czapski:XSD:MoneyOrder" xmins="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:ns="urn:Sun:Michael:Czapski:XSD:MoneyOrder" xmins:plnk="http:f/docs.oasis-open.org/wsbpel/2.0/plnktype"
xmins: tns="urn:Sun:Michael:Czapski:WSDL:MoneyOrder" xmins:wsdl="http:/ /schemas.xmlsoap.org/wsdl/"
xmins:xs="http:/ fwww.w3.org/2001/XMLSchema" xmins:xsd="http://www.w3.org/2001/XMLSchema">
- «<xsd:element name="MoneyOrderRes">
- «<xsd:complexType>
- «xsd:sequence

Figure 8-2 Copy WSDL URL to the clipboard

i
| <?xml version="1.0" encoding="UTF-8" 7>

Right-click the name of the project, WSCSecGate@ores, and choose New->Web
Service Definition. Specify Location Type as URlspe the WSDL URL into the
URL text box, click the Add button and click Next shown in Figure 8-3.

x

Steps Specify Location Type

1. sSpecify Location Type " File System

2. Select WSDL(s)

3. Import Preview & URL

4. Projects Window Preview Spedify One or More WSDL URLs
5. Summary

URL: |'ider,.'bp\’u‘55SEcGatePro\-'ider,;’MoneyDrderInIinedzﬂ?ZH"r???.wsdl

Modlﬁ
. il | _"l Delete |

|+ Update all documents imported by these WSDL{s).

http:/localhost: 34848 /CAPSUDDI fdisplayWsDL fwsdiname = /WSs5e

¥ Cpen assodated topJevel projects in Projects window after importing WSDL(s).

< Back | Mext > & I Enish I Cancel |

Figure 8-3 Specify WSDL URL for the WSDL location

Click Next, Next and Finish, to complete the impgambcess. The WSDL object will
appear inside the project. Figure 8-4 illustratesgroject with the WSDL.



ﬁMnneyOrderInlinedlﬂ?2?34???
El I;B PortTypes
e MoneyOrderPortType
i . bed opMoneyOrder
l [J& Messages
H-Z5 WSSecGateCommon
-l WSS5ecGateProvider

Figure 8-4 Newly imported WSDL object

Right-click on the name of the project, WSCSecGatesDmer, and choose New-
>Business Process. Name the process bpWSCSecGatetam

The process will be invokes using a JMS TextMessagewill send the service
response as a JMS TextMessage to a JMS Queues vintie-to-live set to a couple

of minutes so we have the time to look

at the ngessait don’t have to worry about

clearing old messages from the Queue.

Let's expand the CAPS Components L

ibrary hierattingugh the Enterprise Service

Bus and JMS nodes and drag the send and the ressiees onto the business

process editor canvas. Figure 8-5 illust

rates this,

'7 ﬁ CAPS Components Library
ﬁ Alert Agent

Mlo”&” |H|§ Bl

o

=

= |||‘1[J[J% vl

rj % Enterprise Service Bus
: M- '& OTDLead
--Ba]ms jar

- ,'ja]ms otd.api.jar

- [E] gotdutiljar

- B8 Mg

receive

: Ij receiveiVait

- B8 Message

O

Shat

Flgure 8- 5 Add JMS receive and send services

Drag the opMoneyOrder operation from the projetgfacts tree onto the business

process canvas and choose to “Invoke ..

L

| ]

f—]u W5CSecGateConsumer

[EI 'gwhpWSCSecGateCDnsumer

-3 ManeyOrderInlined 2072734777
- lqg PortTypes
LB -frﬁ‘ MoneyOrderPartType il
: MmN - oney Order [RRETE

I"I .JE Messages
[J---E-— WssecGateCommon
#-{i WsSsecGateProvider

=

.". FiguralRi&rates this.

|{§ZI|M|@|2;"|ET—:‘”|1UU%LI| o] 1S I I R R T
x
What would you like to do?
-@b A | " Implement the operation (Server Mode)
JMS receive

Ok %l Cancel

Figure 8-6 Add the opMoneyOrder service to the caras and choose “Invoke ...”



Connect all activities, add business rules to negpiest and response and map the
request. Mapping in Figure 8-7 is not particulalgar. Table in Figure 8-8 spells out
the mapping rules.

bpWSCSecGateConsumer Xl i) ;I .‘?;I

o] @le] e|se(rmm soraneses/o]o]

@ |> eco @ ¥ H@p 0O

Start

JMS receive MoneyOrderPort T JME zend End

ype.

ophloneyOrder . ‘|;|
| 3

Al All

ﬁ Business Process Attributes

-8 1M, receive. Cutput
-3 Message

Business Process Attributes ﬁ
MoneyOrderPortType.opMoneyOrder. Input !="E!

|+

: gl sMoneyOrdnrRequa =
Iﬂ{?ﬁ. UserProperty [1] rwmber literal £
Iﬂ&;} ]M5M= ;r 7 | 00 i:.: SR i, — —
. BWEMESBQ‘,_ 3 ! A string literal ~ Aﬂg lipral f5 1
e Pmete toms FAEN | ail
|£|&Cg' MapMessage A string literal ~
i "Jan Kowalski EE-
A stnglerdl A
im-'!:.:—|
A string literal A.
[ e _
A strlng literal = ‘ ReceipiantDetsis E{‘!?!‘:-'
'10j12' | [ W familyName @ -
A string literal & o AQI_.:ET:M ?§ .....
I — - ctyron #5
A string literal A *-stateProvince & -
|‘-55'a;;;;g‘sa;zr—_i:.: el
A string literal A -
[orth Sydney’ |8
A string likeral &
i"'ﬂgw. =
A string literal A
ES
) A string literal -~
| Austrdla—![-]
Figure 8-7 Business process activities connectedthvmapping rules for the Request
Figure 8-8 Mapping rules for opMoneyOrder request
Source Destination
Function “get current time”| sMoneyOrderReq->Ordeadils->dateTime
Message->TextMessage sMoneyOrderReq->OrderDetsdg->
Literal “1000” sMoneyOrderReg->OrderDetails->total
Literal “Jan Kowalski” sMoneyOrderReq->SenderDetattustomerName
Literal “American Express”| sMoneyOrderReq->Creditdl2etails->cardType
Literal “Jan Kowalski” sMoneyOrderReqg->SenderDetathameOnCard
Literal “1111-111111-11117 sMoneyOrderReqg->SenderDetails->cardNumber
Literal “1111” sMoneyOrderReq->SenderDetails->sdg@ode
Literal “10/12” sMoneyOrderReq->SenderDetails->g&lntil
Literal “Smith” sMoneyOrderReg->ReceipientDetail@milyName
Literal “33 Berry Street” sMoneyOrderReq->Receipigetails->streeAddress
Literal “North Sydney” sMoneyOrderReg->Receipient@s->cityTown
Literal “NSW” sMoneyOrderReg->ReceipientDetails-aisfrovince




Literal “2060” sMoneyOrderReqg->ReceipientDetailsesfalCode

Literal “Australia” sMoneyOrderReg->ReceipientDétarcountry

Use the XSDOperation->marshal function to obtagn XML string version of the
web service response to send to the outbound JMB&and configure a time-to-
live property to 120000 milliseconds. Figure 8{@strates the mapping and points
out the dropdown where the marshal function isrgdi

Ow I:'- w o @powar(@p 0
et JMS receive  MoneyOrderPortT JMS zend Frd
Ype.
ophoneyOrder.

4 |

14 Business Rule Designer

L —
*:j* ‘| | * |Conversicn ¥ - Datetime ¥ - Operator ¥ - Boolean ¥ - String ¥ = Nodes ¥ = MNumber
‘E‘; Business Process Attributes - Business Process Attributes ﬁ
= .: MoneyOrderPortType.cpMonsyOrder. Cutput ]HS.send.inpu_t .5=---E
) [# sMoneyOrderRes —————— A = ms G3-5
El-[8 Orderbetsis —L:_, deliveryMode & -
b dateTime

priority & -t

-4 seq i
-4 total destination @ -
-4 orderStatus Message (8-
: - o &Q
El-Ga# SendarDetsils UserProperty (a2 3]

% customerName MessageProperties I:!-lgEl

o@ driverlicensaNumber IMSMessageType & -

1] number literal ~
| 120000 |

Figure 8-9 Map response to a JMS TextMessage

With the business process ready, let's create a€xtivity Map,
cmWSCSecGateConsumer, drag the Web Service Extéppdication connector,
and two JMS Queue objects — qWSCSecGateConsunretin a
gWSCSecGateConsumerQOut, connect and save. Figl@esBews the expanded

connectivity map.

AECEecGateConsumer

2
gWSCEecGateConsumgrin

il
cmWSCSecE steConsumer _bpWaCSecGateCor

Q* cmWSCSecGateConsumer_bpWSCSecGateConsumerl A
‘SCSecGateConsumerin_EmE| pje: |bpWsCSecGateConsumer e 4@{}
Implemented Services Invoked Services gp  AWWSCSecGateConsumerOut
smWWSCEecGaieConsumer_bpwSCSecGateCon:
AIMSSource  (IMSSource %MoneyOr... MoneyO... | j— oo |
BN | MsDesti...

Figure 8-10 Connectivity Map, cmWSCSecGateConsumer

To deploy this project we need an additional SOATRTWeb Service External
System Client container in the CAPS Environment'sLewitch to the Services Tab,
expand the CAPS Environments, WSSecGateEnv anthadbntainer,
WSCSecGateConsumer — see Figure 8-11.



EH CAPS Environments
-8 joasaeny
H JCASAENVUAT

;(. ogicalHost1
- [voo] UDDIRedistry

i#)-[fee| WsSecGatePravider

Create a SOAP/HTTP WS External System

SOAPHTTP WS External System Name: IWSCSEFEEECOHSUH'IEF

SOAPMHTTP WS External System Type:

DK[_\ I Cancel |
by

Figure 8-11 Add SOAP/HTTP Web Service External Sysim (Client) container

Start the UDDI Browser Web U, click on the WSDlsasiated with the
WSSecGateEnv, bpWSSecGateProvider process, sowaf th the soap:address tag
and copy to the clipboard just the servlet conték. need this context to configure
the Client Container. Figure 8-12 highlights thevkst context.

.f.:; http:/ / localhost:34848 /CAPSUDDI/displayWSDL?wsdIname=/WSSecGateEnv /WSSSecGateProvider fbpWSsSecG - Windows Internet Explorer

S A |g, http:/localhost: 34848 /CAPSUDDI displayWsDL Pwsdiname = \W55ecGateEny fWSSSecGateProvider bpWSsS5ecGateProvider MoneyOrderInlined 2072734777 wsdl

| Ele Edit View Favorites Tools Help

iﬂ? *‘1'% @http:,{ﬂomlhost:34648!CAP5UDDIIdispIayWSDL?wsdI.‘. | |

- <output=
«<soap:body parts="sMoneyOrderRes" use="literal" />
</output>
<foperation>
</binding>
- <service name="MoneyOrderInlined_Service">
- «port name="MoneyOrderPortTypeBndPort" binding="tns:MoneyOrderPortTypeBnd">
<soap:address Iocation="I1ttp:{f|oca|host:3808" f=
</port= %

<fservices

Figure 8-12 Copy servlet context to clipboard

Switch back to NetBeans, right-click the WSCSecGatesumer container in the
WSSecGateEnv Environment and configure as showagure 8-13, changing host
and port to suit your environment, if necessary.

=1

=8 jwssecGateEny [ Ciaoey
ogicalHost1
---DDIRegistry
- [Bg| WSSecGateProvider
1 [2.02| WSCSecGateConsumer

W Properties

(=) Web Service External System Configuration (Client) |l Properties
[a Web Service Security

------ |5 Web Service External System Configuration

38080

localhost
IWSS5SecGateProvider/MoneyOrderPortTypeBndPort
false

Enable S5L
Mes=age Handler Chain

Figure 8-13 Configure the WSCSecGateConsumer conteer

Switch back to the Projects Tab in NetBeans, craddew -> Deployment Profile,
dpWSCSecGateConsumer for the CAPS Environment W&&e&nv, automap,
build and deploy.



9. Exercise Consumer and Provider

Let’'s now exercise the solution, with the consuriezctly invoking the provider, by
submitting a message to qWSCSecGateConsumerintaeaving the response in
gWSCSecGateConsumerOut using the Java CAPS Esteidanager.

=N
ES / o cWSCSechateCansumer
3 i
2 e—
srtAgent enEateEnnsumal\um\v'SCSeEGateCansumEi_prSCSecGalETﬁ‘mwwl_I
ers —
localhost: 34848 T
WSS eaateConeumer = ~ b4
Ed_pﬂscsaﬁatecumum% qw SC5ecGateConsumerlut
/" Message Payload - Wirj [ <tns:MoneyOrderRes o =] S .

xmins:ns="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:enc="http://schemas.xmlsoap.org/soap/encoding/"
xmins:env="http://schemas.xmlsoap.org/soap/envelope/"
xmins:ns0="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins: tns="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:xsd="http:/ /www.w3.org/2001/XMLSchema"
xmins:xsi="http:/ /www.w3.org/2001/XMLSchema-
instance"> Zi
- <tns:OrderDetails=
<tns:dateTime>2009-02-
17T10:06:48.375Z </tns:dateTime=>
<tns:seq>1</tns:seq>
<tns:total=1000</tns:total>
<tns:orderStatus>true</tns: orderStatus>
</tns:OrderDetails >
- <tns:SenderDetails>
<tns:customerName >Jan
Kowalski</tns:customerName >
</tns:SenderDetails>
</tns:MoneyOrderRess>

Figure 9-1 Response message in qWSCSecGateConsumgarO

<tns:Money0

beloery Mode | Priority|

PERSISTENT —<—4—— TueFeb17201

Indeed the request was submitted and the respaaseaturned.
To observe what is happening on-the-wire, we vatl he TCP Mon to the solution

and modify the service consumer to connect to theiger via the intermediary.
Figure 9-2 illustrates the configuration.

http:/localhost:38080/WSSSecGateProvider/MoneyOrderPort TypeBndPort

8081 38080
Repository Repository
Web Service T%I;)OTO” Web Service
Consumer Y Provider
SecureSpan SecureSpan
VPN Client XML Gateway
Gateway Host

Figure 9-2 Configuration with TCP Mon

If you have not already done so, obtain and “itistaé TCP Mon. Section 15.6,
“Obtain and use the Apache TCP Mon”, discussestoasbtain and configure the
tool.

Change the working directory to the location of ttygmon.bat (if on Windows) and
start TCP Mon with the following command:



C:> cd C:\tools\tcpmon-1.0-bin\build
C:> tcpmon.bat 8081 localhost 38080

Click on the “Port 8081” Tab. This is where theuest and response will appear.
Check the XML Format checkbox, Figure 9-3, to det XML pretty printed.

Save | Resend | Switch Layout |

Figure 9-3 Enable pretty printing of XML

Switch to the NetBeans IDE, Services Tab, CAPS Bnwment, WSSecGateEnv and
edit properties of the WSCSecGateConsumer, seed83d. Change Port number
from 38080 to 8081, save, switch to project Tald, lamild and deploy the project
WSCSecGateConsumer using the dpWSCSecGateConsapieyment profile.

& B8 WssecGateEny

Q{. ogicalHost1
---DDIREgistry
m WSSecGateProvider
ﬁ WSCSecGateConsumer

‘ Properties

I2) Web Service External System Config

u‘fl Web Service Security Port 8081

I Web Service External System Cd | Host Name localhost
Serviet Context wsssecGateProvider MoneyOrderPortTypeB. ..
Enable S5L false

Me==zage Handler Chain
Figure 9-4 Change port number to 8081

Once the modified consumer project is deployedthisddava CAPS Enterprise
Manager to submit a message to the inbound quieeekthe outbound queue for the
response then switch to TCP Mon and look at theesigand the response through it.

The response, following submission of a JIMS Textdge containing the numeral
111, is shown in Figure 9-5.

f,'.; View XML... - Windows Internet Explorer - |EI|

-| - <tns:MoneyOrderRes x¥mins:ns="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:enc="http:/ /schemas.xmlsoap.org/soap/encoding/"
xmins:env="http:/ /schemas.xmlsoap.org/soap/envelope/"

1 xmins:ns0="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:tns="urn:Sun:Michael:Czapski:XSD:MoneyOrder"

1 xmins:xsd="http:/ /www.w3.org/2001/XMLSchema"
xmins:xsi="http:/ /www.w3.org/2001/XMLSchema-instance">

1 - <tns:OrderDetails>

I <tns:dateTime=2009-02-18T05:44:32.625Z </tns:dateTime =

ztns:seq>111</tns:seq>
b <tns:total=1000</tns: total=
4 <tns:orderStatus =true </tns:orderStatus >
1 </tns:OrderDetails=
- <tns:SenderDetails >
<tns:customerMame=Jan Kowalski</tns:customerName =
</tns:SenderDeatails =
</tns:MoneyOrderRes >

Figure 9-5 Response to a message containing numetdll




Part of the request and the response, as seenBWION, is shown in Figure 9-6.

Admin | Sender Port 8081 |

Stop | Listen Port: ISO&}. Hust:llomlhost Port: |3aoao = iony

State Time Reguest Host Target Host

Done  |2009-02-18 16:44:34 jcaps511 llocalhost POST fWSS5ecGatePro
Hemaye Selected Remove All

POST /W55S5ecGateProvider/Money0OrderPortTypeBndPort HITE/1.1

Content-Type: text/xml; charset=utf-8

Accept: text/xzml, text/html, image/gif, image/jpeg, *; o=.2, */*; o=.2
Content-Length: 1187

S0RPAction: "urn:Sun:Michael:Czapski:W5SDL:MoneyOrder/MoneyOrderPortType/opMoneyOrder™
User-Agent: Java/1.6.0_ 10

jHost: localhost:8081

Connection: keep-alive

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/scap/envelope/™ xmlns:enc="http://schemas.xmlsoap.org/s
<env:Body>
<n=0:MoneyOrderReq xmlns:tns="urn:S5un:Michael:Czapski:X5D:MoneyOrder™>

<tns:0rderDetails>
<tns:dateTime»2009-02-18T05:44:33.625Z</tns::dateTime>
<tns:seqg>lll</tns:seqg>
<tns:total>1000</tns:total>

</tns:0rderDetails>

4] |

HTITP/1.1 200 OK

X-Powered-By: Servliet/2.5

Server: Sun Java System Application Server 9.1 02

Accept: text/xzml, text/html, image/gif, image/jpeg, *; g=.2, */*; o=.2
SOAPAction: "

Content-Type: text/=xml;charset=utf-8

Transfer-Encoding: chunked

Date: Wed, 18 Feb 2009 05:44:39 GMT

298
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/scap/envelope/™ xmlns:enc="http://schemas.xzmlsoap.org/s
<env:Body>
<ns0:MoneyCOrderRes xmlns:tns="urn:Sun:Michael:Czapski:X5D:MoneyOrder™>
<tna:0rderDetails>
<tns:dateTime»2009-02-18T05:44:33.625Z</tns:dateTime>
<tns:seq>1ll</tns:seq>
<tns:total>l000</tns:total>
<tns:orderStatusrtrue</tns:orderStatus>
</tns:0rderDetails>
<tns:SenderDetail=s>
<tns:customerName>Jan Kowalski</tns:customerName:
</tn=z:SenderDetails>
</ns0:MoneyvOrderRes>

Save | Resend | Switch Layout |

Figure 9-6 Part of the request and the response iRCP Mon

Note that no SOAP Headers are present in eithenetijigest or the response.

10. Add a Gateway to the Mix

Let's add the SecureSpan XML Gateway to the mixe 3thematic of the solution is
shown in Figure 10-1.



http://localhost:38080/WSSSecGateProvider/MoneyOrderPortTypeBndPort

Repository
Web Service
Provider

Repository
Web Service
Consumer

8081 8080

SecureSpan TCP Mon SecureSpan
VPN Client Proxy XML Gateway

Figure 10-1 Solution that includes the SecureSpanML Gateway

If you have not done so already, branch out to@estl5.1, “Obtain the Layer
7SecureSpan XML Gateway” and 15.2, “Configure teeuseSpan XML Gateway”
to install and configure the SecureSpan XML Gates@it is ready to be used as we
work through this section.

Assuming the Gateway has been installed and caefigstart it.

The gateway will run, for me, on the host ssg.auscom. Figure 10-2 shows host
and port assignments for the components of thaisolurhese reflect my
environment. Your environment will use differenshoames and, likely, different
port numbers.

Repository
Web Service
Consumer

+ localhost, 8081

TCP Mon
Proxy

F

ssg.aus.sun.com, 8080

v

SecureSpan
XML Gateway

1 mcz02.aus.sun.com, 38080

Repository
Web Service
Provider

http://mcz02.aus.sun.com:38080/WSS5SecGateProvider/MoneyOrderPortTypeBndPort

Figure 10-2 Host and port assignments



Stop the TCP Mon client and start it, using the hest and port number for the
target host. Figure 10-3 shows the command line.

CoMtoolshteprmon-1.0-bin‘build>tepmon.bat 8081 ssg.aus.sun.com $080_

Figure 10-3 Start the TCP Mons and point it at theéSecureSpan XML Gateway

We have not yet configured the gateway to recoghiseveb service provider and to
redirect requests to it. Let’'s submit the JIMS mgsda the consumer and observe
message exchange in the TCP Mon window. As wase &xpected, the gateway
returns a SOAP Fault. Figure 10-4 show the exchange

POST /W5355ecGateProvider/MoneyOrderPortTypeBndPort HITE/1.1

Content-Type: text/xml; charset=utf-8

Accept: text/xml, text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2
Content-Length: 1187

S50LPAction: "urn:Sun:Michael:Czapski:WSDL:MoneyOrder/MoneyOrderPortType/opMoneyOrder™
User-Agent: Java/1.6.0_10

Host: ssg.aus.sun.com:8081

Connection: keep-alive

<env:Envelope =xmlns:env="http://schemas.xmlsoap.org/soap/envelope/" xmlns:enc="http://schemas.xmlsoap.org/soap
<env:Body>
<ns0:MoneyOrderReq xmlns:tns="urn:S5un:Michael:Czapski:X5D:MoneyOrder™:>

<tns:0OrderDetails>
<tns:dateTime>2009-02-18T08:16:52.656Z</tna:dateTime>
<tns:seqrl2l</tns:seq>
<tns:total>1000</tns:total>

</tns:0rderDetails>

PPNy JRE T VEPIY P

d|

HITP/1.1 500 Internal Server Error
Server: Apache-Coyote/1.1

Content-Type: text/xml;charset=utf-8
Content-Length: 712

Date: Wed, 18 Feb 2009 17:42:06 GMT
Connection: close

<?xml wverzion="1.0" encoding="UTF-8"7>
<soapenv:Envelope xmlns:socapenv="http://schemas.xmlsocap.org/soap/envelope/">
<soapenv:Body>
<gpapenv:Fault>
<faultcode>soapenv: Server</faultcode>
<faultstring>Policy Falsified</faultstring>
<faultactor>http://ssg.aus.sun.com: 8081/W555ecGateProvider/MoneyOrderPortTypeBndPort</ faultactor>
<detail>
<17:policyResult
status="Service Not Found. The request may have been sent to an invalid URL,
or intended for an unsupported operation.™
xmlns:17="http://www.laver7tech.com/ws/policy/fault"/>
</detail>
</zoapenv:Fault>
</soapenv:Body>
</soapenv:Envelope>

Figure 10-4 SOAP Fault from the Gateway

Note that | reformatted the text associated withdtatus attribute of the policyResult
node so it could fit into the picture and be redelab

To allow the consumer and the provider to commuaiese must “introduce” the
provider to the Gateway. Let’s start the browsesdobSecureSpan Manager. The
URL for me will behttps://ssg.aus.sun.com:8443/ssg/webadmin

Let’s click the “Publish SOAP Web Service” “buttqrsee Figure 10-5.
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-3 Logging, Auditing and Alerts
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[1- 3 Threat Protection

{1+ £ Policy Fragments

Tasks

Create LDAP Identity Provider

Create Federated Identity Provider

Create Internal User

:nﬂ'ces.l
[ Services (@ ssg.aus,sun,com: 3443
- Polides @ ssg.aus.sun.com:8443

Create Internal Group

Search Identity Provider

% Publish SOAP Web Service

9| B(fo|8|e |« |«

</ [Publish a S0AP Web service tion

Figure 10-5 Click the Publish SOAP Web Service “bubn”

Start the UDDI Browser web interface, navigateh® WSDL for the provider and
copy WSDL URL to the clipboard. We will need it@donfigure the service in the

Gateway. Remember that the SSG Gateway runs owithost so any references to

“localhost” will have to be replaced with the Fu@ualified Domain Name (FQDN)
of the host to which the web service is actuallgldged. For me this will be
mcz02.aus.sun.com. Also make sure that the Gatbastycan resolve the FQDN of
the web service host. If it cannot then you wilkkddo use the IP address or modify
the Gateway hosts file to add this web service twdt Note also that if you modify
the hosts file it will be revert on reboot of th8G.

Paste the WSDL URL into the text box, see Figur& 1@odify the host name if
required, and click Next.

Ttp Publish SOAP Web Service Wizard x|

Stey
ps Enter the URL or File path for the WSDL or the WSIL.
1. Web Service Description

2. Access Control L=

3. Credential Transportation Ihttp:| I|fm|:z|ZJZ.aus.sun.com:;M&“0&3,|'CMPSUDDI,’display\'\u‘SDL?‘\n\'st:IIname=,{\'\u‘SSev:GateEn\-',.'\'u'SSSEv:GahtaPro\c'il:Ier,.’b|:|\'\u'SSSEcGabtaPrc\c'i
File... |
Examples:
hitepservices, example. com| warshousa/purchase, wsdl
Ci\My Domuments|Services\purchase, wsdl
Spedify the location for either the WSDL of the service to publish or a WSIL document that contains a link to that WSDL. =

-

Finish Cancel | Help |

Figure 10-6 Make sure to use the FQDN of the hoshavhich the web service runs

Note the controls for enabling channel encryptarthenticated access and
permissions, Figure 10-7. Leave Allow Anonymous @gsenabled and click next.



TP Publish SOAP Web Service Wizard x|
Steps [~ Require SSL/TLS Encryption
1. Web Service Description % Allow Anonymous Access
2. Access Control . .
3. Credential Transportation {~ Require Users to Authenticate:
Authentication Method: IEncl"r'pted UsernameToken =l
Identity Provider: IInternaI Identity Provider LI
I Mo Permission P Add I I Have Permission I
Spedfy Web Service access security and permissions. o
-
Back Finish Cancel | Help |

Figure 10-7 Access control controls

Make sure that the web service end point URL isluable from the gateway. The
original URL used localhost for the host name. itstrbe changed to the FQDN of
the host that hosts the web service, see Figu& Ndte, also, that the gateway can
provide credentials, if the service requires them.

¥ Publish SOAP Web Service Wizard x|
Steps Web Service URL: Ihtq:{'f,.’ma[lz.aus‘sun.com:3808[J,.’\'\u'5SSEcGateProv|der,|'McneyDrderPortTypeBnchrt Default |
1. Weh Service Description {* The SecureSpan Gateway can access this protected Web service anonymously
2. Access Control ~ § X X . X
3. Credential Transportation The SecureSpan Gateway will need to provide credentials to access this Web service
Spedify how the SecureSpan Gateway gains access to the Web service. Indude access credentials, if required. =
-
Back | Next | Finish [\I Cancel | Help |

Figure 10-8 Make sure the web service endpoint URIs correct and resolvable by the Gateway

Notice that the service was added, a default palilowwing anonymous access to the
service was created and a warning to that effestmweaduced, Figure 10-9.

W connect % Disconnect % Refresh @ Home [F) Manage... [ Monitor... S Help...

Assertions | Tdentity Providers | || Moneyorderiniined_servica (v1, active) |
e .
- Policy Assertions H hE [ seve and Activets [ Seve  [Bm Validate 42 ExportPolicy 4B Import Policy | 43 Policy View @ Identity View

[ [ Access Contrel

4 3 |l &
[ (2 TransportLayer Seauity (TLS) —I @ Route to http:/ /mcz02.aus.sun.com:38080/ W555ecGateProvider MoneyOrderPortTypeBndPort >

Assertion: Route to hitp: /fmcz02. 5us.sun.com: 38080 WSS5SecGateProvider MoneyOrderPortTypeBndPort Warning: Mo credent
| azgertion ig prezentin the policy. The service may be exposed to public access

( Policy Validation Messages I )
al

. B [B MoneyOrderPortTypeBnd
‘- @ opMoneyOrder
-4 Services
@ MoneyOrderIniined_Service A
-] Policies @ ssg.aus.sun.com:3443

Figure 10-9 Anonymous web service was configured

Note, too, attributes of the service, displayethmservice name Tab —
MoneyOrderinlined_Service (v1, active). Just frdns string one surmises that the
SecureSpan Gateway can a) version services, aaxtite/deactivate service
(enable/disable access) per service version.



By default the SSG expects the service requestddhe servlet context of /ssg/soap.
Clearly, only one of these can be defined at a.tiheeallow support services with
different servlet contexts and additional confiduma step is required. In the SSG
Manager Ul expand the node tree under the SerViabsServices @
ssg.aus.sun.com:8443 (or the FQDN of your Gatewnstamnce), right-click on the
name of the service and choose Service Propeaseshown in Figure 10-10.

Services I
|_:_|... Services @ ssg.aus.sun.com: 3443
E}@ MoneyOrderInlined_Service [WS55ecGateProvider MoneyOrderPortTypeBndPort
=3 Bindings Active Policy Assertions
= [# MoneyOrderPortTypeBnd
S opManeyOrder

B Service Properties k

EI@ Services 7< Delete
@ MoneyQOrderInlined_Service Revision History
[]... Policies @ ssg.aus.sun.com: 3443 Gut e

Figure 10-10 Edit service properties for the new seice

Click the HTTP Tab, check the “Custom resolutiothpaadio button and paste the
entire servlet context configured in the WSCSecGatsumer SOAP/HTTP Web
Service External System container used to deplextmsumer. Figure 10-11
illustrates the SSG Service Properties HTTP Talrevttee Custom resolution path is
configured. Figure 10-12 shows the source of thatlst context, for cross reference.

™ Published Service Properties |
General HTTP I WSDL |
—Service Resolution

{~ Mo resolution path

=
{* Custom resolution path |,|"|.".n'55SE::GatePrcwiderﬂ'v‘lnneyDrderPDrtTypEBndPnrt ]
|

The SecureSpan Gateway URL that receives requests for this service:

http(s): /fssg.aus.sun. com: [port] MSSSecGateProvider MoneyOrderPor tTypeBndPort

~Allowed HTTP Methods

[~ GET
[ PUT
v POST

[~ DELETE

oK [% Cancel Help

Figure 10-11 Configuring Custom resolution path though the SSG Service Properties



Elu CAPS Environments
- 88 JcAsAENY

& jcasaenuaT
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m WSCSecGateConsumer

B Properties

IZ) web Service External System Config [= Properties

8081
t Name localhost
Serviet Context MisssecGateProvider MoneyOrderPortTypeBndPort,

Me=s=zage Handler Chain
Figure 10-12 Source of the servlet context

Let’s switch to TCP Mon and click the “Remove Atltitton in the TCP Mon Ul to
clear old requests and responses. The reasondas tihat if the HTTP Keep-alive is
set, as it seems to be by default in Java CAPSjptautequests and responses will
show up in the same windows, making it hard toregout which response belongs to
which request.

The route to the service has been configured ig#teway. Let’'s submit a message
to the consumer and see message exchange. Figaestows it in TCP Mon.

POST /WSSSecGateProvider/MoneyOrderPortTypeBndPort HITE/1.1

Content-Type: text/xml; charset=utf-8

Accept: text/xzml, text/html, image/gif, image/jpeqg, *; g=.2, */%*; g=.2
Content-Length: 1187

S50APAction: "urn:Sun:Michael:Czapski:WSDL:MoneyOrder/MoneyOrderPortType/opMoneyOrder™
User-Agent: Java/1.6.0_10

Host: ssg.aus.sun.com: 8081

Connection: keep-alive

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"™ xmlns:enc="http://schema
<env:Body>
<ns0:MoneyOrderReq xmlns:tns="urn:5un:Michael:Czapski:X5D:MoneyOrder™>

<tnz:0rderDetails>
<tns:dateTime>2009-02-18T10:42:44.687Z</tns:dateTime>
<tns:seqg>234</tns:iseq>
<tns:total>l000</tns:total>

</tns:0rderDetails>

4] CrorSomdomhoraiaos |
HTTBE/1.1 200 CK

Server: Apache-Coyote/1.1

Content-Type: text/xml;charset=utf-g§

Content-Length: 664

Date: Wed, 18 Feb 200% 19%:32:21 GMT

<env:Envelope xmlns:env="http://schemas.xmlscap.org/socap/envelope/" xmlns:enc="http://schema
<env:Body>
<nsl:MoneyOrderRes =xmlns:tns="urn:Sun:Michael:Czapski:X5D:MoneyOrder™>
<tns:OrderDetails>
<tns:dateTime>2009-02-18T10:42:44.687Z</tns:dateTime>
<tns:seg>234</tns:izeq>
<tns:total>1000</tns:total>
<tns:orderStatusr>true</tns:ordersStatus>
</tns:0rderDetails>
<tns:S5enderDetails>
<tns:customerMName>Jan Kowalski</tns:customerMName>
</tns:SenderDetails>
</n=0:MoneyOrderRes>
</env:Body></env:Envelope>

Figure 10-13 SOAP Relquest and Response on-the-wirgith SSG mediation



As we can see the addition of the SecureSpan Gatiewhe solution and defintion
of a plain routing policy does not add securitycause issues for non-secure service
consumers.

Let's add a simple security policy to see what Wadppen. Let’s switch to the SSG
Manager, select the MoneyOrederinlined_Serviceieeso that it is displayed in the
right-hand pane, in the Assertions Tab expand Pélgsertions->Access Control and
drag the Encrypted Username Token policy assedima the canvas and drop it
above the Route policy. Figure 10-14 illustratesplhocess.

Assertions I Identity Providers |

%} Disconnect @ Refresh & Home [T Manage... T2 Monitor... §' Help...
|| Moneyorderiniined_Service [/WSSSecGateProvider/MoneyOrderPortTypeBndPort] (v2, active) |

-+ Policy Assertions i B W) seveand Activsie [ Seve [ Validate 48 ExportPolicy {8 Import Policy | & Policy View i Identity View
L ﬁ Access Control =
Qg, Grant;ac;:ss flissiaaps _' ﬁ Route to http:/ /mczd2.aus.sun.com:38080 /WSSSecGateProvider/MoneyOrderPortTypeBndPort
S HTTP Digest it |
"‘5 HTTP Cookie % (W]

g ’ Windows Integrated
N{ 55L with Client Certificate Authenti
g ¥ W55 UsernameToken Basic
B @\ ypted Username Token RSt
E';l WSS Signature
E';] WS Secure Conversation
[ sAML Assertion

Flgure 10-14 Add Encrypted username Token policy agrtion

Policy Validation Messages I

| .. Assertion: Route to http: //mcz02. aus. sun. com: 38080/ WS5S5ecGateProvider MoneyOrderPortTypeBndPort Warning: MNo credential as:
il access

Palicy saved and made acbve.

With the assertion added, click the Save and Atitlutton” as shown in Figure
10-15. This will propagate changes to the Gatewaxt request, which is submitted
to the gateway, will be required to contain the itdaene Token SOAP Headers.

Assertions I Identity Providers i

=143 Policy Assertions

= @ Access Control

ﬂ Grant Access to Users/Groups

|»

2
P 551 with Client Certificate Authenti
i;?" WSS UsernameToken Basic

tlenorypted LsernameToken

|| MoneyOrderInlined_Service [[WSSSecGateProviderf MoneyOrderPortTypeBndPort] (v2, active) I
| Save and Acﬁ[:gﬂ Save [ Valdate B ExportPolicy <F ImportPolicy | <& Policy View  § Identity Vi

-l“g,’i Require Encrypted UsernameToken Authentication

m Route to htt mcz02.aus.sun.com:38080 /W555ecGateProvider [ Mon rderPortTypeBndPort

Policy Validation Messages |

Assertion: Route to b mcz02.aus. sun.com: 38080/\WS55ecGateProvider MoneyOrderPor tTypeBndPort Warning: Credent

access.

F|gure 10-15 Save and Activate new policy

Let’s test the service to see what response weget|lsince the consumer does not
provide Username Token.

The Gateway returned SOAP Fault saying “AuthentboaRequired” as shown in
Figure 10-16. We modified the policy for the seevat the Gateway. This policy now
requires the consumer to provide a Username Tdkendid not have to either
modify the service or build and deploy it. The pglivas dynamically applied and
took effect for the very next request.



HITP/1.1 500 Internal Server Error

Server: Lpache-Coyore /1.1

L7-Policy-URL: http://ssg.aus.sun.com:8081/ssg/policy/disco?servicencid=425985
Content-Type: text/rml;charset=utf-8

Content-Length: &04

Date: Wed, 18 Feb 2009 19:42:26 GMT

Connection: close

<?xml version="1.0" encoding="UTF-8"7>
<soapenv:Envelope xmlns:scapenv="http://schemas.xmlsoap.org/socap/envelope/">
<soapenv:Body>
<soapenv:Fault>
<faultcode>soapenv:Server</faultcode>
<faultscring>Policy Falsified</faultstring>
<faultactor>http://ssg.aus.sun.com: 8081/W555ecGateProvider/MoneyOrderPortTypeBndPort</faultactor>
<detail>
<17:policyResult status="RAuthentication Required" xmlns:17="http://www.layer7tech.com/ws/policy/faulc"/>
</detail>
</3oapenv:Fault>
</soapenv:Body>
</soapenv:Envelope>

Figure 10-16 SOAP Fault with Authentication Requiral from the Gateway

11. Add a VPN Client to the Mix

Let's add the SecureSpan VPN Client to the mix. 3tteematic of the solution is
shown in Figure 11-1.

http:/llocalhost:38080/WSSSec GateProvider/MoneyOrderPortTypeBndPort

Repository
Web Service
Consumer

Repository
Web Service
Provider

8081 8080

SecureSpan TCP Mon SecureSpan
VPN Client Proxy XML Gateway

Figure 11-1 Solution with the SecureSpan VPN CLient

We will configure the WSCSecGateConsumer SOAP/HWdb Service External
System container to forward requests to the VPMI€las though it was the host
actually hosting the service. The VPN Client is@sted to run on locahost and by
default listens on port 7700. The port can be chdn@he host can not.

If you have not done so yet, follow the steps ictisa 15.3, “Install and Configure
the SecureSpan VPN Client”, before continuing wlitils section.

We need to start and/or configure the componema/istin Figure 11-2, with all but
two already configured.



Repository
Web Service
Consumer

s

J localhost, 7700

SecureSpan
VPN Client

Y

+ localhost, 8081

TCP Mon
Proxy

Y

$sg.aus.sun.com, 8080

SecureSpan
XML Gateway

Y

| mcz02.aus.sun.com, 38080

Repository
Web Service
Provider

http://mcz02.aus.sun.com:38080/WSSSecGateProvider/MoneyOrderPortTypeBndPort

Figure 11-2 Host and port assignments

Let’s start the SecureSpan VPN Client, click onRineperties button, switch to
Network Tab.

We need to configure the port number to which tiRN\Client will connect, the
“Gateway custom port” and the “Gateway IP Addre3sie last two we will modify
only because we have the TCP Mon as an intermedfahe VPN Client was
connecting directly to the Gateway, as would nolyria¢ the case, we would keep the
“Gateway uses standard ports” and “Lookup IP AdeliedDNS” properties checked

— the default.

Check the “Gateway Requires Custom Ports” checldmakprovide the port number
on which the TCP Mon is listening, for me 8081shewn in Figure 11-3. In normal
circumstances we would not do this as we wouldoeatunning the TCP Mon to
snoop on the wire. At any rate, if the SSG was ingnon a different port this is
where we would specify this different port.

If using an intermediary like a TCP Mon, as we @oeg in this exercise, we need to
tell the VPN Client to which host to forward reqtee<lick the “Use the following IP
addresses” radio button, click Add and enter 1B71Qfor localhost. This will
redirect requests to localhost:8081, which is wlileeeTCP Mon is listening for
requests. If we did not use the TCP Mon we wouldneed to make this
modification.



'-_‘_.,;Gatewav Account Properties i il

General | Tdentity Metwork | 3L veN Client Policy | Service Palicies |

~Incoming Requasts ko the XML VPN Clisnt

The SecureSpan XML VPN Client: listens For incoming messages at the following
local praxy URL, then rautes the messages to the SecureSpan Gateway:

Proxy URL: http:|/localhost: 7700 gatewayt

[~ Use custom label: I

The SecureSpan XML VEN Client offers praxied WSDL lookups at the Follawing
local WSDL LURL:

WSDL URL: http:fflocalhast: 7700 /gateway 1 /wsil

—Qutgoing Requests to the Gateway

Configure standard or non-standard ports For the SecureSpan Gateway below:
{" Gateway Uses Standard Ports:
HTTF Pork: 8080 HTTPS Fork: 8443

,-’/l'-:' Gateway Requires Custom Ports:
,\\ HTTP Port:IElUEl HT Port:|8443

Configure SecureSpan Gateway IP addresses below:
{ Look up IP. addresses in DNS.

C:' Use the Following IP addresses:\

127.0.0.1 J Add

Remove

Failover strateqy:|Ordered Sticky with Failover ﬂ
[ Compress kraffic

QK %I Cancel |

Figure 11-3 Specify custom port and custom label

Let's now modify the WSCSecGateConsumer SOAP/HT Téb\Bervice External
System so that it points to the VPN Client rattmentto the TCP Mon, as it currently
does if you followed the steps thus far. Figuredlillustrates the properties. Build
and deploy the project.

= P jWSSecGateEny

ogicalHost1
---DDIRegistry

i+l [fg] WsSecGatePravider
m WSCSecGateConsumer

" Properties

I2) web Service External System Config =] Properties

-2 web Service Security Port 7700

/=) Web Service External System Cd | Host Name localhost
Serviet Context Mss5ecGateProviderMoneyOrderPortTypeBndPort
Enable S5L false

Me=zage Handler Chain
Figure 11-4 Point the consumer at the VPN Client




Let's ask the VPN Client to show what it sees. Opprthe SecureSpan VPN Client
Ul by clicking on the icon in the System Tray, pddwn the Windows menu and
select the “Recent Message Traffic” option.

Now that all the components of the infrastructueeranning, let's Remove All from
the TCP Mon, submit a test message to the apptepiS Queue using the
Enterprise Manager, and observe what is exchangeekbn the VPN Client and the
SSG.

The request, and the response, indicate that allwedl, see Figure 11-5.

POST /ssg/soap HITR/1.1

User-Agenc: L7 Bridge; Protocol v2.0

SOAPAction: "urn:Sun:Michael:Czapski:WSDL:MoneyOrder/MoneyOrderPortType/opMoneyOrder™
L7-Criginal-URL: http://localhost:7700/WSSSecGateProvider/MoneyOrderPortTypeBndPort
Contenc-Type: text/xml; charset=utf-8

Host: ssg.aus.sun.com:8081

Content-Length: 1189

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/" xmlns:enc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:ns0="urn:Sun:Michael:Czapsk
<env:Body>
<ns0:MonevOrderReq xmlns:tns="urn:Sun:Michael:Czapski:XSD:MoneyOrder">
<tns:CrderDetails>
<tnsidateTime>2009-02-19T05:37:41.5932</tns:dateTime>
<tnsiseq>54321</tns:seq>
<tnsitotal>1000</tns;:total>
</tns:OrderDetails>
<tns:SenderDetails>
<tnsicustomerName>Jan Kowalski</tns:customerName>
</tns:SenderDetails>
<tns:CreditCardDetails>
4 |
[ETTE/1.1 200 OK
Server: hpache-Coyote/1.1
Contenc-Type: text/xml;charser=utf-g
Contenc-Lengtn: 666
Date: Thu, 19 Feb 2008 05:36:49 GMT

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/" xmins:enc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:ns0="urn:Sun:Michael:Czapsk
<env:Body>
<ns0:MoneyOrderRes xmlns:tns="urn:Sun:Michael:Czapski:XSD:MoneyOrder">
<tns:OrderDetails>
<tns:dateTime>2009-02-19T05:37:41.593Z</tns:dateTime>
<tns:seqr54321</tns:seq>
<tns:cotal>1000</tns:cotal>
<tns:orderStatus>true</tns:orderStatus>
</tns:OrderDecails>
<tns:SenderDecails>
<tnsicustomerName>Jan Kowalski</tns:customerName>
</tns:SenderDetails>
</ns0:MoneyOrderRes>
</env:Body></env:Envelope>

Figure 11-5 Success

Switch to the VPN Client's Recent Message Traffindow and take a look at the
messages that were exchanged. Figure 11-6 shows time messages in the right-
hand window and the message exchange in the lat-Wandow.

120 Recent Message Traffic =10l

Server: Apache-Coyote/1.1
Concent-Type: text/xml;charssec=ucf-a
Content-Length: &&&

Date: Thu, 19 Feb 2008 05:41:41 GMT

<?xml version="1.0" encoding="UTF-8"2>
<env:Envelops xmlns:enc="http://schemas.xmlsoap.org/soap/encoding/™
wxmlns:env="http://schemas.xmlscap.org/scap/envelops/"
xmlns:nsO0="urn:5un:Michasl:Czapski:E5D: MoneyOrder"
xmlns:xsd="http://www.w3.org/2001/XMLS3chema™ xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<env:Body>
<ns0:MoneyOrderPes xmlns:tns="urn:3un:Micha=sl:Czapski:ESD:MoneyOrder">
<tns:OrdesrDetails>
<tns:dateTime>2009-02-19T05:42:36. 656Z</tns:dateTime>
<tns:seq>12345</tns:seq>
<tns:total>1000</tns:totals
<tns:orderStatus>true</tns:order3tatus>
</tns:OrderDetailss
<tns:SenderDetails>
<tns:customerName>Jan Kowalski</tns:customerlame:>
</tns:Senderbetails>
</ns0:MoneyOrderBes>
</env:Body>
</env:Envelope>

Bl

[ Reformat XML Clear Recent Messages | Close
v\;l

Figure 11-6 One of the messages (from server) inglRecent Message Traffic VPN Client window




We have a functioning configuration with consunegfuests being passed off to the
SecureSpan VPN Client, from there to the TCP Mmmfthere to the SecureSpan
XML Gateway (on a separate host), from there tesereice provider. If all is well,
responses travel in the opposite direction.

Consider what would happen if the service was efihdd in the SSG or the
consumer’s request did not contain security infaromarequired by the gateway. As
you would expect the Gateway would reject the rejard send a SOAP Fault
message back to the consumer. We have seen tlagibehearlier, when submitting
a request from the consumer directly to the Gatewan it did not have the service
defined.

12.  Miscellaneous Gateway Service

12.1  Logging, Auditing and Alerting

The SecureSpan Gateway supports logging and agiditimch includes configurable
logging sinks and other facilities.

To make it easier for me to see what is going ad,ta show it in the Note, |
downloaded and installed a Kiwi Syslog Server fantléws as an evaluation — see
http://www.kiwisyslog.com/I configured the Gateway to log all it knows abtmu

that destination. Configuration of logging sinksatcessed through the Manage drop-
down, see Figure 12-1.

E:ﬂ Connect @ Disconnect ‘% Refresh m Home E. Manage... ,.I-__A Manitor... g-) Help...
Assertions | Identity Providers | |§| Manage Certificates
(=42 Policy Assertions Cgl Manage Private Keys

" (3 Access Control ] Manage Global XML Schemas
[+ 3 Transport Layer Security (TLS)

F- B3 XML Security E Manage Cluster-Wide Properties
-- 3 Message Validation/Transformation » Manage Listen Ports

-- (3 Message Routing

: Bl Manage IMS Queues
#- I3 Service Availability

== Logging, Audiing and Alerts [£Z] Manage Kerberos Configuration
- Audit Assertion [ Manage Roles

[F Audit Detail Assertion

[£Z] Configure Audit Alert Options

------ [ send Email Message

- %§ Fault Level Byl Manage Gateway License

...... [ Send SNMP Trap o Change Password
[+ [E3 Policy Logic

[+ 3 Threat Protection
[+ 3 Policy Fragments

«#% Manage Log Sinks
» Manage Email Listeners
= Configure FTP Audit Archiver

Figure 12-1 Activating Manage Log Sinks functionaly

The Syslog configuration | used logs all thereibe logged, see Figure 12-2. Syslog
Settings | use are shown in Figure 12-3. Note QBN of the Syslog host.



x|
Name Type Description Enabled Create |
s5g File Main log Yes
: o Ves Remove |
¥ Log Sink Properties x| Properties |
Base Settings |= = Setfings | Syslog Settings |
Mame |5ysLogSink ¥ Enabled
Description I
Type ISysIog LI
i Severity IAII j

Categories

Cancel |

Figure 12-2 Configuration of the Syslog sink, Bas8ettings

x
Baze Settingsl File Settings  Syslog Settings |
Protocal Juop =
Host |ma02.aus.sun.com
Port J514
Eacility | 1= [ LogHostname

Character Set IASCH

[

Timezone IUse Existing Settings

Send a Test Message |

[

oK I Cancel |

Figure 12-3 Configuration of the Syslog Settings

All this is to enable me to discuss and illustiaggging and auditing directives that
can be added to the policies in the Gateway.

Let's drag the Audit Assertion to the Policy editegindow then double-click the
policy assertion and check the “Save request XMid &ave response XML”, see
Figure 12-4. Note other logging and auditing assestwhich you can add to the

policy.

Assertions | dentity Providers |
=k @ Policy Assertions
-- [ Access Control
[ [ Transport Layer Security (TLS)
[ (£ XML Security
[#- [ Message Validation/Transformation
-- [ Message Routing
[} [ Service Avalability
=% Logging, Auditing and Alerts
o L[ Audit Assertion
B850t Detail Assertion
[ Send Email Message
% Fault Level
¢ .. send SNMP Trap
-- [ Policy Logic
[ (£ Threat Protection
[~ 3 Policy Fragments

"FW Audit Assertion

MoneyOrderInlined_Service [/WSSSecGateProvider/ MoneyOrd
[ save and Activate Save [Ep Validate <0 ExportPolicy 5 Imp

----- St Require WSS UsernameToken Basic Authentication

ﬂa Route to http:/ /mcz02.aus.sun.com:38080/WSSSecGateProvi
TP Audit Assertion Properties. x|

Record audit events at the following level beyond this paint:
IMFO o
(MOTE: the server is currently not recording below level WARNING)
¥ Save request XML

[V Save response XML

Figure 12-4 Add and configure Audit Assertion



Let's exercise the solution by submitting a JMS sage, as we have done before.
Figure 12-5 show the Kiwi Syslog Server window witle messages sent out from
the Gateway.

%) Kiwi Syslog Server (Version 8.3.52)
Ele Edit View Help

o2 A Display 00 (Default)  +

Date | Time | Prioiity | Hostname | Message
02-202009 21:31:15 UserWarming 192.168.60.4 Feb 20 21:30:11 s5g 55G-defaull_[32]: Message processe d success| fully
02202009 21:31:15 Userlnfo  192.168.60.4 Feb 20 21:30:11 ssg 5SG-default_[32]: Processing request for service: M ined_Service [/WSSS ravider/ PortTypeBndPort]
02-202003 21:31:15 Userinfo  192.168.60.4 Feb 20 21:30:11 ssg 55G-default_[32]: 2009-02-20710:30:11 5267, um:Sun:Michael:CzapskiX5D:MoneyOrder, opMoneyOrder, 200
02202009 21:31:15 Userlnfo  192.168.60.4 Feb 20 21:30:11 ssg 5SG-defaull_[31]: Request referred to an outdated version of policy
02-202003 21:31:15 Userinfo  192.168.60.4 Feb 20 21:30:11 ssg 55G-default_[31]: 2009-02-20710:30:11.202Z. um:Sun:Michael:Czapski:X5D:MoneyOrder. opMoneyOrder. 0
02-20-2009 21:31:07 User.Info 192.168.60.4 Feb 20 21:30:06 ssg 55G-default_[44]: Policy #1081344 [Policy for service #1015808, MoneyOrderlnlined_S ervice) updated [changed xml)
02-202009 21:31:07 Userdnfo  192.168.60.4 Feb 20 21:30:06 ssg S5G-default_[44]: PalicyVersion 111343488 (null) created [activated v11 of policy 1081344)

Figure 12-5 Syslog output in the Kiwi Syslog Servewindow

Figure 12-6 shows the messages in a readable Mote, starting at the bottom and
going toward the top, that a new policy was acadai/PN Client request was
rejected due to outdated policy then the re-sulechittquest was processed.

_[32]: Meszage processed successfully

_[32]: Proceszsing request for service: MoneyOrderinlined_Service [/W555ecG ateProvider/MoneyOrderPortTypeBndPort]
_[32]: 2009-02-20T10:30:11.528Z2, uin:Sun:Michael:Czapski:<5D:MoneyOrder. opMoneyOrder, 200

_[31]: Request referred to an outdated version of policy

_[31]: 2009-02-20T10:30:11. 2022, uin:Sun:Michael:Czapski:<5D:MoneyOrder, opMoneyOrder, D

_[44]: Policy #1081344 [Policy for zervice #11015808, MoneyOrderinlined_Service] updated [changed xmil)

_[44]: Policy¥ersion #1343488 [null] created [activated v11 of policy 1081344)

Figure 12-6 Message detail
This is something you can watch to see what isggomin a brief format.

The Audit Assertion, which we added to the poliog @onfigured to save request and
response XML, causes audit events to be writtehd@@udit database. To access audit
events, drop down the SSG Manager’s Monitor ... @foywn and select Gateway
Audit Events, as shown in Figure 12-7. A new windailV open.

1 m Home E‘. Manage... ,.'-__A Manitor... "}T-?‘ Help...
MoneyOrderlr B Dashboard

eProvider/ Money

{0 Export Policy 43

A B Audit Assertion

W™ ﬂ Route to httE:,{EmczDLaus.sun.oum:SBDBD,{WSSSECGatEPr
Figure 12-7 Choose Gateway Audit Events

For each policy evaluation that has Audit Asserttbere will be an audit entry. If
save request and response XML is selected the segnd response will be saved.
Figure 12-8 shows the request XML for the servicacation.



?._bSecu reSpan Manager - Gateway Audit Events

File View Help

Audit Events %
Sig| Mode Time Severity Service Message
20090220 21:42:07.455 WARNI... Gat...[Message processed successfully
5561 20090220 21:30:11.682 WARNL... MoneyOrderInlined_Service [WS55ecGat... Message processed successfully
5561 20050220 20:53:57.785 WARNIL... Applet applet request filter failed: status = 500
5561 20090220 20:53:57.707 WARNL... Failed admin login for lagin ‘mcz, mcz'

Details | Associated Logs RequestXML | Response XML |

<env:Envelope xmlns:enc="http:/,/schemas.xmlsoap.org/=scap/encoding/"
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"
Zmlns:ns0="urn: Sun:Michael :Czapski:¥X5D:MoneyOrder™
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema™ xmlns:xsi="http://www.w3.0rg/2001/XML5chems
<env:Body»
<nzs0:MoneyOrderReq =zmlns:tns="urn:5un:Michael :Czapski X5D:MoneyOrder™>
<tns:0rderDetails>
<tns:dateTime>2009-02-20T10:42:29.218Z</tns:dateTime>
<tns:seqg>l222</tns:seqg>
<tns:total>»1000</tns:totaly
</tns:0rderDetails>
<tns:SenderDetails>
<tnz:customerName»Jan Eowalski</tns:customerName>

Figure 12-8 Request XML in the Gateway Audit Evenwindow

Let's revert to a policy consisting solely of tHiedute to” assertion then add “Fault
Level” and “Send Email Message” assertions from“ttogyging, Auditing and
Alerts” group. The policy looks like that shownFigure 12-9.

MoneyOrderInlined_Service [/WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v51, active}'

Save and Activate [ Validate @ Export Policy @ Import Policy Policy View i Identity View

%] Override SOAP Fault

Send Email Alert

ﬁ Route to htt mczl2.aus.sun.com:38080/Ws55SecGateProvider/Mon rderPortT BndPort

Figure 12-9 Policy with Fault Level and Send Emaillert assertions.

Right-click the Override SOAP Fault assertion aratlify its properties to “Full
Detail”, meaning provide verbose fault informatidtight-click the “Send Email

Alert” and configure the properties. At minimum sipg the host and port for the
SMTP Server which will receive email messages fthengateway, the recipient
address, and perhaps a constant string in the dfdthg message. The message body
in Figure 12-10 uses a number of context variataexbtain and embed certain
information about the request and the environmemihich it is being processed.



MoneyOrderInlined_Service [/ WSSSecGateProvider/ MoneyDrderPortTypeBndP
M Save and Activate Save [ Validate 40 ExportPolicy 45 Import Policy Polic

----- *§| Override SOAP Fault

W Send Email Alert

e ﬁ Route to htn:/ /mez02_ ans.sun.com:=3RNBN/WSSSecGateProvider MonavrderP
T¥p Email Alert Properties =

"SMTP Properties

Host:  |mcz02.aus.sun.com Port: |25

From: |L755G @NOMAILBOX

To: |rross@eus.sun.mm

cc: |

BCC: |

Subject: |Layer 7 SecureSpan Gateway Email Alert

Message Body: EMail mes=age frr:m4 the Gateway

Request ID: ${requestId}
HTTP Header Values: ${reguest.http.headerValues}
Local Port: S{reguest.tcp.localPort}
Remote Address:${request.tcp.remotehddress}
RBemote Host: S{request.tcp.remoteHost}
HITP Routing Latency: ${httpRouting.latency}
Service URL: £{service.url}
oK %J Cancel |

Figure 12-10 Configure email alert properties

“Save and Activate” the policy, submit a JIMS messagd check the email. An alert
message should have been sent. | received arshtexin in Figure 12-11.

5,1/ 0]g|From

= Date: Today

Layer 7 SecureSpan Gateway Email Alert
L7SSG@NOMAILBOX

Extra line breaks in this message were removed.

To: rross@aus.sun.com

EMail message from the Gateway

Reqguest ID: 0000011f980d0e5b-000000000000021d HITP Header Values:
Local Port: 8081

Remote Address:152.168.60.2

Remote Host: 152.168.60.2

HTTP Routing Latency:

Service URL:

Figure 12-11 Email alert

There are a number of options for logging and auglivf policy evaluation and
request and response processing. Email notificattan be sent to alert operational
staff of events of interest, both normal and abradri@onsult the vendor
documentation for information on how to configunege facilities. Logging, auditing
and alert assertions can be added at various plaeegolicy to see which policy
alternatives are evaluated, to log information almequests and responses, and to
provide audit trial of service invocation.



12.2 XML Schema Validation

In addition to security services, digital signagjrencryption authentication and
suchlike, the Gateway can be employed to deal egthain kinds of XML-borne
threats like XML Injection, malformed XML, buffeverflow, deep recursion and
similar. One of the means of ensuring that roug&B@quests and responses do not
make their way too deeply into the infrastructe&ML Schema validation.

Let’s revert to the policy version in which onlyethRoute to ...” assertion exists,
expand Policy Assertions->Threat Protection, dreg\talidate XML Schema
assertion to the canvas above the Route To agserii click the “Extract from
WSDL” button in the dialogue box that appears. Sgere 12-12.

B connect %0 Disconnect @2 Refresh €7 Home [F] Manage... [2 Monitor.. 5P Help...
Assertions | tdentity Providers | | MoneyOrderInlined_Service [/ WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v17, inactive) |
-6 Palicy Logic .1] +E Save and Activate [ Save Validate 3 ExportPolicy 42 Import Palicy | 2 Policy View  § Identity View

E} ‘2 Threat Protection e >
i g SQL Attack Protection = - ﬁj Route to http:/ / mcz02.aus.s5un.com:38080 /WS5SecGateProvider/ MoneyOrderPortTypeBndPort
-y} Code Injection Protection | w
- %, Request Size Limit g =
Y merrET =
‘¢ Document Structure Threats - X
WSS Replay Protection . .
; PR — . Schema applies to: €% Entire Message Body {~ Message Arguments
&+ (3 Policy Fragments Schema location: lCnnﬁgured in advance j

Schema Validation can be used to protect against the
ifollowing threats:

‘Schema: Configured in advan:

& XML Parameter Tampering - Validates Validation Schema:

all XML parameters in the request to ensure =7uml version="1.0" encodng="UTF-8"7 = Extract from WSDL
conformance to the Schema

@ XDoS Attacks - Ensures that the message <I-- Your document, created at ; Sak Feb 21 20007:38 EST 2009 Read URL I

structure and content are correct
Read file |

Figure 12-12 Get hold of the XML Schema to use foralidation

Choose the entire schema, Figure 12-13, and cliCk\We could have chosen the
request only or the response only.

3 Extract Schema from WSDL x|

Select the WSDL Schema to Extract:  |[WggBeiilyH g Te gt B b Take b W o g A8 g =

<wsischema attribukeFarmDefaulk="unqualified"
elementFormDef aulk="gqualified"
id="UID-07000000-033461 77 1F0100-C0AG3C02-01"
targetMamespace="urn;3un:Michael: Czapski: ©50: MoneyOrder”
wmins="urn:3un:Michael: Czapski: XS0 Money Order”
wminsns="urn: Sun;Michael; Czapski: x50 MoneyOrder”
wmins: pink="http: /docs. nasis-open.orgfwsbpeli 2, 0/plnkkype"
wmins;soap="http:fischemas, xmlsoap, orgfwsdl soap™
wmins:bns="urn:Sun:Michael: Czapski: WiDL:MoneyOrder”
wminsswsdl="htkp: fschemas . xmlsoap, orgfvsdl™
wminsixs="http: e, w3, 0rgf 2001 PXMLSchema” mins:zsd="http: v w3 org/2001 XMLSchemn:
<xsd:element name="MoneyOrderfes" = -

Rl | B

{* Import Entire Schema

<7l version="1.0" encoding="UTF-5"7 > ﬂ

{~ Import Request-Spedific Elements Only

{~ Import Response-Spedific Elements Only

_Eg(_l Cancel |

Figure 12-13 Choose entire schema

By placing the Validate XML Schema assertion betbeeRoute to assertion we are
getting the gateway to validate the request bafasesubmitted to the back-end
service. Let's also add the Validate XML Schemaratie Route to assertion to have



the response validated before it is passed onthéssame steps as before making
sure to place the assertion after the Rout to tisseClick the “Save and Activate”
button, submit the JMS message and observe regoesesponse messages in the
TCP Mon, in the VPN Client’s Recent Message Traffindow and in the SSG
Manager’s Monitor Audit Events window. Notice thmaiting was added to the request
and nothing was added to the response. The regasgtrocessed successfully. No
new audit events in the Gateway Audit Events window

Let’s add a digital signature assertion to bredlesta conformance. Let’s expand the
Policy Assertions->XML Security node tree, dragrBRequest Element to the Policy
editor window and drop it above the Validate Megs8ghema assertion. Double-
click the new assertion, click on the Web Servigetions ->opMoneyOrder
operation and click on the <ns:SenderDetails> ndtdes will cause the selected
element to be digitally signed. In order to sucfidgssign a message or a part of a
message, a WSS Signature Access Control asseesotolibe added before the Sign
Request Element assertion. Let’'s add that asseRigare 12-14. Click the “Save and
Activate” button. Submit a JIMS message and obstheveesults.

Assertions | 1dentity Providers | i
=& Access Control ]
j Grant Access to Users{Groups

|| Moneyorderinlined_service [/WSSSec iderMoneyOrderPortTypeBndPort] (v39, active) |

Save and Activate Save [Bp validate @ Export Policy 43 Import Policy | @ Policy View i Identity View

# Windows Integrated :

S5L with Client Certificate Auﬂﬂenti;"
WSS UsernameToken Basic

L

Qar Z A
4 g_as'ct BB WSS Sign SOAP Request ———
HTTP Diges
HTTP Cookie s Sign request element /eoapenv:Envelope/soapeny:Body/ns:MoneyOrderReg/ne:SenderDetails [

% [Validate Message's Schema]
m Route to http:// mcz0Z.aus.sun.

rovider/T

Lo Validate Message's Schema

¥ Encrypted UsernameTDken‘__.-"l
i /55 Signature [ 9 Sign Request Element Properties i
@ WS Secure Conversation

§ SAML Assertion

WS-Trust Credential Exchar Wb Service Operations
W5-Federation Passive Cre

XPath Credentils B oo

: SAML Browser Artifact
i WSS Kerberos
| - 1DAP Ouery
El

he soap request must contain & WSS signa
3n %509 BinarySecurityToken

Select a request element to sign:

XPath: |,"soapenv:En\'elopejsoapenv:B0dw’ns:MoneyOrderReqfns:SenderDeGils

— <snapeny Envelope «mins:soapenv="http:/schemas. xmisoap.orgjsoap/envelope™
smins:xed="http! ffwens w3, orgf 2001 [XMLSchama”
smlns: wsi="http: [ fene, w3, org /2001 XMLSchema-instance =
<spapeny:Header =
— <zoapeny:Body >
— <ns:MoneyOrderReq =mins ns="urn: Sur:Michael: Czapski: ¥50:MoneyOrder” =
<ns CrderDetails) =
<nsidateTime =dateTime < /ns dateTime =
<nsiseqznonflegativelnteger </ns:seq>
<ns:botal =dedimal = /ns:tokal =
<ns:fee=decimal < /ns:fee =
=nsiSenderDetails)
<nscustomeriame bagtring < /ns: customerame =
<ng driverLicenseMumber =string </ns driverLicenseMumber =

Figure 12-14 Choose request element to sign

Request processing failed. The offending fragmétherequest in TCP Mon is
highlighted in Figure 12-15.

<tns:0OrderDetails>
<tns:dateTime>2009-02-21T09:39:26.562Z</tns::dateTime>
<tns:seg>l2l</tns:seqg>
<tns:total>1000</tns:totalx>
</tns:0OrderDetails>
<tns:SenderDetails
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0a8i8-200401-wss-wssecurity-utility-1.0.xsd"
wau:Id="SenderDetail=s-1-412ecZa6c9f900dc4cllcbec7l3ed4ccds™>
<tns:customerName>Jan Kowalski</tns:customerName:>
</tns:SenderDetails>
<tns:CreditCardDetails>
<tns:cardIype>hnerican Express</tns:cardType>

<tns:nameOnCard>Jan Kowalski</tns:nameCnCard:>
<tns:cardfumber>1111-111111-111111</tns: cardiumber>
<tns:securityCode>1111</tns:securityCode>
<tns:validUntil»10/12</tns:validUntils>
</tns:CreditCardDetails>
<tns:ReceipientDetails>
<tns:familyName>Smith</tns: familyName>

Figure 12-15 Additional attributes on the signed @ment in the request body



The response, in TCP Mon, says “Bad Request”, gpad-12-16.

<?xml version="1.0" encoding="UTF-8"7>
<soapenv:Envelope xmlns:socapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>
<soapenv:Fault>
<faultcode>soapenv: Server</faultcode>
<faultstring>Policy Falsified</faultstring>
<faultactor>http://127.0.0.1:8081/==g/scap</faultactor>
<detail> — =
<17:policyResult statuQZLBad Request"ﬁghlns:17="http:ffwww.layer?tech.comjwsfpolicyffault"f}
</detail> " —
</socapenv:Fault>
</socapenv:Body>
</soapenv:Envelope>>

Figure 12-16 Bad Request

The message is pretty generic and pretty meansgBescause | added a sign element
assertion | suspect that this is what caused thiglgmn, but was it? Let's add a
“Logging, Auditing and Alerts” -> “Fault Level” asstion at the beginning of the
policy, double-click on the assertion, change fauel to “Full Details” from the

drop down menu, click OK, click “Save and Activatid submit another JIMS
message to test the outcome.

The SOAP Fault in the TCP Mon window, reformattedidetter readability, is quite
clear in that it says exactly what the issue iggufe 12-17. Attribute wsu:ld, which is
added to the request body to identify the parhefrhessage which was signed, was
not catered for by the original request schema. téilea the reason, the request does
not conform to the schema and is rejected with AB®ault being returned to the
sender.

<?xml version="1.0" encoding="UIF-8"7>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/socap/envelope/">
<=zoapenv:Body>
<soapenv:Fault>
<faultcodersoapenv: Server</faultcode>
<faultstring>Policy Falsified</faultstring>
<faultactor>http://127.0.0.1:8081/32g/s0ap</faultactor>
<detail>
<17:policyResult status="Bad Regquest™
xmlns:17="http://www.layer7tech.com/ws/policy/fault™
xmlns:1l7p="http://www.layerTtech.com/ws/policy">
<l7:assertionResult assertion="17p:FaultLevel” status="No Error"/>
<l7:assertionResult assertion="17p:Integrity” =status="No Error"/>
<17:assertionResult
assertion="17p:RequestWssX509Cert" status="Ho Error">
<17:detailMessage id="4805">Certificate loaded as principal credential
for CH:=ssgcli</17:detailMess=sage>
</17:assertionResult>
<17:assertionResult assertion="17p:SchemaValidation™ status="Bad Request">
<17:detailMessage id="5600">Validating request document</17:detailMessage>
//ZIT:detailHessage id="5604">5chema validation failure: org.xml.sax.SAXParseExceptié;?\
| cve—complex—-type.3.2.2: Attribute 'wsu:Id' is not allowed to appear
\\H in element 'tns:SenderDetails'.</17:detailMessage> ,/}
</17:assertionResult>
</17:policyResult>
</detail>
</soapenv:Fault>
</ soapenv:Body>
</soapenv:Envelope>

Figure 12-17 Schema validation error

Schema validation can be added for requests apdnsss. Of specific note is the
Fault Level assertion, which help identify the issiy providing greater level of
detail in the SOAP Fault returned to the consumer.



12.3  Policy Versioning

Let’s briefly explore policy versioning. The policgnsists of a single Route to
assertion, as shown in Figure 12-18. In my cas@aliey version is v43. | modified
the policy a fair bit as | was working my way thgbuvarious examples.

MoneyOrderInlined_Service [/W5S5SSecGateProvider/ MoneyOrderPortTypeBndPort] (v43, active) |

B Save and Activate. E B validate 45 ExportPolicy 48 Import Policy Policy View o Identity Vi

------ ﬁ Route to http:/ /mcz02.aus.sun.com:38080 {WS55ecGateProvider/ Mon rderPortTypeBndPort

Figure 12-18 Policy with the Route to assertion

Let's add an “Encrypted Username Token” “Accesst@ibhassertion, and a “Fault
Level” “Logging, Auditing and Alerts” assertion ab®the “Route to” policy
assertion, then click “Save and Activate”. Figuge1b shows the new policy. Policy
version went up to 44.

MoneyOrderInlined_Service [/WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v44, active}l

! [Ep validate @' Export Palicy @' Import Paolicy Policy View i Identity View

mcz02.aus.sun.com:38080 /W555ecGateProvider/Mon rderPortTypeBndPort
Figure 12-19 Modified policy

Right click on the service name in the Services 3iadh choose Revision History, as
shown in Figure 12-20.

Services |
EI--- Services (@ ssg.aus.sun.com:8443 |
E}@ MoneyOrderInlined_Service [ASS5ects

"'|j Bindings Active Policy Assertions
: -3 Services
Policies @ ssg.aus.sun.col

W Service Properties
> Delete

LR L i

Figure 12-20 Choose Revision History

Policy revision 44, shown in Revision History, Figu2-21, is active and looks like
the policy that we just configured. If we choosesuan 43 of the policy, Figure
12-22, and click “Set Active”, the old policy witle activated. Note that this policy
does not require “Encrypted Username Token”.



MoneyOrderInlined_Service [/ WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v44, active) I
'k Save and Activate Save  [BR validate {3 ExportPolicy 43 Import Policy Policy View i Identity Vi

Override SOAP Fault

------ “g? Require Encrypted UsernameToken Authentication

K . ﬂa Route to htt mczl2.aus.sun.com:38080 /Ws55ecGateProvider Mol rderPortTypeBndPort

ﬂ

= All assertions must evaluate to true
-3 Override SOAP Fault
‘g_" Require Encrypted UsernameToken Authentication

ﬂa Route to http:f /mcz02.aus.sun.com:38080/WSS5ecGateProvider { MoneyOrderPortTypeBndPort

Act. | Vers. Administrator Date and Time Comment Open in Editor |

admin 220209 7:48 AM

43 admin 21/02/09 8:53 PM Set Comment |
41 admin 210209 8:46 PM )

Set Acti |
40 admin 21/02/09 8:33 PM ==
39 admin 21/02/09 8:24 PM Clear Active |
38 admin 21/02/09 8:14 PM
Figure 12-21 Version 44, Active policy

MoneyOrderInlined_Service [/WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v43, active) |
Save and Activate Save [ validate 40 ExportPolicy 48 Import Policy Policy View @ Identity View

------ ﬂa Route to http://mcz02.aus.sun.com:38080 /WS555ecGateProvider /MoneyOrderPortTypeBndPort
Ttp Policy Revisions |

"= All assertions must evaluate to true

------ ﬁ Route to http://mcz02.aus.sun.com:38080/W555ecGateProvider/ MoneyOrderPortTypeBndPort

Act. | Vers, Administrator Date and Time Comment Open in Editor |

44 admin 22/(02/09 7:48 AM -
3 admin 21/02/09 8:53 PM Lerdii e
41 adm!n 21/02/09 8:48 PM Set Active |
40 admin 21/02/09 §:38 PM
39 admin 21/02/09 8:24 FM Clear Active |

33 admin 21/02/09 8:14PM
Figure 12-22 Version 43 policy activated

Clicking Clear Active, when the active policy isadated, disables the policy
completely, see Figure 12-23. Attempt at invocatbthe service with no active
policy will fail with a SOAP Fault, Figure 12-24eimg returned to the consumer.

MoneyOrderInlined_Service [/WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (inactive) |
Save and Activate Save [Bp Validate 48 ExportPolicy 45 Import Policy Policy View o Identity View

ﬁ Route to http:/ /mcz02.aus.sun.com:38080 /W5S5ecGateProvider/MoneyOrderPortTypeBndPort
¥ Policy Revisions x|

# Policy disabled - no active version

Act. | Vers, Administrator Date and Time Comment Open in Editor |
44 admin 22/02/09 7:48 AM |
43 admin 21/02/09 8:53 PM SetComment |
41 admin 21/02/03 8:46 PM
40 admin 21/02/03 8:38 PM
39 admin 21/02/03 8:24 FM

Admin 1M2NG R 14 PM

3R
Figure 12-23 No active policy



HITP/1.1 500 Internal Server Error
Server: ALpache-Coyote/1.1
Content-Type: text/xml;charset=utf-8
Content-Length: 564

Date: Sat, 21 Feb 2009 20:56:00 GMT
Connection: close

<?xml wversion="1.0" encoding="UIF-8"72>
<soapenv:Envelope zmlns:scapenv="http://schemas.=mlsoap.ory/soap/envelope/">
<soapenv:Body>
<soapenv:Fault>
<faultcodersoapenv: Server<,/faultcode>
<faultstring>»Policy Falsified</faultstring>
<faultactoryhttp://=3sg.aus.sun.com: 8081/ 3sg/s0ap</fanultactor>
<detail>
<17:policyResult
status="Assertion Falsified"
xmlns:17="http://www.layerTtech.con/ws/policy/fault™/>
</detail>
</soapenv:Fault>
</=oapenv:Body>
</=zocapenv:Envelope>

Figure 12-24 SOAP Fault resulting from an attempt © invoke a service with no active policy
Let's activate policy version 44, “Route to ....” agson only, for future experiments.

Policies can be developed over time. Different iog1s of the policy can be active at
different times. Services can be disabled by makurg that no policy is active for
the service. This is a part of what some call “RuetService Governance”.

12.4  Service Availability Policies

Service Availability assertions provide for spemtion of such Quality of Service
and Availability policies as Time/Day Availabilityf Address Range, Throughput
Quotas and Rate Limits, Figure 12-25. Judiciousaigae or more of these
assertions, for all services the Gateway handes pecovide for enforcement of
Service Level Agreements. It can do so by preverditcess to specific services from
specific addresses and address ranges, limitirgsado non-essential services,
throttling request processing for non-premier sasj regulating bandwidth use by
heavy bandwidth users and ensuring higher-priopitgmium services receive
appropriate resource allocation.

L L MIEsEa oy

E}ﬁ Service Availability

@ ime/Day Availability
28] TP Address Range

----- Throughput Quota
- % Rate Limit
" 3 Logging, Auditing and Alerts

Figure 12-25 Service availability assertions

12.5 Threat protection

Supplementing service availability assertions hesTthreat Protection assertions.
Most notable of these, from the web service segcpetspective, are Request Size
Limit (prevent buffer overflow and denial of sergiattacks arising out of attempts to
process excessively large requests), Documentt8teu€hreats (preventing
deliberately malformed XML from overwhelming XM mressing machinery and



potentially causing rouge XML to be processed), ViR&Bly Protection (preventing
intercepted messages from being re-submitted hyeregnders to cause repeated
submission of given data (withdraw the same am&ront the same account several
times, for example) and Validate XML Schema (préwvensubmission of non-
conformant messages potentially breaking requestgsing machinery).

=% Threat Protection

WEEE- 0L Attack Protection
5 Code Injection Protection
----- Request Size Limit

----- @ Document Structure Threats

----- 5 wss Replay Protection
LB validate XML Schema
- 3 Policy Fragments

Figure 12-26 Threat Protection Assertions

13.  Using the Gateway to Secure Web Services

In the next few sections we will explore applicatimf various security policies,
interaction between the SecureSpan VPN Client aea&ecureSpan XML Gateway
and SOAP Headers used to convey the security irgoom called for by the specific
policies. We will use the infrastructure which vireally have deployed. We will not
be modifying either the consumer or the providee Will be working with the
Gateway and will be applying policy changes dynathyc This is what the whole
thing is about - being able to secure servicesowmithaving to refer to a developer or
to re-deploy the service provider or the servicestmner.

Note that while we have a Java CAPS Repositoryeb¥geb Service consumer and
Web Service Provider, we could equally well havlB&based consumer and
provider, an EJB-based consumer and provider on@dbmation of both. The gateway
does not care. As mentioned, the reason | chosedRepy-based technology was to
demonstrate that sophisticated, secure web sersateBons can be built, with the aid
of a Gateway, regardless of the capabilities ot¢lcenology used to develop
providers and consumers.

13.7 Propagation of Polices to the VPN Client

The SecureSpan VPN Client can be statically condiguvith the security policy
applicable to a web service protected by the S&pae Gateway. The policy can be
exported using the SSG Manager and imported irgd/€N Client. Naturally,
changes to the policy require it to be exportestriuted to the consumers and
imported into the VPN Client for use. There aredjoeasons to use static policies. |
will not go into them here.

The SecureSpan VPN Client can also be configurelyt@mically obtain the security
policy of a service protected by the SecureSpan >Qditeway. This makes policy
propagation automatic and transparent to the seooosumer. This is what | find so
attractive about the VPN Client.

Let's look at a scenario that demonstrates dynglicy propagation from the
Gateway to the VPN Client.



Let’s switch to the SecureSpan VPN Client Ul, assdito be running. Let’s open the
properties and switch to the Service Policies Tihe steps were followed as given
in this Note, there should be no policies beingheag see Figure 13-1.

?:b Gateway Account Properties il

General' Identityl Networkl ML VPN Client Palicy  Service Policies I

Service Policies Being Cached by XML

VPN Client
Services with Cached Palicies:
Body Mamespace SOAPAction Proxy URI Match Type I Lock I Edit:
Delete
Impork
Export

Associated Policy:

OK[: | Cancel |

Figure 13-1 No policies cached by the Client

Because the policy defined for the WSSSecGatePeogiervice protected by the
Gateway only contains the routing rule, Figure 182re is no requirement for the
client to deal with security decorations eitherequests or on responses. The
Gateway merely relays requests and responses.

Assertions | Identity Providersl MoneyOrderInlined_Service [/WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v1, active}'
E‘@ AECESS Control ) = bl Save and Activate Save [Bp validate 43 ExportPolicy 4H Import Policy Policy View g Identity\
1| | »
N
—_——— || - qa Route to http:/ /mcz02.aus.sun.com:38080/WSSSecGateProvider/MoneyOrderPortTypeBndPort
v
X
Services I
E| Services @ ssg.aus.sun.com:3443
=% . MoneyOrderInlined_Service [WS
; 3 Bindings

3 Services
- Policies @ ssg.aus.sun.com: 5443

Figure 13-2 Policy with just the routing rule

Let’s switch to the SSG Manager and select ourisero the policy appears in the
right hand pane, as shown in Figure 13-2.

In the top left pane let's expand the Access Cominde and look at the various ways
in which access control can be imposed over thecgerThere are quite a number of
methods, as shown in Figure 13-3. Let’s start sepghtag the “HTTP Basic”
assertion form the list onto the right-hand pang @mp it above the route rule. This
is shown in Figure 13-3.



Assertions | Identity pmmd.ersl | | MoneyOrderInlined_Service [/ WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v1, active)

=8| Access Control .:J = @ Szve Validate {3 ExportPolicy 42! Import Policy |7\‘3) Policy View @ Identity
i@ Grant Access to Users/Groups |

i ﬂ Roiit€ to http://mcz02.aus.sun.com:38080/WSSSecGateProvider/ MoneyOrderPort TypeBndPort

% Windows Integrated x
- PB 85I with Client Certificate Authentication -
= q& WSS UsernameToken Basic
% Encrypted UsernameToken
- wss signature
EQ W5 Secure Conversation
[ sAML Assertion
7 - W5-Trust Credential Exchange
£ - W5-Federation Passive Credential
I - ¥Path Credentials
SAML Browser Artifact
i t’g? WSS Kerberos
-9 FTP Credentials
= -t‘é" Require Remate Domain Identity
E-J, LDAP Query
i Authentication
g Identity Attributes
[+l £ Transpert Layer Security (TLS)

Figure 13-3 Adding HTTP Basic Access Control Asseidn to the policy

Let's now “Save and Activate” the changed policy,jlstrated in Figure 13-4.

MoneyOrderInlined_Service [/WSSSecGateProvider f MoneyOrderPortTypeBndPort] (v1, act'rve}l
Save and Activate Save [ validate 40 ExportPolicy 48 Import Policy Policy View @ Identity View

Save the policy and make this version active |
e qa Route to http://mcz02.aus.sun.com:380B0 /W555ecGateProvider/Mon rderPortTypeBndPort

Figure 13-4 Save and Activate the policy

Note that the new version of the policy was creaid that a message is warning us
that the credentials are collected but not valdlatéigure 13-5. | will not go into the
identity providers and similar matters. The SecpefSdocumentation, Layer 7
personnel and Layer 7 partners can help you cordithese things if you decide to
buy the product. My purpose here is to demonstrate dynamic policy change is
propagated to the VPN Client and used by the cteemvoke the protected service.

MoneyOrderInlined Service [ /WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v5, acﬁve}'
[B) Save and Activat [Er validate @ Export Policy @ Import Policy Policy View  §§ Identity View

P ﬂa Route to http:/ /mcz02.aus.sun.com:38080 [ Ws55ecGateProvider [ Mon rderPortTypeBndPort

Palicy Validation Messages I

Assertion: Route to http:/fmcz02, aus. sun.com: 38080 /MWS55ecGateProvider MoneyOrderPortTypeBndPort Warning:
Credentials are collected but not authenticated. This service may be exposed to public access.
Palicy saved and made active.

Figure 13-5 Warning about a potential issue with tk policy

Let’'s switch to the TCP Mon and Remove All to cldas deck, as it were.

Let’s now switch to the VPN Client, open Propert®sitch to Service Policies Tab
and confirm that no policy is cached there, thértkdDK to dismiss the Properties
window.



Let’'s now submit a message to the inbound JMS Quaueh as we have done
before, confirm that there is a response in thea@utd queue, then switch to TCP
Mon and look at the message exchange. Becauserthees have the HTTP Keep-
alive turned on multiple requests and responsesaapp the same windows. Look
carefully at the requests window to identify whte first request ends and the next
begins. The first request, extracted form the TG Mindow, is shown in Figure
13-6. This is a policy discovery request. The VP& asked the Gateway for the
policy to use to decorate the actual web servigagst.

Figure 13-6 First Request — policy discovery

POST /ssg/policy/disco HTTP/1.1
Content-Type: text/xml; charset=utf-8
User-Agent: Jakarta Commons-HttpClient/3.0.1
Host: ssg.aus.sun.com:8081
Transfer-Encoding: chunked

<soap:Envelope xmins:soap="http://schemas.xmlsoap.o rg/soap/envelope/">
<soap:Header>
<L7a:MessagelD
xmins:L7a="http://www.layer7tech.com/ws/addr">http: Ilww.layer7tech.com/uuid/41dadd6ab
e75aa610f1bf730729b6el7</L7a:MessagelD>
<L7a:Serviceld
xmins:L7a="http://www.layer7tech.com/ws/addr'>10158 08</L7a:Serviceld>
</soap:Header>
<soap:Body>
<wsx:GetPolicy
xmins:wsx="http://schemas.xmlsoap.org/ws/2004/03/me x"></wsx:GetPolicy>
</soap:Body></soap:Envelope>

To make it easy to follow | am showing requests i@sponses in the order they have
been sent. The response to the policy discovemnyastdqs shown in Figure 13-7.

Figure 13-7 Policy discovery response — the policy

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/xml
Transfer-Encoding: chunked

Date: Thu, 19 Feb 2009 08:57:34 GMT

12dc
<soap:Envelope xmIns:soap="http://schemas.xmlsoap.o rg/soap/envelope/">
<soap:Header>
<wsse:Security xmIns:wsse="http://docs.oasis- open.org/wss/2004/01/oasis-200401-
wss-wssecurity-secext-1.0.xsd" xmins:wsu="http://do Cs.0asis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-ut ility-1.0.xsd" actor="secure_span"
soap:mustUnderstand="1">
<wWsu: Ti mest anp wsu:ld="Timestamp-4-9863b4d75fb6db844260e7465f132b 36">
<wsu:Created>2009-02-19T08:57:34.701756 387Z</wsu:Created>
<wsu:Expires>2009-02-19T09:02:34.701Z</ wsu:Expires>
</wsu:Timestamp>
<wsse: Bi narySecuri t yToken EncodingType="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-soap-message- security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/ oasi s- 200401- wss- x509-t oken-profil e-

1. 0#X509v3" wsu:ld="  Bi narySecurityToken-0-

b09596a4f f add42f f 0e4d37cb5312889">MIICFjCCAX+gAWIBAgIIAIhey9DpmxQwDQYJIKoZIhveNAQEFB  QAw
HzEdMBsGA1UEAwwUcm9vdC5zc2cuY XVzLnN1bi5jb20wHhcNMDkvM]E3MTQzNDMOWhcNMTEWM]E3SMTQONDMOW;]
AaMRgwFgYDVQQDDA9zc2cuYXVzLnN1bi5jb20wgZ8wDQYJKoZIveNAQEBBQADgYOAMIGIJA0GBAIMsd30S24w+
IKgDIpA3liwG+gjwKIV5I5PyvzbtoELVu8jFdhGUoeqv6/i5NjY kFZdhkXrV8J4pCWJJ6yF+jaicoBH3AhXJEf
UI7xcFKMrXtTg5AFt74ksFVn2Aet8Tht49ctvzFLnHgDNgPUhtr SSMINXKRVARQ/V9AN+4WgovAgMBAAGjYDBe
MAWGA1UdJEWEB/WQCMAAwWDgYDVROPAQH/BAQDAgXgMBOGATWHBEIIMiqQNECcO07JIxbpjl8vekmL/pTjAfBg
NVHSMEGDAWgBTLSXPwBjWtZ+uHPxelvZolL9rospjANBgkghkiGOWOBAQUFAAOBgQB7rkS45X6rwC8IRAQKOtry
+by4C6XID2ZsUX+KXYCcUpWwWEHCSVo0/Z9+JBHdIkPaeWBMB1zillXguXYwZSNpSmbMFXivBzNDnOqoyhfBK3Tn
5/LAKGNdBJrg4lfZH1Ww4k814fsZ+LZPsNCv5DjgxfPSs/kNWPF c7WkaigWylxbA==</wsse:BinarySecurit

yToken>
<ds: Si gnat ur e xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>

<ds:CanonicalizationMethod Algorithm ="http://www.w3.0rg/2001/10/xml-
exc-cl4n#"></ds:CanonicalizationMethod>



<ds:SignatureMethod Algorithm="http:
shal"></ds:SignatureMethod>
<ds:Reference URI="#Body-1-ab8bf4d52
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>+d1QRInWih40e8cBs
</ds:Reference>
<ds:Reference URI="#PolicyVersion-2-
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>78Nn7ftRAJ25eJKQx
</ds:Reference>
<ds:Reference URI="#RelatesTo-3-af2a
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>AA65CE8TcLpsQbVOm
</ds:Reference>
<ds:Reference URI="#Timestamp-4-9863
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>07QuF4MTGn7x7LCB2
</ds:Reference>
</ds:SignedIinfo>

<ds:SignatureValue>b5hlacocWWiiatVzGd7DoaRdbd+3RusY

knOc1KdPIdBDbbFdHHUAQOMLY pjypOuThoehVGhMUIhm/Qfvj2

21SmrKRzF5r7b8cRaA=</ds:SignatureValue>
<ds:Keylnfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI

IIww.w3.0rg/2000/09/xmldsig#rsa-
e02a26b8b1b2eed414ca8d6a">

Iww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
7Pu8bnqgz/E=</ds:DigestValue>

87788f709f148454caabffbdcbb38cf5">

Iww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
utN/dnLM60=</ds:DigestValue>

924c154c6ald492cdlal3caf2c9e">

/ww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
kgb7xwgOBI=</ds:DigestValue>

b4d75fb6db844260e7465f132b36">

/vww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
wSJiCFdE64=</ds:DigestValue>

bsYHS8kKGUK2TQUVCsR+kpE+Jlo6+eb6Vcs
6V6SjDs+ZY7Cs6EXVabjJaZod4aUzsRyXZ76

="#Bi narySecurit yToken- 0-

b09596a4f f add42f f 0e4d37ch5312889" ValueType="http://docs.oasis-

open.org/wss/2004/01/oasis-200401-wss-x509-token-pr
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
<L7a:RelatesTo xmIns:L7a="http://www.layer7te
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/o0
1.0.xsd" wsu:ld="RelatesTo-3-
af2a924c154c6ald492cdlal3caf2c9e">http:/iwww.layer?
730729b6el7</L7a:RelatesTo>
<L7a:PolicyVersion xmins:L7a="http://www.laye
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/o0
1.0.xsd" wsu:ld="PolicyVersion-2-
87788f709f148454caa6ffbdcbb38cf5">1015808|4244eb4ed
Version>
</soap:Header>
<soap:Body xmins:wsu="http://docs.oasis-open.org
wssecurity-utility-1.0.xsd" wsu:ld="Body-1-ab8bf4d5
<wsx:GetPolicyResponse xmlins:wsx="http://sche
<wsp:Policy xmIns:L7p="http://www.layer7te
xmins:wsp="http://schemas.xmlsoap.org/ws/2002/12/po
<wsp: All wsp: Usage="Requi red" >
<L7p: Ht t pBasi c></L7p: Ht t pBasi c>
</wsp: Al >
</wsp:Policy>
</wsx:GetPolicyResponse>
</soap:Body></soap:Envelope>

ofile-1.0#X509v3"></wsse:Reference>

ch.com/ws/addr"
asis-200401-wss-wssecurity-utility-

tech.com/uuid/41dadd6abe75aa610f1bf

r7tech.com/ws/addr"
asis-200401-wss-wssecurity-utility-

3642eeb58b5a3372e5ec398</L7a:Policy

/wss/2004/01/0asis-200401-wss-
2e02a26b8blb2ee414ca8d6a">
mas.xmlsoap.org/ws/2004/03/mex">
ch.com/ws/policy"

licy">




There is a great deal to be said about the responsggh more then | am prepared to
write about. The high points are:
» SOAP Body carries the actual policy (Useage=RedulfttpBasic)
* SOAP Body is signed using the XML Digital Signature
* RSA SHAL digest algorithm is used to get the checisof the parts signed
» Signature covers: soap:body, wsu:Timestamp, wssarsecurityToken,
» X.509 Certificate is embedded in the header (bisaurity token)

Because this is a security policy the gateway dligisigns the critical components of
the policy to ensure that if it is tampered withriansit it will be obviously invalid

and will be rejected. The two messages were exdthbhgtween the VPN Client and
the Gateway transparently to the service consumttee service provider.

Once the VPN Client obtained the policy it was d@blenodify the original request so
that it satisfies the policy expected by the gatevirsagure 13-8 shows the request
with the HTTP Basic Authentication header added Base64-encoded string
contains the username:password combination obt&iaedthe VPN Client
configuration — admin:L7.Ap4yOu&me. Connecthibp://base64-decoder-
online.ewebdev.combr another online Base64 decode service, androayourself
that this is indeed the case.

Figure 13-8 Actual service request decorated accairty to policy

POST /ssg/soap HTTP/1.1

User-Agent: L7 Bridge; Protocol v2.0

SOAPAction: "urn:Sun:Michael:Czapski:WSDL:MoneyOrde r/MoneyOrderPortType/opMoneyOrder"
L7-Original-URL: http://localhost:7700/WSSSecGatePr ovider/MoneyOrderPortTypeBndPort
L7-policy-version: 1015808|4244eb4ed3642eeb58b5a337 2e5ec398

Content-Type: text/xml; charset=utf-8

Aut hori zation: Basic YWRt aWi6TDcuQxXAOeTB1Jmil

Host: 127.0.0.1:8081

Content-Length: 1188

<env:Envelope xmins:enc="http://schemas.xmlsoap.org /soap/encoding/"
xmins:env="http://schemas.xmlsoap.org/soap/envelope /"
xmins:nsO="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e">
<env:Body>
<ns0:MoneyOrderReq xmIns:tns="urn:Sun:Michael
<tns:OrderDetails>
<tns:dateTime>2009-02-19T08:58:09.2187<
<tns:seq>5432</tns:seq>
<tns:total>1000</tns:total>
</tns:OrderDetails>
<tns:SenderDetails>
<tns:customerName>Jan Kowalski</tns:cus tomerName>
</tns:SenderDetails>
<tns:CreditCardDetails>

:Czapski:XSD:MoneyOrder">

/tns:dateTime>

<tns:cardType>American Express</tns:car dType>
<tns:nameOnCard>Jan Kowalski</ths:nameO nCard>
<tns:cardNumber>1111-111111-111111</tns :cardNumber>
<tns:securityCode>1111</tns:securityCod e>
<tns:validUntil>10/12</tns:validUntil>

</tns:CreditCardDetails>

<tns:ReceipientDetails>
<tns:familyName>Smith</tns:familyName>
<tns:streetAddress>33 Berry Street</tns :streetAddress>
<tns:cityTown>North Sydney</tns:cityTow n>
<tns:stateProvince>NSW</tns:stateProvin ce>

<tns:postalCode>2060</tns:postalCode>
<tns:country>Australia</tns:country>
</tns:ReceipientDetails>
</ns0:MoneyOrderReq>
</env:Body></env:Envelope




Finally, the response from the service providehéssame as we would have gotten
with the original policy in place, see Figure 13-9.

Figure 13-9 Service response

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/xml;charset=utf-8
Content-Length: 665

Date: Thu, 19 Feb 2009 08:57:34 GMT

<env:Envelope xmins:env="http://schemas.xmlsoap.org /soap/envelope/"
xmins:enc="http://schemas.xmlsoap.org/soap/encoding "
xmins:nsO="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e'">
<env:Body>
<ns0:MoneyOrderRes xmlins:tns="urn:Sun:Michael :Czapski:XSD:MoneyOrder">
<tns:OrderDetails>
<tns:dateTime>2009-02-19T08:58:09.218Z< /tns:dateTime>

<tns:seq>5432</tns:seq>
<tns:total>1000</tns:total>
<tns:orderStatus>true</tns:orderStatus>

</tns:OrderDetails>

<tns:SenderDetails>
<tns:customerName>Jan Kowalski</tns:cus tomerName>

</tns:SenderDetails>

</ns0:MoneyOrderRes>
</env:Body></env:Envelope>

Let’s now turn out attention to the VPN Client’sr8ee Policy cache, accessible
through Properties->Service Policy Tab, see Fig340.

‘b Gateway Account Properties El

General | Tdentity | Netwark | XML VPN Client Palicy  Service Policies |

Service Policies Being Cached by XML VPN Client Clear Palicy Cache |

|  Services with Cached Policies:
| Body Mamespace SOAPAction Proxy URI Match Type Lock Edit
j urn:Sun:Michael:. .. W GakeProv. .. |[exact mak Delete

| Impaort

Export

Associated Paolicy:

"] All assertions must evaluate to true

Figure 13-10 Cached Service Policy

Selecting the policy in the “Services with Cachetdidtes:” list shows the policy in
the Associated Policy pane. As is clearly seerffegjuire HTTP Basic
Authentication” policy, which we originally set fdinis service in the Gateway, has
been propagated to the VPN Client. Note that clmgc#tie checkbox in the Lock
column will prevent this policy form being autontatily updated.



Let’s click the Edit button to see the parts of tbguest that are used to search the
policy cache for the applicable policy, Figure 1B3-1

%®» Configure Policy Resolution |

Request messages which should use this palicy:

Body Namespace: Iurn:Sun:Michael:Czapsld:XSD:Mu:uneyOrder

SOAPACtion: I"urn:Sun:MichaeI:Czapski:WSDL :MoneyOrder/MoneyOrderPort Type/opMoneyOrder”

Proxy URI: |,|'WSSSecGatePru:uviderIMnneyOrderPnrtTypeBndPDrt

Apply policy to request messages with settings that Iexactly match = I the above.

[~ Lock this palicy, saving it ko disk and preventing it from being overridden by the Gateway.

oK :E I Cancel |

Figure 13-11 Request components used to identify plicable policy

Let’s turn our attention to the VPN Client’'s Recéfgssage Traffic window, which
should have been open since the previous tesill Bvow something similar to what
appears in Figure 13-12. Exploring the messagels lea to discover that the VPN
Client submitted an undecorated request (it wagswaire of a security policy being
enforced by the gateway), the gateway returnegatiey, the VPN Client cached it
in the cache, decorated the request accordingeteetjuirement of the policy and
submitted it again. The Gateway, having sent tqaest to the provider and having

obtained the response, returned the provider'soresy which the VPN Client
returned to the consumer.

T Recent Message Traffic
' |04:39:51: Recording Stopped AI

04:41:14: Recording Started

Body Namespace: urn:Sun:Michael: Czapski:¥SD:MoneyOrder

) SOAPAction: "urn:Sun:Michael: Czapski: WSDL:MoneyOrder[MoneyOrdarPort Type/opMoneyOrder”
04:42:36: From Client
o4:42:36: — To Server Proxy URL: [WSSSecGateProvider [MoneyOrderPort TypeBndPaort
04:42:36; «— From Server "l All assertions must evaluate ta trug
| 04:42:36: TaClient Q}? Require HTTP Basic Authentication

07:58:09: From Client
07:58:09: — To Server
07:58:09: «— Policy updated
07:58:09: — To Server
07:58:09: « From Server
07:58:09: Ta Client

Figure 13-12 Messages exchanged between the VPNe@tiand the Gateway

No modification to either consumer or provider waguired to add a security policy
and have it take effect. The SecureSpan VPN Cliexstautomatically provided with
the security policy, having tried and having faitedsubmit the original request, used
it to decorate the request and resubmitted theestqall without either the consumer
or the provider being aware of the interactions.

To make it clearer, let’s switch to the SSG Managet change the policy so it

requires WS Security username Token instead afiihEP Basic Authentication
header.



Let's add WSS Username Token Assertion from theedscControl Assertions.
Figure 13-13 shows the new policy in the SSG Managedow.

MoneyOrderInlined_Service [/WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v7, acljve}l
Save and Activat [ Validate A8 ExportPolicy 45 Import Policy Folicy View o Identity View

Q{?‘ Require WSS UsernameToken Basic Authentication
ﬂ'ﬁ Route to htt, mcz02.aus.sun.com:38080/WssSecGateProvider/Mon rderPortTypeBndPort

Paolicy validation Messages |

Assertion: W35 Basic authentication method Warning: This assertion should be preceded by a 350 or TLS Transport assertion,

Assertion: Route to http:/fmcz02.aus. sun. com: 38080,/ WS5SecGateProviderMoneyOrderPortTypeBndPort Warning: Credentials are collected but

not authenticated. This service may be exposed to public access.
Policy saved and made active.

Figure 13-13 New policy assertion

“Save and Activate” the policy, clear the TCP Momaow and submit a message to
the inbound JMS Queue, as before. Observe themsspo the outbound JMS Queue.
Take a look at the message exchange in the TCPwitadow. Take a look at the
Service Policy Cache at the VPN Client. Take a labthe VPN Client Recent
Message Traffic window.

In VPN Client Properties -> Server Policies obsdheeupdated policy. Figure 13-14
shows the updated policy that requires WS TokencBasthentication decoration.

tb Gateway Account Properties El

Generall Identityl Netwnrkl ¥ML VPN Client Policy Service Policies |

Service Policies Being Cached by XML Clear Palicy Cache |

VPN Client
Services with Cached Policies:
SOAPAction Proxy LRI Edit
urn:sun:Michael:. .. |[Ws55ecGatePro... |[Exack makt Delete
Import
Expaort

Associated Palicy:

ﬂ All assertions must evaluate to krue
Qg? Require WS Token Basic Authentication

(8] [_: I Cancel

Figure 13-14 WS Token Basic Authentication policy &s propagated to the VPN Client

As before, the VPN Client sent a request to thee@ay, the Gateway - having
concluded that the message does not comply withdhey - rejected it and sent the
new policy. The VPN Client re-decorated the requesbmpliance with the new
policy and sent it again to the Gatewy. This tilme Gateway accepted the request,



obtained the response and returned the respoitise tonsumer. Figure 13-15 show
the message exchange as seen by the VPN Clidme ieft hand pane and the re-
decorated request in the right-hand pane. The staqusv carries a SOAP:Header
with the wsse:Security section that provides the:Nisnestamp and
wsse:UsernameToken stanzas in accordance with W@&iestandard and the
dictates of the security policy.

. ?..b Recent Message Traffic

' |08:54:07: Recording Started
08:57:42: From Client
08:57:42: — To Server
‘|os:57:46: «— From Server
"|os:57:46: To Client
08:59:23: From Client

; 08:59:23: — To Server

i 05:59:24: « Policy updated
1|08:59:24: — To Server

i 08:59:24: « From Server

|

08:59:24: To Client
09:00:37: From Client
1109:00:37: — To Server

£ 1+ Policy updated

1+ From Server
09:00:38: To Client

08:53:36: Session started j‘ IUser—Agent: L7 Bridge: Protocol vZ.0

SOAPAction: "urn:Sun:Michael:Czapski:WSDL:MoneyOrder/MoneyOrderPortType/opMoneyOrder

L7-Criginal-URL: http://localhost:7700/W355ecGateProvider/MoneyOrderPortTypeBndPort

L7-policy-version: 1015808 £db438£7014b2443b2bZ£4953f2fcdaa’

Content-Type: text/xml; charset=utf-8

=?xml wersion="1.0" encoding="UTF-8"72>

<env:Envelope xmlns:enc="http://schemas.xmlsoap.org/scap/encoding/"
xmlns:env="http://schemas.xmlsoap.org/socap/enve lope/"
xmlns:ns0="urn:3un:Michael:Czapski:X5D: MoneyOrder"

=" R gt T ol 2001, KHL hema'—xmnlas-: =" R L o200l K

<env:Header> —\

Hlns:

<wsse:Security actor="secure_span” env:mustUnderstand="1"
xmlns:wsse="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wsse
<wsu: Timestamp>
<wsu:Created>2009-02-20T10:00:18.589628293Z</wsu: Created>

[ <wsu:Expires>2009-02-20T10:05:18.5892Z</wsu:Expires>
! </wsu: Timestamp>
! <wsge: UsernameToken>

<wsse:Username>admin</wsse: Username>
| <wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/0asis-20
| <wsu:Created xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis
</wase:UsernameToken>

</wsse:Security>
</env:Header:> /
<env: Body>

<ns0:MoneylrderPeq xmlns:tns="urn:5un:Michasl:Czapski:X5D: MoneyOrder ">

<tns:0rderDetails>
<tns:dateTime>2009-02-20T10:00:37.048Z</tns:dateTime>

[ <tns:seq-779</tns:seq>

| <tns:total>1000</tns:totals>

</tns:CrderDetails:>

<tns:SenderDetails>
<tns:customerName>Jan Kowalski</tns:customerlNams:>

! Ly
Figure 13-15 SOAP Header with wsse:Security section

As before, no modification to either the consumethe provider was required to add
a security policy and have it take effect. The $&Span VPN Client was
automatically provided with the updated securitligyo Having tried and having
failed to submit the original request, the VPN @liased the new policy to decorate
the request and resubmitted the request, all witbidier the consumer or the
provider being aware of the interactions.

13.8  Digital Signing
If you have not already installed private keys aadificates at the Gateway and the
VPN Client, branch out to Section 15.4, “Instalitdeates”, before resuming here.

Let's add a requirement to digitally sign the badyhe message. Switch to the SSG
Manager, select the service so the policy is shiovthe right-hand pane. Remove any
assertions you may have except for the “Route $s&gion, or revert to the version of
the policy which consists of just that one assertio

Add “Fault Level” assertion from the “Logging, Aurtig and Alerts” assertion group
and configure it to log at “Full Detail”. ExpandetiAuthorization Assertions” group
and drag the “Encrypted Username Token” to abog€Rwoute to” assertion.



Expand the “Policy Assertions”->"XML Security” agtiens group. Drag the “Sign
Request Element” assertion onto the Policy cardtagping it before the “Route to
...” assertion, Figure 13-16.

Assertions | Identity Providers | MoneyOrderInlined_Service [/ WSSSecGateProvider/ MoneyOrderPortTypeBndPort] (v55, active) I
. @ AUUENUCaUUn i i iia i
%9 FTP Credentials aff Save and Activate Save [ Validate 45 ExportPolicy 45 ImportPolicy | (& Policy View & Identity Vi
& Identity Attributes A
Transport Layer Security {TLS) ,@ Override SOAP Fault
S ML Security W %% Require Encrypted UsernameToken Authentication

llSion Request Element [k , |. EQ
B Encrypt Request Element | lie
B Sign Response Element " Route to h mcz02.aus.sun.com:38080/WSSSecGateProvider/ MoneyOrderPortTypeBndPort

B% Encrypt Response Element
B% wss Replay Protection

B Require Tmestamp in Message
B8 Add Signed Timestamp to Respons Assertion: Route to http: fimcz02.aus.sun.com: 38080\ SSSecGateProvider MoneyOrderPortTypeBndPort Warning: Creden

Add Signed Security Token to Resp authenticated. This service may be exposed to public access,

Figure 13-16 Add Sign Request Element assertion

Policy Validation Messages I

Right-click the policy assertion, select “Sign XNHlement” Properties option,
choose the soap:Body node (the default) and cli€kFdgure 13-17. The assertions
will be processed in order, so the Username Tokéhevadded to the soap:Header
then the soap:Body will be signed.

----- i Override SOAP Fault

W ---b‘gf Require Encrypted UsernameToken Authentication

P

ﬂ Route to htt mcz02.aus. sun.com:38080/ W555ecGateProvider /Mo rderPortTypeBndPort

ﬁﬂ_‘.ign Request Element Properties N x|

Select a request element to sign:

X iWSion request element fsoapeny:Envelope soapeny:Body

M e Theiae XPath: |jsoapen\r:EnveIope,"soapen\r:Bodv F | a

----- @ opMoneyOrder

— =spapeny Envelope xmins:soapeny="http: /fschemas, xmisoap . org/soap/envelope;”
wmins xsd="http: {fwe, w3 org 2001 fXMLSchema"
wmins si="hkkp: s, w3, org/ 2001/ ZMLSchema-instance” =
=soapeny:Header/ =
zsoapenviBodyl> €——
< lsoapeny Envelope

~Sample Messages - —— 3|

Edit Namespaces | |<use automatically generated message above> L‘
| |

Add | Moy I e |

hox | cmed | web |

Figufe 13-17 Choose soap:Body to sign

“Save and Activate” the policy, submit a JMS Messtagtrigger the solution, then
observe the messages in the VPN Client's Recensa@esTraffic windows and the
TCP Mon window.

The VPN Client's Recent Message Traffic windowsvefithat the policy was
updated, Figure 13-18, as we expect.



?:b Recent Message Traffic

09:00:36: From Client AI

1109:00:36: — To Server

i « Policy updated
09:00:37: — To Server

+|09:00:40: «— From Server

09:00:40! To Client

=] All assertions must evaluate ko true

'Figure 13-18 Policy was updated

Body Namespace: urn:Sun:Michael:Czapski:}SD:MoneyOrder
SOAPAction: "urn:Sun;Michael: Czapski: WSDL:MoneyOrder/MoneyOrderPort Type/opMaoneyOrder”

Proxy URI: JWSSSecGateProvider/MoneyOrderPortTypeBndPort

t‘g'/‘ Require Encrypted UsernameToken Authentication
‘ [ Request WSS Integrity - sign elements matching ¥Path expression "/soapenv:Envelope/soapenv:Body”

The SOAP Request, sent to the Gateway, has adgabof XML markup added,
Figure 13-19. The soap:Header is particularly lange complex.

Figure 13-19 SOAP Request, decorated to satisfy o} requirements

POST /ssg/soap HTTP/1.1

User-Agent: L7 Bridge; Protocol v2.0

SOAPAction: "urn:Sun:Michael:Czapski:WSDL:MoneyOrde
L7-Original-URL: http://localhost:7700/WSSSecGatePr
L7-policy-version: 1015808|3b0be71db26c6296e1a20f12
Content-Type: text/xml; charset=utf-8

Host: 127.0.0.1:8081

Content-Length: 7045

<env:Envelope xmins:enc="http://schemas.xmlsoap.org
xmins:env="http://schemas.xmlsoap.org/soap/envelope
xmins:nsO="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc
<env:Header>
<wsse:Security xmIns:wsse="http://docs.oasis-
wss-wssecurity-secext-1.0.xsd" xmins:wsu="http://do
open.org/wss/2004/01/oasis-200401-wss-wssecurity-ut
env:mustUnderstand="1">
<wsu:Timestamp wsu:ld="Timestamp-3-734e717
<wsu:Created>2009-02-21T21:59:26.825790
<wsu:Expires>2009-02-21T22:04:26.825Z</
</wsu:Timestamp>
<xenc:EncryptedKey xmins:xenc="http://www.
Id="EncryptedKey-0-002e2f086b947eafefa52ef0a9a9123
<xenc:EncryptionMethod Algorithm="http:
1_5"></xenc:EncryptionMethod>
<dsig:KeylInfo xmins:dsig="http://www.w3
<wsse:SecurityTokenReference>
<wsse:Keyldentifier EncodingType=
open.org/wss/2004/01/oasis-200401-wss-soap-message-
ValueType="http://docs.oasis-open.org/wss/2004/01/0
1.0#X509SubjectKeyldentifier'>1zlgkDRHDgOycW6Y5fL3p
</wsse:SecurityTokenReference>
</dsig:KeyInfo>
<xenc:CipherData>

<xenc:CipherValue>HWOUNnN}V3Y9iUQZFrBNu8FTCiHMazG3nS
fOQESGW7uulYZta426r6KgOW/B8CKI6AMfIDHA/Q5DyYilhnmnY
b/hBglYtydDKVK9ZE=</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
<wssc:DerivedKeyToken xmlns:wssc="http://s
wsu:ld="DerivedKey-Sig-1-aea7c649c407516859d9ec3550
wssc:Algorithm="http://schemas.xmlsoap.org/ws/2004/
<wsse:SecurityTokenReference>
<wsse:Reference URI="#EncryptedKey-0
ValueType="http://docs.oasis-open.org/wss/oasis-wss
1.1#EncryptedKeySHA1"></wsse:Reference>
</wsse:SecurityTokenReference>
<wssc:Generation>0</wssc:Generation>
<wssc:Length>16</wssc:Length>
<wssc:Label>DerivedKey</wssc:Label>
<wsse:Nonce>4weOHai+hmn2v1iLfVGYFg==</w
</wssc:DerivedKeyToken>
<wssc:DerivedKeyToken xmins:wssc="http://s
wsu:ld="DerivedKey-Enc-5-fda45802545986ae65fch7582a
wssc:Algorithm="http://schemas.xmlsoap.org/ws/2004/

r/MoneyOrderPortType/opMoneyOrder"
ovider/MoneyOrderPortTypeBndPort
79caf93c

/soap/encoding/"
/..

e">

open.org/wss/2004/01/oasis-200401-
cs.oasis-
ility-1.0.xsd" actor="secure_span"

31195ce05d607e2234c873b14">
865Z</wsu:Created>
wsu:Expires>

Yv3.org/2001/04/xmlenc#"
//TNWW.W3.org/2001/04/xm|enc#rsa—
.org/2000/09/xmldsig#">
"http://docs.oasis-
security-1.0#Base64Binary"

asis-200401-wss-x509-token-profile-
Jil6U4=</wsse:Keyldentifier>

dMTpF7fJdcruére8bl7W8+RNVT+IrLxtVAN
8x3bN0ekMy4yuQkB4/knIPi2v77taY Cs5wZ

chemas.xmlsoap.org/ws/2004/04/sc"
1478al"
04/security/sc/dk/p_shal">

-002e2f086b947eaf9efa52ef0a9a9123"
-soap-message-security-

sse:Nonce>

chemas.xmlsoap.org/ws/2004/04/sc"
19595¢"
04/security/sc/dk/p_shal">



<wsse:SecurityTokenReference>
<wsse:Reference URI="#EncryptedKey-0
ValueType="http://docs.oasis-open.org/wss/oasis-wss
1.1#EncryptedKey"></wsse:Reference>
</wsse:SecurityTokenReference>
<wssc:Generation>0</wssc:Generation>
<wssc:Length>16</wssc:Length>
<wssc:Label>DerivedKey</wssc:Label>
<wsse:Nonce>SRMA5w6cUN+RZhOmhcoeqw==</w
</wssc:DerivedKeyToken>
<xenc:ReferenceList xmIns:xenc="http://www
<xenc:DataReference URI="#EncryptedUser
9b15dab0c1c95e713006a3238cefd733"></xenc:DataRefere
</xenc:ReferenceList>
<EncryptedData xmlns="http://www.w3.0rg/20
Id="EncryptedUsernameToken-6-9b15dab0c1c95e713006a3
Type="http://www.w3.0rg/2001/04/xmlenc#Content">
<EncryptionMethod Algorithm="http://www
cbc"></EncryptionMethod>
<dsig:KeylInfo xmIns:dsig="http://www.w3
<wsse:SecurityTokenReference>
<wsse:Reference URI="#DerivedKey-
fda45802545986ae65fch7582a19595¢c"
ValueType="http://schemas.xmlsoap.org/ws/2004/04/se
</wsse:SecurityTokenReference>
</dsig:KeyInfo>
<CipherData>

-002e2f086b947eaf9efa52ef0a9a9123"

-soap-message-security-

sse:Nonce>
.w3.0rg/2001/04/xmlenc#">
nameToken-6-

nce>

01/04/xmlenc#"
238cefd733"

.w3.0rg/2001/04/xmlenc#aes128-
.org/2000/09/xmldsig#">
Enc-5-

curity/sc/dk"></wsse:Reference>

<CipherValue>tWJGsQ0cXbtXK4Jb3xsuuBxxjQAD3VS21530TX  gj+usoyAv8P1leAbSp4n7z8t8mjwJlyHsVBse
TdXuYDRL5Sv67yraNKRIIBgXzGDbIRbUhIKfbHjiUbHW7yQyrlt Hj3LXVkeN40iEDGO80F76COIWolg/OvWzrO
7a3tmJ83W3bZgUDRmYzHZ4BtRItd7H6HelUDc43EB68vZ5dKobm gtmtZWYzQ69Dz042p+RPOpS0SnC/t+A3BX6
LSEwutwshtFSIQ70mGDifIDLU3Kvcy19s5sf2y+9w5Q0jhN2dSp  w5Y7d5krsSnMBx67mh4liLValoawAqOTrRK
aARw7ekEIF6aVE/vgelKVAmMt+FL7TEpu9sp8I5ki/+pFerlTIJ+N 3DytPWNQLbDNUBIQiwdg3A0bwLcPnOU2ysu
BMmoceKjjYIuMNzcWAs6H3Rm7ERwWIBBE0VhNakBISASIGg32Zd0 br+9xqFPwnOTkh8e5j+pOP4BFPtYsOrL79T
s4Gs/5CkoRSDV4/Y144LaZ2HTXsvYH+6DOMSWSZ4vVEII7UwgPDI e6bEnZHALWHFt02PG4RI0OWfjsZ6/WyK45rb
Znd534S076fehGeUinQHOW1PRQYIgE=</CipherValue>
</CipherData>
</EncryptedData>
<ds:Signature xmlIns:ds="http://www.w3.org/
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm
exc-cl4n#"></ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http:
shal"></ds:SignatureMethod>
<ds : Ref erence URI ="#Body- 2-5db1a984d58eeca6d5a5ffa38f66665b">
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>v6Y+HypefqlX6+t+G
</ds:Reference>
< ds: Ref erence URI ="#Ti nest anp- 3-734e71731195ce05d607e2234c873b14">
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>5NfzRwAQ/JSaU4WJf
</ds:Reference>
< ds: Ref erence URI ="#User nameToken- 4-88a798d55fc9ed6fccf5819f658edf6e">
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>4sY85e+nxse6LVM90O
</ds:Reference>
</ds:SignedIinfo>
<ds:SignatureValue>0LOm80C+kANcANKDAeas
<ds:Keylnfo>
<wsse:SecurityTokenReference>

2000/09/xmldsig#">

="http://www.w3.0rg/2001/10/xml-

/Iww.w3.0rg/2000/09/xmldsig#hmac-

Iww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
POByhfgUWE=</ds:DigestValue>

Iww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
c5QROillLO=</ds:DigestValue>

/ww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>

8jHz6mx010=</ds:DigestValue>

YIKv/38=</ds:SignatureValue>



< wsse: Ref erence URI ="#Deri vedKey- Si g- 1-
aea7c649c407516859d9ec35501478al"
ValueType="http://schemas.xmlsoap.org/ws/2004/04/se curity/sc/dk"></wsse:Reference>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</env:Header>

<env:Body xmins:wsu="http://docs.oasis-open.org/ wss/2004/01/oasis-200401-wss-
wssecurity-utility-1.0.xsd" wsu: | d="Body- 2- 5db1a984d58eecab6d5a5f f a38f 66665b">
<ns0:MoneyOrderReq xmins:tns="urn:Sun:Michael :Czapski:XSD:MoneyOrder">
<tns:OrderDetails>
<tns:dateTime>2009-02-21T22:00:36.812Z< /tns:dateTime>

<tns:seq>11l</tns:seq>
<tns:total>1000</tns:total>
</tns:OrderDetails>
<tns:SenderDetails>
<tns:customerName>Jan Kowalski</tns:cus tomerName>
</tns:SenderDetails>
<tns:CreditCardDetails>

<tns:cardType>American Express</tns:car dType>
<tns:nameOnCard>Jan Kowalski</tns:nameO nCard>
<tns:cardNumber>1111-111111-111111</tns :cardNumber>
<tns:securityCode>1111</tns:securityCod e>

<tns:validUntil>10/12</tns:validUntil>
</tns:CreditCardDetails>
<tns:ReceipientDetails>

<tns:familyName>Smith</tns:familyName>

<tns:streetAddress>33 Berry Street</tns :streetAddress>
<tns:cityTown>North Sydney</tns:cityTow n>
<tns:stateProvince>NSW</tns:stateProvin ce>

<tns:postalCode>2060</tns:postalCode>
<tns:country>Australia</tns:country>
</tns:ReceipientDetails>
</ns0:MoneyOrderReq>
</env:Body></env:Envelope

There is a great deal to this markup. | will notigim the details. There is material
available on XML Encryption and XML Digital Signags, not to mention the
OASIS standards which dictate how the WS-Securaykunp is constructed and how
it looks like. Notable, in bold and italics, aréexences to the parts of the SOAP
Request which receive “special attention”. For egkmthe soap:body has a wsu:Id
attribute added. This attribute associates a uniQueith this part of the message.
Scanning up from that spot in the listing we gethi® ‘ds: Ref er ence URI ="#Body- 2-
5dbla984ds8eecabdsasffa3sieseesh” 7, Nested within the “ds:Signature” tag. This
particular tag specifies that the document elendnttified with this identifier
(soap:body in this case) is one of the elementsémbeen signed. Scanning through
ds:Reference tags allows us to discern that TimgstBoken and Username Token
are also signed. Notice that where we can seeithestamp Token further up in the
message we cannot see the Username Token, Thasasde it is encrypted as
dictated by the “Require Encrypted UsernameTokethénatication” policy assertion.
Rest easy, it dwells somewhere inside thersptedbata>...</EncryptedData > tag.

Note that the soap:body, and all it contains, &by visible. We only require
signature over the body, not encryption. Note, that soap:body markup was
modified by the addition of wsu:Id attribute ane tielated namespace definition.

Let’s briefly look at the SOAP Response returneanfithe Gateway. Figure 13-20
shows the response.

Figure 13-20 Service response

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/xml;charset=utf-8
Content-Length: 1091



Date: Sat, 21 Feb 2009 21:59:30 GMT

<env:Envelope xmins:enc="http://schemas.xmlsoap.org
xmins:env="http://schemas.xmlsoap.org/soap/envelope
xmins:nsO="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc

/soap/encoding/"
m

e">

<env:Header>

<wsse:Security xmIns:wsse="http://docs.oasis-

open.org/wss/2004/01/oasis-200401-

wss-wssecurity-secext-1.0.xsd" xmins:wsu="http://do cs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-ut ility-1.0.xsd" actor="secure_span"

env:mustUnderstand="1">
<wsu:Timestamp>

<wsu:Created>2009-02-21T721:59:30.157221 331Z</wsu:Created>
<wsu:Expires>2009-02-21T22:04:30.157Z</ wsu:Expires>

</wsu:Timestamp>
</wsse:Security>
</env:Header>
<env:Body>

<ns0:MoneyOrderRes xmlins:tns="urn:Sun:Michael :Czapski:XSD:MoneyOrder">

<tns:OrderDetails>

<tns:dateTime>2009-02-21T22:00:36.812Z< /tns:dateTime>

<tns:seq>11</tns:seq>

<tns:total>1000</tns:total>
<tns:orderStatus>true</tns:orderStatus>

</tns:OrderDetails>
<tns:SenderDetails>

<tns:customerName>Jan Kowalski</tns:cus tomerName>

</tns:SenderDetails>
</ns0:MoneyOrderRes>
</env:Body></env:Envelope>

Note that a soap:header with an unsigned wsu: Tanmgstvas added by the Gateway.
We could look at that header to see if the messageeply message (timestamp
expired) but without a valid digital signature wanaoot tell whether the timestamp
was tampered with, so we cannot trust the timestamyp/ay.

So much for the Request-modifying policy. Let’'s nlmek at the response, which
may be just as important as the request and myreesjigning. Let’s add a “Sign
Response Element” assertion after the “Route teéri®n, that is after the request
was sent to the back-end service and the respsmeedived from it. We would like
to sign the Timestamp token to detect reply attacidsto sign the whole response.
Let's drag the "Add Signed Timestamp to Responsel’the “Sign Response
Element” assertions from the “XML Security” nodedronto the Policy editor
canvas, then click the “Save and Activate” butteigure 13-21 illustrates the policy.

Assertions | Identity Providers |
i @ FTP Credentials
¢ egh Identity Attributes

+- [ Transport Layer Security (TLS)

=420 WML Security

: [ sign Request Element

[ EncryptRequest Element

[# sign Response Element  €——

ﬁ Encrypt Response Element

B wss Replay Protection /
ﬁ Require Timestamp in Message

[382dd Signed Timestamp to Response

[ Add signed Security Token to Response
SAML Issuer

i L. SAMLP Evaluator

|

MoneyOrderInlined _Service [/W555ecGateProvider/ MoneyOrderPort TypeBndPort] (v56, active}l
Save and Activate Save [@R Validste 5 ExportPolicy &) Import Policy (\S) Policy View @ Identity Vie

%) Override SOAP Fault

%% Require Encrypted UsernameToken Authentication

- Sign request element /soapeny:Envelope fsoapeny:Body

m Route to http:f /mcz02.aus.sun.com:38080/Ws55ecGateProvider /1 yOrderPortTyp
- add Signed Timestamp to Response  €—— /

i1 ian response element fsoapeny:Envelope /soapeny:Body

Figure 13-21 Signing assertions for the response

Let’'s submit a IMS message and observe the regndshe response in the TCP
Mon window and in the Recent Message Traffic window

Note the policy update in the Recent Message Trafindow, Figure 13-22.



?..b Recent Message Traffic
P ESESSSSSS————————

: From Client
1 — To Server
« Palicy updated

Body Mamespace: urn:Sun:Michael:Czapski:SD:MoneyOrder
SOAPAction: "urn:Sun:Michael:Czapski; WSDL:MoneyOrder/MoneyOrderPort Type/opMoney Order”

. To Server Proxy URL: JWS55ecGateProvider/MoneyOrderPort TypeBndPort

1 «— From Server " All assertions must evaluate to true

: To Client ‘E:/‘ Require Encrypted UsernameToken Authentication

Request W55 Integrity - sign elements matching ¥Path expression "[soapenv:Envelope/soapeny:Body”
------ -[% Response WSS Integrity: sign elements matching XPath expression "[soapenv:Envelope/soapenv:Body”

|
Figure 13-22 Updated policy at the VPN Client

Note the signed response which includes the sigimadstamp Token, Figure 13-22.

Figure 13-23 Signed response from the VPN Client Rent Message Traffic window
Server: Apache-Coyote/1.1

Content-Type: text/xml;charset=utf-8

Content-Length: 4862

Date: Sun, 22 Feb 2009 02:10:58 GMT

<?xml version="1.0" encoding="UTF-8"?>

<env:Envelope xmins:enc="http://schemas.xmlsoap.org /soap/encoding/"
xmins:env="http://schemas.xmlsoap.org/soap/enve lope/"
xmlIns:ns0="urn:Sun:Michael:Czapski:XSD:MoneyOrd er"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e">
<env:Header>
<wsse:Security actor="secure_span" env:must Understand="1"
xmlns:wsse="http://docs.oasis-open.org/ wss/2004/01/oasis-200401-wss-
wssecurity-secext-1.0.xsd" xmins:wsu="http://docs.o asis-open.org/wss/2004/01/oasis-
200401-wss-wssecurity-utility-1.0.xsd">
< wsu: Ti nest anp wsu: | d="Ti mest anp- 3- d39ecead4h4999317d2f 906b66dcdf 373">
<wsu:Created>2009-02-22T02:10:58.81 6630754Z</wsu:Created>
<wsu:Expires>2009-02-22T02:15:58.81 6Z</wsu:Expires>

</wsu:Timestamp>
<wsse:BinarySecurityToken

EncodingType="http://docs.oasis-ope n.org/wss/2004/01/oasis-200401-wss-
soap-message-security-1.0#Base64Binary”

ValueType="http://docs.oasis-open.o rg/wss/2004/01/oasis-200401-wss-
x509-token-profile-1.0#X509v3" wsu:ld="BinarySecuri tyToken-0-

8b6a587696215983bef66b2181607998">MIICFjCCAX+gAwIBA gllIAIhey9DpmxQwDQYJKoZIhveNAQEFBQAwW
HzEdMBsGA1UEAwwUcm9vdC5zc2cuY XVzLnN1bi5jb20wHhcNMDkvME3MTQzNDMOWhcNMTEWM]E3MTQONDMOW;
AaMRgwFgYDVQQDDA9zc2cuYXVzLnN1bi5jb20wgZ8wDQYJKoZIveNAQEBBQADgYOAMIGIJA0GBAIMsd30S24w+
IKgDIpA3liwG+gjwKIV5I5PyvzbtoELVu8jFdhGUoeqv6/i5NjY kFZdhkXrv8J4pCWJJ6yF+jaicoBH3AhX|Ef
UI7xcFKMrXtTg5AFt74ksFVn2Aet8Tht49ctvzFLnHgDNgPUhtr SSMINXKRVARQ/V9AN+4WgovAgMBAAGjYDBe
MAWGA1UdJEWEB/WQCMAAwDgYDVROPAQH/BAQDAgXgMBOGAIWEHBEIIMiqQNECcO07JIxbpjl8vekmL/pTjAfBg
NVHSMEGDAWgBTLSXPwBjWtZ+uHPxelvZolL9rospjANBgkghkiGOWOBAQUFAAOBgQB7rkS45X6rwC8IRAQKOtry
+by4C6XID2ZsUX+KXYCcUpWwWEHCSVo0/Z9+JBHdIkPaeWBMB1zillXguXYwZSNpSmbMFXivBzNDnOqoyhfBK3Tn
5/LAKGNdBJrg4lfZH1Ww4k814fsZ+LZPsNCv5DjgxfPSs/kNWPF c7WkaigWylxbA==</wsse:BinarySecurit
yToken>

<wssc:DerivedKeyToken

wssc:Algorithm="http://schemas.xmlsoap.org/ws/2004/ 04/security/sc/dk/p_shal"
wsu:ld="DerivedKey-Sig-1-ff0125610c 14fba9d6ch029757007283"
xmins:wssc="http://schemas.xmlsoap.org/ws/2004/04/s c">
<wsse:SecurityTokenReference>
<wsse:Keyldentifier ValueType=" http://docs.oasis-
open.org/wss/oasis-wss-soap-message-security-
1.1#EncryptedKeySHA1">ItjdY TugK36yOwLJjtcGTpYeQq8=< /wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<wssc:Generation>0</wssc:Generation >

<wssc:Length>16</wssc:Length>
<wssc:Label>DerivedKey</wssc:Label>

<wsse:Nonce>Zg6TEFsTmwiig7Cxj+/ctA= =</wsse:Nonce>
</wssc:DerivedKeyToken>
<ds:Signature xmlIns:ds="http://www.w3.0 rg/2000/09/xmldsig#">

<ds:SignedInfo>
<ds:CanonicalizationMethod

Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<ds:SignatureMethod
Algorithm= http /iwww.w3.0rg/2000/09/xmldsig#hmac-s hal"/>

ds: Ref erence URI ="#Body- 2- e73e82aaf 3df f f 2bdb9555e€958d5bd5">
<ds:Transforms>



<ds:Transform Algorithm ="http://www.w3.0rg/2001/10/xml-
exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/ >
<ds:DigestValue>02eT8i8BoKb drHyt2nXYIfGv5ck=</ds:DigestValue>
</ds:Reference>
<ds : Ref erence URI ="#Ti nest anp- 3- d39ecead4b4999317d2f 906b66dcdf 373">
<ds:Transforms>
<ds:Transform Algorithm ="http://www.w3.0rg/2001/10/xml-

exc-clan#"/>
</ds:Transforms>
<ds:DigestMethod

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/ >
<ds:DigestValue>69tXhPwfJLL G9znuyFUAXJV6hEg=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#RelatesTo-4 -13cab008f1a75678b3f4465b1d3b222f">
<ds:Transforms>
<ds:Transform Algorithm ="http://www.w3.0rg/2001/10/xml-

exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/ >
<ds:DigestValue>wXIrqaglsHX DP32cOXuERXpTJAQ=</ds:DigestValue>
</ds:Reference>
</ds:SignedIinfo>
<ds:SignatureValue>2znrlFjgL5KS6+kv K9D7eOCNoTY=</ds:SignatureValue>
<ds:Keylnfo>
<wsse:SecurityTokenReference>
<wsse:Reference
URI="#DerivedKey-Sig-1- ff0125610c14fba9d6cb029757007283"
ValueType="http://schemas.xmlsoap.org/ws/2004/04/se curity/sc/dk"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<L7a:RelatesTo

wsu:ld="RelatesTo-4-13cab008f1a75678b3f 4465b1d3b222f"

xmins:L7a="http://www.layer7tech.com/ws /addr"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/o0 asis-200401-wss-wssecurity-utility-
1.0.xsd">http://www.layer7tech.com/uuid/2fc26406f98 914h9fdb2738010ad4e3d7</L7a:RelatesT

o>
</env:Header>
<env:Body wsu: | d="Body- 2- e73e82aaf 3df f f 2bdb9555ee958d5bd5"

xmins:wsu="http://docs.oasis-open.org/wss/2004/01/o0 asis-200401-wss-wssecurity-utility-
1.0.xsd">
<ns0:MoneyOrderRes xmins:tns="urn:Sun:Micha el:Czapski:XSD:MoneyOrder'">
<tns:OrderDetails>
<tns:dateTime>2009-02-22T702:11:12.9 37Z</tns:dateTime>

<tns:seq>44</tns:seq>
<tns:total>1000</tns:total>
<tns:orderStatus>true</tns:orderSta tus>

</tns:OrderDetails>

<tns:SenderDetails>
<tns:customerName>Jan Kowalski</tns :customerName>

</tns:SenderDetails>

</ns0:MoneyOrderRes>
</env:Body>
</env:Envelope>

Note the ds:Reference URI values showing the dittse message that were
included in the signature, and the wsu:ld attrisukeat attach unique IDs to these
parts of the message. Now the Timestamp Token edrubted if the digital signature
is valid.

Note that both the request and the response axeyged as plaintext. Anyone,
snooping on the wire, can see what the credit icdiodmation is and what the order
status is. We have not been using explicit encoypdif the message body up to this
point.



Note how much markup gets added to each messagi$dy these kinds of non-
functional requirements.

13.9  Encryption

Digital signatures are there to protect messag@giity (make sure the message has
not been altered in transit) and to convey authegpntf the sender, assumed to be the
same as the signer of the message (only the spsigfier could have signed the
message).

As noted before, the message body is still tranethinh the clear. Given that the
request conveys credit card information it wouldiqably be a good idea to protect
this information from eavesdroppers. To do thiscae encrypt the message.

Let's add “Encrypt Request Element” to the poliggtjbefore the “Route to”
assertion and “Encrypt Response Element” at theoéttte policy, Figure 13-24.

Assertions | Identity Providers | | MoneyOrderInlined_Service [/ WSSSec ider yOrderPortTypeBndPort] (v57, acljve}l
H ¥ FTP Credentials ;J T : . 2 i : 4 : ] ]
k. [0 Save and Activate [ Save [Bp Valdate 43 rt Pol I + Poli Palicy View Identity Vi
g Jdentity Atrbutes 5 Save [Em Export Policy & Impart Policy | 2 Policy a ty
- (3 Transport Layer Security (TLS) £l .
5458 XML Security -i@ Override SOAP Fault
¢ . Sign Request Element W ‘% Require Encrypted UsernameToken Authentication
% Encrypt Request Element s b4 - sign request element /soapenv:Envelope jsoapeny:Bod

- Sign Response Element 88580t request element fsoapeny:Envelope/soa

Encrypt Response Element EEassm

[ wss Replay Protection ] Route to http://mcz02.aus.sun WSSSecG ider[MoneyOrderPortTypeBndPort
- Require Timestamp in Message Sl Add Signed Timestamp to Response
- Add Signed Timestamp to Response b - sign response element /soapenviEnvelope soapenviBody

B Add Signed Security Token to Response "Bl Encrypt response element fsoapeny:Envelope/soapeny:Bod <

& @ SAML Issuer

R

Figure 13-24 Add Encryption policy assertions

The reason we are adding encryption after sigrérmpcause the assertions are
processed in order and their effect is cumulalivenakes sense to encrypt signed
message rather then the sign encrypted messagghtkitere may be circumstances
where signing after encryption is appropriate. $&8ave and Activate”, submit a test
message and observe the messages exchanged bttev®EN Client, which applies
security to the request and strips security forenrdsponse, and the Gateway, which
processes security of the request and decoratesspense according to the security

policy.

As before, the policy was updated at the VPN CJiEigure 13-25. The client now
knows how to decorate the request and how to psdbesresponse.

r‘;ﬁ Recent Message Traffic
—_—

02:13:58: From Client
) 1 — To Server

Body Namespace: urn:Sun:Michael: Czapski:XSD:MoneyOrder
SOAPAction: "urm:Sun:Michael: Czapski: WSDL: MoneyQrder [MoneyOrderPort Type/opMoneyOrder”
Proxy URL: [WSS5ecGateProvider/MoneyOrderPort TypeBndPaort

i 158: «— Policy updated
02:13:58: — To Server

|02:13:58: — From Server =l All assertions must evaluate to true

02:13:59: To Cliznt ----- %% Require Encrypted UsernameToken Authentication

Request WSS Integrity - sign elemants matching XPath exprassion "[soapenv:Envelope/soapeny:Body”

Request W35 Confidentiality - encrypt elements makching ¥Path expression "fsoapenv:Envelope/soapenv: Body"

Response WSS Integrity: sign elements matching ¥Path expression " /soapenv:Envelope/soapenv:Body"

- Response W55 Confidentiality: encrypt elements matching ¥Path expression "/soapenv:Envelope/soapeny:Body”

Figure 13-25 Updated VPN Client policy

The request, leaving the client and arriving at@ageway, now has encrypted
sosap:body, Figure 13-26.



Figure 13-26 Signed and Encrypted Request

<env:Envelope xmins:enc="http://schemas.xmlsoap.org
xmins:env="http://schemas.xmlsoap.org/soap/envelope
xmlIns:ns0="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc
<env:Header>
<wsse:Security xmIns:wsse="http://docs.oasis-
wss-wssecurity-secext-1.0.xsd" xmins:wsu="http://do
open.org/wss/2004/01/oasis-200401-wss-wssecurity-ut
env:mustUnderstand="1">
<wsu:Timestamp wsu:ld="Timestamp-3-a8029d1
<wsu:Created>2009-02-22T03:12:57.869403
<wsu:Expires>2009-02-22T03:17:57.869Z</
</wsu:Timestamp>
<xenc:EncryptedKey xmins:xenc="http://www.
Id="EncryptedKey-0-e3c890e9f648982de5f6d375967129¢c7
<xenc:EncryptionMethod Algorithm="http:
1_5"></xenc:EncryptionMethod>
<dsig:KeylInfo xmins:dsig="http://www.w3
<wsse:SecurityTokenReference>
<wsse:Keyldentifier EncodingType=
open.org/wss/2004/01/oasis-200401-wss-soap-message-
ValueType="http://docs.oasis-open.org/wss/2004/01/0
1.0#X509SubjectKeyldentifier'>1zlgkDRHDgOycW6Y5fL3p
</wsse:SecurityTokenReference>
</dsig:KeyInfo>
<xenc:CipherData>

<xenc:CipherValue>aGsrdYSj6E1LLhQ90Z01uphxZ9v06fdLn
pk1m6A8btUgLBOmM5wWBO+jpzrbqT1+t)jDzkCEBNNaG6tKOYO8sP
mutDb+8j4KwjatTjQ=</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
<wssc:DerivedKeyToken xmlns:wssc="http://s
wsu:ld="DerivedKey-Sig-1-2fee7bc234c4140a6305d0c0fe
wssc:Algorithm="http://schemas.xmlsoap.org/ws/2004/
<wsse:SecurityTokenReference>
<wsse:Reference URI="#EncryptedKey-0
ValueType="http://docs.oasis-open.org/wss/oasis-wss
1.1#EncryptedKeySHA1"></wsse:Reference>
</wsse:SecurityTokenReference>
<wssc:Generation>0</wssc:Generation>
<wssc:Length>16</wssc:Length>
<wssc:Label>DerivedKey</wssc:Label>
<wsse:Nonce>INayObvIBPu8OaxkIfHEFg==</w
</wssc:DerivedKeyToken>
<wssc:DerivedKeyToken xmins:wssc="http://s
wsu:ld="DerivedKey-Enc-6-4c458bc9cc36bdb7a2583f0cc5
wssc:Algorithm="http://schemas.xmlsoap.org/ws/2004/
<wsse:SecurityTokenReference>
<wsse:Reference URI="#EncryptedKey-0
ValueType="http://docs.oasis-open.org/wss/oasis-wss
1.1#EncryptedKey"></wsse:Reference>
</wsse:SecurityTokenReference>
<wssc:Generation>0</wssc:Generation>
<wssc:Length>16</wssc:Length>
<wssc:Label>DerivedKey</wssc:Label>
<wsse:Nonce>djCSWD1zEoe8piE4ELObzw==</w
</wssc:DerivedKeyToken>
<xenc:ReferenceList xmiIns:xenc="http://www
<xenc:DataReference URI="#Body-7-
407af680717c88917a1e521995f9ff63"></xenc:DataRefere
<xenc:DataReference URI="#EncryptedUser
a56260c6ae446d13cd9617b934208f5f"></xenc:DataRefere
</xenc:ReferenceList>
<EncryptedData xmlns="http://www.w3.0rg/20
Id="EncryptedUsernameToken-8-a56260c6ae446d13cd9617
Type="http://www.w3.0rg/2001/04/xmlenc#Content">
<EncryptionMethod Algorithm="http://www
cbc"></EncryptionMethod>
<dsig:KeylInfo xmIns:dsig="http://www.w3
<wsse:SecurityTokenReference>
<wsse:Reference URI="#DerivedKey-
4c458bc9cc36bdb7a2583f0cc5134edc”
ValueType="http://schemas.xmlsoap.org/ws/2004/04/se

/soap/encoding/"

”

o>
open.org/wss/2004/01/oasis-200401-
Cs.oasis-

ility-1.0.xsd" actor="secure_span"
e21ee34605c3cad4404f239504">
078Z</wsu:Created>

wsu:Expires>
w3.0rg/2001/04/xmlenc#"

">
/ww.w3.0rg/2001/04/xmlenc#rsa-
.org/2000/09/xmidsig#">
"http://docs.oasis-
security-1.0#Base64Binary"

asis-200401-wss-x509-token-profile-
Ji/l6U4=</wsse:Keyldentifier>

Lb3GwyJIApYE5hqjMiv63T3aZ633KLU28AV
YgA3YjzpwrTaDGXE1BRiunLZL2QqgjgCegRL

chemas.xmlsoap.org/ws/2004/04/sc"
89e115"
04/security/sc/dk/p_shal">

-e3c890e9f648982de5f6d375967129¢c7"
-soap-message-security-

sse:Nonce>
chemas.xmlsoap.org/ws/2004/04/sc"
134edc"

04/security/sc/dk/p_shal">

-e3c890e9f648982de5f6d375967129c7"
-soap-message-security-

sse:Nonce>
.w3.0rg/2001/04/xmlenc#">
nce>

nameToken-8-

nce>

01/04/xmlenc#"
b934208f5f"

.w3.0rg/2001/04/xmlenc#aes128-
.org/2000/09/xmldsig#">
Enc-6-

curity/sc/dk"></wsse:Reference>



</wsse:SecurityTokenReference>
</dsig:KeyInfo>
<CipherData>

<CipherValue>YLR501mfxolrgHopdObPs3HgUOWLL3/dAX7bNS  m/ICXp3nxylzgQr2jQUO+3FH20YFXE20KIm
YlajlxSZgknglxsIwlKd53PbdRxR5uvcYzC+/DOIRRIE8IR30+ SdZaW+k3eXrWLM84cx4roLiZzSvYIn35GHD
W/NLDftD61d+ryvUzrN4zs6KpWvAbeT20QxdrmHOZrDT4sMAQ1l  ptQv8Uz9udiyQazWaumuJPNfLYZz8si0lQWS8
6N4zcvwAKzw6W/VWFkbA1ztHqvdxAkeVizhtNTCu65Lwy9aHGg2 EWPOFQOhdZy7AhV5RvM/h24xxfoo5VI7pp/
rkK5SJYdBMgOymY4UInfD55Lh27xKRpbbCGAO0JipR56trpY6YZRt  H+f1IEGR/E6t3BHikfdgBuMLCBOKTfo8pXXN
Lh+MztAHcsqBVfFIzY4iUjlyPO/ClcUeqoHCWp1BtfvWest9jfY vz9g2eEMJI21RWQIYeQUE/8pnZL2X/vX9x5C
2xSFF93cH6SDKBV7ysfP+T2KD23ugMIyXJPBQJZFulnuB2sRxpg hBtDD4AIf5TbFqH3IXbs/I6qgjXjX+eZnSI

tTW6TsnQ2W4i9alZSpWIsmalLnKi7TE=</CipherValue>
</CipherData>
</EncryptedData>
<ds:Signature xmlIns:ds="http://www.w3.org/
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm
exc-cl4n#"></ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http:
shal"></ds:SignatureMethod>
<ds:Reference URI="#Body-2-1a7557683
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>ZLISXFCjztNK3+gK]
</ds:Reference>
<ds:Reference URI="#Timestamp-3-a802
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>mLgHRZVnxm5kmJgnx
</ds:Reference>
<ds:Reference URI="#UsernameToken-4-
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>TBNbt7YG7yAJVhFOf
</ds:Reference>
<ds:Reference URI="#MessagelD-5-14f4
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>C4HTRIwGd+dSe3CJE
</ds:Reference>
</ds:SignedIinfo>
<ds:SignatureValue>2bHgqyl4aldgX4lbJ4Y3
<ds:KeylInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#DerivedKey-
2fee7bc234c4140a6305d0c0fe89e115"
ValueType="http://schemas.xmlsoap.org/ws/2004/04/se
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
<L7a:MessagelD xmins:L7a="http://www.layer7te
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/o0
1.0.xsd" wsu:ld="MessagelD-5-

14f45ch1e26805d106b5122a8d181911">http://www.layer7

Oc5blec415b</L7a:MessagelD>
</env:Header>

2000/09/xmldsig#">
="http://www.w3.0rg/2001/10/xml-
/Iww.w3.0rg/2000/09/xmldsig#hmac-
9089d6f506d869e3e2795ad">

/ww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
80GzPtflIM=</ds:DigestValue>

9d1e21ee34605c3ca4404f239504">

/ww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
gCAB8dfRExk=</ds:DigestValue>

b20548729ac444a733c9fcab804e2bac">

/vww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
DVJDI2Nouo=</ds:DigestValue>

5cb1e26805d106b5122a8d181911">

/ww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
UABXKCkU+g=</ds:DigestValue>

Vgmxm9E=</ds:SignatureValue>

Sig-1-

curity/sc/dk"></wsse:Reference>

ch.com/ws/addr"
asis-200401-wss-wssecurity-utility-

tech.com/uuid/758de6e6fef32f106e7c3

<env: Body xm ns:wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-1.0.xsd" wsu:ld="Body-2-1a75576839089d6f 506d869e3e2795ad" >
<EncryptedData xm ns="http://ww. w3. or g/ 2001/ 04/ xm enc#" | d="Body- 7-
407af 680717c88917a1e521995f 9f f 63" Type="htt p: // www. w3. or g/ 2001/ 04/ xm enc#Cont ent " >



<Encrypti onMet hod Al gorithne"http://ww. w3. org/ 2001/ 04/ xm enc#aes128-
chc" ></ Encrypti onMet hod>
<dsi g: Keyl nfo xm ns: dsi g="http://wwmw. w3. or g/ 2000/ 09/ xm dsi g#" >
<wsse: SecurityTokenRef erence xm ns: wsse="http://docs. oasi s-
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-secext-1. 0. xsd">
<wsse: Ref erence URI ="#Deri vedKey- Enc- 6-
4c458bc9cc36bdb7a2583f Occ5134edc”
Val ueType="http://schemas. xm soap. or g/ ws/ 2004/ 04/ securi ty/ sc/ dk" ></ wsse: Ref er ence>
</ wsse: SecurityTokenRef er ence>
</ dsi g: Keyl nf 0>
<C pher Dat a>

<Ci pher Val ue>Nccyf x/ mM2LRzWIDMD4KvbCayf nsdzl m r eCE9NDUN3gRFOr abaoF| X8ul 5sk/ 5u52880HSYLa
AW QPbUIBEWHOI A2PnTTAzWTDNOnHzt 9i w+19hNDV2Lz QvkLuL9SwLag8l 1bR78PSwn6yP6i uj 31 El cgSZ2
EXx4Q BzCL50GyEZzHgvaz5s7WoUr Ri 7dFb+C3TdUa3kci NDI r ve VHOXFY7nSBS| 1ul 5QC+ol w2US1K9r zy HY4
s77uHU+QIXx2sLgt nVSc CvgxuaBb0ZBVK] f 8qwTwUYY5k DBoSP2a20l Gm29Uxqt Kr 8zf Ly NEI nTnxs2xaYW8B2
Z/ 3Z8++xu81j AdSHUN 6yp/ UdcBADhbvI Hum+tESz/ Z3z CSCKRni gkxbdbKNRLI d3Q0pDD81Q / aYLxr 9y DSKE
020cdGgcXGaVCz 2KnbPVI x XNFOOOEMXWO 5Ts QnA14gKQ@pcl / QLi 11 11 pmyzi 786Yp33RNdCkM.G Evgl DD
KogN 6HEdLZeJYi j nMJ JyFFX4kcoQa96nLCk TvvFO sPF5CMTkL8f 2hUaTbYQn2l yQgoxNel OHOHz 3WMBf j C
j JOYAITcgKp7AZwonXGv Pe6Uck GVXEl M®B/ j hk7LT1YLi gEJHr al @62dJ5Zaelt c6V+& zTozVUt zy8gGhM De
7QYbz6CaFQzt BaVJ9Vzf 81dB08i AMBhUl T9OgmoxKLFNdDy | Nf 21nEZLr 1XI 1ZqB9f 23nhj Tawz RQYn5I n/ Col
MoMySWHAY29nKuZFUbza5XShg5020gk AhpKuWk zf oSWDUGE A4oFUf v 0X00JBj YI L4G f WVOVHUv805uQ7 YOACT
yet H7ak2d/ zI Kor znDR 7nQkzZBr 2k5sz GYMTHqf ue94FH8B5s VWI+b4KAf Xy SnWCsT QTi det E+7x79Myi q4q
00gqHIPCpBJh1W YHxLd4vv VNPt 8keZVMeVx CV1cWeNguNFck An20z 1G9t Ef vAZ7LYJIl n4Bj HOeWA6! / p8Sn2ZT
Dt c1S3b+1f GEDN6I 170XEqQ4Hf x9nv APIf t 7PqVMC yf JEWHCHKI McapeSwsys1bq02Nl sOFJi bhr 9G vp58v2
Ep9dOwPs OdzVOXKAG3I gxQznr | aPsGBZI nt YGv mXn2We De MUXmgr WELegOMAZz g8Pukf 3i 1Uf Zi JANMAVWDBZz EW
| r Bc=</ Ci pher Val ue>
</ G pher Dat a>
</ Encr ypt edDat a>
</ env: Body></ env: Envel ope

Note that the content of the soap:Body elementreplsiced with the EncrypetdData
element. Event with the base64-encoded encryptedinithe soap:Body, which

makes the soap:Body 30% larger, the soap:Bodyisless then 1/8 of the request
size. WS-Security adds a tremendous amount of eaérboth in terms of the on-the-
wire data and in terms of processing resourcesnetjto decorate the message and to
process WS-Security-mandated markup. ECO-friertdlyis not.

Let’'s take a look at the Response message, Figi8y 1

Figure 13-27 Response message

<env:Envelope xmins:enc="http://schemas.xmlsoap.org /soap/encoding/"
xmins:env="http://schemas.xmlsoap.org/soap/envelope /"
xmlIns:ns0="urn:Sun:Michael:Czapski:XSD:MoneyOrder"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e">

<env:Header>

<wsse:Security xmIns:wsse="http://docs.oasis- open.org/wss/2004/01/oasis-200401-

wss-wssecurity-secext-1.0.xsd" xmins:wsu="http://do Cs.0asis-

open.org/wss/2004/01/oasis-200401-wss-wssecurity-ut
env:mustUnderstand="1">
<wsu:Timestamp wsu:ld="Timestamp-3-2d4855e
<wsu:Created>2009-02-22T03:12:57.977813
<wsu:Expires>2009-02-22T03:17:57.9772</
</wsu:Timestamp>
<wsse:BinarySecurityToken EncodingType="ht

open.org/wss/2004/01/oasis-200401-wss-soap-message-

ValueType="http://docs.oasis-open.org/wss/2004/01/o0

ility-1.0.xsd" actor="secure_span"

7faabb02d141fcab66182496¢">
322Z</wsu:Created>
wsu:Expires>

tp://docs.oasis-
security-1.0#Base64Binary"
asis-200401-wss-x509-token-profile-

1.0#X509v3" wsu:ld="BinarySecurity Token-0-

b7075f001bd857f17101e337d95bea08">MIICFjCCAX+gAwIBA gllIAlhey9DpmxQwDQY JKoZIhveNAQEFBQAw
HzEdMBsGA1UEAwwUcm9vdC5zc2cuY XVzLnN1bi5jb20wHhcNMDME3MTQzNDMOWhcNMTEWM]E3MTQONDMOW;
AaMRgwFgYDVQQDDA9zc2cuYXVzLnN1bi5jb20wgZ8wDQYJKoZIhveNAQEBBQADgYO0AMIGJA0GBAIMsd30S24w+
IKgDIpA3liwG+gjwKIV5I5PyvzbtoELVu8jFdhGUoeqv6/iSNjY kFZdhkXrV8J4pCWJJ6yF+jaicoBH3AhX|Ef
UI7XcFKMrXtTq5AFt74ksFVn2Aet8Tbt49ctvzFLnHgDNgPUhtr SSmMINXKRVARQ/V9AN+4WgovAgMBAAGjYDBe
MAWGA1UdJEWEB/WQCMAAwWDgYDVROPAQH/BAQDAgXgMBOGAIWHEBIHMigQNECcO07JIxbpjl8vekmL/pTjAfBg
NVHSMEGDAW(gBTLSXPwBjWtZ+uHPxelvZolL9rospjANBgkghkiGOWOBAQUFAAOBQgQB7rkS45X6rwC8IRAQKOtry
+by4C6XID2ZsUX+KXYCcUpWwWEHCSV0/Z9+JBHdIkPaeWBMB1zillXguXYwZSNpSmbMFXivBzNDNnOqoyhfBK3Tn
5/LdKGNdBJrg4lfZH1Ww4k814fsZ+LZPsNCv5DjgxfPSs/kNWPF c7WkaigWylxbA==</wsse:BinarySecurit

yToken>



<wssc:DerivedKeyToken xmins:wssc="http://s

wsu:ld="DerivedKey-Sig-1-3d1f7642ed2e35b8d16ee28994

wssc:Algorithm="http://schemas.xmlsoap.org/ws/2004/
<wsse:SecurityTokenReference>
<wsse:Keyldentifier ValueType="http:
WSS-soap-message-security-

1.1#EncryptedKeySHA1">+DB5vPMbQE6¢c16F2s2Ugugnjs4E=<

</wsse:SecurityTokenReference>
<wssc:Generation>0</wssc:Generation>
<wssc:Length>16</wssc:Length>
<wssc:Label>DerivedKey</wssc:Label>

<wsse:Nonce>F60c+0SZ+Lv2SK27AUOPIg==</w

</wssc:DerivedKeyToken>
<wssc:DerivedKeyToken xmins:wssc="http://s

wsu:ld="DerivedKey-Enc-5-9b8a940de8109092a4f7a3852¢c

wssc:Algorithm="http://schemas.xmlsoap.org/ws/2004/
<wsse:SecurityTokenReference>
<wsse:Keyldentifier ValueType="http:
WSS-soap-message-security-

1.1#EncryptedKeySHA1">+DB5vPMbQE6c16F2s2Ugugnjs4E=<

</wsse:SecurityTokenReference>
<wssc:Generation>0</wssc:Generation>
<wssc:Length>16</wssc:Length>
<wssc:Label>DerivedKey</wssc:Label>

<wsse:Nonce>HyspdcQdokoQz1vXYvgHIw==</w

</wssc:DerivedKeyToken>
<xenc:ReferenceList xmiIns:xenc="http://www
<xenc:DataReference URI="#Body-6-

3aa8cac38960dfb513448c5714ach5a2"></xenc:DataRefere

</xenc:ReferenceList>
<ds:Signature xmlIns:ds="http://www.w3.org/
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm
exc-c14n#"></ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http:
shal"></ds:SignatureMethod>
<ds:Reference URI="#Body-2-4alladd2a
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>Fkm/cCRt9LaSChSCm
</ds:Reference>
<ds:Reference URI="#Timestamp-3-2d48
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>xhXHXpPytbGttSpOu
</ds:Reference>
<ds:Reference URI="#RelatesTo-4-8cle
<ds:Transforms>
<ds:Transform Algorithm="http:
cl4an#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
<ds:DigestValue>WMUCqYBXzdMy3Q9BJ
</ds:Reference>
</ds:SignedIinfo>
<ds:SignatureValue>fjaVFhOyldFJS/Pdi8Xk
<ds:Keylnfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#DerivedKey-
3d1f7642ed2e35b8d16ee28994c5803e"
ValueType="http://schemas.xmlsoap.org/ws/2004/04/se
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
<L7a:RelatesTo xmIns:L7a="http://www.layer7te
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/o0
1.0.xsd" wsu:ld="RelatesTo-4-

chemas.xmlsoap.org/ws/2004/04/sc"
c5803e"

04/security/sc/dk/p_shal">
/ldocs.oasis-open.org/wss/oasis-

Iwsse:Keyldentifier>

sse:Nonce>
chemas.xmlsoap.org/ws/2004/04/sc"
a3edel”

04/security/sc/dk/p_shal">
/ldocs.oasis-open.org/wss/oasis-

Iwsse:Keyldentifier>

sse:Nonce>
.w3.0rg/2001/04/xmlenc#">

nce>

2000/09/xmldsig#">
="http://www.w3.0rg/2001/10/xml-
/Iww.w3.0rg/2000/09/xmldsig#hmac-
ef920c8281fc8leadl115e67">

Iww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
ZWZgI3WB9I=</ds:DigestValue>

55e7faabb02d141fcab66182496¢">

/vww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
UYZAUhWpcs=</ds:DigestValue>

e4c1e306c3882c9383a4f7322635">

/vww.w3.0rg/2001/10/xml-exc-

</ds:DigestMethod>
fHyLsgQZZE=</ds:DigestValue>

1B6Lcng=</ds:SignatureValue>

Sig-1-

curity/sc/dk"></wsse:Reference>

ch.com/ws/addr"
asis-200401-wss-wssecurity-utility-



8cleedcle306c3882c9383a4f7322635">http://www.layer7
Oc5blec415b</L7a:RelatesTo>
</env:Header>
<env:Body xmins:wsu="http://docs.oasis-open.org/
wssecurity-utility-1.0.xsd" wsu:ld="Body-2-4alladd2
<EncryptedData xmIns="http://www.w3.0rg/2001/
3aa8cac38960dfb513448c5714ach5a2" Type="http://www.
<EncryptionMethod Algorithm="http://www.w3
cbc"></EncryptionMethod>
<dsig:KeylInfo xmIns:dsig="http://www.w3.or
<wsse:SecurityTokenReference xmins:wsse
open.org/wss/2004/01/oasis-200401-wss-wssecurity-se
<wsse:Reference URI="#DerivedKey-Enc
9b8a940de8109092a4f7a3852ca3edel"”
ValueType="http://schemas.xmlsoap.org/ws/2004/04/se
</wsse:SecurityTokenReference>
</dsig:Keylnfo>
<CipherData>

<CipherValue>z+Pzh7GNe2CghJGz1u/k01mShYdYYYyrp69g32
GgqadH13XIfJOK5YRJI/jnSJI70uz/yBIdABOLWS3X03FOonR70fRc
HGH50irvU8krKcNOeXTnPjPKMKID/SU5e80I0N4JjKF+OJpre6L

fl/hQc9/njuxJavnh8iTAL2fclUraPhh58PD/uKJaE2SZnjzAMi

JcOPNn6IU0ss5SZ2SQ5T32x8JcXLYT58hAzL/shY3Vvwx0dgqaOPTw

tech.com/uuid/758de6e6fef32f106e7c3

wss/2004/01/oasis-200401-wss-
aef920c8281fc8lead115e67">
04/xmlenc#" |d="Body-6-
w3.0rg/2001/04/xmlenc#Content">
.0rg/2001/04/xmlenc#aes128-

g/2000/09/xmldsig#">
="http://docs.oasis-
cext-1.0.xsd">

-5-

curity/sc/dk"></wsse:Reference>

Lk213CBnk9gxIsn9ZLp1BYe//WSVJI2KAGsQ
z4RDZItjRunBu2ryDiO6LfKZIQxzayqf6ty
gDS1kHgeUFPWpatcjLzZNbX3APdbcATOpoxg
NRHWA4RIELIZTgKkFrTVgOHo50k42enoPmni
rebJSzTurRAfYCsHoUUQHBxww/1Dbn2XawS

DD+8sOpBFFDYRVOplY16BXN6S/THTSOPYYQgve/RAtD+1qCDcZ&RDBp3AQBnAzNputze+uPaHjiuR75WI5vqg

IEXUEFYss</CipherValue>
</CipherData>
</EncryptedData>
</env:Body></env:Envelope>

The increase in size and complexity is even maadrgl in the response, which when

undecorated is fairly small, Figure 13-28.

Figure 13-28 Undecorated Response

<?xml version="1.0" encoding="UTF-8"?>
<env:Envelope xmins:enc="http://schemas.xmlsoap.org
xmins:env="http://schemas.xmlsoap.org/soap/enve
xmlIns:ns0="urn:Sun:Michael:Czapski:XSD:MoneyOrd
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc
<env:Header>
<L7a:RelatesTo
wsu:ld="RelatesTo-4-8clee4c1le306c3882c9
xmlns:L7a="http://www.layer7tech.com/ws
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/o0
1.0.xsd">http://www.layer7tech.com/uuid/758de6e6fef
0>
</env:Header>
<env:Body wsu:ld="Body-2-4alladd2aef920c8281fc8
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0
1.0.xsd">
<ns0:MoneyOrderRes xmins:tns="urn:Sun:Micha
<tns:OrderDetails>
<tns:dateTime>2009-02-22T03:13:58.3
<tns:seq>12</tns:seq>
<tns:total>1000</tns:total>
<tns:orderStatus>true</tns:orderSta
</tns:OrderDetails>
<tns:SenderDetails>
<tns:customerName>Jan Kowalski</ths
</tns:SenderDetails>
</ns0:MoneyOrderRes>
</env:Body>
</env:Envelope>

/soap/encoding/"
lope/"

er"

o>
383a4f7322635"
[addr"

asis-200401-wss-wssecurity-utility-
32f106e7¢30c5blec415b</L7a:RelatesT

lead115e67"
asis-200401-wss-wssecurity-utility-
el:Czapski:XSD:MoneyOrder">

12Z</tns:dateTime>

tus>

:customerName>

Have you noticed thesse:BinarySecurityToken

tag and its base64-encoded content?

Let’s copy the entire base64-encoded text betweeotation marks from the
response message, create a new text document manedt, paste the content of the



clipboard into this document, Figure 13-29, savedbcument and double-click the
document (on Windows) to open it.

€ ultrakdit-32 - [C:\Decuments and Settings\mczapski\My Decuments)__Sun\Blogs Material\1C6 o ]
_ﬁEiIe Edit Search Project View Format Column Maco Advanced Window Help =1

¢ DT H 8% 8w N E | i gl O By | E

x| =
1 cert.art’ I

L) Y URLZ LT L U TusarL e e L7 EUFIUUD £ La I

Elcert.at OKB  Security Certificate 22-Feh-2008 2:27 FM

oo 0 oo 8o S S0t S o oo B o G0 o B0 I
1 MIICF3CCAX+gAwIBAGIIAThe y2DpmEQWIQYJK0Z IhveNAQEFEQAWHZEdMESGA1 UEAWWUcmavdC5zc2 cuYXVaLnN1bisib20 +
_ wHhCNMDkwMj E3MTQzNDMOWhcHMTEwM i E3MT QONDMOW AaMRgwEgYDVQQDDASZ c2 cuYXVz LuN1bi 5 jb20wgZ 8wDQYJKaZIhv
_ cHAQEBEQADGYOAMIGIANGEAIMad30524w+IKgDIpA3liwG+giwKIVEISPyvzbtoELVug i FdnGUoeqve/ 15N YRFZdhkXrVe
_ J4pCWJIT6yF+jaicoBH3AhKIEfUL TxcFRMrXtTqSAFt T4ksFVn2het8Tbt40ctvzFLnHgDNgPULt £ 5 SmINXKRVARQ,/ VIkn+4
_ WgovAgMBAAG] YDBeMAWGA 1 UdEWES/ wQCHMAAWDGYDVROFAQH / BAQDAGXgMEOGA 1 UADgQWBEQIMigQNECOoT JTxbp 18 ve kmL/
_ pTIAfBgNVHSMEGDANGBTLSXPWB Wt Z+uHPxelvZolorosp] ANBgkghkiGoOwOBAQUFAROBGQETrkS45X6rwCE IRAQKITry+h
. v4CEXID2ZsUX+EXYCoUpWWEHCSVo/ 29+ JBHAI kPaeWEMB1zi 1 IXquX YwZ SHpSmbMEXi vBzNDnOqo vh£BKSTnS / LAKGHAEI
_ g41fZH1Ww4k814fsZ+LZPsNCV5D] grEPSs/ kNWPFcTWkai gyl xbh=—=

Figure 13-29 Base64-encoded content of the Binary&@gityToken

The context of the token is the X.509 certificatéhe signer of the message, the
ssg.aus.sun.com, in PEM format, Figure 13-30.

General | Details I Certification Path I

@A Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  ssq.&uUs.5uUn.com

Issued by: root.ssg.aus.sun.com

Valid from 18-Feb-2009 to 13-Feb-2011

;{ﬁﬁﬁiifé?ﬁﬁﬁﬁéﬁtti Issuer Statement |

;\SDK |

Figure 13-30 ssg certificate

The signer’s certificate is embedded in the messaghat the recipient can confirm
authenticity of the message by verifying the digsignature. It is very nice of the

sender to include the certificate but secure itegtah would not trust this certificate
anyway but rather they would use their own copthefsender’s certificate, obtained
out-of-band, to thwart potential man-in-the-middteacks.



We cannot do the same to the request message babausinary security token,
which carries the base64-encoded certificate ofitpeer, was encrypted as part of
the Username Token and related tags.

13.10 Authentication

We already dealt with authentication in an obligwssy by adding Encrypted
Username Token and HTTP BASIC Authentication agsestin the examples earlier.

There are a number of assertions which can betosszhvey and require sender
authentication. Some notable ones, in the listguife 13-31, are HTTP Basic
Authentication (which is not rally a WS-Securityated method), WSS Username
Token Basic and the Encrypted Username Token (wdmelWS-Security tokens),
and WSS Signature which conveys authenticatiorrimédion using the properties of
the public cryptosystem key pairs (private keysteaiel by the owners, public keys
are embedded in X.509 certificates and can be taseerify digital signature
prepared using private keys).

=|-525 Policy Assertions

=43 Access Control

----- & Grant Access to Users/Groups
5@ HTTP Basic

5@ HTTP Digest

.43 HTTP Cookie

%% Windows Integrated

----- l?'__; S5L with Client Certificate Authentication
%% W55 UsernameToken Basic
% Encrypted UsernameToken

----- WSS Signature

----- WS Secure Conversation

----- SAML Assertion

----- WS-Trust Credential Exchange
----- WS-Federation Passive Credential
----- ¥Path Credentials

----- SAML Browser Artifact

.49 W55 Kerberos

~[E LDAP Query

-----Qi?' Require Remote Domain Identity
----- & Authentication

%3 FTP Credentials

----- o Identity Attributes

[#- I3 Transport Layer Security (TLS)

Fig'ure 13-31 Access Control assertions

Other assertions, like XPath Credentials, provigepsrt for conveyance of
credentials using non-standard means, for exarhpdeigh embedding credential
information in XML message bodies.

Since some of the authentication assertions aiingalicies elsewhere there will
be no additional example here.



14.  Summary

In the Note | discussed web services security Lfmcet the context, discussed a
Java CAPS Repository-based web services solutialked through creation of the
service provider and service consumer, configunedSecureSpan XML Gateway
and the SecureSpan VPN Client infrastructure arllesldhrough a series of
iterations of policy creation and testing.

There is a great deal more to the SecureSpan XMév&g. The discussion in this
Note merely introduces some of the kinds of sohgipossible with the aid of a
gateway and mentions only some of the benefitsofgua gateway-mediated web
services security solutions, as distinct form depet-mediated ones.

15.  Appendices

15.1 Obtain the Layer 7SecureSpan XML Gateway

Layer 7 Technologiesittp://www.layer7tech.comthe maker of the Layer 7
SecureSpan XML Gateway and associated softwarer, aff/Mware image of the
SecureSpan XML Gateway for a time-limited trial. fBguest a trial license and
software download, go tottp://www.layer7tech.com/xmltrial.htmtegister and wait
to be contacted.

Once you submitted your request, an acknowledgegsenir to the one shown in
Figure 15-1 will appear.

A
~ ¢
.='i LAYE R 7 PRODUCTS SOLUTIONS GOVERNMENT CASESTUDIES  NEWS  LIBRARY COMPANY CONTACT wl

TECHNOLOGIES

XML Appliances for SOA Security and Governance

Secure, Simplify, Scale Your Web Services

Thank you for your interest in the Layer 7 XML Firewall soft-Appliance. An email has been sent
to you with further instructions.

A support person will contact you with a trial license kay.
For immediate support please contact 1-800-681-9377 or email soft-support@laver?tach.com.

Figure 15-1 Acknowledgement of trial request

Within a business day, or so, you will receive arag, similar to that shown in
Figure 15-2.



Dear Michael,
I would like to thank-you for your interest in Layer 7 Technologies and your request for an XML Trial.

I would also like to arrange a time to introduce you to Layer 7 Technologies a leading provider of security,
management and governance products for SOA and Web services.

Our products are designed to address many of the performance, policy, virtualization and identity challenges
associated with deploying production SOAs. We are used by leading public sector organizations including
numerous agencies responsible for Defense, Intelligence, Healthcare, Treasury, Agriculture and Justice to name
some and have been recognized by numerous magazines and analyst firms for our leadership and vision in the

space.

If you are undertaking an SOA or Web services initiative we'd welcome an opportunity to better introduce our
capabilities and how this experience may be of benefit to your needs.

Let me know when would be a good time to schedule an introductory call to further discuss your request. 1would
be available to speak to you after 7:00am until 11:00am your local time today.

| look forward to hearing from you.

Best regards,

Figure 15-2 Example email follow up

Once you establish contact with a Layer 7 represimet you will be asked a few
guestions intended to determine how best to saslly request. Depending on which
part of the World you live in you may be put in ¢buwith a Layer 7 partner, who will
be expected to set you up with the download link provide you a trial license for a
15 or 30 day trial, and perhaps assist you withtrilaé If you eventually decide to
invest in the product, this Layer 7 partner willshbkely be helping you out with the
planning and implementation.

When the trial request is processed you will ree@r email much like the one shown
in Figure 15-3. The URL and credentials will befe to you.

Michael,

Thank you for your interest in evaluating the SecureSpan Gateway. Below you will find a UEL

for downloading the SecureSpan Gateway
"Soft-Appliance”™, documentation, evaluation license key, and a brief presentation to help get

you started:

URL: http://www.layerTtech.con

Username:

Password:

The 55G VMware User Manual has step by step instruction=s on how to get everything up and
running. A typical configuration process takes only a few minutes, but it may take a bit

longer the first time through.
In most cases the default values presented should be fine.

Pleazse respond to this email if you have any difficulty downloading the file.

Sincerely,

Layer 7 Technologies

Figure 15-3Download and license link email

Following the link, and logging in with the credis provided, will lead to a page
containing download links for the SecureSpan XMLlié€3ay Appliance VMware
image, the SecureSpan XML Gateway Manager and ptathcumentation.



“\4sLAYER7

TECHNOLDGIES

" - 15 day license

. - SecureSpan Gateway VMware image for version 4.6.5
. - SecureSpan Gateway VMware User Manual for version 4.6.5
. - SecureSpan Installation and Maintenance Manual

. - Release Notes for SecureSpan v4.6.5

. - SecureSpan Manager User Manual

. - View Demonstration in current browser

. - Download SecureSpan Overview Demonstration archive

Figure 15-4 SecureSpan XML Gateway trial download age

Note that the download page does not list the 8&pan VPN Client, which will be
required to complete the end-to-end scenario dészlim this Note. | asked Layer 7
Support for the VPN Client distribution and the dbead page was modified to
include the links for the SecureSpan VPN Client tredManual that goes with it.

If you don’t see the VPN Client then you will netedask for it.

| encourage you to view the SecureSpan Overviesentation to get a good feel for
the purpose of the tool and the kinds of issueg #éne intended to address.

Unzip the archives to the convenient directories get familiar with the instructions
in the “SSG_VMware_User_Manual.pdf’. See sectior2 18 onfigure the
SecureSpan XML Gateway”, for a discussion and aatdit instructions.

15.2 Configure the SecureSpan XML Gateway

To use the VMware Image of the SecureSpan XML Gayeappliance you will need
a WMware Player, a VMware Workstation or a VMwaex\&r. VMware Player,



downloadable fronmttp://www.vmware.com/download/playei$ free to download
and use.

SecureSpan XML Gateway version 4.6.5-3, VMware lendigtribution, comes as a
ZIP archive with the name of SSG_4.6.5-3_base appdi 32bit.zip. You will need
on the order of 3Gb of disk space to unzip and #tarappliance. The appliance
requires 768Mb of memory to be allocated to it sa will need at least 1.5Gb of real
memory in the Host.

Unzip the archive to a convenient directory and $skee appliance by, on Windows,
double-clicking the SSG_32bit_VirtualAppliance_Vd&mx VMware configuration
file.

For these who care, the important bits of VMwarefiguration are shown in Figure
15-1.

Figure 15-5 Important VMware configuration settings

memsize = "768"

guestOS = "rhel4"

ethernet0.connectionType = "bridged"

scsi0:0.present = "TRUE"

scsi0:0.fileName = "SSG_32bit_VirtualAppliance_v46. 5.vmdk"

Consult instructions in the “SSG_VMware _User_Marpdil’, which was provided
as part of the trial download, to start and configiine Layer 7 SecureSpan XML
Gateway Appliance — see also notes below.

When you login as a ssgconfig or a root user ydubeiforced to change the
password. The password rules are fairly restrictiveund that a password like
L7.App4yOu&me works for me.

On first boot | was asked whether | wish to remtheenetwork adapter and, when |
said Yes, to configure a new network adapter, telwhsaid Yes as well. In effect,
by default the RedHat Linux distribution appeardéarying figure out what kind of
network interface the guest has and configure it.

Login as ssgconfig user and configure networkimmgption 1. When done reboot the
machine - option 5.

When running the option 1 network configuratiorréyaded a FQDN of
ssg.aus.sun.com. | found that after reboot thenhost and FQDN were not correctly
configured and Option 2 did not work for me. Thiayror may not happen to you. |
fixed my problem by adding directive “domain” teetfetc/resolv.conf, specifying the
domain name | was using and getting rid of the rd@adirective. Your mileage may
vary. At any rate, this is not something | can heigh. If you cannot get the ssgconfig
to work you may need to contact Layer 7 supporafsistance.

Login as ssgconfig user and run option 2.
When running option 2, SecureSpan Configurationahizone is asked, at a point in
the process, to provide a root password — this doeseem to be the Unix root user’s



password. Pressing Enter without specifying rosspard worked for me. When
asked for a SSL Keystore password | provided “s5lke

Reboot the appliance (option 5) when finished.

If you needed to modify your resolv.conf so thatiydomain name was properly
recognised, see earlier, you will need to repeaptiocess after running option 2
because the resolv.conf is re-generated so youngelsagot lost.

Once the appliance is up and running again yoyeaiorm a ping test using a web
browser. Start a web browser and enter the URts://ssq:8443/ssg/ping

A security warning will show up the first time aral | used the Mozilla Firefox so
my warning looked like that shown in Figure 15-6.

) Page Load Error - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ T c () I H ‘https:;’,i'ssg‘aus.sun.cnm:ﬂ%}fssgfp\ng -—

(2] Most Visitad 4 Getting Started |\ Latest Headines

§l & | Secure Connection Failed
A s5(.aus.sun.com:8443 uses an invalid security certificate.
The certfficate is not trusted because the issuer certficate is not trusted.

(Error code: sec_error_untrusted_issuer)

= This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server.

= If you have connected to this server successfully in the past, the error may be
temporary, and you can try again later.

Or you can add an exception... €—————

Figure 15-6 Security warning in Mozilla Firefox

| created and exception. Once done, | was askeal isername and password (HTTP
BASIC Authentication). Having not created any usargar | provided “root” as the
username and Unix root’s password as the passwiedeived a blank page with the
words “503 Unlicensed”. This is not unexpected haue not yet provided the license
key to the Gateway. At any rate, the gateway iangbtalking to me, however rudely.

Login to the SecureSpan WebAdmin Console using b Bfewser with a URL like:
https://ssq:8443/ssg/webadmProvideadmin as the username apdsswordas
password. Once you are through the several segetdied dialogue boxes you will
be told that there is no license installed, FigLlBe7, as is to be expected since it has
not been installed yet.




g"f" Do you want Firefox to remember this password?
@_Ccnnect %ﬂiEDDI‘IITEEI %‘ Refresh a Home EJ. Manage... E

B Gateway Not Licensed x|

' There is no license currently installed for this gateway.
L3 Would you like to view the license manager now?

Ys | |

Figure 15-7 No license

Click Yes and follow the prompts to locate andatighe license key XML file which
you should have received with your trial downlogus.

'-h Gateway Cluster License

SecureSpan Gateway: 550.8Us. 5un.com: 3443

License Status: Mone Instaled

Figure 15-8 Click Install License

'?_{aﬁatewav Cluster License ]

SecureSpan Gateway: 550.8Us.5un.com: 3443
Close
License Status:
License ID: 417122667/5334283745
Description: Sun - Michael Czapski
Attributes: Enterprise
Issuer: CM=License Officer, O=Layer 7 Technologies
Licensee: Sun

Licensee Contact Email:

Valid From: Tue Feb 17 09:44:00 EST 2009 (Today)
Expires: SatMar 07 10:25:22 EST 2009 (17 days from now)
Grants: se of Layer 7 SecureSpan Suite major version 4 ;I

featuring SecureSpan Firewall

=

Figure 15-9 Acknowledge license installation

When done, the browser window will display the Se&pan Manager Home page,
much as is shown in Figure 15-10.



% Conn=ot @ Disconnect % Refresh e'h_] Home Eﬂ Manage .. ; Monitor... 5= Help... “mﬁkﬂsw&ﬁtﬁm

Assertions | Identity Providers | | Homel
I:Il iy .' S5 i =

G- [ Access Contrel SecureSpan™ Manager Home

[Erﬁ Transport Layer Security (TLS) A

[ XML Security

[J;Er-ﬁ Message Validation/Transformation ) Wealcome to the SecureSpan™ Manager. Please select a task from the Tasks list.
[+ [ Message Routing »
- Service Availability Tasks

LEPU Logaing, Auditing and Alerts
(- [ Policy Logic

(- [ Threat Protection

- Palicy Fragments

Create LDAP Identity Provider

Create Federated Identity Provider

Create Internal User

Create Internal Group

Services I

IE‘ Services @ ssg.aus.sun,com: 3443
¥ Polices & ssg.aus.sun.com:3443

Search Identity Provider

Publish SOAP Web Service

Publish XML Application

Publish Internal Service

Create WSDL

“YsLAYER7

Figure 15-10 SecureSpan Mana'ger

Exit the browser and start it again. Connect agaihe Gateway to start the Gateway
Manager. You will be asked to change your passyirord “password” to something
else. Beware, the password rules for this passa@ dlifferent form the password
rules used to set the root password on Unix. Teeward | suggested for the Unixs
root and ssgconfig accounts, L7.App4yOu&me, will work because one of the rules
says “can’t have two or more the same consecuhaeacters”. | dropped one “p”
from the password and it worked so my Gateway Manages the password of
“L7.Ap4yOu&me”.

15.3 Install and Configure the SecureSpan VPN Client

We will have two cooperating “sites”. One site wile the SecureSpan XML
Gateway and the other site will use the Secure$ipa Client. Both sites could use
the Gateway but that would require more resouttters iny notebook can provide so
only one Gateway will be installed.

If you are on a Unix platform, which includes Linplatforms, have read of the
appropriate section in Chapter Six of the Instatatnd Maintenance Manual
(Appliance Edition).

You should have SecureSpan VPN Client distributiownloaded. | use the one for
Windows, which comes as a Windows Installer nangetureSpan XML VPN
Client 4.6.5 Installer.exe”.



My environment for this Note is Microsoft Windows anything | write about, that
has an OS dependency, pertains to Windows.

Start the installer in the usual Windows mannercefut the License Agreement,
nominate the target directory, and click Instakbuvwill be asked whether you would
like the VPN Client to run as a Windows Servicechbse to not install it as a
service.

When the installation is finished you will get amtrg, in your programs list, pointing
to the SecureSpan XML VPN Client user interfacegufe 15-13 illustrates this.

] ) oo |

|_j Q ¥ [T GetRight b

[ settings (A SecureSpan XML VPN Client  +|™p SecureSpan XML VPN Client

4~ Search ¥ [T Symantec Ghost » g SecureSpan %ML VPN Client in Troubleshooting Mode
i) Help and Support I Ficasa 3 >||

Figure 15-11 SecureSpan XML VPN Client shortcut

Start the VPN Client. Nothing apparent will happ&he SecureSpan XML VPN
Client will show up in the System Tray, as showirigure 15-12.

¥

&

4|‘5ecure5pan ¥ML VPN C|IEf‘|t'
_:I ¥ Ty
-
B @

b a.;ggg! 5:54 PM
C = #ﬁ&@ Tuesday

&
%= E g & =W 17 Feh-2009
I Al T o B

Figure 15-12 VPN Client in System Tray

0
M
=l

Click on the tray icon to make the Ul appear, seare 15-13.

™ SecureSpan XML VPN Client 10| x|
File Window Help

£ setDefault [ Delete Account

Proxy Type User Mame
192.168.60.9 gateway2 mcz02.aus.sun.com

Figure 15-13 SecureSpan VPN Client Ul

Click the New button.



=lolx]

File Window Help
w: | [ Properties {3y SetDefault T Delete Account
Type User Name

Proxy
mczl 2.aus.sun.com

¥ 1
Register a new Gateway with this XML VPN Client
gateway2

Figure 15-14 Register new Gateway
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Example Scenario: A Trusted Gateway Configuration

Select the type of Gateway Account for the SecureSpan Gateway:

@ frusted Gateway
A Trusted Gateway knows the account password and may be able to issue a dient certificate or other
security token that is required to gain access to a service.,

{” Federated Gateway
A Federated Gateway will not know the account password, and wil typxz-lily require a security token

from one of the following sources in order to provide access to a service,
{7 Cbitem securby - fokens from & WETrust security token service

| Bbtam securty. fokers from & WEFederation (FRE) secumty. tokenserince

% Obtan security, fokens from the following previously weated Trusted Gateway:

gateway: 192.168,60.2 (moad2: aus;zun, com)

" Generic Web Service
& generic Web service is accessed via a URL. Security polices are configured manually.

Create Cancel |

Figure 15-15 Choose Trusted Gateway
Provide the gateway name/address as specified yheoonfigured the SecureSpan
Gateway — best specify FQDN.



¥ Gateway Account Properties |

General | dentity | Network| 3L VPN Client Palicy | Service Palicies |
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Example Scenane: A Trusted Gateway Configuration

Eriter the host name or IP address of the SecureSpan Gateway that will process sarvice requests.

Gateway Haost Name: |ssg.aus.sun.com

m cancel |

Figure 15-16 Provide Gateway Name/Address

You should see the gateway registered. If you laayeother gateway, like |1 do,
select and delete it.

=0l x]

File Window Help

% New [ Properties  {=3 Set Default Tl Delete Account

Gateway Proxy Type User Mame
550, 3US.5UR.COM Trusted

Figure 15-17 Gateway registered

We will configure the VPN Client in the most stlaidorward manner possible, with
just one Trusted Gateway Account, set as a dedaatiunt.

Pull down the File Menu and click Properties. Gatgwccount Properties Wizard,
open on General Tab, should appear. This is showigure 15-16. Click on the
Identity Tab, provide username “admin” and passwpessword”, then check the
Save Password checkbox. Figure 15-18 illustraies lfhyou have accessed the SSG
Manager a couple of times using the admin userwitunave been forced to change
the password. If this is what happened then prothdecorrect password here. Mine is
“L7.Ap4yOu&me”.



%Gatewav Account Properties il

General Identity I Network | 304L VPN Clint Palicy | Service Policies |

User Name: Iadmin

Password: |********

[~ Use Credentials from Client (HTTP Basic Authentication)
[~ | Use Windows Domain Lagin

Certificates: View Server Certificate View Client Certificate

Cancel |

Figure 15-18 Configure Identity

Click on the Network Tab.

Take note of the “Proxy URL” — by defadittp://localhost:707 @atewayn, where
gatewayn is the name in the proxy column in the list ofeyedy accounts in the
General Tab.

Take note of the standard gateway ports, by de®80 and 8443. Figure 15-19
highlights the items of specific interest.

'-,‘_,_'bGatewav Account Properties A 1'

General | Tdentity Metwork | XML VBN Client Poﬁ{l Service Policies |

~Incoming Requests ko the XML VPN Client

The SecureSpan ¥ML VPN Client liskens For incoming messages at the Follawing
local proxy URL, then routes the messages to the SecureSpan Gateway:

(Prcx\r URL: http:|/localhost: 7700/ aateway2 >
[ Use custom label: I

The SecureSpan XML VPN Client offers proxied WSDL lockups at the Follawing
local WSDL URL:

WSDL URL: http:fflocalhost: 7700/ gateway 2 fwsil

~Qukgoing Requests to the Gateway

Configure standard or non-standard ports For the SecureSpan Gateway belaw:

* Gateway Uses Standard Porkss
HTTP Pork:5080 HTTPS Pork:8443

(" Gateway Requires Custom Porks:

HTTR Pork:| 23020 HTTPS Port:| 2

Configure SecureSpan Gateway IP addresses below:
% Look up IP addresses in DNS.

" Use the following IP addresses:

Hemove

Failovar strategy:| Ordered Sticky with Falover LI
I~ Compress traffic

Cancel |

Figure 15-19 Network Tab — default setting



Switch to XML VPN Client Policy Tab and uncheck thése SSL by Default”
checkbox, see Figure 15-20. We would like to sn@mophe wire.

’;b Gateway Account Properties il

Generall Identityl Mekwork XML VPN Client Palicy | Service Policiesl

Client-Side Policy

[~ Pass Through HTTP Coaokies

Additional Properties

Name Walue I Add I

Edit |

Remove

Cancel |

Figure 15-20 Uncheck the “Use SSL by Default” cheddox

When done, click OK to close the properties.
You can exit from the VPN Client Ul. When you ethie VPN Client it will disappear
from the System Tray.

15.4 Install certificates for the VPN Client and the Gateway

All configurations that use encryption or digitagrsing require the use of X.509
Certificates and Private Key Keystores. In thigisacwe will add a Certification
Authority (CA) Certificate and two End-Use Certdies/Key Stores for use in
examples. Note that all of these objects are abjeateated and should not be used
for anything except experimentation.

The zip archive, mcz_ssg_certs_and_keys.zip, amtnhumber of objects, some of
which are certificates and some of which are kegstsee Figure 15-21. The archive
is available for download frointtp://mediacast.sun.com/users/Michael.Czapski-
Sun/media/mcz_ssg_certs_and_keys.zip/details

Figure 15-21 Contents of the archive

7-Zip 4.42 Copyright (c) 1999-2006 Igor Paviov 20 06-05-14

Listing archive: mcz_ssg_certs_and_keys.zip

Date  Time Attr Size Compressed Name
2009-02-21 09:46:18 ....A 441 269 ssgcli\ssgcli.conf
2009-02-21 09:46:46 ....A 870 707 ssgcli\ssgcli.der.crt

2009-02-21 09:46:46 ....A 1658 1652
ssgcli\ssgcli.eXchange.pkcs12.keystore.p12

2009-02-21 09:47:14 ....A 2351 1800 ssgcli\ssgcli.jks.keystore
2009-02-21 09:46:28 ....A 1233 874 ssgcli\ssgcli.pem.cer
2009-02-21 09:46:48 ....A 1800 1293 ssgcli\ssgcli.pem.cer.stunnel
2009-02-21 09:46:28 ....A 1233 874 ssgcli\ssgcli.pem.crt
2009-02-21 09:46:18 ....A 655 485 ssgcli\ssgcli.pem.csr
2009-02-21 09:46:18 ....A 561 448 ssgcli\ssgcli.pem.private.key
2009-02-21 09:46:44 ....A 3615 2045 ssgcli\ssgcli.pem2.crt
2009-02-21 09:46:46 ....A 2684 2678 ssgcli\ssgcli.pkcs12.keystore.p12
2009-02-21 09:47:14 D... 0 0 ssgcli

2009-02-21 09:45:08 .. A 441 271 ssgtwy\ssgtwy.conf
2009-02-21 09:45:32 ....A 870 705 ssgtwy\ssgtwy.der.crt

2009-02-21 09:45:38 ....A 1658 1654

ssgtwy\ssgtwy.eXchange.pkcs12.keystore.p12

2009-02-21 09:46:00 ....A 2351 1799 ssgtwy\ssgtwy.jks.keystore
2009-02-21 09:45:24 ....A 1233 876 ssgtwy\ssgtwy.pem.cer



2009-02-21 09:45:38 ....A 1800 1294 ssgtwy\ssgtwy.pem.cer.stunnel
2009-02-21 09:45:24 ....A 1233 876 ssgtwy\ssgtwy.pem.crt
2009-02-21 09:45:10 ....A 655 484 ssgtwy\ssgtwy.pem.csr
2009-02-21 09:45:10 ....A 561 447 ssgtwy\ssgtwy.pem.private.key
2009-02-21 09:45:32 ....A 3615 2044 ssgtwy\ssgtwy.pem2.crt
2009-02-21 09:45:34 ....A 2684 2682 ssgtwy\ssgtwy.pkcs12.keystore.p12
2009-02-21 09:46:00 D.... 0 0 ssgtwy
2006-12-19 21:43:44 ...A 1399 1028 DemoCA.pem.crt
2006-12-19 21:43:44 ...A 991 781 DemoCA.der.crt
2006-12-19 21:43:44 ...A 4236 2363 DemoCA.pem2.crt

40828 30429 27 files

Objects with the file extensions of “cer”, “crt” aricrt.stunnel” are X.509

Certificates. Objects with the file extensions pkés12.keystore.p12” and
“Iks.keystore” are keystores — in PKCS#12 and JégStore formats respectively.
Keystores are password-protected. Passwords ajgvissgtwy” for
“ssgtwy.pkcs12.keystore.pl2” and “ssgtwy.jks.kegstoand “ssgclissgcli” for
“ssgcli.pkcs12.keystore.p12” and “ssgcli.jks.keystoBoth keystore types contain
the same private key. The reason there are twatssbme cryptographic tools use
the PKCS#12 keystores and others use the JKS kegstdave a set of scripts |
developed years ago, which produce all the diffef@mns at in the same session so it
is more trouble for me to remove the ones | dosé then to keep all of them.

The Certification Authority (CA) certificate, useéa sign the end-use certificates for
ssgtwy and ssgcli, is DemoCA. DemoCA'’s certificiaten the DemoCA.*.crt. All
pem, pem2 and der are different encodings of theeszertificate. Use whichever
comes first. PEM format is a Base64-encoded versidhe DER format. If asked to
paste the certificate, paste the content of the RitMat certificate.

Unzip the content of the archive to a convenierdgalory.

15.4.1 Add Certificates and Keys to the Gateway store

Pull down the Manage menu of the SSG Manager andsshManage Certificates.
Figure 15-22 illustrates this.

@ Connect @ Disconnect %‘ Refresh q’l Home E Manage... ,.’-__J. Maonitor... (,»_5) Help...

Assertions | Identity Providers | B Manage Certificates k
E-%&: Policy Assertions Bl Manage Private Keys

" @ Access Control . Manage Global XML Schemas
[+ [ Transpert Layer Security {TLS)

[ 03 XML Security [73] Manage Cluster-Wide Properties
-- 3 Message Validation/Transformation = Manage Listen Ports

M TS Mana—on M diea

Figure 15-22 Activate the Manage->Manage Certificas functionality

Click the Add button, select the Import from a Folgion and Browse to where the
certificates are, see Figure 15-23.



Policy Assertions

[#- [ Access Control 2

- [ Transport Layer 5 Trusted Certificates:

- 3 XML Securlt}: . » I piration

[#- Message Expiration Date
[#- [[] Message Routing

Add Certificate Wizard

Steps
Selact one of the following methods for obtaining a certificate;
1. Enter Certificate Info
2. View Certificate Details " Retrieve via 551 Connection (HTTPS or LDAPS URL): |

3. Specify Certificate Options

S
=

Enter the HTTPS URL of the certificate, import the certificate file, or cut and paste the certificate in PEM format into the window, =

=

Hack | Next | Pl Cancel | Help |

Figure 15-23 Start the certificate import process

Pick DemoCA.crt, click Open, Figure 15-24, andlcidext.

x
Look in: I[E] certificates_and_keys LI I 3 =

m'

My Recent
Documents

File name: |DemoCA.der.crt Open

Files of type: I;\” Files ;I Open selected f

Figure 15-24 Pick the CA certificate

The Certificate Details panel will appear, Figute2b. Click Next.

Tp Add Certificate Wizard x|
SEES Certificate Name:  |DemoCA
1. Enter Certificate Info
2. View Certificate Detail E2E=
3. Spedfy Certificate Options
Creation date: Tue Dec 19 21:43:42 EST 2006
Expiry date: Sat Sep 17 20:43:42 EST 2016
Issued to: EMAILADDRESS =mczapski@seebeyond. com, CN=DemoCA, OU=DemoCA Security Division, O=DemoCA |
Serial number: 1]
Issuer: EMAILADDRESS =mczapski @seebeyond.com, CN=DemoCA, OU=DemoCA Security Division, O=DemoCA |
SHA-1 fingerprint: SHAL:BC:72:22:8C: 50:D4:AC:9C:D9: 29:EE:B2:31: 55: 7A:ED:ED:80:3D:27
MDS5 fingerprint: MD5:0B: AF:B1:C2:ES:81: 3F:6C:D5: 3F:3B: CA:BD:55:96: 22
Key usage: <Not present:
Key type: RSA
RSA strength: 2048 bits
RSA public exponent: 10001
1 | D
| Enter the certificate name and view certificate details. -
-
Back Finish Cancel | Help |

Figure 15-25 Certificate details



Check the Signing Certificates ... checkboxes arak ¢finish, see Figure 15-26.

T Add Certificate Wizard =

Ste ] ]
ps Select one or more certificate usage options:
1. Enter Certificate Info [~ Outbound SSL Connections
2. View Certificate Details
3. Specify Certificate Options |w Signing Certificates for Outbound 55L Connections

¥ Signing Client Certificates

[~ SAML Attesting Entity (applies to Sender-Vouches only)

Outbound S5L Connections: Using HTTPS or LDAPS, the SecureSpan Gateway can connect to protected Web services or =
LDAPS directories hosted on S5L servers that use this certificate. This option should be selected if the server certificate is
self-signed.

Signing Certificates for Outbound SSL Connections: Using HTTPS or LDAFS, the SecureSpan Gateway can connect to
protected Web services or LDAPS directories hosted on SS5L servers whose certificates were signed by this certificate authority. =

Back | IMext | Finish[\J Cancel | Help |

i:igure 15-26 Select certificate usage options

Repeat the steps to import the “ssgcli” certific#ite certificate that will represent the
SecureSpan VPN Client. Select the other three ssagshown in Figure 15-27.

Ttp Add Certificate Wizard X

HELE Select one or more certificate usage options:

1. Enter Certificate Info
2, View Certificate Details

3. Specify Certificate Options [ Signing Certificates for Outbound 55L Connections

[ signing Client Certificates
¥ Signing SAML Tokens

[¥ SAML Attesting Entity (applies to Sender-Vouches only)

Outbound S5L Connections: Using HTTPS or LDAPS, the SecureSpan Gateway can connect to protected Web services or o
LDAPS directories hosted on S5L servers that use this certificate. This option should be selected if the server certificate is
self-signed.

Signing Certificates for Outbound SSL Connections: Using HTTPS or LDAPS, the SecureSpan Gateway can connect to
protected Web services or LDAPS directories hosted on S5L servers whose certificates were signed by this certificate authority, =

Back | Next | Finish[\l Cancel | Help |

Figure 15-27 Select usages for the VPN Client cditiate

The “ssgcli” certificate will be used by the Gatewta validate ssgcli’s digital
signatures over messages received from it, anddyet messages bound for the
ssgcli, the VPN Client. The DemoCA Certificate s&d to validate certificates which
were issued and signed by the DemoCA. Both ssgdlisagtwy certificates were
issued by the DemoCA. Finish import by clicking these button, Figure 15-28.

x|

Trusted Certificates:

MName Brpiraﬁon Date Usage | Addl

" Ipemoca 09/17/2016 Sign Server, Sign Client
ssgdli 05/02/2011 SSL, Sign SAML, SAML Atte. .. Remove |
Properties |
Certificate Validation | [:Close |

Figure 15-28 List of certificates in the Gateway’store



Now let’'s add the “ssgtwy” private key, residingtire PKCS#12 keystore. The
ssgtwy private key will be used by the Gatewayigitally sign outbound messages
and to decrypt inbound messages.

In the SSG Manager pull down the Manage drop dawhsalect Manage Private
Keys. Click the Import button, locate the ssgtwggik2.keystore.pl2 file, select it,
enter the password “ssgwtyssgtwy”, enter “ssgtws/aa alias, click OK and click
Close. Figure 15-29 shows the new private key ingobinto the Gateway store.

i

Gateway Certificates with Private Keys:

Location Alias Subject Key Type Expiry
| |software Static CM=353.58Us.5Un. com RSA 1,024bits  |18/02/2011
Software DB ssgbary EMAILADDRESS=michael.czapski... |RSA 512 bits 02/05/2011

Properties |

ﬂ Close 1\5 |

Figure 15-29 Begin Import of the ssgtwy private key

The Gateway now has the certificate that will bedusy the VPN Client, the private
key the Gateway will use and the CA Certificatejalitwill be used to validate
certificates issued by it.

15.4.2 Add Private Key and Certificate to the VPN Client store

Switch to the VPN Client Ul. Click Properties, sghtto Identity Tab and click the
View Client Certificate button, click the Importi€ht Certificate button, Figure
15-30.

General Identity | Network! ¥ML WPN Client Policy | Service Poﬁciasl

Usgfl Name: ladmin

word: !************

¥ Save Password

[ Use Credentials from Client (HTTP Basic Authentication)
I Use Windews Ramain Laain
Certificates: View Server Certificate View Client: Certificate
T = e e

X

There is no dient: certificate for use with
SecureSpan Gateway 5sg.aus.sun.com.

Impart Client Certificate L\\(ﬂ/

Request Client Certificate from Gateway |

Close |

Figure 15-30 Start the Import certificate wizard




Locate the PKCS#12 Keystore, which is what the wizs actually looking for,
select it and click the Import Certificate buttéigure 15-31. There is a bit of
confusion of terms here. PKCS#12 Keystore, comgitine private key, is a different
object from the X.509 Certificate, but never militie PKCS#12 keystore contains
both the certificate and its corresponding privadg.

™ select client certificate x|
Look in: I@ ssgcli j T EE
m ssgcli.eXchange.pkes1 2. keystore,pl2
<7 8% ssqclipkes12. keystore,pl12
My Recent
ks < 2 —
BOEHmEnE File name: |ssqcli.pkes12.keystore.p12 ﬁmport certificate |
o
9 Files of Eype:  |(*,p12) PKCS#12 Persanal Digital Certificate =] Cancel |

Figure 15-31 Select and import the PKCS#12 Keystore

Specify “ssgclissgcli” for the password and clicK.Gsuccessful import will be
conferment, see Figure 15-32.

ﬂbclient Certificate Imported Successfully 1'

New Client Certificate

Creation date: Sat Feb 21 09:46:26 EST 2009

Expiry date: Mon May 02 08:46:26 EST 2011

Issued ta: EMAILADDRESS=michael. czapski@sun. com, CN=ssgcli, OU=ssgcli, O=ssgcli via SomeCompany Sydney, ST=NSW, C=AU
Serial number: 65

Issuer: EMAILADDRESS=mczapski@seebeyond.com, CN=DemoCA, OU=DemaCA Security Division, O=DemoCA Certification Authority, L=Sydney, ST=N3W, C=AU
SHA-1 fingerprint: SHAL:C6:23:F9:EC:0E: AD: CB:42:75:48:EC: 3B:DB:E9: 1E: 27:18:27:63:D8
MDS fingerprint: MDS:1C:78:64:96:56:30:5A: 75:A0:11:19:17:71:9F: A2:95

Key usage: Digital Signature, Key Encipherment
Key bype: RSA
RSA strength: 512 bits

RSA public exponent: 10001

Figure 15-32 Successful import of the Keystore

Done. The VPN Client now has cryptographic objestsne of which it will need for
digital signing of outbound messages and decrypifanbound messages.

15.5 Create Java CAPS Environment

Create a Java CAPS Environment, WSSecGateEnvuasaled in Figures Figure
15-33 through Figure 15-36.

SErvers |
Elu CAPS Environments

e
-- EG;CASAEHVU#T CZonfigure SMME Ageh

B B8 jwsEny

Paste

Figure 15-33 Create Java CAPS Environment

Add a Logical Host. Add a Sun Java System Applicagerver and a Sun Java
System Message Queue. See Figure 15-34 for the opimuns to use.



Eu CAPS Environments
- 8B JCASAENY
- 8 JCASAENVUAT
- 8 JwsEnv
=8 jwssecGateEnv
: i ogicalHost1

Mew 4 Sun Java System Message Queue
Sun JMS IQ) Manager
Unified M5 Resource Adapter

ACL Management
Version Control  »

Sun Java System Application Server

Delete
Rename

Figure 15-34 Add an Application Server to the Envionment’s Logical Host.

Set the properties for both to provide authenticatredentials, host names and port
numbers that reflect your environment. When configuproperties for the JIMS
Message Server, provide the Sun JMQ Server URLitichtdes the redelivery
handling incantation. For me the URL looks likettelaown in Figure 15-35.

Figure 15-35 JMQ URL with redelivery handling incantation

mq://localhost:37676/?IMSJCA . redeliveryhandling=1:m ove(same:$DLQ)

Add a new UDDI External System container and moiigyproperties to reflect your
environment. Part of the process is illustrateBigure 15-36.

Eu CAPS Environments
- {8 JCASAENV
it {8 JCASAENVUAT
- WsEny
=X ’@- P NSSecGateEny

Iﬁ---gﬁmgimlHostl

----- &SunJa\-'ESystemAppliﬁﬁnnSEWer1

----- ElﬁunhvaSystemMessageSrvl

Create a UDDI External System

UDDI External System Name: | UDDIRegistry

Figure 15-36 Add new UDDI External System

We will add and configure Web Services Client aedv8r External System
containers as we go along in solution development.

15.6 Obtain and use the Apache TCP Mon

One of the issues with SOAP decoration, which iatiTOM and others do, is that
the on-the-wire message looks different from whatdending and the receiving
applications see. It is very hard to make the appibn server and the client log what
they are sending and receiving and even then thergood chance that what is
logged differs from what is sent / received. To wbat is really exchanged a wire
snooper of some sort is required.



Apache TCP Mon, sd#tp://ws.apache.org/commons/tcpmon/index.htrah be used
as a convenient proxy to view the on-the-wire mgssaxchanged between web
services invokers and providers. Download the TG Klom the site. Tutorial at
http://ws.apache.org/commons/tcpmon/tcpmontutditizl has a nice explanation of
the usage modes.

To start the TCP Mon from the command line in &ctiintermediary mode with
specific host and port configuration one could @yWindows):

C:> cd C:\tools\tcpmon-1.0-bin\build
C:> tcpmon.bat 38081 localhost 38080

This will start the TCP Mon with the listening p@®081, relaying messages to port
38080 on localhost.

C:> cd C:\tools\tcpmon-1.0-bin\build
C:> tcpmon.bat 8888

This will start the TCP Mon as a proxy listeningmort 8888. One needs to configure
one’s client to use the proxy.



