Chapter 5
WS Security in GlassFish ESB

Michael.Czapski@sun.com, Revision 0.4.0.01, January, 2010

In this document | explore the effects of selected web services security policies on
SOAP message exchange in the GlassFish ESB v2.1 (and v2.2 as of December 2009
—rev 0.4)

To provide early access | intend to release revisions of this document as significant
new sections become available.

This is a work-in-progress document.
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5.1 Chapter Content

GlassFish ESB v2.1 uses the Metro stack for welicsss standards support.

This chapter explores selected methods of appkgegrity to the channel over which SOAP
messages are exchanged and the SOAP messagesithemssing a basic BPEL 2.0-based
invoker and provider set.

A pair of projects, an invoker and a provider, ased to provide the logic. Composite
Applications are used to apply different variantsecurity policies. There will be one pair of
Composite Applications for each security policyd@monstrate that security is a non-functional
requirement and to show how security policy andiaafion logic can be separated such that
change in one does not require change to the other.

The following aspects of security policies are exgdl:
* None
e« HTP BC Channel Security - SSL / TLS with Serveresiklithentication
e HTTP BC Channel Security - SSL / TLS with MutualtAentication
e EJB Channel Security - SSL / TLS with Server-sidgh®ntication
e EJB Channel Security - SSL / TLS with Mutual Auttieation
* JBl-based Service — Exploring WS-Addressing
e Pre-requisite Cryptographic Objects

« Message Encryption
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For each variant an end-to-end solution will bdtkand exercised. Server.log traces from both

sides will be inspected and discussed as necetssalarify what is happening during the
process.

5.2 Assumptions and Notes

To explore different options for securing web seesiin GlassFish ESB v2.x it is necessary

to obtain and install the GlassFish ESB v2.x sofew®istribution, as at September 2009, can be

downloaded fronittps://open-esb.dev.java.net/Downloads.H@wsl of December 2009 GlassFish

ESB v2.2 is available). Since installation of Giish ESB is adequately documents, see

http://wiki.open-esb.java.net/Wiki.jsp?page=UsingGtassFishESBInstallationGlUhstallation
instructions are not repeated here. It is assuhmdhie GlassFish ESB v2.x installation exists
and is functional. This also assumes that the Ne86ax IDE, distributed as part of GlassFish
ESB, is installed and operational. Issues have bemorted with different version of the JDK 6.
GlassFish ESB installation used for examples deezlon this chapter uses JDK 1.6.0_16.

Exploration of channel security, while possibleét single installation of GlassFish ESB, will
be easier if two instances of GlassFish ESB, ondifferent hosts, are available. If not, it will be
hard for the reader to follow SSL Handshake logsages and figure out which are produced by

the invoker and which are produced by the proviB@amples in this chapter will use two

separate hosts for these projects. Typically, #rees-side implementation will be deployed to a
host whose fully qualified domain name (FQDN) iadit.ssc and client-side implementation will

be deployed to a host whose FQDN is mcz02.aus @un.c

Note

In January 2010 | switched to using a virtual host for the “remote” side of
the two-host configuration. My Blog entry “GlassFish ESB v2.2 Field
Notes - Installig GlassFish ESB on the Basic JeOS Appliance for LB and
HA Testing”, at

http://blogs.sun.com/javacapsfieldtech/entry/glassfish esb v2 2 field,
discusses the process of building a VMware appliance with GlassFish
ESB v2.2 runtime. This appliance can be used to substitute for a physical
second host.

It is assumed that the NetBeans IDE and one instahthe GlassFish Application Server are co-
hosted on the same machine. Each time | use thregsipn “the local instance of the GlassFish”
I mean the instance of the GlassFish which is ezgidn the same host as the NetBeans IDE

used for development. If this is not the environtneu use adjust as required.

5.3 Person Service XML Schema and WSDL Interface

A basic web service provider, which we will developd use to explore web services

security, will accept a request with a person ifiemtand will return a small set of person details
for the selected person. This is a request/repljice Since data returned by the service is not

- - [ Formatted: NoteH

J

. ‘[Formatted: NO

of importance we will not bother with details siahsearching a database for person details. We

will simply hardcode the response.
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The request and response messages will conforhetdML Schema shown in Listing 5.3.1.

Listing 5.3.1Person XML Schema

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema

xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://xml.netbeans.org/schema
xmins:tns="http://xml.netbeans.org/schema/Perso

elementFormDefault="qualified"

>

<xsd:element name="PersonReq">

<xsd:complexType>
<xsd:sequence>

<xsd:element name="PersonID" type="

</xsd:sequence>
</xsd:complexType>

</xsd:element>

<xsd:element name="PersonRes">

<xsd:complexType>
<xsd:sequence>

<xsd:element name="PersonID" type="

<xsd:element name="FamilyName" type

<xsd:element name="Middlelnitials"
type="xsd:string" minO

<xsd:element name="GivenName" type=

<xsd:element name="Gender" type="xs
<xsd:element name="AddressDetails"
<xsd:complexType>
<xsd:sequence>
<xsd:element name="Stre
type="xsd:
<xsd:element name="City
type="xsd:
<xsd:element name="Post
type="xsd:
<xsd:element name="Stat
type="xsd:
<xsd:element name="Coun
type="xsd:
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="CreditCardDetail
<xsd:complexType>
<xsd:sequence>
<xsd:element name="Card
type="xsd:
<xsd:element name="Card
type="xsd:
<xsd:element name="Expi
type="xsd:
<xsd:element name="Secu
type="xsd:
</xsd:sequence>
</xsd:complexType>
</xsd:element>

</xsd:sequence>
</xsd:complexType>

</xsd:element>

/Person”
n"

xsd:string"/>

xsd:string"/>
="xsd:string"/>

ccurs="0"/>
"xsd:string"/>

d:string" minOccurs="0"/>

minOccurs="0">

etAddress"

string" minOccurs="0"/>
Town"

string" minOccurs="0"/>
Code"

string" minOccurs="0"/>
eProvince"

string" minOccurs="0"/>
try"

string" minOccurs="0"/>

s" minOccurs="0">

Type"

string" minOccurs="0"/>
Number"

string" minOccurs="0"/>
ryDate"

string" minOccurs="0"/>
rityCode"

string" minOccurs="0"/>

Chapter 5, 4



<xsd:element name="PersonFIt">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="PersonID" type=" xsd:string"/>
<xsd:element name="FaultDetail" typ e="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

</xsd:schema>

The service interface will conform to the WSDL irfitee document shown in Listing 5.3.2. This
service uses messages defined in the Person XMéng&ckhown in Listing 5.3.1.

Listing 5.3.2PersonAbsSvc WSDL Interface Document

<?xml version="1.0" encoding="UTF-8"?>

<definitions
name="PersonAbsSvc"
targetNamespace="http://j2ee.netbeans.org/wsdl/ CommonXML/PersonAbsSvc"
xmins="http://schemas.xmlsoap.org/wsdl/"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"

xmins:tns="http://j2ee.netbeans.org/wsdl/Common XML/PersonAbsSvc"
xmins:ns="http://xml.netbeans.org/schema/Person "
xmins:plnk="http://docs.oasis-open.org/wsbpel/2 .O/plnktype">
<types>
<xsd:schema
targetNamespace="http://j2ee.netbeans.o rg/wsdl/CommonXML/PersonAbsSvc">
<xsd:import
namespace="http://xml.netbeans.org/ schema/Person”

schemalocation="Person.xsd"/>

</xsd:schema>
</types>
<message name="getPersonDetailsRequest">

<part name="msgPersonDetailsReq" element="n s:PersonReq"/>
</message>
<message name="getPersonDetailsResponse">

<part name="msgPersonDetailsRes" element="n s:PersonRes"/>
</message>
<message name="getPersonDetailsFault">

<part name="msgPersonDetailsFIt" element="n s:PersonFIt"/>
</message>
<portType name="PersonAbsSvcPortType">

<operation name="getPersonDetails">

<input name="input1l" message="tns:getPe rsonDetailsRequest"/>
<output name="output1l" message="tns:get PersonDetailsResponse"/>
<fault name="faultl" message="tns:getPe rsonDetailsFault"/>
</operation>
</portType>

<pInk:partnerLinkType name="PersonAbsSvc">
<plnk:role name="PersonAbsSvcPortTypeRole"
portType="tns:PersonAbsSvcPortTy pe"/>
</plnk:partnerLinkType>
</definitions>

Note that this WSDL document only defines the Adxsttpart of the interface. We wili most
casesadd concrete part for each project variant we e¥plore. This WSDL definition will be
named PersonAbsSvc.
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To save the effort the client implementation wil &xposed as a web service and will be

triggered using a SoapUl web service testing ptojeute interface definition, TriggerCon, is

shown in Listing 5.3.3.

Listing 5.3.3TriggerCon WSDL Interface Document

<?xml version="1.0" encoding="UTF-8"?>
<definitions
name="TriggerCon"
targetNamespace="http://j2ee.netbeans.org/wsdl/
xmins="http://schemas.xmlsoap.org/wsdl/"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:tns="http://j2ee.netbeans.org/wsdl/Common
xmins:ns="http://xml.netbeans.org/schema/Person
xmins:plnk="http://docs.oasis-open.org/wsbpel/2
xmins:soap="http://schemas.xmlsoap.org/wsdl/soa
<types>
<xsd:schema
targetNamespace="http://j2ee.netbeans.o
<xsd:import
namespace="http://xml.netbeans.org/
schemalocation="Person.xsd"/>
</xsd:schema>
</types>
<message name="triggerPersonRequest">
<part name="msgPersonDetailsReq" element="n
</message>
<message name="triggerPersonResponse">
<part name="msgPersonDetailsRes" element="n
</message>
<message name="triggerPersonFault">
<part name="msgPersonDetailsFIt" element="n
</message>
<portType name="TriggerConPortType">
<operation name="triggerPerson">
<input name="input1" message="tns:trigg
<output name="outputl" message="tns:tri
<fault name="faultl" message="tns:trigg
</operation>
</portType>
<binding name="TriggerConBinding" type="tns:Tri
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/s
<operation name="triggerPerson">
<soap:operation/>
<input name="input1">
<soap:body use="literal"/>
<finput>
<output name="output1">
<soap:body use="literal"/>
</output>
<fault name="fault1">
<soap:fault use="literal" name="fau
<ffault>
</operation>
</binding>
<service name="TriggerConService">
<port name="TriggerConPort" binding="tns:Tr
<soap:address location=
"http://localhost:${HttpDefaultPort}/Tr
</port>
</service>
<pInk:partnerLinkType name="TriggerCon">

CommonXML/TriggerCon"

XML/TriggerCon"
.0/pInktype"
p>

rg/wsdl/CommonXML/TriggerCon">

schema/Person"

s:PersonReq"/>
s:PersonRes"/>

s:PersonFIt"/>

erPersonRequest"/>
ggerPersonResponse"/>
erPersonFault'/>

ggerConPortType">

oap/http"/>

It1"/>

iggerConBinding">

iggerConService/TriggerConPort"/>
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<pInk:role name="TriggerConPortTypeRole" po rtType="tns:TriggerConPortType"/>
</pInk:partnerLinkType>
</definitions>

This is a concrete interface. Remember to charg&@DN of the host in the WSDL to that of
your host.

5.4 Common XML Project

Let’s create a Project Group to contain projectsetiged in this chapter. This project group
will be called WSPolicyExploration and will contatime common XML artifacts, the Person
XML Schema, the PersonAbsSvc WSDL and the Trigger®sDL.

Let’s create a New Project ... -> SOA -> BPEL Modulammed CommonXML. Figures 5.4.1
and 5.4.2 show important steps in the process.BRIEL project is just a convenient location
for the XML documents we will be creating.

zl
Steps Choose Project

1. Choose Project Categories: Projects:

% NetBeans Modules ‘I |§ Composite Application -
o e M
ey 1 5 ¥siT Madile =

Description:
|Creates an empty BPEL Module, which may contain multiple BPEL processes.

< Haix | Next > Frizh Cancel Help
L\g

Figure 5.4.1Create BPEL Module

@ New BPEL Module x|
Steps Name and Location
1. Choose Project Project Name: IComrnon!CML

2. MName and Location

Project Location: IG:‘l,GIassFishESB\rE1Projects'|,W5POIicyEproraﬁon Browse... |
Project Folder: IG:\G{assFishESElePrejecIs\WSPoHcyE)qioraﬁm\Como;m

¥ Set as Main Project

< Back | NEXE = | Finish I Cancel Help

Figure 5.4.2Naming the project and specifying location

The skeleton BPEL process model, commonXML.bpei,lmadeleted since it will not be used.
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Right-click the project name and choose New ... -heDt.. -> XML -> XML Schema, Figure

5.4.3.

x|
Steps Choose File Type
;. Choose File Type Praject: {5 CommoniML =

Categories: File Types:

21 XML *| |E XML Document Ai
[:I Other LI l‘;j =

Description:

|Creates an XML Schema document that specifies the namespace and data type =

=1

< Back | Mext >£ I Brish

Cancel

Helo

Figure 5.4.3Create a new XML Schema

Name this schema Person and click Finish.

When the new XML Schema document opens in the reditcdow, switch to the Source view

and select all the text. Figure 5.4.4 illustratés.t

Figure 5.4.4Select the content of the new XML Schema document

| [ Personxsd x —
Sorce TSchems  Devon [[@ W-H-| QAR SR &Ll n|e
a <?xml version="1.0" encoding="UIF-§"3>
2
3 <xgd:schema xmlns:xsd=""huctn://www.w3.org/2005L/XMLS at
4 rargecNamespace="hotp: A/ Enl . nethegns . org/ echemy / Ferson”
5 smins:cna="hEtoop:// uaml, netheans. org/3chema/Peraon”
[ elementFormDefaulc="guslifi=d">
b
8 {fxsd:schemabl

Paste XML Schema text from Listing 5.3.1 in plaf¢he selected text. Check XML and
Validate XML, illustrated in Figure 5.4.5, and resoany issues that might have arisen.
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@Pason,xsd* x] :
Srce  shema Desn [ W-B- QISR @B 0 0] D
3 <?xm] version="1.0" encoding="UIF-8"72> F%
2 Chedk XML (Alfﬁi
3 <x=sd:schema
4 xmlns:xed="http://www.w
5 targetNamesp Fers
& zmins:tns="htt L
7 ele: tFormDefault="

g b

9

10 (- <xsd:element name="PersonReg™>

i E <xsd:complexType>

132 |- <xsd:=sequence>

13 <xsd:element name="Fer=zonlD” type="xsd:string"/>
14| | </xad:sequence>

15| </x=2d:complexTypes>

16| [ </xsdielensnt>

i)

18- <xsd:element. name="FPersonRes">

15 E <xsd:conplexType>

20 |- <xsd:sequence

21 <xsd:element mnam

22 <xsd:element n

23 <xsd:element nam

24

25 <xsd:element nam

26 <xsd:element n

ETE <xsd:ielement name="5% 1s "
28 : <xsd:complexType:>

Figure 5.4.5Check and Validate
Save the new schema.

Create a New ... -> WSDL Document ..., named Person¥hsBhis will be an Abstract WSDL
Document. Figure 5.4.6 illustrates the first dialedgox involved in the process.

Click Next to advance to the next panel.

Change the name of the operation to getPersonBe@iiange names of Input and Output
message parts to msgPersonDetailsReq and msgPetaBiRes respectively. Add a new Fault
message part and name it msgPersonDetaisIFIt.d-gdr7 illustrated the dialogue box at this
point in the process.

For each message part click the small ellipsisolbudind choose appropriate element from the
Person XML Schema. For msgPersonDetailsReq itheilPersonReq, for msgPersonDetailsRes
it will be PersonRes and for msgPersonDetailsHiilitbe PersonFlt. Figure 5.4.8 illustrates a
step in this process. Figure 5.4.9 shows the disddgpx with all parts with correct elements.

Click Finish to complete the wizard. The resultWgDL should look like that shown in Listing
5.3.2.
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x

Steps Name and L i

1. Choose File Type File Name: IPErsonAbsSvc
2. Name and Location
3.  Abstract Configuration

Project: |CommorimL

Folder: |src Browse. .. |

Created File: |6:\GlassFishESBv2Projects\WSPolicyExploration\CommonXML src\PersonAbsSve.wdl

Target Namespace: Ihth:l:LﬁZEe.neﬂ:\eans.orgfwsd]fCommonXML!PersonAbsSvc
WSDL Type: (+ pAbstract WSDL Document
{~ Concrete WSDL Document

< Baick | Mext > ﬂ Einish Cancel Help

Figure 5.4.6Create a new Abstract WSDL, step 1

@ New WSDL Document x|
Steps Abstract Confi i
1. Choose File Type Port Type Name: IPErsonAbsSchortType

2. Mame and Location
3. Abstract Configuration Coperaiion Name: |geiPersonDetaiIs)

Operation Type: |Request—Response Operation d

th Message Part Mame Element Or Type
wsd:string

(gmmb Message Part Name Element Or Type
xsd:string

< Back | MNext = | Finish i! Cancel Help

Figure 5.4.7Name operation and message parts

Chapter 5, 10



[~ x|

Abstract Confi

Port Type Name: IPErsonAbsSvd’ortT\fpe

: . N W select Element Or Type LI
Operation Name: |geh°ersonDeta|s : CH By File )
Operation Type: lRequestﬂesponse Operation \ ;I E}% CommonXML

=] @ src/Person. xsd
Input:
2 Elements por
€% PersonFlt
Cutput:
Built-In Schema Types
O anyType
H anyURI {restricis
Fault: O base64Binary (1
msgPersonDetailsFit  |xed:string £l boolean
@ byte frest =l
Add | Remove |
¥ Generate partnerlinktype automatically. ok I Cancel Help |
less™
minOccurs="g"/>
<Back | Next > | Finish | Cancel | Help |
" minCccurs="go"/>
Figure 5.4.8Change message part types
W New WSDL Document x|
Steps \b Co
1. Choose File Type Port Type Name: IPErsonAbsSvd’crtType
2, Mame and Location
3. Abstract Configuration Operation Name: IgetPersnnDeia\Is
Operation Type: IRequestﬂesponse Cperation j
Input:
Output:
Fault:
v Generate parinerlinktype automatically.
4
< Back | Next= | Finish [\] Cancel | Help. |

Figure 5.4.9Completed Abstract Configuration

Finally, let's create the TriggerCon WSDL, whichMaie used to expose the client
implementation as a web service so it can be treghby a SopaUl web service testing project.
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Create a New -> WSDL Document, names TriggerConilltbe a Concrete WSDL, SOAP
Binding, Document/Literal Type. Figure 5.4.10 shaiws dialogue panel at this step in the

process.
W New WSDL Document x|
Steps Name and Locati
1. Choose File Type File Mame: ITriggerCon
2. Name and Location
3. Abstract Configuration
4.  Conoete Configuration Project: lcm
LS [ |

Created File! IG:\Glam#‘ESBvZJPrmcm\WSPoﬁcyEmlmahm\Cmmonm\src\TnggaCon.wsdi

Target Namespace: ihtﬂ::.ﬁ’JZee.neﬁJeans‘orgf'NsdfCommoanLﬁnggerCon
WSDL Type: " Abstract WSDL Document
% Concrete WSDL Document

Binding: [s0ar =
Type: e

<gack | Next>| B | canel | Hep |

Figure 5.4.10Concrete WSDL, SOAP, Document/Literal

Click Next to advance o the next panel. Changeaijmer name to triggerPerson. Change

message part names to msgPersonDetailsReq, msgPetaiisRes, add a Fault part and name it
msgPersonDetailsFIt. Change “Element or Type” lier message parts to Personreq, PersonRes

and PersonFIt, much the same way as was doneddetsonAbsSvc WSDL earlier. Figure
5.4.11 illustrates the final panel.

W New WSDL Document x|
Steps Abstract G
1. Choose File Type Port Type Name: [TriggerConPortType
2. Name and Location
3. Abstract Configuration {_ Operation Name: |h'iggerPerson b
4, Concrete Configuration

Operation Type: |RequestREsponse Operation LI

ns:PersonReg

Output: | Message Part Nams | Flement Or Type |

ns:PersonRes

Fault:

ns:PersonFlt

<Back |[ Mext> ,:i St Gl Help

Figure 5.4.11TriggerCon WSDL abstract configuration
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Click Next, accept defaults and click Finish.

Our project, CommonXML, should look like that shoumrFigure 5.4.12.

Eile Edit View Mavigate Source Refactor Run D

[FEd%oe

| | services [

Person.xsd

3| PersonAbsSwec.wsd|
! @ TriggerCon.wsdl
B[ Referenced Resources

Figure 5.4.12XML Schema and WSDL in CommonXML

5.5 PersonSvc BPEL Module

Let’s create the BPEL Module project, PersonSvanfglement, in BPEL 2.0, the service
whose interface is defined by the PersonSvc WSBICammonXML project.

Right-click in any blank area of the Project Exglowindow and choose New Project ... -> SOA
-> BPEL Module. Name the project PersonSvc.

Expand the node tree to “Referenced ResourceshtRIigk “Referenced Resources” and
choose Add -> Project Resource ..., as illustratefigare 5.5.1.

ey ITIgQeru.on. wsal

‘3 Referenced Resources
E% PersonSvc

E}a Process Files

E-----E personSwe.bpel
Y ol = ferenced Resources

] Project Resource. ..

) Remote Resource...
Find... Ctrl+F

Figure 5.5.1Add Project Resource
Locate the WSDL PersonAbsSvc and click Open, astithted in Figure 5.5.2.
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Eﬁ PersonSvec - 3%
E}@ Process Files :
| @ personSve.bpel

(@open X
=2 oEE
Iﬁ TriggerCon.wsdl
File name: IPersonAbsSvc.wsdl Qpefh |

Files of type: |m| Files LI Cancel| Open selected file

Figure 5.5.2Locate PersonAbsSvc WSDL

Open the BPEL process, personSvc.bpel, if it isahetady open, and drag the reference
CommonXML/PersonAbsSvc onto the target marker énldffit-hand swim line, as shown in
Figure 5.5.3.

=

LR - Sl
E,EI PersonAbsSve.wsedl e, 1N

i EE] TriggerCon,wsdl peragOaNe -

1
i . [0 Referenced Resources :
225 PersonSve O

EI_@ Frocess Files Procesk Stark
: E personSve,bpel

Figure 5.5.3Drag PersonAbsSvc WSDL reference onto the processs
Name the partner link PersonRR.

From the Web Service Palette drag Receive, AssigrReply activities onto the target markers
inside the personSvc process scope, as shownuneFg5.4.
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i ODEEE =
Source Design Mapper  Logai ﬁ srell | B =l Web Service
i ] T —
= |Erepy ] Partmertink
persunSy'E_ “?ﬂ_‘_‘,..--- I@IHES-"E:I___:
P =1 ] la\ra_ﬂ"}cipt
® Vq!-r‘jate
P : ‘ i:lg;n:ptv
i i
H @ Wait
' ' s | £0) Throw
: PersonRR | ; -:.‘ @Rﬂmuw
' 4 S| @ et
& Re(g Bl v
| g=tPersa.., | EEI @ @ Compensate
| M@l b == | @) CompensateScope
.%5--.. ........... = §t o =
‘ ¥ If -i;; While

Figure 5.5.4Add Receive, Assign and Invoke activities

Connect Receive and Reply activities to the PerBop&tner Link, as illustrated in Figure 5.5.5.

personsve
ah
|E
- s e— @ i
PersonBR || [ =i e
i ‘ Recdivel
w I
| gerPeiBhy, Assignl
-3 g
| — v |
"""" Replyl =

Figure 5.5.5Connect Receive and Reply activities to the Partiac

Select the Receive activity, click the Edit icolicicthe Create button alongside the “Input
variable”, change the name of the variable to Gstht#Req, click OK. This will add a variable,
GetPersonreq, which will contain the request mesdaigure 5.5.6 illustrates the interesting
points.
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| | |Empty
i_l _ |Wait |
I PerscrfR ol L) eceivei [Receive] - Property Editor — x|
recfer” | M | o |
‘ l_.E___:_. '_El_e Name: [Receive1 j
B — Ais_'ggil Partner Link: |PerszR / j
L= '0 Operation: |geﬂ3ersonDe13iIs i j
Reflyl Input Variable: | — | Browse ... |
e Orrrr—
Process End CEM‘Er IGetPersonReq| )
Type: |ms:getPersonDetailsRequest
Scope: |persansvc E J Help |
4] — |
i |

Figure 5.5.6Add variable to contain request message

Repeat the process for the Reply activity, namiegvariable GetPersonRes, as shown in Figure
5.5.7.

- A v
| PersonRR =) |
— : I Rﬁuel @ ReThrow |
, = IE"4Rdl ¥ Rerlvi [Reply] - Property Editor i x|
ge 1 Main | Cmeiaﬁms‘l
e \
@ Mame: |Reply1 \
Partner Link: IPersnnRR \ ;I
Operation: Igeﬂ’ersonDemils ;I
b
|1'|'-:--§:IE!'--'I C o esone
Output Variable: | Create ... | .Brnw.:,e...l
ki i
ﬂ FallEame: CM IGetPersonRes ) CHOOSE 0 |
fFaulEYarishle: T |tns.ge 5 DetailsR BroWses . |
| = Scope: IpersonS\rc LI
.._ cors || |

Figure 5.5.7Add variable GetPersonRes to the reply activity

Double-click the Assign activity, or select the Agsactivity and switch to Mapper mode. When
in Mapper, map the request values and literal ¢catbpropriate nodes of the response message.
Figure 5.5.8 illustrates the mapping. Feel freprtavide your own values for the literals.
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i personsvc.bpel = x|

Source  Design | Mapper Lpgghg|

ri=lof

(5 Operator [Eﬁmlean A\ sting FENode [=|Number (] Date 8Time

[ 4 ows

‘Lr]putl Al .|

=47 variables

[#-"3 GetPersonRes

=153 GetPersonReq

- msgPersonDetailsReq

Links

#-4% Partner

Figure 5.5.8Mapping response values

A;'seccode' Jo— |l
| il

Variables {1

GetPersonRes -
msgPersonDetailsRes [ —=
—=PersonID €3 —|
FamilylName €3—

Middlelnitials €5 —

= GiverMame €3 —

Gender €|

AddressDetails ¢¥-=1
StreetAddress {?—

| @]

CityTown €8]

PostCode ¢

StateProvince €5

+ Country €8

CreditCardDetails €F—=1

CardType €8

CardNumber ¢8|

> ExpiryDate ¢F—

» SecurityCode €5

Properties |-

Right-click the name of the project and choose ®utigure 5.5.9 illustrates this.

s INgger.on.wsal

[0 Referenced Resources
- 55 [

Ela Proces
B3 Refere
e @ Ca

MNew ]

Clean

Figure 5.5.9Build the project

The PersonSvc project, which implements servicie)ag ready. We will develop the composite

Clean ang Build

=47 Variables
: -- " GetPersonRes
£} GetPersonReq
EIE msgPersonDetailsReq

_ {E Froperties
-7 Partner Links

application that will encapsulate this logic angldg it to runtime in subsequent sections.
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5.6 PersonCli BPEL Module

Let's create the BPEL Module project, PersonClintplement, in BPEL 2.0, the invoker of
the PersonSvc service. The BPEL process, implemdéntiis project, will be exposed as a web
service using the TriggerCon WSDL, developed earlibis process will, in turn, invoke the
PersonSvc service using the Abstract WSDL intertifened in PersonAbsSvc.

In the new BPEL Module project add two project rase references, the PersdonAbsSvc
WSDL and the TriggerCon WSDL. Figure 5.6.1 illustsaproject hierarchy after these resources
have been added.

EI% Comman¥ML

-3 Process Files

léf| Person.xsd

@ PersonAbsSwve. wsdl
----- E_;] TriggerCan.wsdl
- [J Referenced Resources
[—]% PersonCli

[—:}ﬁ Process Files

- E personCli.bpel
=X E R = ferenced Resources
b @ CommonXML PersonabsSve. wsdl
e @ CommonXMLTriggerCon. wsdl
[]—--% Personsve

Figure 5.6.1PersonAbsSvc and TriggerCon WSDL References Resourc

Open the personCli business process, if it is metdy open. Drag the TriggerCon WSDL
reference to the left-hand (provide) swim line #éma PersonAbsSve WSDL reference to the
right-hand (invoke) swim line. Name the partnekdirfriggerRR and PersonWS respectively, as
shown in Figure 5.6.2.

: -8 Person.xsd
PersonAbsSve, wsdl
gj TriggerCon.wsdl persanCl e

[[ Referenced Resources
@5 PersonChi

3 Process Files .‘,_ bark
E personClibpel | e
i =k G Referenced Resources

: 2 CommonXML/PersonAbsSye, wsdl
: ' CommonXML{TriggerCon.wsdl +--ews14 s PersonWs
&‘.2.:1 PersonSvc |

=

| TriggerRR [Partner Link] - Navigator

BPEL Logical View

5 personCii
Figure 5.6.2Provide and Invoke Partner Links

Recall that both TriggerCon and PersonAbsSvc usadime request and response structures.
BPEL logic we are developing will consist of copyithe request message from TriggerCon to
PersonAbsSvc and the response message from Pes®viAtn TriggerCon. The TriggerCon
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interface will not be secured in any way so we camveniently invoke the client service using
SoapUl. Security policies, if any, will be appliexthe PersonAbsSvc interaction.

Let’'s add Receive, Assign, Invoke, Assign and Reglyvities to the process canvas, connect
Request and Reply to the TriggerRR partner Link landke activity to the PersonWS Partner
Link. Figure 5.6.3 illustrates the process at gfomt in development.

[&] personCiibpel * x| < i=lol

Source | Design ~ Mapper  Logging “TF IT;” @l EAHE
=

personcli

= Q
Receivel
TriggelRR = |9 | Personws [
I | P.ss%;nl )
= [ = |® &
elPe Ih\-‘lf!q_kél
= %]
Fxs-;_n}_;nl
o @

=

Regly1 =

Figure 5.6.3Activities added and connected

Note the “error indicators”. These tell us that\aties are not configured. Figures 5.6.4 and
5.6.5 show error messages for the Assign and tpé/Retivities.

personcli

@ 1 Error x|

@ The content of element 'assign’ is not complete.
One of documentation, targets, sources, copy,
§ extensionAssignOperation is expected.
TriggerR R

X

tnvgket |/

= @

Figure 5.6.4Assign error — no mapping
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@ 1 Error x|
TriggerRR @ For <reply> variable attribute (or its equivalent
1 <toPart > elements) must be specified. If a WSDL
message definition does not contain any parts,
= | then the <toParts: construct must be omitted.

»’-\ss_Egn: V

| = :I(_:’_i:
=)
Replyl

Figure 5.6.5Error on Reply activity

BPEL Editor performs continuous background valigiato it picks up the fact that we did not
finish configuring activities. All these error wible resolved as we continue to work in the
process.

Edit Receive, Reply and Invoke activities and addables that will contain messages —
vTriggerReq for Receive, vTriggerRes for the Repig vPersonReq and vPersonRes for the
Invoke. This is done the same way as has beeniddhe ProcessSvc so no pictures should be
necessary. Figure 5.6.6 calls out variable nameSgroed for the Invoke activity.

I'IT'.??I'."_‘I 0 = @Rﬁm{,w
2 R Persan/s A ﬂ
(=) [ | Invoke1 [invoke] - Properties D x|
|—— =l Main
Invilel Fropeny bdiar J
¢ ® Name Invokel J
=l — |Documentation J
AssignZ EIMessage
;D | Partner Link Perzonis
eyl Port Type PerzonibsSyvePor Type
1 Operation getPersonbetails
# ‘l Input Variable wPersonredg
\ ( Output Variable vPersonRes }
Invoke1 [Invoke] (7]

Figure 5.6.6Variable names for the Invoke activity

We can now complete the Assign activities. Mappm4gssignl are shown in Figure 5.6.7.

v| Al Output Inputl Al g
=-{7F variables Variables {7

-5 vPersonRes
4 vPersonreq
- vTrigerRes
=N 1 vTriggerReq
[#-{-5) Propertie
Eﬁ‘ Partner Links

vPersonRes "4

vPersonreq "5

msgPersonDetailsReq &
PersonID <§}>J

Properties

vTrigerRes g

Figure 5.6.7Mapping in Assignl
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Mapping in Assign2 are shown in Figure 5.6.8.

Bt | L =i
Source Design Mapper Logging |
(" Operator [ [EBoolean 4\ String B Mode |=|Number |/ Date &Time [Z.]BPEL

v" Al omputl Inputl Al .|
|_:_|45» Variables Variables Ep{:J
-4 vPersonRes

vPersonRes L

€% PersonID ) ; vPersonreq [5—+
€2 FamilyName - ] vTrigerRes S5
gi’ :ii\?:r;;ﬁzls == — —=msgPersonDetailsRes [ —Lé_l
2% Gender PersonID €3 —

#-€¥ AddressDetails FamilyName €3 —

#-&¥ CreditCardDetails Middienitials €5

{5 Properties
) Prop GivenName €3 —

[#-"3 vPersonreg
[ L3 vTrigerRes Gender <5
- wTriggerReq AddressDetails €5

-4 Partner Links

CreditCardDetails 5%
Properties [

Figure 5.6.8Mapping in Assign2

In Assign2 we map the root nodes, instead of mapeach individual field. We can do this
because both the source and the destination masasegef the same structure.

Finally, let's configure the process so that ieisient with respect to missing data. Switch to
Design view, click the personCli process scopedmabse “Yes” for the value of process
property “Ilgnore Missing From Data”. Figure 5.6l8strates this.

2] personclibpel = x| o j | || Paiette » x|
souwce | Desgn Mapper togang || [T [T n 51| [ KH| |2 WebSerce B
_j = | =] Invoke @) Receive
THET IC ] | e
L ﬁ? || / (<= Reply B Partmer Link
—" il (] Basic Activities
[=1) Assign |5 JavaScript
() Validate || Empty hd
| personCii [Process] - Properties > X|
: : = =
TriggerRR PersonW's Eli v
* | | Name personCh J
Target Namespace http: ffenterprize.ne. .. J
= == Atomic [
etPer gno =ing From Data ||NA
Per BP persistence optoufia | |
_\ Watting Request Life Spanjiss
UOCUMmeEnia o

Figure 5.6.9Set “Ignore Missing From Data” to “Yes”
The PersonCli project, which implements client-dimigic, is ready. Build the project.

We will develop the composite application that weificapsulate this logic module and deploy it
to runtime in the subsequent sections.
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5.7 Person Service — Plain End-to-End

The service provider and service invoker BPEL Medarde ready. We are now in a position
to create Composite Applications for each and &r@se the solution end-to-end.

Let’s start by creating the composite applicati®ersonSvc_CA_Plain, for the PersonSvc BPEL
module, a web service testing project, PersonSvcTRY® exercise this application, then
perform the service implementation test.

Create a New Project -> SOA -> Composite Appligatitamed PersonSvc_CA_Plain. Once
created, drag the BPEL Module PersonSvc onto thepOsite Application Service Assembly
canvas and click Build. Figure 5.7.1 illustrateis th

| Proje.. 40 X| | Filez |J5ewm | |_| PersonSvc_CA_Plain.casa x

1. Eo
Ei‘...oa Common?(ML Source | Design | = || | | |

PersonCli

JBl Modules

erso s sErsssannEEs
l:l c% PersonSve_CA | Plam
. Service Assembly

{23 Process Files 4
B4 81 Modules Mng

E-5 Test 29
Personsvc

Figure 5.7.1Add BPLE Module to the CASA canvas and Build

Because the service interface WSDL is an Abstra8DWwe don’t see a Binding Component

on the CASA canvas once the build is finished. Wedito provide a concrete binding. AT this
point we could use any available binding. Sinceangebuilding a web service implementation

we will drag the soap binding to the canvas. Figuie? illustrates this.

J [ PersanSvc_CA_Plain.casa * x] < v vl o || Paete
. = W5DL Bindings
Source Design
| [= database = email
WSDL Ports | 7 e, JBI Modul [= file = fip
=t H7 h
| (BPEL) PersonSvc @— [ http
= | [= soap [= soap12

[&] personSve .

[=] jms (=} ldap
FPersonRR I
@@ =) scheduler
50ap =l Service Units

Figure 5.7.2Add soap binding to the CASA canvas

Connect Consume connector of the SOAP BC to theidRr@onnector of the BPEL Module
then build the process again. Figure 5.7.3 illustrghe final CASA map.
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Source Design |

WSDL Ports

o

casaFortl

| @ Eé?mns_\ncTCA_P!aii. casa x}

IE’I:I. 05
= et

JBI Modulas

(BPEL) PersonSvc

I‘:‘n_—'l personSvc

D FersanRR

Figure 5.7.3Completed CASA map

Click the “pencil and paper” icon to open SOAP BOperties and note the endpoint address in
the Location property, shown in Figure 5.7.4.

VA

8 K
casaFort!

W casaPort1 - Properties

=l identification

Interface Name

Endpoint Name

Component Mame

=l =pap:address [SOAP Address]

{BPEL) PersonSve [

IEI personsvc

D PersanRR

_ I
; x|

{http M2ee netbeans orgfeesdiCommon bl PersonibaSec Perso. _J
casaPortl

sun-hitp-hinding J

Gucation

http: /localhost: S{HttpDefaultPort} fcasaService 1/casaPort1 ::) _J

[=I'"WS5IT Callback Project Extension
Callback Project

&

Figure 5.7.4Location property

Note the construction “${HttpDefaultPort}". The ibefaultPort is the name of the
environment variable that gets replaced, at buihe t with the value configured for the default
HTTP port used by the JBI container. By defauls thill be 9080. For me this will be 29080.
You can find out what it is by looking at propestiaf Services -> Servers -> GlassFish v2 -> JBI
-> Binding Components -> sun-http-binding, speailfig property named “Default HTTP Port
Number”. While at it, also note the value of theefRult HTTPS Port Number”. This is the port
for the SSL/TLS protocol. More on that later.

Deploy the project to the local GlassFish instafr@g.me this will be the “GlassFish v2”
running on host mcz02.aus.sun.com.
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Let’s now create a New Project ... -> Java EE -> \8elvice Testing Project and name it
PersonSvc_WSTP. We will use this project to sulan8OAP request to the
PersonSvc_CA_Plain service, which we just built daedloyed, to verify that it works. Enter, or
paste, the endpoint URL from the Location propetitgcussed above, with host and port
configured as required, into the property “InitdSDL (URL)”. For me this will be:

http://mcz02.aus.sun.com:29080/casaServicel/casaPor t1?WSDL

For you the FQDN of the host will be different ahé port number will be 9080 if you have a
default GlassFish installation.

Once the project is created, expand the nodebellay to getPersonDetails, right-click and
choose New Request. Figure 5.7.5 illustrates this.

E\f\b PersonSwec_CA_Plain
= [# service Assembly
E}a Process Files
&] PersonSve_CA_Plain.wsdl
-- JBI Modules
|:{‘n Test
=B PersonSvc_wsTP
2 X casaBindingl

Add to ModkService
Add as MockResponse Step

Relabel

Online Help

Figure 5.7.5Create new Soap Request

Modify the request by replacing “gero et” with “g&3, or whatever value you find attractive,
and submit the request as shown in Figure 5.7.6.

’ @Pason&vc_c.ﬂ_ﬁah.msa x] Request 1 x]
N"’E 2o 0O B .Ihtlp:,.’fmczﬂ}‘_.aus.sun.com:ZQDSD,.’casaServicelfcasaPort:l

= = - tzoapenv="http: f/schenas. xml=oap. orglso
Submit request to specified endpoint URL

3 “soapenv:Bodys

=
g 4 “per:PersonBeqs

5 <! -—¢type: string--=

6 {per:PersonID>12345Ffper:PersonID>
7| </per:Personleqg=

a8 < /soapenv:Body=

S| </ =zoapenv: Enveloper

Figure 5.7.6Submit SOAP Request with the PersonID of 12345

With mapping in the PersonSvc BPEL Module as shimwfigure 5.5.8 the SOAP Response will
look like that in Figure 5.7.7.
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%] PersonSve_CA _Plain.casa x| Request1 x|
P =@ O A IIhtn::,.’,.’rnatlz.aus.sun.com:ZQDBDIcasaServicelfcasaPortl LI
= 1 <soapenv:Envelo;d ; = _1 <E0AP-ENV:Envelope zmlns:S0AP-ENV="http://schemas.xmlsoap.oryg/soapse
* 2 <soapenwv:Heac £ 2| <Z0AD-ENV: Bodys
% j <soapenv:EBody % j =PersonBes xmlns: msgns="http://jZee_netbeans. org/wsdl/Conmon:l
o 4 <per:Parsc = 4 <PersonID>12345</Personlls
5 <l ——tyr 5| <FamilyNamesKowalski</FanilyNanes
G “per: Fe G <FivenNamsJan</Fivenians s
B “/per:Persz 7 <GFender=M</Gender =
g “fzoapenv:Boc g <hddressDetailss
_9 </soapenv: Enwvelc _9 “8treetliddress=ULl Florianska 22, m ll=/Streeciddresss
10| <CityTommsSiedloe</CityTowms
1] <PastCoder08-110+/PostCades
ﬁ “Country=PL=/Country=
s </hddressDetailss
14 <CreditCardDetails>
? “Cardlyvpe-AnEx</CardType>
1§ <CardiuubersCH1234-5678-53012</Cardifunber=
17 “Expirylatex03/1Z</ExpiryDates
T 18| <ZecurityCoderseccode</SecuricyCodas
19| <fCreditCardbetailss
20| =/Personkes=
T 21  </S0AP-ENV:Bodys
22| < /S0AP-ENV: Enveloper

Figure 5.7.7SOAP Response

The service PersonSvc works as expected. We wotillise the testing project PersonSvc_WSTP
again. We will create t6he composite applicatiantfie PersonCli BPEL Module and will use it
to exercise the end-to-end solution.

Create a New Project -> SOA -> Composite Appliaatitamed PersonCli_CA_Plain. Drag the
PersonCli BPEL Module onto the CASA canvas anddutigure 5.7.8 illustrates the key
points.

[P 41 x| Fies || services | [ [ Personcii_ca_Plain.casa x|

35 CommonkML Bl Do | I:IEIIJ|| %
EIE;S s nanansl
E s

1§ PersoncCli_CA_Plain WSDL Portgs..,

@‘] Service Assembly ."'-‘_‘

E}Q Process Files "'».‘.

- 81 Modules 4 )
- Test %& b5

58 Personsve PersanCli
E\ﬁ PersonSwc_CA_Plain

B B Personsvc_wsTP

Figure 5.7.8Create PersonCli_CA_Plain Composite Application

Note that the Consume connector of the PersoniLBRodule is not connected to a binding
component. This is because the PersonAbsSvc WShichwve used in the BPEL process, is an
Abstract WSDL. Figure 5.7.9 illustrates the CASAweas at this point.
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[7] Personcli_CA_Plain.casa = x| :
Source Design |ﬁl| Dﬁ“ | Ll__a ||§|
WSDL Ports JBI Modules
E g had (BPEL) PersonCli
2 [&] personcii
TriggerConPaort Z TriggerRR
PersonWs D

Figure 5.7.9CASA canvas with unconnected PersonWS Partner Link

We will add a concrete WSDL to this composite aggiion project to provide concrete binding
for the PersonWS partner link.

Copy the WSDL URL of the PersonSvc_CA_Plain serticthe clipboard. For me this will be:
http://mcz02.aus.sun.com:29080/casaServicel/casaPor t1?WSDL

For you the FQDN of the host will be different ahé port number will be 9080 if you have a
default GlassFish installation.

Right-click on the name of the project, PersonCA_@ain, choose New -> Other -> XML ->
“External WSDL Document(s)” and paste the WSDL URto the “From URL” text box. Figure
5.7.10 illustrates the dialogue box.

1|
Steps Specify Resource Location
1, Choose File Type Select the type of the source location and spedfy the target location for the resource,
2. Specify Resource Location % FromURL \\

|htm:ffma02.aus.sun. com: 29080 /casaService 1/casaPort 17WSDL /

i~ From Local File System

Select the target location for the retrieved resource.

Save to Folder: [Jjects\WSPolicyExploration\PersonCli_CA_Plain\srcijbiasa Browse |

I~ Overwrite files with same name.

e I fext = ”m Cancel Help

Figure 5.7.10New External WSDL document being created

New WSDL and XSD objects will be added under thecBss File node in the project hierarch.
Figure 5.7.11 illustrates this.
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ITGEy FEIsUL

° 3 e

- [ service -I!\SSEITIbh-'

E Process Files
Ea mcz02.aus. sun.com_239080 \‘.

2§ PersonSve_CA_Plain-sun-http-binding
B3 META-INF
B-53 Personsve
B3 _references
EI@ _projects
E}a CommonXML
B a src
----- @ Person.xsd
----- @ PersonAbsSvc.wsdl

By casaServicel
\ B8 casaPort1.wsdl /
s JBI Modules

B g Test
[#- ?ﬁ‘ PersonSvec

Figure 5.7.11WSDLs and XSD added to the Composite Applicatiojeprr

Right-click on the CASA canvas inside the “WSDL ®bswim line and choose “Load WSDL
Port...”, as shown in Figure 5.7.12, to add the S®AR configured to communicate with the

PersonSVc service, to the CASA canvas.

& ol

] @mﬂca_ﬂahmsa x|

Design I:I gl
WSDL Ports JBI Modules
o E :,. GEE
S {BPEL) Personcli
w <K
|°ujl personcCh
TriggerZonFor -
z TridgerRER
Persan\Ws B
Add WSOL Paort...
(g Auto Layout
Properties

Figure 5.7.12Load WSDL Port, part 1

In the dialogue box that appears select the onealydVSDL Port, as shown in Figure 5.7.13,
and click OK. Build the CA project.
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{BPEL) PersonCli

g D s Epelsontli
o <L S TriggerRR
TriggerGonPaort Personis Ju
x

Available WSDL Ports in this Composite Application:

oK Cancel

Figure 5.7.13Select WSDL Port to add

The CASA canvas should now look like that showRigure 5.7.14.

{BPEL) PersonClhi

g D s Iﬂ|ressr-||illi

w G DTri-:_hgerF:F!
TriggerConPort Personws D oEs
g2

w

casaPort!

Figure 5.7.14CASA canvas with both binding components addedandected

Deploy the project to the local instance of thesSkishApplciatinApplication Server. For me
this will be “GlassFish v2” running on mcz02.aus.som.

Locate and copy to the clipboard the endpoint U&Ltlie TriggerCon connector. The WSDL
associated with that endpoint, TriggerCon.wsdlrimjgct CommonXML, will have that value.
For me this is:

http://localhost:${HttpDefaultPort}/TriggerConServi ce/TriggerConPort

Replace ${HttpDefaultPort} with the correct valder me this will be 29080, and append
“?WSDL? to the end of the URL. For me the finalugaivill be:

http://localhost:29080/TriggerConService/TriggerCon Port?WSDL

This is the URL to which the web service testingj@ct, created next, will submit SOAP
requests. Create a New -> Java EE -> Web Servti@geProject, names PersonCli WSTP. Use
the URL shown above as the “Initial WSDL (URL/file)
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Expand the nodes, right-click on triggerPerson inigdchoose “New Request” and create a
request. Modify PersonID value to 54321, or whateatue you find attractive, ans submit the
request. Figure 5.7.15 illustrates the request.

|Pr.. 40 x| |Fies | Services Request 1 x]

i [ ~ervice Assembly a 2@ O zn -
H = ] W |http:/fmcz02.aus.sun. com: 29080/ TriggerCt
E}@ Process Files —ﬁ"';-:i_ o I

| -[C] mez02.aus.sun.com_290i Tllismm%xm.mi‘ soapenv="http://schenas
Submit request to sped oint URL
Ea JBI Modules L, P

Cl_‘ﬂ Test 3 “soapenv:Bodys
- PersonCli_WSTP
= % - <! ——typa: strimpg--»

H 5
EI TriggerConBinding [} <per:PersonID>54321I<_.-‘per:PersonID>
E“"_‘" |TETEiEEEL 7| “/per:PersonBegs
8
9

ML

Raw

“per:Personbegs

B 2 Request1

-5 Personsvc

[]---q% PersonSve_CA_Plain

- B) Personsvc_WSTP -

=/soapenv:Bodys
=/zoapenv: Envelopes

Figure 5.7.15SOAP Request to be submitted to the PersonClicgervi
Observe the response — it should be like that shovwagure 5.7.16.

Request 1 xl
=@ O 32 .Ihﬂn:,’fm[zﬂz.aus‘sun‘(um:ZQDSIJiTnggErCunSErvlteﬁr\ggErCunPurt =1
o2 [ scapen: Snvelops wulns: sospenv=rhutp: //scheuas. K] 3] 2 1| <EORP-ENV:Envelope xulns:SDAR-ENV="htty://schenas.xulsoap. org/soap/save
= 2| «soapenv:Header /> * 2| <E0AP-ENV: Bodys
H El “soapent: Bodys E j <Personles yulns:msgns="http: //iZee netbeans org/wsdl/CounorsML, T
=2 4] =per:Personlag> & 4 “PersonID>54321</PersonIhs
5 <t-—type: string--= g ~Fami lyNane-Koual ski</Fanilylane>
6 <per:PersonID-§43z1f per: Personils G <GivenName:-Jan</Giventane~
7| <pex:PersonBeq- B <Gender>H</Gender>
8|  </sospenv:Bodyr B <iddressDetails>
9| +/soapenv: Enveloper BE <Strestiddress>Ul Florianska 22, n lle/Strestiddresss
10 <CityTovmsSiedloe/CityToms
1] <PostCodex08-110</PostCoder
= <CountrysPL/Countrys
= </hddressDetailss
14| <CreditCardDetailss
15| CardType>ImEx</CardTypes
16| <Cardifuuber>CH1234-5678-3012 </ Cardifuuber>
B <EnpiryDate>03/12</ExpiryDate>
13| <SecurityCoderseccode</SecurityCode>
S </CreditCardetailss
20 </PersonRes>
 21)  </SOAP-ENV:Eody>
22| </504P-ENV: Envelopes

Figure 5.7.16SOAP Response

We have the client / invoker (PersonCli) invokihg service / provider, PersonSvc. The end-to-
end project works, as does the BPEL logic in tientland the service implementations.

Note that we did not do anything about securitygies$, nor did we even mention them until
now. SOAP requests and SOAP responses are exchangeed clear”, in plain text. Anybody
eavesdropping on the wire can see the conteneahtssages.

Before proceeding to the next section undeploy bwthinvoker and the provider projects.

5.8 Person Service - SSL Server-side Authentication

One way to prevent eavesdropping on messages beihgnge between the invoker and the
provider is to encrypt the channel between the Bwce web services use the HTTP protocol
one can use the Secure Sockets Layer (SSL) / Tadrisgyer Security (TLS) to encrypt the

Chapter 5, 29



channel. This is a common mechanism used for segunessage exchange with electronic
commerce sites in order to prevent intercept dfitieard details and other sensitive commercial
information submitted by purchasers.

There is a great deal to SSL /TLS. More then | aapared to discuss in this section. | assume
that the reader is either sufficiently familiar ivihe protocol’s operation to not require
elaboration, or that the reader does not carehtottieory and will be satisfied with the practice
as discussed here. All others are referred toxbellent book by Eric Rescorla, “SSL and TLS:
Designing and Building Secure Systems”, ISBN-1®01&15983, for elaboration.

SSL with Server-side Authentication adds secudtihe message exchange in two ways.

By requiring the server to provide the X.509 Caatife, expected to be issued by a trusted
Certification Authority (CA) for a specific Hoste client is able to assure itself that the FQDN

of the server is the same as the FQDN of the Inate certificate, therefore no substitution of
hosts took place. The client is also able to védidae server certificate by verifying the digital
signature of the CA, if the certificate was issbiydch well know CA. Signature verification

ensures that the certificate was not tampered aviththe FQDN of the host was not altered. If

the certificate signature is not valid, the cectife FQDN host name is not the same as the server
host name, the certificate is a self-signed ce#i@ or the CA is not a well know CA, then client
would typically reject the certificate and abore tBSL Handshake. It is possible that the FQDN

of the server will not be the same as the FQDMéndertificate. This may be legitimate inside

an enterprise. To prevent rejection of the cedtfica custom Hostname Verifier class can be
provided that resolves this discrepancy. This igohd the scope of this text. To prevent

rejection of a certificate issued by a non-well knGA one can add the CA’s certificate to the
Client’s truststore and mark it as trusted. Thi miake all certificates issued by the CA trusted
by extension. This can also be legitimate insideraerprise or between enterprises that

explicitly trust each other. A self-signed certifie can be made trusted, therefore acceptable, the
same way as an unknown CA can be made trustedeibyg added to the Client’s truststore and
marked as trusted.

By encrypting the channel over which messages ltkaité the Client and the Server ensure that
message exchange can not be profitably eavesdrajmued

These two ways are typically used together. loissible, though not common, to use channel
encryption without certificate exchange. An intdremterprise application concerned with
channel security, but not with endpoint authenticgtmight do that. Endpoint authentication in
such an application might be provided in some otvegr, for example by embedding credentials
in messages themselves. Channel encryption wileptdhese credentials.

Before proceeding with development let’'s do sonmigdwork.

SSL Handshake can be logged to the server.log tiypad-Djavax.net.debug=ssl:handshake” to
the GlassFish Application Server's JVM Options.uf&5.8.1 illustrates this in the GlassFish
Application Server Admin Console.
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User:admin Domain: domain1  Server: orad!.wa.gov.ssc

Sun GlassFish™Enterprise Server v2.1
=

Common Tasks Application Server

[ Applcation Server Ti General | JVM Settings ] Logging | Monitor | Disgnostics | Ad
v Applications
‘ General | Path Seitings ‘ JVM Options Profiler
Enterprise Applications
Web Applications JVM Options
EJB Modules Manage JVM opticns for the server. An option value with a space needs to have enclosing di
> Connector Modules s
S Lifecycle Modules = el R
z A 5 eleie
Application Client Modules: ) 2
@ Web Services A%E
v [ (" [Davaxnetdebug=ssihandshake _J

™ [-Dem sun enterpriss web connection grizzly. enable Snooptue

™ | Deom sunxml ws assembler clent=tue

Service Assemblies
> Components

Figure 5.8.1JVM Options

If you don’t have this incantation in the JVM Opt®at both end of the SSL Handshake you will
not be able to see the log of the handshake. Péettkthe JVM Option to both instances of the
GlassFish Application Server, if you are using &gd am doing. My local instance runs on
mcz02.aus.sun.com and my remote instance runsaaii @scas of January 2010 | am using a
an OpenSolaris VM virtual host gfesbv22 [1])

When looking at the JVM Options also note the naameslocations of the keystore.jks and
cacerts.jks, see Figure 5.8.2. These are the amggibic stores GlassFish uses at runtime. We
will work with both in the not too distant future.

User:admin  Domain: domain! = Server: oradl.wa.gov.ssc

Sun GlassFish™Enterprise Server v2.1

AR VKT EMNSIZE= | 34M
| client
|-Diava endorsed dis=S{com sun aas install Root b /endormsed

Common Tasks

v Applications
Enterprize Applications
Web Applications

[
r
r
[T |-Djava security policy=${com.sun.aas instanceRoot }/config/server policy

I | -Dijava secuity auth Jogin corfig=5{com sun ass instanceRoot }/corfigAogin conf
r

r

-

| -Dsun.mi.dgc server.geinterval=3600000

-Dsun.mi.dgc client ginterval=3600000

EJB Modules
R 12m
i Connector Modules T o
> [ Lifecycle Modukes I™ [Dimvascnet sl ey Store=Sfcom sun sms.instance Rootl/corfig/eystors s )|
ifecycl u s : ! o/}
™ | | Djavax net ssl tustStore=5{com sun aas instanceFoot}/corfig/cacerts jks / |
I

E-Dja_\_ta.g}d.dirs:_ac_qm.s!.l_n._aas.Java_qut}_mbfe:gS{qa_m $gpam1q[§{c9m._sun.aas.ﬁ\

Application Client Modules ‘
@ Weh Servires

Figure 5.8.2Cryptographic objects stores

Recall, or note, that at installation time the GFish installer generates the cryptographic key
pair and the server certificate, which embeds tQBR of the host on which it is being installed.
This private key gets added to the keystore.jkschvhy default resides inglassfishinstallroot
>/domains/domainl/configinder the aliaalas When requested to provide a certificate, as is
the case when SSL with Server-side Authenticasaronfigured, the server will return its X.509
certificate as part of the SSL Handshake. The tlieroker is expected to use that certificate to
verify whether it “trusts” the server enough toallthe SSL Handshake to succeed. The client
verifies that the certificate is “trusted”, thatitiss either signed by a trusted certification
authority (CA) or it is explicitly trusted, if isia self-signed certificate, by there being a aafpy

| it in the client’s trust store, typicalfyglassfishinstallroot>/domains/domaini/config/catsejks - - { Formatted: Font: Italic
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Using a tool like “Portecle Key Manageiitip://linux-softpedia.com/progbewnload/Portecle
Dewnlead3110-html[2], inspect the keystore.jks. Note the presenceenbtte and only private
key, with the alias of slas. Note, too, that itgesponding certificate is associated with the host
mcz02.aus.sun.com - for you it will be the fullyadiied name of the host on which you installed

| the GlassFish Application Server whose keystorg/gksare inspecting. Figure 5.8.3 illustrates
this.

Eile Tools Examine Help
_Eéellﬂ |§@||@||§\|@__

Ml lias Name | Last Modified
& stas ) 0210912008 4:05:22 PM

Certificate Details for entry 'sias' x|

| Cerificate 1 o 1 |

Version: 3
SubJectSun GlassFish Enterprise Server, O=Sun |
Issuer: (CN=mecz02.2us.sun.com, OU=Sun GlassFish Enterprise Server, 0=Sun |
Serial Number: | 4ASE0B22

Valid From: 02/09/2009 4:05:22 PM

Valid Until:  31/08/2019 4.05:22 PM

Fublickey: RSA (1,024 bits)

Signature Algorithm:  SHATwithRSA
MD5 Fingerprint. |08:7F FA:1B:F8:25:C25D 18.F3.76.6B.82.CE.DB.E1

SHA-1 Fingerprint. |07:82:B2:18:19:5E:8E:C2:090:51:4D:70:15:9D:ED:89:81.F5AC14

| Extensions H PEM Encoding

|Keystore type: JKS, provider SUN, size: 1 entry

Figure 5.8.3Private key, slas, and its certificate

You can surmise form this that if mcz02.aus.sun.tothe server hosting the PersonSvc web
service, and it is required to provide the cliefthva certificate, the certificate associated with
the alias alas will be provided to the client.

Note, also, that the Issuer of the certificatdhesgame as the Subject of the certificate in Figure
5.8.3. That makes this certificate a self-signetifazate. There is no separate Certification
Authority which issued the certificate so it isilly that this certificate will be trusted by any
other host unless explicitly told to do so.

Let’s interrupt the certificate discussion at thant. We will resume it later.

Create the PersonSvc_CA_SSLServerAuth Compositéidspion, drag the PersonSvc BPEL
Module onto the CASA canvas, add and connect a Ski#ding and Build, much as was
illustrated in Figures 5.7.1, 5.7.2 and 5.7.3.

Click on the “pencil and paper” icon to open prdjger of the SOAP BC and modify Location
URL to a) use the https scheme instead of thedattpme, b) use the FQDN of the remote host
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(for me this will be orad1.ssc) and c) modify pauimber variable name from HttpDefaultPort to
HttpsDefaultPort. For me, the modified URL will be:

https://  eradi-gfesbv22 .ssc:${HttpsDefaultPort}/casaServicel/casaPortl

Figure 5.8.4 illustrates the key points.

(Sl Exte

(BPEL) PersonSve —
I°1—-| personsvc 3 Can
gg 2o s » PersanRR
a <K
e =
'
[=lidentification
Interface Name {hitpe Mi2ee netbeans orghysdliCommonXMLIPersonAbeEve PersondbsSvePort Type
Endpoint Name casaPortl
Component Name sun-tttp-hinding

[Elzoap:address [SOAP Address]

hitps:fforad1.ssc:${HttpeDefaultPor}icazaService1/cazaPort1 )

[=IWSIT Callback Project Extension
Callback Project

Figure 5.8.4Modified Location property

Here comes a twist. The original WSDL does notarsesecurity policies at all. In fact it can
not because most security policies are appliedeéaoncrete part of he WSDL and our original
WSDL does not have a concrete part. By draggingstbAP BC onto the CASAcanvas and
connecting it to the BPEL Module we created a WSiilich imports our original WSDL and
adds the concrete part. Explore the PersonSvc_CIAS&SerAuth -> Process Files, Figure
5.8.5, and note the WSDL PersonSvc_CA_SSLServerAypen this WSDL and look at the
concrete part, Figure 5.8.5.

|Proje.. 41 X || Files | Iservices | {5 Personsve_cA_SSLServerauthuwsdl = x | [2] PersonSuc_CA_SSLServerhuth.casa x
g?“"commonXML Source | WSDL Pam‘@@-@-\@%&l@\?@%\ﬂﬁ\@ E = &4
&5 PersonGl 1| <?xml version="1.0" encoding="UTF-&"2>

- PersonCli_CA_Plain )

(- @) PersonCli_wsTP 3
58 personsvc g
s, Personsvc_cA_Plain a
& PersonSvc_CA_SSlServerAuth i
[ service Assembly 3

3 Process Fles 8[F] <definivions xml:
1] PersonSvc CA_SSLServerAuth.wsdl 3 xml;
B L& J8I Modules 10 zmlns:zsd=
g Test -
B Personsvc_wsTP 12
13
11
15 <import
16
17 2
18
19 [ g
20 <soap E mlsoap.org/scap/http" />

[ me—suns.\m,m,smserm.xmpemm B | et oo m—

53 ﬁmmgm,sa.smsmh 5 Caualsoperationts
?énp(.l‘rﬂhwsarwceumtSMFmVINF/PErsunSersr( 23 e
E 2 <soap:body u
~{Z3 Messages 25 </input>
@ Port Types 26 [ <Output name="outpu
= A?lummvCasaPmtTvpe 27 <soap:body use=

-5 Bindings i ) 28 </outputs
=8 casafinding? ForType="ris Persandbss 29[ <fault mame="fau

[ soapibindng 30 <saap:fault use="literal" name="faultl"/>
B getPersonDetails 31 </fault>

Bl D,_, SEperton 32 </operationy

7 %i i 33 </binding>

B Gl output 34 <service nam

@ fauitz 35 [ <port n:

B3 Serviees 36 <soap:address = T
=3+] casaServicel = </port>
B casaPortltindng=asatindng 38 </service>
‘3 Extensibilty Elements 39 L </definitions>
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Figure 5.8.5Concrete WSDL

Note that the imported WSDL location is relativethie location of this WSDL. At build time
NetBeans will be able to resolve this but at ruetitowill not. To make sure the project can
deploy successfully we need to “import” the abgtk@SDL from the CommonXML Project to
this project’s “Process Files” folder. Right-cliok the “process File” folder, choose “New” ->
“External WSDL Document(s)”, locate the WSDL in tBemmoXML/src folder, select it and
import it into the CASA project. This should not tegjuired but ... Figure 5.8.9 shows the
project structure after this activity.

[—j\fﬁ PersonSvc_CA_SSLServerAuth

----- [£ service Assembly

E}a Process Files
i . ----- lsf| Person.sd

------ EY Personabssve,wsdl

Py E'_;] PersonSve_CA_SSLServerAuth. wsdl
I:E JBI Modules
E{‘p Test

Figure 5.8.9Project structure with abstract WSDL and XSD “imeat”

Switch back to the CASA canvas, click the “papethvai key” icon and choose “Server
Configuration”. Figure 5.8.10 illustrates this step

I (BPEL) PersonSvc

| : Iﬂ PeErsonsSvc
Server Configuration k FerzsonRR

i Client Configuration

Figure 5.8.10Edit Server Configuration

Check the “Secure Service” checkbox, choose “Trarspecurity (SSL)” from the Security
Mechanism drop-down and click “Configure”, as shawifrigure 5.8.11.
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W ws-Policy Attachment: casaPort1 i x|
e

[ casaBindingl

Version Compatibility: I.NEI' 3.5/METRO 1.3 =]

I Optimize Transfer Of Binary Data (MTOM)

I Reliable Message Delivery

I Deliver Messages In Exact Order

\ Advanced .. |
th Secure Service

Gecurity Mechanism:

rms&ﬁrmm and confidentiality pratection.

¥ Use Development Defaults

Keystore,., | Truststars . | Kerheros.., |

Validstors, ., | Advanced, .. | j

Figure 5.8.11Enable and configure SSL / TLS channel security

Security Header Layout: ILax j
[~ Require Client Certificate

Figure 5.8.12 Choose algorithm suite

In GlassFish ESB v2.2 the only thing that happehsmthe Configure button is clicked is that a
dialog box appears, asking whether to require thertificate.
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¥ Secure Service

Security Mechanism: |Transport Security (S5L) LI Configure... |

|Jse plain S5L for authentication and confidentiality protection.
x

[~ Require Client Certificatel

[T Use Development Defaults

Keystore. .. | Trusistore... |

- oK cancel |

Yalidators. .. | Advanced... |

= Act As Secure Token Service (STS) Configure... |

P { Formatted: FN Char

************************************************************* - { Formatted: FC Char

As it happens, the HTTP BC ignores this settingna/grovided.

In GlassFish ESB v2.1 there were plenty of otheioog, related to algorithm suites and similar
things, but since all were ignored by the HTTP Bhaps it is just as well they were removed.
It would have been better if the configuration wassed by the HTTP BC to the Metro
infrastructure and actually invoked the implieddtionality but ...

Dismiss the dialog and look again at the PersonS#c SSLServerAuth WSDL. Switch to the
Source view and inspect the policy formulation.

Note, on line2016, that a policy reference attribute, shown in F&ghir8.13, was added to the
Biding.

8] <definitions zmins="htt

9 xmlns:wsd

1d ¥mlns:xsd="

1T targecNamespace="F
12 xmins:tns="Fe

13 <import namespace=

14 <portType name="

15 <binding name="c

16 <wsp:PolicyReference URI="3FcaszaB:x

17 <scap:binding style="docum " cransport="RAGLPI//S

I8 = <gperation name="getPerso ails™¥

19 <=oap:operation/>

18] <portType ﬁame=“d‘.‘.r.’r.;-'-fasaP:iﬁ?}-’pe“f)

19% <binding name="casaBindingl" type="n nabsSvcPortType™>
20 <wsp:PolicyReference URI="ZcC BindinglPoli -.__,..;‘,_'\

21 <scap:binding style="document™ transport="http://schemas.xmlsoap.org/soap/http"/>
22 <operation name="getPersonDetails">

Figure 5.8.13Policy Reference in the Binding

Were we to remove this attribute and its value olicp would be applied to the binding, even if
one was there in the WSDL.

«--" { Formatted: NoteH

Note

This discussion relates to the WSDL generated by the tooling. The line - { Formatted: NO

number references and crypto algorithm changed between GlassFish
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ESB v2.1 and GlassFish ESB v2.2. The illustrations apply to GlassFish
ESB v2.1. Inv2.2 line numbers and algorithm will be different. Overall
the discussion still applies.

Scroll down and note the following, called out igle 5.8.14:

<wsp:Policy wou:Id="caSaBincdingiiclicy ">
<wsp:ExactlyOne>
<wsp:All>
(gﬁsam:hddressing wsp:Cptlcnai=“Ee;£E“!;:>

<sp:TransportBinding>
<wsp:Policy>
<sp:TransportToken>
<wsp:FPolicy>

Cgsp:ﬁctpsrcken ReguireClientCertificate="falze"/>
</wsp:Policy>
</sp:TransporcToken>

<sp:Layout>
<wsp:Policy>
<sp:Lax/>
</wsp:Policy>
</ ap:Layout
<zp:IncludeTimestamp/ > j)
<sp:Algorithmouitel
<wsp:Policy>
(<sp:Basic256Rsals/> )
</wsp:Policy>
</sp:AlgorithmSuite>
</wsp:Policy>

</zp:TransportBinding>
<sp:W=s10/>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

Figure 5.8.14Policy elements of special interest

Line 43: <wsam:Addressing wsp:Optional="false"/>
One would expect this to mean “WS-Addressing isdasory”. The presence of the
wsp:Optional="false” attribute make the implemeitatignore WS-Addressing

altogetherWS-Addressing is not required for SSL and is unrelted to SSL so let's - [ Formatted: Font: Bold

get rid of this element

Line 48: <sp:HttpsToken RequireClientCertificatestse"/>
This attribute indicates that Server-side authatito is used — no client certificate is
required.

Line 56: <sp:IncludeTimestamp/>

or required by SSL so delete this element.

Line 59: <sp:Basic256Rsal5/>
This specified the preferred algorithm suite

The final policy, after removal of addressing aingeistamp elements, is shown in Figure 5.8.15.

Chapter 5, 37




40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
a7
58
59
&0
61
62
63
LT
[

<wep:Policy wsu:Id="casaBindinglPolicy™>
<wsp:ExactlyOne>
<wep:ihAll>
<sp:TransportBinding>
<wsp:Policy>
<sp:TransportToken>
<wsp:Policy>

</wsp:Policy>
</sp:TransportToken>
<sp:Layout>
<wsp:Policy>
<sp:Lax/>
</wsp:Policy>
</sp:Lavout>
<spiAlgorithmSuite>
<wsp:Policy>
<sp:Basic256Rsals/ />
</wsp:Policy>
</sp:AlgorithmSuite>
</wsp:Policy>
</=sp:TransportBinding>
<sp:Wss10/>
</wap:hll>
</wsp:ExactlyOne>
</wap:Policy>

Figure 5.8.15Final policy

Save and close the modified WSDL and Build, buhdbDeploy the project.

This project will be deployed to the remote ins&antthe GlassFish Application Server — for me
oradl.ssc. Before we can deploy the project we teeadd the GlassFish instance to the
NetBeans IDE so it can address it at deploymerd.tBuwitch to the Services Tab in the project
explorer, right-click on the Servers node and ckoddd Server. Figure 5.8.16 illustrates this. If
you already have the remote server in the lisp #kis.

| Projects - WSPol... | | Fies

| | services

L] X| 2 Persc

- & Databases

@ web Services

@ Enterprise Beans (2.x)
=

-, |, Glas

Figure 5.8.16Add Server ...

Source

Choose GlassFish v2, modify the name to reflect hase and click Next, as shown in Figure

5.8.17.
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=

Steps Choose Server

1. (Choose Server
% SErVEr: |GlassFish V1 *
GlassFish V3 Prelude LI

Name: [GlassFish V2 (ORAD1)

< Back I Mext > i I Emish Cancel Help

Figure 5.8.17Choose server type and name it

Choose “Register Remote Domain” and click NextuFég5.8.18 illustrates key points.

zi
Steps Platform Folder Location
1. Choose Server Spedfy the location of the platform folder assodated with the domain being
2. Platform Folder Location registered.

3. Domain Admin Login Info

Flatform Location; |C:‘|,GlassFishESBv21_lG[Jls‘glassﬁsh Browse... |

" Reqister Local Default Domain

Domain: |Ioca|host: 24348(.. .\domainsdomain 1) LI
(" Register Local Domain
G

" Create Personal Domain
Profile: |Defau|t j

< Back | Mext = ﬂ Enish Cancel Help

Figure 5.8.18Choose to Register Remote Domain

Enter FQDN of the remote host, as specified forsdwwer certificate when the remote GlassFish
instance was installed, specify the appropriateiadtrative port number, if different from
default, and click Next. Figure 5.8.19 illustratkss.
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@ Add Server Instance

Steps Domain Admin Port Info

Choose Server Spedify the host name and port used to communicate with the remote domain,

1

2. Platform Folder Location

3. Domain Admin Port Info
4,  Domain Admin Login Info

{ Host: Ioradl.ssc }

Port: 24348

Next > Finish Cancel Help

Figure 5.8.19Specify host and port

Provide credentials and Finish.

If the remote GlassFish instance is running andecticonfiguration information was provided
to NetBeans, the GlassFish instance will appetrarist of servers, as shown in Figure 5.8.20.

-3 Enterprise Beans (2.x)

5. £, GlassFish V2 (ORAD 1)
I__“] Applications
qj) Resources

i vMs
=) m
-3 Service Engines
E—]uﬁ Binding Components
715 Shared Libraries
@ Service Assemblies

Figure 5.8.20Remote GlassFish instance in NetBeans

Note

As | reviewed this document | switched GlassFish ESB from version 2.1

to version 2.2 and remote host from oradl.ssc to gfesbv22. Where it

matters | will make a comment to that effect. In the meantime, wherever |
make a reference to oradl.ssc | mean a remote host. In the reviewed text

that would be gfesb22.

Switch back to the Project Explorer’s Project tadpht-click on the name

«- - [ Formatted: NoteH

- { Formatted: NO

PersonSvc_CA_SSLServerAuth, choose Properties, ttic“Running Project” property and
select the remote GlassFish instance as the depliytarget. Figure 5.8.21 illustrates key

points.
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[ Projects-. 41 X | | Fies | I'services

H-%5 Personcli

PersonSvc_CA_SSLServerAuth.casa x

N
B Commord Sorce | Desan \ﬁ" % | ||_|

=
=

@ PersonCi_CA_Plain WSDL Ports
- Bl PersonCii_wsTP
38 Personsve

E--& PersonSvc_CA_Plain

"
s A ssicervernun] e

[& service assembly

B @ qu ’ Project Properties - PersonSve_CA_SS1ServerAuth )ﬁ

JEI Modules

{BPEL) PersonSve
E personSvc

D PersonRR

-L_ﬂ] JEIN ¢ @ General
g Test |?_| o Buid

- Personsy | | - @ Packaging Project
B @ Run

Figure 5.8.21Choose the remote GlassFish instance as the depluytarget

Build the project and Deploy it.

Note

In GlassFish ESB v2.2 a change was made which prevents deployment
of a service if the host name in the URL is not a FQDN of the host to
which the service is being deployed and is not localhost. | had a lengthy
discussion with the HTTP BC developer and finally gave up trying to get
this unwarranted, unjustified and illogical restriction lifted. In the
meantime, unless the host name in the URL is one of the two
“acceptable” ones, deployment in v2.2 will fail with a message similar to

the following:

appserver2 1|com sun Jbl httpsoapbc.HttpSoapBinding

ID=24;_ThreadName=PersonSvc_CA_SSLServerAuth-sun-ht

binding;_RequestID=4dd3becb-74cf-4946-9015-5d36f549
E00203: Initialization failed. java.lang.Exception:

Found an invalid host name 'gfesbv22.aus.sun.com’ i
soap:address URI
'https://gfesbv22.aus.sun.com:9181/casaServicel/cas
'PersonSvc_CA_SSLServerAuth.wsdl' -
equivalent FQDN is valid in the HTTP URL for web se
by HTTP BC,

javax.jbi.JBIException: java.lang.Exception: HTTPBC
an invalid host name 'gfesbv22.aus.sun.com’ in the
'https://gfesbv22.aus.sun.com:9181/casaServicel/cas
'PersonSvc_CA_SSLServerAuth.wsdl' - only localhost
equivalent FQDN is valid in the HTTP URL for web se
by HTTP BC.

Deployer|_Thread
tp-
bda2;|HTTPBC-
HTTPBC-E00298:
n the

aPort1' for WSDL

Lonly localhost or the

-E00298: Found
soap:address URI
aPortl' for WSDL
or the

rvices provided

Modify the concrete WSDL and change the host name to localhost.

Deploy again.

Because this is a project that requires SSL witlhreSeside Authentication we can use the
SoapUI plugin to test the service and observe S&hdshake at the server side. We will
implement and exercise the PersonCli SSL with Seside AuthenticatirAuthenticationproject

a little later.

Let's create a “New Project” -> “Java EE” -> “WekrS8ice Testing Project”, named

PersonSvc_SSLServerAuth_WSDP, using the WSDL locdtom the CASA SOAP BC'’s
Location Property, replacing the ${HttpsDefaultPavith the appropriate port number, For me

this will be:
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https://oradl.ssc:29181/casaServicel/casaPort1?WSDL

As the project is created, a dialogue box my popsking you to accept remote GlassFish

instance’s certificate, similar to what | saw feadl, Figure 5.8.22.

P web Site Certified by an Unknown x|

Unable to verify the identity of "oradl.ssc” as a trusted site.

Izsued To:

Common Name[CM]: oradl.ssc

Organization[0]: Sun Microsystems
Organizational Unit[OU]:  Sun GlassFish Enterprise Server
Location[L]: Santa Clara

State[ST]: California

Country[C]: us

Serial Mumber: 1252122508

Public Key Algorithm: RSA

Issued By:

Common Name[CMN]: oradl.ssc

Organization[O]: Sun Microsystems
Organizational Unit[OU]:  Sun GlassFish Enterprise Server
Location[L]: Santa Clara

State[ST]: California

Country[C]: s

Validity:

Issued On:  Sat Sep 05 13:48:258 EST 2009
Expires On:  Tue Sep 03 13:48:28 EST 2019

Accept this certificate 2

Cogl_w |

Figure 5.8.22Accept remote GlassFish instance’s certificate

This will happen once, the first time a referercenade to the remote host. Thereafter NetBeans

will trust the certificate and will not ask for dinmation.

Once the project is created add a New RequesetgdtPersonDetai;ls interface, modify

PersonID to 342312 and submit the request. Fig@23% illustrates the request.

@Pﬂwm_m_smmm.msa x] Request 1 x]
%*’5 S| 2 IIhttps:,’,’oradl.ssc:2918:ll.’casaService:l,.’casaPortl
i

1l oanentr Bnrelone wmlns soapentv="http: /fschenas . xmlsoap. orgSsoap
Submit request to specified endpoint URL |

HM

<soapenv:Bodys

Rawe

3
& <per:PersonBeqg>

5 < -—typa:r string--»

[} “per:PersonlIk=34E231E</per: PersonlIl>
7 </per:Personleq-

a < zoapenv: Body:

9| </ zoapent: Enwvelopes=

Figure 5.8.23SOAP Request
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Note
If you received a SOAP Fault with an error similar to this:
SS:Envelope xmins:S="http://schemas xmisoap.org/soa_ ___ ___ plenvelope/>
<S:Body>
<S:Fault xmIns:ns3="http://www.w3.0rg/2003/05 /soap-envelope">
<faultcode xmins:wsse="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-se cext-
1.0.xsd">wsse:InvalidSecurity</faultcode>
<faultstring> Security Requirements not met - No Security
header in message  </faultstring>
</S:Fault>
</S:Body>

</S:Envelope>

It means you did not delete the addressing or timestamp parts from the
WSDL. Go back to the earlier discussion and follow the steps.

Observe a SOAP ResponsesponseClick on the “SSL Info” tab and observe the oradi’s
certificate, figure 5.8.24.

o = .Ihttps:,.’,.foradl.ssc:?SlSljcasaServicelfasaPortl LI
; 2 _1I<SDAP—ENV:Envelope xunlrs: S0AP-ENUV="http://schemas xmlsoap. org/soapfenvelope/ "> =
= 2| <E0AF-ENV:Bodys
% E “PersonPes zmlns:nsogns="http://iZee netbeans. org/wsdl/ConnonML/Persondbs8ve" xnlns="http: / aml. ne
o5 4 <PersonlDs342312+/Personlls
5| <FanilyNamerKowalski</FanilyNanes
g <GivenNamerJan</GivenlNane>
N <Gender>M</Gendars>
g <hddressDetailss
g <StreetAddress»Ul Florianska 22, m ll</Streethddress»
1| <CityTowm»Eiedlee/CityToms
1 <Pastlodes08-110+/Fostloder
1 <Country>PL</Country>
EE </hddressDetailss
Bt <CreditCardbetails>
15| <CardTyperAnEx</CardTypes
18| <CardiumbersCHL234-5878-9012</Car diunbers>
17| <ExpiryDater03/12</ExpiryDates
18| <SecurityCoderseccods</8ecurityCoder
19| </CreditCardDetails>
20| </PersonRess
21 </30AP-ENV:Body> I
23| </B0AP-ENV: Envelope> -~
4 | v[dl
herSuite: SSL RSA WITH RC4 128 MDS > 2
PeerPrincipal: CM=oradl.ssc, OU=Sun GlassFish Enterprise Server, 0=Sun Microsystems, L=Santa Clara, ST=California, C=US
Peer Certificate 1:
[
[
Version: V3
Subject: CN=oradl.ssc, CU=5un GlassFish Enterprise Serwer, O=5un Microsyatems, L=Santa Clara, ST=California, €
Signature Rlgorithm: SHAlwithRSZ, OID = 1.2.840.113549.1.1.5
Key: Sun RSA public key, 1024 bits
modulus: 10212154115706506957556825027043721498435033633815799809476856914850053601803189481914549111331107932
public exponent: 65537
Validity: [From: Sat Sep 05 13:48:28 EST 2009, i
4 LRG| _'I_I
. Headers (4) - Attachments (0) | 550 Info (1 certs) .
(724 bytes) % £l
[55L Certificate Information far this response | o

Figure 5.8.24SOAP Response and oradl.ssc’s certificate
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The SSL Handshake was successful. Let’s look atsal lines from the server.log of the remote
GlassFish instance to see how the SSL Handshakeddike there. Listing 5.8.1 shows just key
lines.

SSL Engine starts processing |

Listing 5.8.1Key lines from the SSL Handshake-fog

[#]2009-09-07T13:51:55.324+1000|INFO
appserver2.1jjavax.enterprise.syste ream.out|_Th read|D=25;_Thraadnl SalaniacThraacl

29181;| Start SSL Handshake |
Using SSLEnginelmpl  .|#]
[#]2009-09-07T13:51:55.326+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

httpSSLWorkerThread-29181-1, READ: SSL v2, contentType = Hal
149J#]
[#]2009-09-07T13:51:55.327+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|
ad-29181-1;

***  ClientHello, TLSv1 [#]

readID=35;_ThreadName=httpSSLWorkerThre

ake| Client Hello message received |

readlD=35;_ThreadName=httpSSLWorkerThre

| No Session ID — need new session |

[#/2009-09-07T13:51:55.337+1000|INFO|sun-
appserver2.1|javax.enterprise.systel
ad-29181-1;|
Session ID: |
[#]2009-09-07T13:51:55.337+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.strea
ad-29181-1;|{}|#]
[#]2009-09-07T13:51:55.337+1
appserver2.1jjavax.enterpsse.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|
Cipher Suites: [SSL_RSA_WITH_RC4 128 MD5, SSL_RSA W  ITH_RC4 128 SHA,
TLS_RSA_WITH_AES 128 CBC_SHA, TLS_ECDH_ECDSA_WITHQZ 128 SHA,

TLS_ECDH_ECDSA_ WITH_AES_128 CBC_SHA, TLS_ECDH_RSATW RC4 128 _SHA,
TLS_ECDH_RSA WITH_AES 128 CBC_SHA, TLS_ECDHE_ECDSAITH_RC4 128 SHA,
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA, TLS_ECDHE_RSAITH_RC4_ 128 SHA,

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA, TLS_DHE_RSA WHTAES_128 CBC_SHA,
TLS_DHE_DSS_WITH_AES_128 CBC_SHA, SSL_RSA_ WITH_3DEEDE_CBC_SHA,

TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA, TLS_ECDH_RSATH_3DES_EDE_CBC_SHA,
TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA, TLS_ECDHEARW/ITH_3DES_EDE_CBC_SHA,
SSL_DHE_RSA_ WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WITHDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CHESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D$XPORT_WITH_DES40_CBC_SHA,
SSL_RSA_WITH_NULL_MDS5, SSL_RSA_WITH_NULL_SHA, TLS_ECDH_ECDSA_WITH_NULL_SHA,
TLS_ECDH_RSA WITH_NULL_SHA, TLS_ECDHE_ECDSA_ WITH_INUSHA, TLS_ECDHE_RSA_WITH_NULL_SHA,
SSL_DH_anon_WITH_RC4 128 MD5, TLS_DH_anon WITH_AES_128 CBC_SHA,
SSL_DH_anon_WITH_3DES_EDE_CBC_SHA, SSL_DH_anon_WITHDES_CBC_SHA,
TLS_ECDH_anon_WITH_RC4_128 SHA, TLS_ECDH_anon_WITH_AES_128 CBC_SHA,
TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA, SSL_DH_anon_ERORT_WITH_RC4_40_MDS5,
SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA, TLS_ECDH_anp WITH_NULL_SHA,
TLS_KRB5_WITH_RC4_128 SHA, TLS_KRB5_WITH_RC4_128 MDB, TLS_KRB5 WITH_3DES_EDE_CBC_SHA,
TLS_KRB5_WITH_3DES_EDE_CBC_MDS5, TLS_KRB5_WITH_DESBC_SHA, TLS_KRB5_WITH_DES_CBC_MD5,
TLS_KRB5_EXPORT_WITH_RC4_40_SHA, TLS_KRB5_EXPORT_WWH_RC4_40_MDS5,
TLS_KRB5_EXPORT_WITH_DES_CBC_40_SHA, TLS_KRB5_EXP®RWITH_DES_CBC_40_MD#]
[#]2009-09-07T13:51:55.338+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th | Client will not use compression
ad-29181-1;|
Compression Methods: #]

[#]2009-09-07T13:51:55.338+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th readID=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|0[#]

=| Client is willing to accept any of the cipher suites listed |

readlD=35;_ThreadName=httpSSLWorkerThre
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[#]2009-09-07T13:51:55.338+1000|INFO|sun- | Crteate new session |

appserver2.1|javax.enterprise.syst out|_Th readID=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|
%% Created: [Session-19, SSL_RSA_WITH_RC4_128_MD5 11441

[#12009-09-07T13:51:55.339+1000|INFO|sun- Server sends Hello message
appserver2.1jjavax.enterprise.system.stream.out|_T =>o— =
ad-29181-1;|

*** ServerHello, TLSv1 [#]

| Session ID generated |

[#12009-09-07T13:51:55.349+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.strea

readlD=35;_ThreadName=httpSSLWorkerThre

ad-29181-1;|
Session ID: 1#]

| Server chose the cipher suite

[#]2009-09-07T13:51:55.349+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|{ 74, 164, 131, 91, 63, 222, 251, 80, 243, 87, 244,
244,67, 8, 250, 124, 74, 146, 191, 69, 3, 249, 26,
[#]2009-09-07T13:51:55.350+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

Cipher Suite: SSL_RSA WITH_RC4 128 MD5  |#]
[#]2009-09-07T13:51:55.350+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th readID=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

Compression Method: 0 1#]

[#]2009-09-07T13:51:55.350+1000|INFO|sun-

readID=35;_ThreadName=httpSSLWorkerThre
1,122, 138, 49, 114, 24,
3,159,81  }#]

readlD=35;_ThreadName=httpSSLWorkerThre

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|
***l#] . e

Server sends its certificate

[#]2009-09-07T13:51:55.350+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

Cipher suite: SSL_RSA_WITH_RC4_128_MD5
[#]2009-09-07T13:51:55.350+1000|INFO|suy|
appserver2.1|javax.enterprise.system.stgedm.out|_Th readID=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;

*+* Certificate chain 1#]
[#]2009-09-07T13:51:55.351+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;

chain [0] = [

readID=35;_ThreadName=httpSSLWorkerThre

Version: V3

Subject: CN= oradl.sSC , OU=Sun GlassFish Enterprise Server, O=Sun Microsy stems,
L=Santa Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1 13549.1.1.5

Key: Sun RSA public key, 1024 bits

modulus:
102121541157065069575568250270437214984350336338157 998094768569148500536018031894819145491
113311079336949399472032140208618356816163637202618 727298710465300230334324506184949208474
446933178623253726110968175800084405517043740120715 529443624373833850530287673442674333181
408072531272948503339758724948550982873

public exponent: 65537

Validity: [From: Sat Sep 05 13:48:28 EST 2009,

To: Tue Sep 03 13:48:28 EST 2019]

Issuer: CN=oradl.ssc, OU=Sun GlassFish Enterprise Server, O=Sun Microsystems, L=Santa
Clara, ST=California, C=US

SerialNumber: [ 4aaldf8c]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [
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0000: 9E 79 9C E9 59 86 34 8F FD 7509 F7 82 D0 8
0010: BE 9A 44 EE

]

]

]
Algorithm: [SHA1withRSA]

Signature:

0000: 23 A7 FD 51 1F 81 9E 8C 34 3A 58 01 EF 5A 0
0010: AD 352C 67 17 40 3AB8 EA1937DBB2B3C
0020: 5B 4F OE 30 4E 9D 42 23 52 FE E8 5344 8B 6

0030: CF 5F EE 07 D5 60 1E F2 1B EA 68 99 E4 BB 6
0040: 02 21 ID A5 AE6C 26 14 8C920292E3C17
0050: 6A 69 96 8E 2D 1E 7D 6C 52 5E 99 38 20 8B 1
0060: 52 11 89 B3 73 D0 6C 61 B2 DB BF CA 58 0A 3
0070: 40 81 97 CC 3F 60 A6 1E B5 D6 60 8A C6 6B B

11#]
[#/2009-09-07T13:51:55.352+1000|INFO|su
appserver2.1l|javax.enterprise.system.str
ad-29181-1;|

*** ServerHelloDone [#]
[#]2009-09-07T13:51:55.352+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;
httpSSLWorkerThread-29181-1,
[#]2009-09-07T13:51:55.524+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;
httpSSLWorkerThread-29181-1,
[#]2009-09-07T13:51:55.527+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

*** ClientkeyExchange, RSA PreMasterSecret, TLSv1
[#]2009-09-07T13:51:55.528+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

SESSION KEYGEN{#]
[#]2009-09-07T13:51:55.528+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

PreMaster Secret: 1#]
[#]2009-09-07T13:51:55.528+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

0000: |#]
[#]2009-09-07T13:51:55.528+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|03 |#]

.out|_Th

[#]2009-09-07T13:51:55.543+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

CONNECTION KEYGEN#]
[#]2009-09-07T13:51:55.543+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

Client Nonce: 1#]
[#]2009-09-07T13:51:55.544+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

0000: |#]

2CE y.Y.4.u...
.D.

4CD #.Q..4X.Z..
8EA 50.@:..7....
421 [0.0N.B#R..SD.d!
Cc89 .. ..h.l

456 1.1&....1V

QCA i 1DNA Q

Hello exchange done, perform secrets exchange

OF0 W..7 ... -.K.

readID=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

WRITE: TLSv1 Handshake, length = 794 [#]

readlD=35;_ThreadName=httpSSLWorkerThre

READ: TLSv1 Handshake, length = 134 1#]

readID=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre
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[#]2009-09-07T13:51:55.554+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

Server Nonce:  |#]
[#/2009-09-07T13:51:55.554+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

0000: |#]
[#/2009-09-07T13:51:55.554+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|4A |#]

[#]2009-09-07T13:51:55.564+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

Master Secret: 1#]
[#12009-09-07T13:51:55.564+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

0000: |#]
[#12009-09-07T13:51:55.564+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|6F |#]

[#]2009-09-07T13:51:55.577+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;]  Client MAC write Secret: [#]
[#/2009-09-07T13:51:55.577+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

0000: |#]
[#/2009-09-07T13:51:55.577+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-29181-1;|C3 |#]

[#]2009-09-07T13:51:55.582+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

Server MAC write Secret: 1#]
[#/2009-09-07T13:51:55.582+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

0000: |#]
[#12009-09-07T13:51:55.583+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-29181-1;|6F |#]

[#]2009-09-07T13:51:55.587+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|  Client write key: [#]
[#]2009-09-07T13:51:55.587+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

0000: |#]
[#]2009-09-07T13:51:55.587+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-29181-1;|C2 |#]

[#]2009-09-07T13:51:55.592+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-29181-1;|  Server write key: [#]
[#]2009-09-07T13:51:55.592+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;

readID=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readID=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre
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0000: |#]

[#]2009-09-07T13:51:55.593+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|BF |#]

[#/2009-09-07T13:51:55.598+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;| ... no IV used for this cipher [#]

[#]2009-09-07T13:51:55.598+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

httpSSLWorkerThread-29181-1, READ: TLSv1 Change Cipher Spec, length = 1 1#]
[#|2009-09-07T13:51:55.599+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

httpSSLWorkerThread-29181-1, READ: TLSv1 Handshake, length = 32 [#]
[#]2009-09-07T13:51:55.599+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

*** Einished [#]

[#12009-09-07T13:51:55.599+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

verify_data: {I1#]

[#12009-09-07T13:51:55.599+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|58|#]

[#/2009-09-07T13:51:55.603+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;

httpSSLWorkerThread-29181-1, WRITE: TLSv1 Change Cipher Spec, length = 1 [#]
[#12009-09-07T13:51:55.604+1000|INFO|sun-

appserver2.1l|javax.enterprise.system.stream.out|_Th readID=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

*** Finished [#]

[#|2009-09-07T13:51:55.604+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

verify_data: {1#]

[#]2009-09-07T13:51:55.604+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|220(#]

Successful SSL Handshake begin data transfer
readID=35;_ThreadName=httpSSLWorkerThre

[#]2009-09-07T13:51:55.609+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

httpSSLWorkerThread-29181-1, WRITE: TkSv1 Handshake, length = 32 1#]
[#12009-09-07T13:51:55.609+1000|INFO|su
appserver2.1jjavax.enterprise.system.sggegam.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;
%% Cached server session: [SesSion-19, SSL_RSA_WITH _RC4_128 MDS5]|#]

[#|12009-09-07T13:51:55.662% 1000|INFO|sun-

appserver2.1|javax.eptefprise.system.stream.out|_Th readID=36;_ThreadName=httpSSLWorkerThre
ad-29181-0;|

---[HTTP request]---|#]

The listing shows key points in the SSL Handshakeseem at the server. The client view will
be looked at shortly. The SoapUI plugin does notlpce a log | can see, however it received the

| server certificate as can be seen in FigureZo8pUI plugin did not object to the certificate _ - [ Formatted: Font: Bold
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as not being trusted. It seems that SoapUl will aept any certificate. It is a testing tool, after

all, not an application used to exchange real data.

Note

The fact that SoapUl accepts any certificate frequently trips young
players. They expect that a non-SoapUl application, for example a
GlassFish ESB HTTPS client, will also accept any certificate. This is not
the case at all. For GlassFish ESB HTTPS client to accept a server
certificate the server certificate must be added to the client-side truststore
if self-signed, or the certificate of the signer of the server certificate has to
be added to the client-side truststore.

Let's now create a composite application, Persor@Ai_SSLServerAuth, for the client side.
Drag the PersonCli BPEL module onto the CASA camarabclick Build. Right-click on the
name of the project and create a “New” -> “ExteN#8DL Document(s)”, providing the

“«--" { Formatted: NoteH

D { Formatted: NO

endpoint URL exposed by the PersonSvc_CA_SSLSeunthréomposite application, with the

suffix “?WSDL”". Accept thehe catificate if the dialog box, like that shown in kig 5.8.22

pops up.

Note
Here comes the rub.

the host specified in the URL matters. One may get different artifacts
generated when specifying “localhost” as the host name, different when
specifying FQDN of the host and different when specifying an alias host
name (alternative name to FQDN, perhaps specified in the “hosts” file. If
the alias refers to 127.0.0.1 artifacts are not generated correctly.

The best policy is to use the FQDN of the host to which the service is
deployed. This generates correct artifacts.

Here comes another rub.

Artifacts generated using the FQDN of the service host embed URL
references that include that FQDN. This makes it impossible to deploy
the client to a host which does not have connectivity to the original
service host. Why does it matter? Picture a situation where the service is
developed and deployed to a development machine. The consumer is
then developed using the service deployed to the development machine.
The service is then deployed to a test or production machine. The
consumer will likewise need to be deployed to the test or production
machine. There is no connectivity between development machine and
production machine. The consumer will try to obtain artifacts form the
development machine at deploy and start time and will fail. The
consumer which uses artifacts with embedded inaccessible host URLs
will fail to deploy.

The best policy is to copy the artifacts that appear in a hierarchy of
directories under the “Process Files” directory directly to the “Process
Files” directory then manually modify them, replacing all URL references
with the reference to the file name of the artifact.

Here is the “before” picture.

«--" { Formatted: NoteH

- { Formatted: NO

- { Formatted: Font: Bold

J
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B33, PersonCli_CA_SSLServerAuth
[£ service Assembly
5 Process Files
TN oradl.ssc_29181
E}'ﬁ PersonSvc_CA_SSLServerAuth-sun-http-binding
[&5 Person.xsd
i PersonAbsSwvc, wsd|
E}ﬁ casaServicel
------ . casaPort1.wsdl
&3 casaPortl.xml
----- wait-client, xmil
-5 JBI Modules

Here is the “after” picture.

EIC% PersonCli_CA_SSLServerauth
@ Service Assembly

['] E oradl.ssc_29181
E} ﬁ PersonSve_CA_SSLServer Auth-sun-http-binding

: i-[d Person.xsd

N B PersonAbssve.wsdl

53 casaservicel

. %

Person.xsd

PersonAbsSve.wed|

casaPortl.wsdl

casaPortl. wsdl

casaPortl, xml

wsit-client,xml
B EE JBI Modules

The URL references look like:

1 <?xml version="1.0" encoding="UIF-8"2>
20l «definitions targetHamespace:

chemas .xmlsoap.org/wsdl/™ xmln

3=l <import namespace="http: "

4 location="https://gfesbv. 1t tp-binding/PersonAbsSve.wadl” >
5 <FIMporT>

&[] <portType name="dummyCasaPortType">

7 </portType>

A= <binding name="casaBindingl"™ type="ns:PersonfAbsSvcPortType">
They need to be changed to retain just the name of the artifact file:
<?xml]l version="1.0" encoding="UTF-8"7>

] <definitions targetNamespace="FersonSvc CRA 35 erverfuth™ xmlns="http://=schi

] <import pamespace="http://ddec netbeans.o /PersonfibaSvc™
location="Pers=sonibsSvc.wadl">
1MpOIC>
] <portIype name="dummyCasaPortcIype">
</portType>r
] I <binding name="casaBindingl™ type="ns:PersonfAbsSvcPortIype™>
Frrom s Dl d rrrDafaranmsa TTDT=M#~aoaRdindd need Dal 5 mar® Fu
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Repeat the process for all other artifacts which were generated and
copied to the “root” folder to make sure none use URL-based references
to WSDLs and XSDs.

If you modified artifact references the discussion below, all the way to
Listing 5.8.40, will not apply at deployment time, but will apply at runtime,
the first time the client is invoked. The first invocation will fail if the server
certificate is not trusted at the client side.

Right-click on the WSDL Ports swim line and chotisead WSDL Port”. Accept the one and
only port and click Build to build the project. eesteps are illustrated in Figures 5.7.8 through
5.7.14.

Click on the “paper and key” icon on the SOAP B@ ahoose Client Configuration, as shown
in Figure 5.8.25.

E -
3 20 WS (BPEL) Parsoncli
» <Z [&] personChi

TriggerConPort D TriggerRR

ParsonWs D ((1oS]

¥ s o

Server Configuration |

Figure 5.8.25Client policy configuration

Note, as shown in Figure 5.8.26, that there arspeaific configuration options for SSL with
Server-side Authentication.

W ws-Policy Attachment: casaPortl x|

Transport

™ Automatically Select Optimal Encoding (XML/Fast Infoset)

™ Automatically Select Optimal Transport (HTTR,/TCF)

OK il Cancel | Help |

Figure 5.8.26No SSL configuration options at the client side

Build the project.

Attempt to deploy the project to the local GlaskHisstance. The expectation is that deployment
witl-mayfail with an unenlightening message like that shanvhisting 5.8.2.

Listing 5.8.2Deployment error messages
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ERROR: Successful execution of Deploy:
G:\GlassFishESBv21Projects\WSPolicyExploration\Pers
ersonCli_CA_SSLServerAuth.zip
WARNING: (JBIMA0404) Deployment of service assembly
succeeded partially; some service units failed to d

* Component: sun-http-binding

ERROR: (SOAPBC_DEPLOQY_2) HTTPBC-E00201: Deplo

javax.wsdl.WSDLException: WSDLException (at /defini
faultCode=OTHER_ERROR: Unable to resolve imported d
"https://oradl.ssc:29181/PersonSvc_CA_SSLServerAut
binding/PersonAbsSvc.wsdl", relative to
"file:/C:/GlassFishESBv21_16016/glassfish/domains/
assemblies/PersonCli_CA_SSLServerAuth.1/PersonCli_C
binding/sun-http-binding/oradl.ssc_29181/casaServic
javax. net . ssl . SSLHandshakeExcepti on:
sun. security.validator. Validator Exception:

onCli_CA_SSLServerAuth/dist/P

PersonCli_CA_SSLServerAuth
eploy.

yment failed.
tions/import):
ocument at
h-sun-http-

domainl/jbi/service-
A_SSLServerAuth-sun-http-
el/casaPortl.wsdl":

PKI X path building failed:

sun. security. provider.certpath. SunCert Pat hBui | der Exception: unable to
find valid certification path to requested target

G:\GlassFishESBv21Projects\WSPolicyExploration\Pers
ect\build-impl.xml:201: Deployment failure.
BUILD FAILED (total time: 2 seconds)

onCli_CA_SSLServerAuth\nbproj

What happened? The deployer attempted to stadoimposite application and the SOAP
Binding Component in the PersonCli_CA_SSL ServerAarthmcz02.aus.sun.com attempted to
connect to the SOAP BC in the PersonSvc_CA_SSL%&utle on oradl.ssc. Since the
GalssFish instance on mcz02.aus.sun.com does oot &pout the certificate returned by the
GlassFish instance on oradl.ssc it rejected it avithde message.

Listing 5.8.3 shows selected messages from the 2r@zf.sun.com’s server.log, relatiitp the

SSL Handshake failure.
Listing 5.8.3Client-side SSL Handshake

[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

%% No cached client session|#]
[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

*** ClientHello, TLSv1|#]

[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Session ID: |#]
[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding; |{}|#]
[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA_W

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

ITH_RC4_128_SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA_WITH_AES.28_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, SSL_RSA_WITH_3DE&DE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA]|#]
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[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Compression Methods: { |#]

[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding,
[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding,
98|#]

[#]2009-09-07T18:18:18.640+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding,
[#]2009-09-07T18:18:18.640+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

*** ServerHello, TLSv1|#]

[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Session ID: |#]
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|{74, 164, 193, 203, 245
203, 207, 130, 17, 102, 76, 59, 54, 207, 0, 9, 12,
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Cipher Suite: SSL_RSA_WITH_RC4_128_MD5|#]
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Compression Method: 0J#]
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

***l#]

[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

%% Created: [Session-3, SSL_RSA_WITH_RC4_128_MD5]|

[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

* SSL_RSA_WITH_RC4_128 MD5|#]
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

*+* Certificate chain|#]
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

chain [0] = [

[

Version: V3

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

WRITE: TLSv1 Handshake , length = 73|#]

readlD=81;_ThreadName=PersonCli_CA_SSLS

WRITE: SSLv2 client hello message , length =

readlD=81;_ThreadName=PersonCli_CA_SSLS

READ: TLSv1 Handshake , length = 794|#]

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS
, 191, 123, 38, 91, 15, 20, 255, 117,
125, 143, 33, 189, 59, 111, 26}|#]

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

#]

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

Subject: CN= oradl.ssc , OU=Sun GlassFish Enterprise Server, O=Sun Microsy stems,

L=Santa Clara, ST=California, C=US
Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

13549.1.1.5
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Key: Sun RSA public key, 1024 bits
modulus:

102121541157065069575568250270437214984350336338157
113311079336949399472032140208618356816163637202618
446933178623253726110968175800084405517043740120715

408072531272948503339758724948550982873
public exponent: 65537
Validity: [From: Sat Sep 05 13:48:28 EST 2009,
To: Tue Sep 03 13:48:28 EST 2019]
Issuer: CN=oradl.ssc, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US
SerialNumber: [ 4aaldf8c]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [
Keyldentifier [

0000: 9E 79 9C E9 59 86 34 8F
0010: BE 9A 44 EE

]
]

]
Algorithm: [SHA1withRSA]

Signature:

0000: 23 A7 FD 51 1F 81 9E 8C
0010: AD 35 2C 67 17 40 3A B8
0020: 5B 4F OE 30 4E 9D 42 23
0030: CF 5F EE 07 D5 60 1E F2
0040: 02 21 1D A5 AE 6C 26 14
0050: 6A 69 96 8E 2D 1E 7D 6C
0060: 52 11 89 B3 73 DO 6C 61

0070: 40 81 97 CC 3F 60 A6 1E

FD 7509 F7 82 D0 8

34 3A 58 01 EF5A0
EA1937DBB2B3C
52 FE E8 5344 8B 6
1B EA 6899 E4 BB 6
8C920292E3C17
525E9938208B1
B2 DB BF CA58 0A 3
B5 D6 60 8A C6 6B B

11#

[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|,
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;| fatal |, #
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding,
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding, called
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding, handli
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun

find valid certification path to requested target|#
[#]2009-09-07T18:18:18.671+1000|SEVERE|sun-
appserver2.1jcom.sun.jbi.httpsoapbc.HttpSoapBinding
nCli_CA_SSLServerAuth-sun-http-binding;_RequestID=c

998094768569148500536018031894819145491
727298710465300230334324506184949208474
529443624373833850530287673442674333181

Server, O=Sun Microsystems, L=Santa

2CE y.Y.4.u....
.D.

4 CD #.Q...4:X.Z.
8EA 50.@:...7.....

4 21 [O.0N.B#R..SD.d!
c89 ._...h..LL
&.....tV
9C4 ji.-.IRM8 ...
A5D R..s.la...X.]
6F6 @..7°....". k..

readlD=81;_ThreadName=PersonCli_CA_SSLS

SEND TLSv1 ALERT: |4

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

description = certificate_unknown [#]

readlD=81;_ThreadName=PersonCli_CA_SSLS
WRITE: TLSv1 Alert  , length = 2|#]
readlD=81;_ThreadName=PersonCli_CA_SSLS
closeSocket()|#]
readlD=81;_ThreadName=PersonCli_CA_SSLS
ng exception:
alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

]

Deployer|_ThreadlD=81;_ThreadName=Perso
5817253-ec00-4d70-9d29-
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218bfc560ba3;|HTTPBC-E00201: Deployment failed. jav
(at /definitions/import): faultCode=OTHER_ERROR: Un
‘https://orad1.ssc:29181/PersonSvc_CA_SSLServerAuth
relative to ‘file:/C:/GlassFishESBv21_16016/glassfi
assemblies/PersonCli_CA_SSLServerAuth.1/PersonCli_C
http-binding/orad1.ssc_29181/casaServicel/casaPortl
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target
javax.jbi.JBIException: javax.wsdl. WSDLException: W
faultCode=OTHER_ERROR: Unable to resolve imported d
‘https://orad1.ssc:29181/PersonSvc_CA_SSLServerAuth
relative to ‘file:/C:/GlassFishESBv21_16016/glassfi
assemblies/PersonCli_CA_SSLServerAuth.1/PersonCli_C
http-binding/orad1.ssc_29181/casaServicel/casaPortl
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target

at
com.sun.jbi.httpsoapbc.ServiceUnitimpl.createEndpoi

at com.sun.jbi.httpsoapbc.ServiceUnitimpl.deploy(S

at
com.sun.jbi.httpsoapbc.HttpSoapBindingDeployer.depl

at
com.sun.jbi.framework.ServiceUnitOperation.process(

at com.sun.jbi.framework.Operation.run(Operation.j

at java.lang.Thread.run(Thread.java:619)
Caused by: javax.wsdl. WSDLException: WSDLException
faultCode=OTHER_ERROR: Unable to resolve imported d
‘https://orad1.ssc:29181/PersonSvc_CA_SSLServerAuth
relative to ‘file:/C:/GlassFishESBv21_16016/glassfi
assemblies/PersonCli_CA_SSLServerAuth.1/PersonCli_C
http-binding/orad1.ssc_29181/casaServicel/casaPortl
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target

ax.wsdl.WSDLException: WSDLException
able to resolve imported document at
-sun-http-binding/PersonAbsSvc.wsdl',
sh/domains/domainl/jbi/service-
A_SSLServerAuth-sun-http-binding/sun-
wsdl':

alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

SDLException (at /definitions/import):
ocument at
-sun-http-binding/PersonAbsSvc.wsdl',
sh/domains/domainl/jbi/service-
A_SSLServerAuth-sun-http-binding/sun-
wsdl':

alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

nts(ServiceUnitimpl.java:601)
erviceUnitimpl.java:201)

oy(HttpSoapBindingDeployer.java:146)

ServiceUnitOperation.java:177)
ava:104)

(at /definitions/import):

ocument at
-sun-http-binding/PersonAbsSvc.wsdl',
sh/domains/domainl/jbi/service-
A_SSLServerAuth-sun-http-binding/sun-
wsdl':

alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

at com.ibm.wsdl.xml.WSDLReaderlmpl.parselmport(WSD

at com.ibm.wsdl.xml.WSDLReaderlmpl.parseDefinition

at com.ibm.wsdl.xml.WSDLReaderimpl.readWSDL(WSDLRe
at com.ibm.wsdl.xml.WSDLReaderimpl.readWSDL(WSDLRe
at com.ibm.wsdl.xml.WSDLReaderimpl.readWSDL(WSDLRe
at com.ibm.wsdl.xml.WSDLReaderimpl.readWSDL(WSDLRe
at com.ibm.wsdl.xml.WSDLReaderimpl.readWSDL(WSDLRe

LReaderimpl.java:561)
s(WSDLReaderImpl.java:331)
aderimpl.java:2324)
aderimpl.java:2288)
aderimpl.java:2341)
aderimpl.java:2249)
aderimpl.java:2211)

at
com.sun.jbi.wsdlvalidator.impl.ValidatingWSDLReader
java:88)

at
com.sun.jbi.wsdlvalidator.impl.ValidatingWSDLReader
java:95)

at
com.sun.jbi.wsdlvalidator.impl.ValidatingWSDLReader
java:95)

at
com.sun.jbi.wsdlvalidator.impl.ValidatingWSDLReader
java:95)

at
com.sun.jbi.httpsoapbc.ServiceUnitimpl.createEndpoi

... 5 more
Caused by: javax.net.ssl.SSLHandshakeException: sun
PKIX path building failed: sun.security.provider.ce
unable to find valid certification path to requeste

at com.sun.net.ssl.internal.ssl.Alerts.getSSLExcep

at com.sun.net.ssl.internal.ssl.SSLSocketimpl.fata

at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE

at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE

Impl.readWSDL(ValidatingWSDLReaderImpl.

Impl.readWSDL(ValidatingWSDLReaderImpl.

Impl.readWSDL(ValidatingWSDLReaderImpl.

Impl.readWSDL(ValidatingWSDLReaderImpl.

nts(ServiceUnitimpl.java:486)

.security.validator.ValidatorException:
rtpath.SunCertPathBuilderException:
d target
tion(Alerts.java:174)
I(SSLSocketimpl.java:1611)
(Handshaker.java:187)
(Handshaker.java:181)
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at

com.sun.net.ssl.internal.ssl.ClientHandshaker.serve rCertificate(ClientHandshaker .java:1035
)
at
com.sun.net.ssl.internal.ssl.ClientHandshaker.proce ssMessage(ClientHandshaker.java:124)
at com.sun.net.ssl.internal.ssl.Handshaker.process Loop(Handshaker.java:516)
at com.sun.net.ssl.internal.ssl.Handshaker.process _record(Handshaker.java:454)
at com.sun.net.ssl.internal.ssl.SSLSocketimpl.read Record(SSLSocketimpl.java:884)
at
com.sun.net.ssl.internal.ssl.SSLSocketImpl.perform| nitialHandshake(SSLSocketimpl.java:1112
)
at
com.sun.net.ssl.internal.ssl.SSLSocketImpl.startHan dshake(SSLSocketimpl.java:1139)
at
com.sun.net.ssl.internal.ssl.SSLSocketimpl.startHan dshake(SSLSocketimpl.java:1123)
at sun.net.www.protocol.https.HttpsClient.afterCon nect(HttpsClient.java:434)
at
sun.net.www.protocol.https.AbstractDelegateHttpsURL Connection.connect(AbstractDelegateHttp
sURLConnection.java:166)
at
sun.net.www.protocol.http.HttpURLConnection.getinpu tStream(HttpURLConnection.java:1049)
at
sun.net.www.protocol.https.HttpsURLConnectionimpl.g etinputStream(HttpsURLConnectionlimpl.ja
va:234)
at java.net.URL.openStream(URL.java:1010)
at com.ibm.wsdl.util.StringUtils.getContentAsInput Stream(StringUtils.java:184)
at com.ibm.wsdl.xml.WSDLReaderlmpl.parselmport(WSD LReaderimpl.java:442)
... 16 more
Caused by: sun.security.validator.ValidatorExceptio n: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderEx ception: unable to find valid
certification path to requested target
at sun.security.validator.PKIXValidator.doBuild(PK IXValidator.java:285)
at sun.security.validator.PKIXValidator.engineVali date(PKIXValidator.java:191)
at sun.security.validator.Validator.validate(Valid ator.java:218)
at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.v alidate(X509TrustManagerimpl.java:126)
at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.c heckServerTrusted(X509TrustManagerimpl.
java:209)
at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.c heckServerTrusted(X509TrustManagerimpl.
java:249)
at
com.sun.net.ssl.internal.ssl.ClientHandshaker.serve rCertificate(ClientHandshaker.java:1014
)
... 30 more
Caused by: sun.security.provider.certpath.SunCertPa thBuilderException: unable to find
valid certification path to requested target
at
sun.security.provider.certpath.SunCertPathBuilder.e ngineBuild(SunCertPathBuilder.java:174)
at java.security.cert.CertPathBuilder.build(CertPa thBuilder.java:238)
at sun.security.validator.PKIXValidator.doBuild(PK IXValidator.java:280)
... 36 more
[#]

The client commenced SSL Handshake by sendinglibat®ello message nominating
cryptographic algorithms and compression methalwiilling to use, the server responded with
the Server Hello message, nominating the selectgdographic algorithm, session id and its
server certificate. The client looked at the cadife, did not found the CA that issued it in its
truststore and aborted the SSL Handshake.
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Recall from earlier discussion that for a self-sidrertificate, which the one returned by
oradl.ssc is, it must be explicitly imported inte client’'s GlassFish instance’s cecerts.jks

| truststoret/heWhenl look at the client’'s (mcz02) GlassFish instasceacert.jks | don't see the
certificate that corresponds to oradl.ssc. FiguBe23.

I3 T C\GlassFishESBv21_16016\glassfish\domains\domainl \config\cacerts.jks - Portecle

File Tools Examine Help
BERCIEICIE BN
| Alias Name | Last Modified

baltimorecodesign...
baltimorecybertrust...

10/05/2002 10:05:16 PM
10/05/2002 10:28:14 PM

entrust2048ca
entrustclientca

entrustgsslca
entrustssica
equifaxsecureca

geotrustglobalca
godaddyclass2ca
gtecybertrustsca

s1as
starfieldclass2ca

thawteserverca
valicertclass2ca
verisignclassica
verisignclassig2ca
verisignclass1g3ca
verisignclass2ca
verisignclass2g2ca
verisignclass2gica
verisignelass3ca
verisignclass3g2ca
verisignclass3gica
verisignserverca

entrustglobalclientca

equifaxsecureebus...
equifaxsecureebus...
equifaxsecureglob...

gtecybertrustglobal...

thawtepersonalba...
thawtepersonalfre...
thawtepersonalpre...
thawtepremiumser...

10/01/2003 2:13:01 AM
10/01/2003 2:13:45 AM
10/01/2003 2:15:04 AM
10/01/2003 21427 AM
10/01/2003 2:15:26 AM
19/07/2003 4:41:05 AM
19/07/2003 4:43:22 AM
19/07/2003 4:43:49 AM
19/07/2003 4:42:27 AM
19/0772003 4:44:49 AM
12/01/2005 8:45:17 AM
10/05/2002 10:19:08 PM
10/05/2002 9:18:23 PM
02/09/2009 4:05:26 PM
12/01/2005 8:50:02 AM
130021999 7:11:01 AM
13/02/1999 7:12:16 AM
130021999 7:13:21 AM
13/02/1999 7:15:26 AM
13/02/1999 7:14:33 AM
12/01/2005 8:47:37 AM
26/03/2004 5:59:40 AM
26/03/2004 6:16:36 AM
26/03/2004 6:27:59 AM
281072003 1:32:21 AM
26/03/2004 6:18:49 AM
26/03/2004 6:29:31 AM
281072003 1:33:38 AM
26/03/2004 6:21:55 AM
26/03/2004 6:31:09 AM
30/06/1998 3:07:34 AM

Figure 5.8.27Default GlassFish list of trusted certificates

We need to extract the oradl.ssc’s certificate fitsrkeystore.jks and import it into the mcz02's
cacerts.jks.

The steps to extract a certificate from a keystsiag the Brtacle tool[2] are discussed in the
next few paragraphs. If you have the certificatéhefremote host, as you might, or use another
tool to work with keystores, skip past this section

| transferred the truststore.jks and the cacektfrggn oradl.ssc to the machine on which | have
Portacle installed so | can easily manipulate them.
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Open the remote host’s (oradl for me) truststdeevjth Prtacle. Password, by default, is
changeit. Figure 5.8.28 shows the keystore cortetthe content of the slas certificate.

| G:\GlassFishESBu21Projects| WSPolicyExploration\crypin_stores_ oradl\keystorejks - Portecle
. Eile Tools Examine Help

Inla]os=s[es)as]e
m®| alias Hame | Last Modified
| &2 stas 05/09/2009 1:48:28 PM
x4
|—| Certificate 1 of 1 |—
YVersion: 3

Subject Ch=oradi.ssc, OU=Sun GlassFish Enterprise Server, 0=Sun Microsyste
Issuer: CN=orad1.ssc, OU=5Sun GlassFish Enterprise Server, O=Sun Microsyste
Serial Number: 4AA1DFBC
Valid From: 05/09/2009 1:48:28 PM
! Valid Until:  03/09/2019 1:48:28 PM
Public Key. RSA (1,024 bits)
Signature Algorithm:  SHATwithRSA
MD5 Fingerprint. | AQ:0F.9B:EQ:96:8E:5EAS.CETC10:D3.06.:6CANEE

SHA-1 Fingerprint. CC:EF.84.E2:82:.D01:85 18:1B8:54:60.6F.09.60:68:87.D6.FCF7-3F

| Extensions || PEM Encoding

Figure 5.8.28orad1’s keystore with slas private key and ceetfic

2

Right-click slas key and choose “Export”, as shawhigure 5.8.29.

I3 T G:\GlassFishESBv21Projects\WSPolicyExploration\crypto_stores_orad1\keystore jks - Portecle

File Tools Examine Help

EBERCEICREEERE
@] Alias Name | Last modified

% 51as AEINAMANN 4-40-10 Ok
B¥ Certificate Details

i Export
[ Generate Certification Request%
& |mport CA Reply

Figure 5.8.29Trigger export of slas certificate

Choose to export just the “head certificate” amdtestt in PEM Encode form — Figure 5.8.30.
Since the certificate is a self-signed certifidatgoes not matter whether we export the head
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certificate (just the certificate itself) or ther@cate Chanin (including all related CA
certificates). The PEM Encoded, for Privacy Enhandail (PEM) is basically a Base64

encoded binary certificate.

Export Keystore Entry s x|

Export Type

) Certificate Chain

) Private Key and Certificates
Export Format

) DER Encoded

) PKCS #7

) PkiPath

Figure 5.8.30Choose export options

Complete the wizard by nominating the folder toethio save the certificate. By default the
name of the file will be derived from the CN (Commidame) value in the certificate. Figure
5.8.31 illustrates this for my environment.

;T Export certificate

Look In: ||j crypto_stores_orad

oo
MEEIEEHE

File Name: |orad_ssc.cer

Files of Type: |X.509 Certificate Files (*.cer,* crt* pem)

|v|

| ExportkH Cancel |

x|

Figure 5.8.31Save certificate to a file

If you happen to be on a Windows machine, as l@nthie client-side development, you can
inspect the certificate with windows tools. Merdlyuble-click the certificate file and see what
you see. What | see is shown in Figure 5.8.32.
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General | petaiis | Certification Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: oradl.ssc

Issued by: oradl.ssc

Valid from 05-5ep-2009 to 03-Sep-2019

1n513IICert|ﬁczte| Issuer Skatement |

=

Figure 5.8.32orad1_ssc.cer shown in Windows

Now let’s import the certificate to the local Glagsh instance’s, mcz02 for me, cacerts.jsk

truststore. Figure 5.8.33 illustrates the firspstethis process.

1k TC:\GlassFish ESBv21_16016\glassfish\domains\domainl\config\cacerts.jks - Portecle

File Tools Examine Help

DERERERO0R0

| Alias Mame LAf‘Import Trusted Cerificate {DlrI—T}|
baltimorecodesign... 10/05/2002 10:05:16 PM
baltimaorecybertryst... 10/05/2002 10:28:14 PM
entrust2048ca 10/01/2003 2:13:01 AM
entrustclientca 1000172003 2:13:45 AM
entrustglobalcligntca  10/01/2003 2:15:04 AM
entrustgssica 1012003 21427 AM

[ [ S S (- AR AT A S-S AR

Figure 5.8.33Start the certificate import process

Locate the certificate and select it for importjsashown in Figure 5.8.34.
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x
Look In: ||j crypto_stores_orad1 |V|

F-g orad_ssc.cer |

File Mame: |0rad_ssc.cer |

Files of Type: |X.509 Certificate Files (*.cer;*.crt*. pem) |V|

| Imp:rct> || Cancel |

Figure 5.8.34Select and import the certificate

This is a self-signed certificate so the tool atlvise that it can not establish trust for the
certificate, as shown in Figure 5.8.35. Acknowletige message.

Import Trusted Certificate |

@ Could not establish a trust path for the certficate.
The certficate information will now be displayed after
which you may confirm whether or not you trust the

certificate.

Figure 5.845-35 Trust path can not be established message

Then the certificate details will be shown, as barseen in Figure 5.8.36. Acknowledge this by
clicking OK.

Certificate Details for 'orad_ssc.cer’ 5'

I:l Certificate 1 of 1 I:l

Version: 3
Subject: CMN=oradi.ssc, OU=Sun GlassFish Enterprise Server, O=5un Microsyste
Issuer. CM=orad1.ssc, OU=5un GlassFish Enterprise Server, 0=5un Microsyste
Serial Number: 4AA1DFBC

Walid From: 05/09/2009 1:48:28 PM

Valid Until: |03/09/2019 1:48:28 PM

Public Key: RSA (1,024 bits)

Signature Algorithm:  SHATwithRSA
MD5 Fingerprint:  AD:0F:9B:E0:96:8E:5E:A9:C6:7C:10:D3:06:6C:AD:86

SHA-1Fingerprint. CC:EF:84:E2:82:D1:85:1B:1B:54:60:6F:09:60D:68.87 . D6:FC.FT:3F

| Extensions || PEM Encoding

Figure 5.8.36Certificate details
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Finally, click the Yes button to accept the cecatie as trusted, Figure 5.8.37, and accept the
provided or modified certificate alias, Figure 3.

Import Trusted Certificate x|

IE‘ Do you want to accept the cerificate as trusted?

Figure 5.8.37Accept certificate as trusted

Trusted Certificate Entry Alias x|

Enter Alias: |0rad1.ssd |

| OK|J| Cancel |
L

Figure 5.8.38Accept certificate alias

Once this is done the certificate will be imporietb the cacerts.jsk truststore, as trusted
certificate with alias of oradl.ssc. Figure 5.8sB8ws the final feedback.

gtecybertrustglobal... 10/05/2002 9:18:23 PM
oradi.ssc 07/09/2009 8:35.58 PM

51as 02/09/2009 4:05:26 PM

|
Trusted Cerificate Impont Successful.

u

KeySOTe P RS pTOMaeT SUNSTzE —

Figure 5.8.39Certificate was imported

Exit from Portacle Key Manager, saving the modiftaderts.jsk keystore on the way.

The GlassFish Application Servaeppeaappeargo be caching the truststore content. It is
necessary to re-start GlassFish after corticatedpsrted.

We are ready to attempt to deploy the client apgibm again. This time, since the remote
GlassFish instance’s certificate is in the cagskdruststore, and is trusted, we should succeed.
Listing 5.8.4 shows the feedback fro the NetBeans IDE.

Listing 5.8.40 Deployment successful

run-jbi-deploy:
[undeploy-service-assembly]
Undeploying a service assembly...
host=localhost
port=24848
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name=PersonCli_CA_SSLServerAuth
[deploy-service-assembly]
Deploying a service assembly...
host=localhost
port=24848

file=G:\GlassFishESBv21Projects\WSPolicyExploration

Cli_CA_SSLServerAuth.zip

[start-service-assembly]

Starting a service assembly...

host=localhost
port=24848
name=PersonCli_CA_SSLServerAuth

run:

BUILD SUCCESSFUL (total time: 8 seconds)

\PersonCli_CA_SSLServerAuth/dist/Person

The service implementation composite applicati@rsBnSvc_CA_SSLServerAusth, is
deployed to host oradl.wa.gov.ssc. The client implgation composite application,
PersonCli_CA_SSLServerAuth, is deployed to mczG2saumn.com.

Let’s exercise the solution using the PersonCli_\R'S#&b service testing project by submitting
the SoapUI request, as we did before. Listings58.shows abbreviated trace of the SSL
Handshake as seen on the client sitlen the server certificate is know and trustestings
5.8.42 and 5.8.43 show extracts from the servefrtmg the client and the server side when the

server certificate is not known/trusted by therdliside.

Listing 5.8.5-41 Client-side SSL Handshake trace

[#|12009-09-07T20:52:16.500+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

%% Client cached [Session-1, SSL_RSA_ WITH_RC4_128 M
[#|2009-09-07T20:52:16.500+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

%% Try resuming [Session-1, SSL_RSA_WITH_RC4_128_MD
[#|12009-09-07T20:52:16.500+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

*+* ClientHello, TLSv1|#]

[#|2009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Session ID: |#]
[#12009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
147, 242, 12, 228, 182, 189, 239, 197, 106, 83, 181

58, 223, 237, 12, 12, 62, 224, 73, 109, 208}|#]
[#|2009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA_W

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

D5]|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

5] from port 4707|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|{74, 164, 228,

, 198, 176, 62, 55, 7, 142, 242, 27,

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|
ITH_RC4 128 SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA_WITH_AES.28_CBC_SHA,
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TLS_DHE_DSS_WITH_AES_128 _CBC_SHA, SSL_RSA_WITH_3DEEDE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D$XPORT_WITH_DES40_CBC_SHA][#]

[#]2009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Compression Methods: { |#]

[#]2009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Handshake,
[#]2009-09-07T20:52:16.843+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, READ: TLSv1 Handshake, |
[#]2009-09-07T20:52:16.843+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** ServerHello, TLSv1|#]

[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Session ID: |#]
[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
147, 242, 12, 228, 182, 189, 239, 197, 106, 83, 181

58, 223, 237, 12, 12, 62, 224, 73, 109, 208}|#]
[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Cipher Suite: SSL_RSA_WITH_RC4_128_MD5|#]
[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Compression Method: 0]#]
[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
***l#]

[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
CONNECTION KEYGEN:|#]
[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Client Nonce:|#]

Server Nonce:|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

length = 105|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

ength = 74|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|{74, 164, 228,

, 198, 176, 62, 55, 7, 142, 242, 27,

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|
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[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Master Secret:|#]
[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Client MAC write Secret:|#]
[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Secret:|#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Client write key:|#]
[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
key:|#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|Server MAC write

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|Server write

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
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OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

... no IV used for this cipher|#]
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
%% Server resumed [Session-1, SSL_RSA_WITH_RC4_128_
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, READ: TLSv1 Change Ciphe
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, READ: TLSv1 Handshake, |
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** Finished|#]
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
verify_data: {|#]

[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Change Ciph
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
** Einished|#]
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
verify_data: {|#]

[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Handshake,
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Application
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Application
[#]2009-09-07T20:52:17.171+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, READ: TLSv1 Application

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

MD5]|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

r Spec, length = 1|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

ength = 32|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

er Spec, length = 1|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

length = 32|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

Data, length = 323|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

Data, length = 549|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

Data, length = 856|#]
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[#12009-09-07T20:52:17.187+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=58;_ThreadName=HTTPBC-
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu th-sun-http-binding-
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS vclgetPersonDetails;|

---[HTTP response 200]---|#]
*** g lot of stuff here - messages exchanged and so on *xx

[#]2009-09-07T20:52:27.171+1000]INFO]|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=61;_ThreadName=Keep-Alive-
Timer;|

Keep-Alive-Timer, called close()|#]

[#|2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=61;_ThreadName=Keep-Alive-
Timer;|

Keep-Alive-Timer, called closelnternal(true)|#]

[#]2009-09-07T20:52:27.171+1000]INFO]|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|

Keep-Alive-Timer|#]

[#|2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|, SEND TLSv1 ALERT: |#]

[#|2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|warning, |#]

[#]2009-09-07T20:52:27.171+1000]INFO]|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|description = close_notify|#]

[#|2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=61;_ThreadName=Keep-Alive-
Timer;|
Keep-Alive-Timer, WRITE: TLSv1 Alert, length = 18|# ]

Note, in Listing 5.8541, that rather than establishing a new sessiorntwbearties resumed an
earlier SSL session. The client requested sessgmption and the server agreed to resume the
session. No certificate was sent from the servéndclient.

If the server certificate is not know/trusted, extean will fail showing trace similar to that
shown in Listing 5.8.42. If this happens one ndedsdd the server certificate to the clisnt side
truststore, as discussed a several paragraphsbsfarting around Figure 5.8.27.

P { Formatted: LN Char

************************************************************ - { Formatted: LSH Char

- /[ Formatted: Font: 8 pt

J L

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=HTTPBC- \[ Formatted: LC
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu th-sun-http-binding-

{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS vclgetPersonDetails;|

%% No cached client session|#] - { Formatted: LC2
[#/2010-01-25T08:36:22.343+1100|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=HTTPBC-
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu th-sun-http-binding-

{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS vclgetPersonDetails;|

*** ClientHello, TLSv1|#]

[#)2010-01-25T08:36:22.343+1100|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=HTTPBC-
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu th-sun-http-binding-
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS vclgetPersonDetails;|

RandomCookie: |#]
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[#]2010-01-25T08:36:22.343+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
[#]

[#]2010-01-25T08:36:22.343+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Session ID: |#]

[#]2010-01-25T08:36:22.343+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

[#]2010-01-25T08:36:22.343+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA W

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|GMT: 1264303446

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|{}[#]

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|
ITH_RC4_128_SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA_WITH_AES.28_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, SSL_RSA_WITH_3DE&DE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA]|#]

[#]2010-01-25T08:36:22.343+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Compression Methods: { |#]

[#]2010-01-25T08:36:22.343+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-1, WRITE: TLSv1 Handshake,

[#]2010-01-25T08:36:22.343+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-1, WRITE: SSLv2 client hell

[#]2010-01-25T08:36:22.437+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-1, READ: TLSv1 Handshake, |

[#]2010-01-25T08:36:22.437+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** ServerHello, TLSv1|#]

[#]2010-01-25T08:36:22.437+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
RandomCookie: |#]

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

length = 73|#]

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

0 message, length = 98|#]

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

ength = 792|#]

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|
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[#]2010-01-25T08:36:22.437+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
[#]

[#]2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Session ID: |#]

[#]2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
138, 134, 239, 186, 237, 138, 95, 94, 181, 248, 150

190, 108, 246, 96, 128, 61, 42, 86, 16}|#]

[#]2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Cipher Suite: SSL_RSA_ WITH_RC4 128 MD5#]

[#]2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Compression Method: 0J#]

[#]2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
***l#]

[#]2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
%% Created: [Session-1, SSL_RSA_WITH_RC4_128 MD5]|

[#/2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

** SSL_RSA_WITH_RC4_128_MD5|#]

[#]2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** Certificate chain|#]

[#]2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
chain [0] = [
[

Version: V3

Subject: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|GMT: 1264408582

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|{75, 93, 88, 6,

, 37, 82, 154, 43, 109, 57, 180, 168,

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

#)

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

Server, O=Sun Microsystems, L=Santa
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Signature Algorithm: SHA1withRSA, OID = 1.2.840.1 13549.1.1.5
Key: Sun RSA public key, 1024 bits
modulus:
162019218549153832437846806265131912188716502010853
308936626560088970134028685595103985234837519163387
985057493298783684614765757279216594655237962857291

225371772234756127209194813917271519933
923444045924454296696087850075632676103
655184931289671432133385295735524558107

521801179091614740871192538934917535511
public exponent: 65537
Validity: [From: Fri Dec 25 21:59:20 EST 2009,
To: Mon Dec 23 21:59:20 EST 2019]
Issuer: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US
SerialNumber: [ 4b349b08]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 6B F8 6E B9 01 5B 5C 92 4D 22 6D 01 B3 DF 3
0010: AC 68 97 D2

]

]

1

Algorithm: [SHA1withRSA]

Signature:
0000: 71 88 A3 15 54 06 F8 4E DF 85 A0 5D 0D 13 E
0010: 8D 67 D6 79 6A 87 12 99 E6 OD OF 48 AO 9E 4
0020: 28 33 87 89 57 C8 B255 04 EA 29 5D 45 6E 4
0030: 7D 08 A12C OE3C CED9 FB33ED5DCBAC3
0040: 66 D379 157D 9D E8 06 BF 08 03 32 62 2A 7
0050: 6D C5 66 FF 08 A8 CA 1B 8E FC 41 59 97 20 2
0060: A3F99F 80 F2525B B4 3603 1B9081353
0070: 51 D7 31 5B 6C 69 BA44 C3 A838BAE3O0DE

1%

[#]2010-01-25T08:36:22.453+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
***l#]

[#]2010-01-25T08:36:22.531+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-1|#]

[#]2010-01-25T08:36:22.531+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
ALERT: |#]

[#]2010-01-25T08:36:22.531+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

[#]2010-01-25T08:36:22.546+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu

Server, O=Sun Microsystems, L=Santa

C BO k.n.\\M"'m...<.
.h..

843 q..T..N..]..C
190 .gyj.....H..A.
38D (3..W..U.)JEnC.
6 E5 ...,.<..3.]..6.
078 fy.......2b*px
9 C7 mf....AY.).
9F5 ... R[.6....59.
7DC Q.1ii.D.8.....

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|, SEND TLSv1

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|fatal, |#]

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
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{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
certificate_unknown|#]

[#]2010-01-25T08:36:22.546+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-1, WRITE: TLSv1 Alert, leng

[#]2010-01-25T08:36:22.562+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-1, called closeSocket()|#]

[#]2010-01-25T08:36:22.562+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-1, handling exception: java
sun.security.validator.ValidatorException: PKIX pat
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target|#]

[#/2010-01-25T08:36:22.562+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-1, called close()|#]

[#]2010-01-25T08:36:22.562+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-1;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-1, called closelnternal(tru

[#]2010-01-25T08:36:22.578+1100|WARNING|sun-
appserver2.1jcom.sun.jbi.httpsoapbc.OutboundMessage
BC-OutboundReceiver-1;Context=PersonCli_CA_SSLServe
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
-7d3a-42e7-aaa0-3c8babfaf337;|HTTPBC-E00759: An exc
message. HTTP transport error: javax.net.ssl.SSLHan
sun.security.validator.ValidatorException: PKIX pat
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target
com.sun.xml.ws.client.ClientTransportException: HTT
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target

at
com.sun.xml.ws.transport.http.client.HttpClientTran
a:134)

at
com.sun.xml.ws.transport.http.client.HttpTransportP

at
com.sun.xml.wss.jaxws.impl.SecurityClientPipe.proce

at com.sun.xml.ws.api.pipe.helper.PipeAdapter.proc

at com.sun.xml.ws.api.pipe.Fiber.__doRun(Fiber.jav

at com.sun.xml.ws.api.pipe.Fiber._doRun(Fiber.java

at com.sun.xml.ws.api.pipe.Fiber.doRun(Fiber.java:

at com.sun.xml.ws.api.pipe.Fiber.runSync(Fiber.jav

at com.sun.xml.ws.client.Stub.process(Stub.java:24

at com.sun.xml.ws.client.dispatch.Dispatchimpl.dol

at com.sun.xml.ws.client.dispatch.Dispatchimpl.inv

vclgetPersonDetails;|description =

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

th = 2|#]

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|
x.net.ssl.SSLHandshakeException:
h building failed:

ception: unable to find valid

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=46;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

e)l#

Processor|_ThreadlD=46;_ThreadName=HTTP
rAuth-sun-http-binding-
vclgetPersonDetails;_RequestiD=5a357e98
eption occured while processing a reply
dshakeException:

h building failed:

ception: unable to find valid

P transport error:
alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

sport.getOutput(HttpClientTransport.jav

ipe.process(HttpTransportPipe.java:138)

ss(SecurityClientPipe.java:208)
essRequest(PipeAdapter.java:115)
a:595)
:554)
539)
a:436)
8)
nvoke(Dispatchimpl.java:180)
oke(Dispatchlmpl.java:206)
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at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.out
:1256)

at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.dis
6)

at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.pro
eProcessor.java:747)

at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.pro
va:257)

at com.sun.jbi.httpsoapbc.OutboundAction.run(Outbo

at
java.util.concurrent.ThreadPoolExecutor$Worker.runT

at java.util.concurrent. ThreadPoolExecutor$Worker.

at java.lang.Thread.run(Thread.java:619)
Caused by: javax.net.ssl.SSLHandshakeException: sun
PKIX path building failed: sun.security.provider.ce
unable to find valid certification path to requeste

at com.sun.net.ssl.internal.ssl.Alerts.getSSLExcep

at com.sun.net.ssl.internal.ssl.SSLSocketimpl.fata

at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE

at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE

at
com.sun.net.ssl.internal.ssl.ClientHandshaker.serve
)

at
com.sun.net.ssl.internal.ssl.ClientHandshaker.proce

at com.sun.net.ssl.internal.ssl.Handshaker.process

at com.sun.net.ssl.internal.ssl.Handshaker.process

at com.sun.net.ssl.internal.ssl.SSLSocketimpl.read

at
com.sun.net.ssl.internal.ssl.SSLSocketimpl.performl
)

at
com.sun.net.sslinternal.ssl.SSLSocketimpl.startHan

at
com.sun.net.ssl.internal.ssl.SSLSocketImpl.startHan

at sun.net.www.protocol.https.HttpsClient.afterCon

at
sun.net.www.protocol.https.AbstractDelegateHttpsURL
sURLConnection.java:166)

at
sun.net.www.protocol.http.HttpURLConnection.getOutp

at
sun.net.www.protocol.https.HttpsURLConnectionimpl.g
ava:230)

at
com.sun.xml.ws.transport.http.client.HttpClientTran
a:122)

... 18 more
Caused by: sun.security.validator.ValidatorExceptio
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target

at sun.security.validator.PKIXValidator.doBuild(PK

at sun.security.validator.PKIXValidator.engineVali

at sun.security.validator.Validator.validate(Valid

at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.v

at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.c
java:209)

boundCall(OutboundMessageProcessor.java

patch(OutboundMessageProcessor.java:129

cessRequestReplyOutbound(OutboundMessag

cessMessage(OutboundMessageProcessor.ja
undAction.java:63)

ask(ThreadPoolExecutor.java:886)
run(ThreadPoolExecutor.java:908)

.security.validator.ValidatorException:

rtpath.SunCertPathBuilderException:

d target
tion(Alerts.java:174)
I(SSLSocketimpl.java:1611)
(Handshaker.java:187)
(Handshaker.java:181)

rCertificate(ClientHandshaker.java:1035

ssMessage(ClientHandshaker.java:124)
Loop(Handshaker.java:516)
_record(Handshaker.java:454)
Record(SSLSocketimpl.java:884)

nitialHandshake(SSLSocketimpl.java:1112

dshake(SSLSocketimpl.java:1139)

dshake(SSLSocketimpl.java:1123)
nect(HttpsClient.java:434)

Connection.connect(AbstractDelegateHttp

utStream(HttpURLConnection.java:904)

etOutputStream(HttpsURLConnectionlmpl.

sport.getOutput(HttpClientTransport.jav

n: PKIX path building failed:

ception: unable to find valid
IXValidator.java:285)
date(PKIXValidator.java:191)
ator.java:218)

alidate(X509TrustManagerimpl.java:126)

heckServerTrusted(X509TrustManagerimpl.
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at
com.sun.net.ssl.internal.ssl.X509TrustManagerlimpl.c
java:249)

at
com.sun.net.ssl.internal.ssl.ClientHandshaker.serve
)

... 30 more
Caused by: sun.security.provider.certpath.SunCertPa
valid certification path to requested target

at
sun.security.provider.certpath.SunCertPathBuilder.e

at java.security.cert.CertPathBuilder.build(CertPa
at sun.security.validator.PKIXValidator.doBuild(PK

... 36 more
[#]

[#]2010-01-25T08:36:22.656+1100|WARNING|sun-
appserver2.1jcom.sun.jbi.engine.bpel. BPELSEHelper|_
engine-thread-0;Process Instance 1d=192.168.60.2:c4

Assembly Name=PersonCli_CA_SSLServerAuth;BPEL Proce
946a-43f8-905e-62ebea9622a9;|BPJIBI-6001: Sending ER

{http://enterprise.netbeans.org/bpel/PersonCli/pers
TriggerConPortTypeRole_myRole, Operation Name =
{http://j2ee.netbeans.org/wsdl/CommonXML/TriggerCon
23233266708452-64336-134836617802340114)
Error properties

com.sun.jbi.crl.faultcode = Server

com.sun.jbi.crl.faultstring = BPCOR-6135: A fault
Fault Name is
{http://mwww.sun.com/wsbpel/2.0/process/executable/S
Fault Data is <?xml version="1.0" encoding="UTF-8"?
xmins:sxeh="http://www.sun.com/wsbpel/2.0/process/e
type="sxeh:faultMessage" version="1.0" xmins:jbi="h
wrapper"><jbi:part>HTTP transport error: javax.net.
sun.security.validator.ValidatorException: PKIX pat
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target</jbi:part></
pending requests in the process scope before termin

com.sun.jbi.crl.faultactor = sun-bpel-engine

com.sun.jbi.crl.faultdetail =

BPCOR-6135: A fault was not handled in the proce
{http://mwww.sun.com/wsbpel/2.0/process/executable/S
Fault Data is <?xml version="1.0" encoding="UTF-8"?
xmins:sxeh="http://www.sun.com/wsbpel/2.0/process/e
type="sxeh:faultMessage" version="1.0" xmlins:jbi="h
wrapper"><jbi:part>HTTP transport error: javax.net.
sun.security.validator.ValidatorException: PKIX pat
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target</jbi:part></
pending requests in the process scope before termin

Caused by: BPCOR-6131: An Error status was recei
(partnerLink=PersonWs,
portType={http://j2ee.netbeans.org/wsdl/CommonXML/P
operation=getPersonDetails)
BPCOR-6129: Line Number is 39
BPCOR-6130: Activity Name is Invokel

Caused by: HTTP transport error: javax.net.ssl.S
sun.security.validator.ValidatorException: PKIX pat
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target

Caused by: sun.security.validator.ValidatorExcep
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target

heckServerTrusted(X509TrustManagerimpl.

rCertificate(ClientHandshaker.java:1014

thBuilderException: unable to find

ngineBuild(SunCertPathBuilder.java:174)
thBuilder.java:238)
IXValidator.java:280)

ThreadlD=47;_ThreadName=sun-bpel-
9d553:1266209ef32:-7ee9;Service

ss Name=personCli;_RequestID=abdbcfab-
ROR status (Service Name =
onCli}TriggerRR, Endpoint Name =

YtriggerPerson, Message Exchange Id =

was not handled in the process scope;

UNEXxtension/ErrorHandling}systemFault;
><jbi:message
xecutable/SUNExtension/ErrorHandling”
ttp://java.sun.com/xml/ns/jbi/wsdl-11-
ssl.SSLHandshakeException:

h building failed:

ception: unable to find valid
jbi:message>. Sending errors for the
ating the process instance

ss scope; Fault Name is
UNEXxtension/ErrorHandling}systemFault;
><jbi:message
xecutable/SUNExtension/ErrorHandling”
ttp://java.sun.com/xml/ns/jbi/wsdl-11-
ssl.SSLHandshakeException:

h building failed:

ception: unable to find valid
jbi:message>. Sending errors for the
ating the process instance

ved while doing an invoke

ersonAbsSvc}PersonAbsSvcPortType,

SLHandshakeException:
h building failed:
ception: unable to find valid

tion: PKIX path building failed:
ception: unable to find valid
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Caused by: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target

Caused by: unable to find valid certification pa

[#]2010-01-25T08:36:22.671+1100|SEVERE|sun-
appserver2.1jcom.sun.jbi.httpsoapbc.OutboundMessage
BC-InboundReply-2;_RequestiD=ea2bfb74-de38-4554-ab1
for service [{http://j2ee.netbeans.org/wsdl/CommonX
endpoint [TriggerConPort] responded with an error s
fault was not handled in the process scope; Fault N
{http://mwww.sun.com/wsbpel/2.0/process/executable/S
Fault Data is <?xml version="1.0" encoding="UTF-8"?
xmins:sxeh="http://www.sun.com/wsbpel/2.0/process/e
type="sxeh:faultMessage" version="1.0" xmlins:jbi="h
wrapper"><jbi:part>HTTP transport error: javax.net.
sun.security.validator.ValidatorException: PKIX pat
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target</jbi:part></
pending requests in the process scope before termin

[#]2010-01-25T08:36:22.687+1100|WARNING|sun-
appserver2.1|com.sun.jbi.engine.bpel.core.bpel.mode
_ThreadlD=47;_ThreadName=sun-bpel-engine-thread-0;P
1d=192.168.60.2:¢49d553:1266209ef32:-7ee9;Service A

Name=PersonCli_CA_SSLServerAuth;BPEL Process Name=p

905e-62ebea9622a9;|BPCOR-6151: The process instance
was not handled; Fault Name is
{http://www.sun.com/wsbpel/2.0/process/executable/S
Fault Data is <?xml version="1.0" encoding="UTF-8"?
xmins:sxeh="http://www.sun.com/wsbpel/2.0/process/e
type="sxeh:faultMessage" version="1.0" xmins:jbi="h
wrapper"><jbi:part>HTTP transport error: javax.net.
sun.security.validator.ValidatorException: PKIX pat
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target</jbi:part></
com.sun.jbi.engine.bpel.core.bpel.exception.SystemE
was received while doing an invoke (partnerLink=Per
portType={http://j2ee.netbeans.org/wsdl/CommonXML/P
operation=getPersonDetails)
BPCOR-6129: Line Number is 39
BPCOR-6130: Activity Name is Invokel

at
com.sun.jbi.engine.bpel.core.bpel.model.runtime.imp
itimpl.java:974)

at
com.sun.jbi.engine.bpel.core.bpel.model.runtime.imp
Jjava:547)

at
com.sun.jbi.engine.bpel.core.bpel.model.runtime.imp
l.java:183)

at
com.sun.jbi.engine.bpel.core.bpel.engine.impl.BPELI
1163)

at
com.sun.jbi.engine.bpel.core.bpel.engine.BusinessPr
cesslInstanceThread.java:98)

at
com.sun.jbi.engine.bpel.core.bpel.engine.impl.BPELP
nagerimpl.java:1133)

at
com.sun.jbi.engine.bpel.core.bpel.engine.impl.Engin

at
com.sun.jbi.engine.bpel.core.bpel.engine.impl.Engin

ception: unable to find valid

th to requested target|#]

Processor|_ThreadlD=48;_ThreadName=HTTP
3-2ef608d64ff0;|HTTPBC-E00720: Provider
ML/TriggerCon}TriggerConService]

tatus. Error detail is: BPCOR-6135: A

ame is
UNEXxtension/ErrorHandling}systemFault;
><jbi:message
xecutable/SUNExtension/ErrorHandling”
ttp://java.sun.com/xml/ns/jbi/wsdl-11-
ssl.SSLHandshakeException:

h building failed:

ception: unable to find valid

jbi:message>. Sending errors for the

ating the process instancel#]

l.runtime.impl.BPELProcessInstancelmpl|
rocess Instance

ssembly
ersonCli;_RequestiD=abdbcfab-946a-43f8-
has been terminated because a fault

UNExtension/ErrorHandling}systemFault;
><jbi:message
xecutable/SUNExtension/ErrorHandling”
ttp://java.sun.com/xml/ns/jbi/wsdl-11-
ssl.SSLHandshakeException:

h building failed:

ception: unable to find valid
jbi:message>

xception: BPCOR-6131: An Error status
sonWs,
ersonAbsSvc}PersonAbsSvcPortType,

l.InvokeUnitimpl.processStatus(InvokeUn

I.InvokeUnitimpl.process(InvokeUnitimpl

I.InvokeUnitimpl.doAction(InvokeUnitimp

nterpreter.execute(BPELInterpreter.java

ocesslInstanceThread.execute(BusinessPro

rocessManagerimpl.process(BPELProcessMa

elmpl.process(Enginelmpl.java:280)

elmpl.process(Enginelmpl.java:1336)
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at
com.sun.jbi.engine.bpel. BPELSEInOutThread.processSt
at
com.sun.jbi.engine.bpel. BPELSEInOutThread.processMs
at com.sun.jbi.engine.bpel. BPELSEInOutThread.run(B
Caused by: com.sun.xml.ws.client.ClientTransportExc
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target
at
com.sun.xml.ws.transport.http.client.HttpClientTran
a:134)
at
com.sun.xml.ws.transport.http.client.HttpTransportP
at
com.sun.xml.wss.jaxws.impl.SecurityClientPipe.proce
at com.sun.xml.ws.api.pipe.helper.PipeAdapter.proc
at com.sun.xml.ws.api.pipe.Fiber.__doRun(Fiber.jav
at com.sun.xml.ws.api.pipe.Fiber._doRun(Fiber.java
at com.sun.xml.ws.api.pipe.Fiber.doRun(Fiber.java:
at com.sun.xml.ws.api.pipe.Fiber.runSync(Fiber.jav
at com.sun.xml.ws.client.Stub.process(Stub.java:24
at com.sun.xml.ws.client.dispatch.Dispatchimpl.dol
at com.sun.xml.ws.client.dispatch.Dispatchimpl.inv
at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.out
:1256)
at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.dis
6)
at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.pro
eProcessor.java:747)
at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.pro
va:257)
at com.sun.jbi.httpsoapbc.OutboundAction.run(Outbo
at
java.util.concurrent.ThreadPoolExecutor$Worker.runT
at java.util.concurrent. ThreadPoolExecutor$Worker.
at java.lang.Thread.run(Thread.java:619)
Caused by: javax.net.ssl.SSLHandshakeException: sun
PKIX path building failed: sun.security.provider.ce
unable to find valid certification path to requeste
at com.sun.net.ssl.internal.ssl.Alerts.getSSLExcep
at com.sun.net.ssl.internal.ssl. SSLSocketimpl.fata
at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE
at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE
at
com.sun.net.ssl.internal.ssl.ClientHandshaker.serve
)
at
com.sun.net.ssl.internal.ssl.ClientHandshaker.proce
at com.sun.net.ssl.internal.ssl.Handshaker.process
at com.sun.net.ssl.internal.ssl.Handshaker.process
at com.sun.net.ssl.internal.ssl.SSLSocketimpl.read
at
com.sun.net.ssl.internal.ssl.SSLSocketimpl.performl
)
at
com.sun.net.ssl.internal.ssl.SSLSocketImpl.startHan
at
com.sun.net.ssl.internal.ssl.SSLSocketImpl.startHan
at sun.net.www.protocol.https.HttpsClient.afterCon

atus(BPELSEInOutThread.java:384)

gEX(BPELSEINOutThread.java:241)
PELSEInOutThread.java:193)
eption: HTTP transport error:
alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

sport.getOutput(HttpClientTransport.jav

ipe.process(HttpTransportPipe.java:138)

ss(SecurityClientPipe.java:208)
essRequest(PipeAdapter.java:115)
a:595)
:554)
539)
a:436)
8)
nvoke(Dispatchimpl.java:180)
oke(Dispatchimpl.java:206)

boundCall(OutboundMessageProcessor.java

patch(OutboundMessageProcessor.java:129

cessRequestReplyOutbound(OutboundMessag

cessMessage(OutboundMessageProcessor.ja
undAction.java:63)

ask(ThreadPoolExecutor.java:886)
run(ThreadPoolExecutor.java:908)

.security.validator.ValidatorException:
rtpath.SunCertPathBuilderException:
d target
tion(Alerts.java:174)
I(SSLSocketimpl.java:1611)
(Handshaker.java:187)
(Handshaker.java:181)

rCertificate(ClientHandshaker.java:1035

ssMessage(ClientHandshaker.java:124)
Loop(Handshaker.java:516)
_record(Handshaker.java:454)

Record(SSLSocketimpl.java:884)

nitialHandshake(SSLSocketimpl.java:1112
dshake(SSLSocketimpl.java:1139)

dshake(SSLSocketimpl.java:1123)
nect(HttpsClient.java:434)
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at
sun.net.www.protocol.https.AbstractDelegateHttpsURL
sURLConnection.java:166)

at
sun.net.www.protocol.http.HttpURLConnection.getOutp

at
sun.net.www.protocol.https.HttpsURLConnectionimpl.g
ava:230)

at
com.sun.xml.ws.transport.http.client.HttpClientTran
a:122)

... 18 more
Caused by: sun.security.validator.ValidatorExceptio
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target

at sun.security.validator.PKIXValidator.doBuild(PK

at sun.security.validator.PKIXValidator.engineVali

at sun.security.validator.Validator.validate(Valid

at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.v

at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.c
java:209)

at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.c
java:249)

at
com.sun.net.ssl.internal.ssl.ClientHandshaker.serve
)

... 30 more
Caused by: sun.security.provider.certpath.SunCertPa
valid certification path to requested target

at
sun.security.provider.certpath.SunCertPathBuilder.e

at java.security.cert.CertPathBuilder.build(CertPa

at sun.security.validator.PKIXValidator.doBuild(PK

... 36 more
[#]

[#]2010-01-25T08:36:22.750+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
Engine-2;|

---[HTTP response 500]---|#]

[#]2010-01-25T08:36:22.750+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
Engine-2;|

<?xml version="1.0" ?><SOAP-ENV:Envelope xmIns:SOAP
ENV="http://schemas.xmlsoap.org/soap/envelope/*><SO
xmlns="">SOAP-ENV:Server</faultcode><faultstring xm
handled in the process scope; Fault Name is
{http://mwww.sun.com/wsbpel/2.0/process/executable/S
Fault Data is &amp;lt;?xml version=&amp;quot;1.0&am
8&amp;quot;?&amp;gt;&amp;lt;jbi:message
xmins:sxeh=&amp;quot;http://www.sun.com/wsbpel/2.0/
ndling&amp;quot; type=&amp;quot;sxeh:faultMessage&a
version=&amp;quot;1.0&amp;quot; xmins:jbi=&amp;quot
11-wrapper&amp;quot;&amp;gt;&amp;lt;jbi:part&amp;gt
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun

find valid certification path to requested
target&amp;lt;/jbi:part&amp;gt;&amp;lt;/jbi:message
pending requests in the process scope before termin
instance</faultstring><faultactor xmlns="">sun-bpel
xmins=""><detailText>BPCOR-6135: A fault was not ha

Connection.connect(AbstractDelegateHttp

utStream(HttpURLConnection.java:904)

etOutputStream(HttpsURLConnectionlmpl.j

sport.getOutput(HttpClientTransport.jav

n: PKIX path building failed:
ception: unable to find valid

IXValidator.java:285)
date(PKIXValidator.java:191)
ator.java:218)

alidate(X509TrustManagerimpl.java:126)

heckServerTrusted(X509TrustManagerimpl.

heckServerTrusted(X509TrustManagerimpl.

rCertificate(ClientHandshaker.java:1014

thBuilderException: unable to find

ngineBuild(SunCertPathBuilder.java:174)
thBuilder.java:238)
IXValidator.java:280)

readlD=49;_ThreadName=HTTPBC-JAXWS-

readlD=49;_ThreadName=HTTPBC-JAXWS-

AP-ENV:Body><SOAP-ENV:Fault><faultcode
Ins="">BPCOR-6135: A fault was not

UNEXxtension/ErrorHandling}systemFault;
p;quot; encoding=&amp;quot;UTF-

process/executable/SUNExtension/ErrorHa
mp;quot;
;http://java.sun.com/xmi/ns/jbi/wsdl-

HTTP transport error:
alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

&amp;gt;. Sending errors for the

ating the process
-engine</faultactor><detail

ndled in the process scope; Fault Name
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is
{http://mwww.sun.com/wsbpel/2.0/process/executable/S
Fault Data is &amp;lt;?xml version=&amp;quot;1.0&am
8&amp;quot;?&amp;gt;&amp;lt;jbi:message
xmins:sxeh=&amp;quot;http://www.sun.com/wsbpel/2.0/
ndling&amp;quot; type=&amp;quot;sxeh:faultMessage&a
version=&amp;quot;1.0&amp;quot; xmins:jbi=&amp;quot
11-wrapper&amp;quot;&amp;gt;&amp;lt;jbi:part&amp;gt
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested
target&amp;lt;/jbi:part&amp;gt;&amp;lt;/jbi:message
pending requests in the process scope before termin

Caused by: BPCOR-6131: An Error status was recei
(partnerLink=PersonWs,
portType=¢{http://j2ee.netbeans.org/wsdl/CommonXML/P
operation=getPersonDetails)
BPCOR-6129: Line Number is 39
BPCOR-6130: Activity Name is Invokel

Caused by: HTTP transport error: javax.net.ssl.S
sun.security.validator.ValidatorException: PKIX pat
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target

Caused by: sun.security.validator.ValidatorExcep
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target

Caused by: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target

Caused by: unable to find valid certification pa
target</detailText></detail></SOAP-ENV:Fault></SOAP

[#]2010-01-25T08:36:22.750+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
Engine-2;|-------------------- [#]

UNEXxtension/ErrorHandling}systemFault;
p;quot; encoding=&amp;quot;UTF-

process/executable/SUNExtension/ErrorHa
mp;quot;
;http://java.sun.com/xmi/ns/jbi/wsdl-

HTTP transport error:
alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

&amp;gt;. Sending errors for the
ating the process instance
ved while doing an invoke

ersonAbsSvc}PersonAbsSvcPortType,

SLHandshakeException:
h building failed:
ception: unable to find valid

tion: PKIX path building failed:
ception: unable to find valid
ception: unable to find valid

th to requested
-ENV:Body></SOAP-ENV:Envelope>|#]

D {Formatted: LX

readlD=49;_ThreadName=HTTPBC-JAXWS-

The server will also show an aborted SSL HandsHakéng 5.8.43.

P { Formatted: LN Char

ffffffffffffffffffffffffffffffff - {Formatted: LSH Char

appserver2.1|javax.enterprise.system.stream.out|_Th
9181;|
Using SSLEnginelmpl.|#]

[#]2010-01-25T08:36:22.330+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

httpSSLWorkerThread-9181-2, READ: SSL v2, contentT
73|#]

[#]2010-01-25T08:36:22.330+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

*** ClientHello, TLSv1|#]

[#/2010-01-25T08:36:22.331+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

RandomCookie: |#]

- {Formatted: Font: 8 pt

readlD=31;_ThreadName=SelectorThread- > \[ Formatted: LC

D {Formatted: LC2

U A

readlD=32;_ThreadName=httpSSLWorkerThre

ype = Handshake, translated length =

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre
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[#]2010-01-25T08:36:22.331+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|GMT: 1264303446 |#]

[#12010-01-25T08:36:22.398+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

Session ID: |#]

[#]2010-01-25T08:36:22.398+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|{}|#]

[#12010-01-25T08:36:22.399+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

Cipher Suites: [SSL_RSA_WITH_RC4_128_MD5, SSL_RSA_W

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

ITH_RC4_128_SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA WITH_AEQ28 CBC_SHA,
TLS_DHE_DSS_WITH_AES_128 CBC_SHA, SSL_RSA_WITH_3DE&DE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WITBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D$XPORT_WITH_DES40_CBC_SHA]#]

[#12010-01-25T08:36:22.399+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

Compression Methods: { |#]

[#]2010-01-25T08:36:22.399+0000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-9181-2;|0[#]

[#12010-01-25T08:36:22.399+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;| }|#]

[#]2010-01-25T08:36:22.399+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

***l#]

[#12010-01-25T08:36:22.400+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

%% Created: [Session-51, SSL_RSA_WITH_RC4_128 MD5]

[#]2010-01-25T08:36:22.400+0000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

*** ServerHello, TLSv1|#]

[#/2010-01-25T08:36:22.400+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

RandomCookie: |#]

[#]2010-01-25T08:36:22.400+0000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-9181-2;|GMT: 1264408582 |#]

[#]2010-01-25T08:36:22.401+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|bytes = { |#]

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

#]

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre
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[#]2010-01-25T08:36:22.410+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

Session ID: |#]

[#12010-01-25T08:36:22.410+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|{75, 93, 88, 6, 138, 134, 239, 186, 237,
154, 43, 109, 57, 180, 168, 190, 108, 246, 96, 128,

[#]2010-01-25T08:36:22.410+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

Cipher Suite: SSL_RSA_WITH_RC4 128 MD5#]

[#]2010-01-25T08:36:22.410+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

Compression Method: 0J#]

[#]2010-01-25T08:36:22.410+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

***l#]

[#]2010-01-25T08:36:22.410+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

Cipher suite: SSL_RSA_WITH_RC4_128_MD5|#]

[#]2010-01-25T08:36:22.410+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

*** Certificate chain|#]

[#]2010-01-25T08:36:22.413+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|
chain [0] = [
[

Version: V3

Subject: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: SunPKCS11-Solaris RSA public key, 1024 bits

modulus:
162019218549153832437846806265131912188716502010853
308936626560088970134028685595103985234837519163387
985057493298783684614765757279216594655237962857291
521801179091614740871192538934917535511

public exponent: 65537

Validity: [From: Fri Dec 25 10:59:20 UTC 2009,

To: Mon Dec 23 10:59:20 UTC 2019]

Issuer: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

SerialNumber: [ 4b349b08]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 6B F8 6E B9 01 5B 5C 92 4D 22 6D 01 B3 DF 3
0010: AC 68 97 D2

readID=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre
138, 95, 94, 181, 248, 150, 37, 82,
61, 42, 86, 16}|#]

readID=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readID=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

Server, O=Sun Microsystems, L=Santa
13549.1.1.5

(id 141319576, session object)
225371772234756127209194813917271519933

923444045924454296696087850075632676103
655184931289671432133385295735524558107

Server, O=Sun Microsystems, L=Santa

CBO kn.[LM'm..<.
h..
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Algorithm: [SHA1withRSA]

Signature:
0000: 71 88 A3 15 54 06 F8 4E DF 85 A0 5D 0D 13 E
0010: 8D 67 D6 79 6A 87 12 99 E6 OD OF 48 AO 9E 4
0020: 28 33 87 89 57 C8 B255 04 EA 29 5D 45 6E 4
0030: 7D 08 A1 2C OE3C CED9 FB33ED5D CBAC3
0040: 66 D379 157D 9D E8 06 BF 08 03 32 62 2A 7
0050: 6D C5 66 FF 08 A8 CA 1B 8E FC 41 59 97 20 2
0060: A3F99F 80 F2525B B4 3603 1B9081353
0070: 51 D7 31 5B 6C 69 BA44 C3A838BAE3ODE

1%

[#/2010-01-25T08:36:22.413+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

***l#]

[#]2010-01-25T08:36:22.413+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

*** ServerHelloDone|#]

[#]2010-01-25T08:36:22.414+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

httpSSLWorkerThread-9181-2, WRITE: TLSv1 Handshake,

[#]2010-01-25T08:36:22.535+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

httpSSLWorkerThread-9181-2, READ: TLSv1 Alert, leng

[#]2010-01-25T08:36:22.536+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

httpSSLWorkerThread-9181-2|#]

[#]2010-01-25T08:36:22.536+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|, RECV TLSv1 ALERT: |#]

[#]2010-01-25T08:36:22.536+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|fatal, |[#]

[#]2010-01-25T08:36:22.536+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|certificate_unknown|#]

[#]2010-01-25T08:36:22.539+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

httpSSLWorkerThread-9181-2, fatal: engine already c
javax.net.ssl.SSLException: Received fatal alert: ¢

[#]2010-01-25T08:36:22.539+0000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

843 q..T..N..]..C
190 .gyj.....H..A.
38D (3.W..U.)JEnC.
6 E5 ...,.<..3.]..6.
078 fy.......2b*px
9 C7 mf....AY.).
9F5 ....R[6....59.
7DC Q.1]ii.D.8.....

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

length = 792|#]

readlD=32;_ThreadName=httpSSLWorkerThre

th = 2J#]

readID=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

readlD=32;_ThreadName=httpSSLWorkerThre

losed. Rethrowing
ertificate_unknown|#]

readlD=32;_ThreadName=httpSSLWorkerThre
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httpSSLWorkerThread-9181-2, fatal: engine already ¢
javax.net.ssl.SSLException: Received fatal alert: ¢

losed. Rethrowing D ‘[Formatted: LX

ertificate_unknown|#]

A SOAP Fault will be returned to SoapUl. The fawill indicate, more or less clearly, that the
certificate the server provided was not trustedhigyservice invoker.

P { Formatted: LN Char

fffffffffffffffffffffffffffffff - ‘[Formatted: LH Char

<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode>SOAP-ENV:Server</faultcode>
<faultstring><![CDATA[BPCOR-6135: A fault
Fault Name is
{http://mwww.sun.com/wsbpel/2.0/process/executable/S
Fault Data is &It;?xml version=&quot;1.0&quot; enco
8&quot;?&gt;&lt;jbi:message
xmins:sxeh=&quot;http://www.sun.com/wsbpel/2.0/proc
ng&quot; type=&quot;sxeh:faultMessage&quot; version
xmins:jbi=&quot;http://java.sun.com/xml/ns/jbi/wsdl
wrapper&quot;&gt;&lt;jbi:part&gt;HTTP transport err
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target&|
Sending errors for the pending requests in the proc
process instance]]></faultstring>
<faultactor>sun-bpel-engine</faultactor>
<detail>
<detailText><[[CDATA[BPCOR-6135: A faul
Fault Name is
{http://www.sun.com/wsbpel/2.0/process/executable/S
Fault Data is &It;?xml version=&quot;1.0&quot; enco
8&quot;?&gt;&lt;jbi:message
xmins:sxeh=&quot;http://www.sun.com/wsbpel/2.0/proc
ng&quot; type=&quot;sxeh:faultMessage&quot; version
xmins:jbi=&quot;http://java.sun.com/xml/ns/jbi/wsdl
wrapper&quot;&gt;&lt;jbi:part&gt;HTTP transport err
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target&|
Sending errors for the pending requests in the proc
process instance
Caused by: BPCOR-6131: An Error status was recei
(partnerLink=PersonWs,
portType=¢{http://j2ee.netbeans.org/wsdl/CommonXML/P
operation=getPersonDetails)
BPCOR-6129: Line Number is 39
BPCOR-6130: Activity Name is Invokel
Caused by: HTTP transport error: javax.net.ssl.S
sun.security.validator.ValidatorException: PKIX pat
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target
Caused by: sun.security.validator.ValidatorExcep
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target
Caused by: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target
Caused by: unable to find valid certification pa
</detail>
</SOAP-ENV:Fault>
</SOAP-ENV:Body>

- {Formatted: Font: 8 pt

AR R ) ‘[ Formatted: LC

) ‘[ Formatted: LC2

A

was not handled in the process scope;

UNEXxtension/ErrorHandling}systemFault;
ding=&quot;UTF-

ess/executable/SUNExtension/ErrorHandli
=&quot;1.0&quot;

-11-

or:

alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to
t;/jbi:part&gt;&lt;/jbi:message&gt;.

ess scope before terminating the

t was not handled in the process scope;

UNEXxtension/ErrorHandling}systemFault;
ding=&quot;UTF-

ess/executable/SUNExtension/ErrorHandli
=&quot;1.0&quot;

-11-

or:

alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to
t;/jbi:part&gt;&lt;/jbi:message&gt;.

ess scope before terminating the

ved while doing an invoke

ersonAbsSvc}PersonAbsSvcPortType,

SLHandshakeException:

h building failed:

ception: unable to find valid
tion: PKIX path building failed:
ception: unable to find valid

ception: unable to find valid

th to requested target]]></detailText>
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- [ Formatted: LX

</SOAP-ENV:Envelope>

When the session expires a complete SSL Handshiflkeevperformed again, including supply
of the server certificate to the client. Host vatidn and certificate trust path validation.

The end-to-end solution using SSL with Server-gidéhentication works. Let's undeploy both
composite applications in preparation for the reedtion — channel security using SSL with
Mutual Authentication.

5.9 Person Service - SSL Mutual Authentication (Revised)

«- - [ Formatted: NoteH

Note

Since the original rev 0.3 appeared more information came to light. This «--- { Formatted: NO

scenario is now doable, though the way this has to be done is not what |
would consider appropriate or acceptable. The HTTP BC developers
have undoubtedly their reasons for implementing this functionality the
way they did. | think they should strive to do better.

SSL with Server-side Authentication is a good cadar enforcing message privacy as it
travels between two end points. It is also a gdadae if the client cares about authenticity of
the server but the server does not use SSL tolsstauthenticity of the client. This is common
in electronic commerce application where the clie#ds to make sure it is communicating with
the expected server before providing credit cadisamilar information to it. Channel security
takes care of privacy for the credit card detaild server certificate allows the client to validate
the server. The commerce site uses credit cardmafiion to obtain the payment, activity which
is completely unrelated to the message exchangesbattwo endpoints. All that the commerce
site cares about is that credit card informatioveigd and the payment can be exacted. It does
not need to authenticate the client machine bedaissaot relevant to the transaction.

Still, there are situations where both the sermertae client, in addition to maintaining message
privacy through channel encryption, need to auibatdg one another. SSL with Mutual
Authentication can be used for this purpose. Thie IS&hdshake is modified in such a way that
as well as server sending its certificate to thentifor verification the client sends its certifte

to the server for validation. Either side can alloethandshake if it is not happy with the other’s
certificate. Once the handshake completes sucdlystsfe channel is encrypted as normal and
the same protocol operating applies (periodic charikeys, etc.).

It is important to remember that SSL with MutualtAentication can be used to confirm identity
of the owners of certificates which the infrastcuetcomponents are configured to send on
request. The identity of the owner of the certifécs not the same as identity of the piece of
infrastructure (any number of SSL servers and tdiean be configured to use the same
certificate). The identity of the owner of the tdfiezate is “extended” to the infrastructure
component by configuration. One can, and frequetdtlys, assume that identity of the certificate
owner and identity of the infrastructure comporemetthe same. This is not strictly true but is
good enough most of the time, so long as the peplaware of the distinction and its
implication on security. The purpose of certificatehange is to allow both parties to determine
each other’s identity to, in turn, determine if e@arty is prepared to trust that the other paxty i
“who it claims to be” (certificate conveys the vbed-for association between the party’s
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identity and its certificate). Once parties deterneéach other’s identity they can then determine
whether they are prepared to pass messages to#wehlt is critical to remember that while
one party my be happy to send message to anothgriggcause it concluded that it “knows” and
“trusts:” that party, this “knowledge” and “trusthly extend to the end points that exchange
messages. This “knowledge” and “trust” emphaticdtygs not extend to the messages
themselves. The best that can be said about mastegeome out of a “trusted” endpoint is that
they, well, come out of a “trusted” endpoint. Thessages themselves could have originated
anywhere, could be bogus and fraudulent. The igethie endpoint represents can not possibly
be associated with the messages unless the mesageslves are digitally signed and the
signature is associated with the same identithaisdf the endpoint. This departs from the
endpoint/channel security, which SSL provides, rmoges into message security, which SSL
does not provide.

About the greatest mistake one can make is to assiugi SSL with Mutual Authentication
somehow conveys authenticity of a “user”, as inaan being logged into some application
from which messages come. There is no relatiortsttyween a “logged in user”, whatever he or
she may be logged into, and the identity in théifeeate associated with the SSL-secured
endpoint through which application messages tramehe whatsoever.

This is the reason | am belaboring this point, besessome people don’t understand the
distinctions and confuse channel security with mgesecurity, and SSL with Mutual
Authentication (endpoints authenticating to oneth@g and conveyance of identity of an
application user to, say, a back end databasedbaires user credentials.

In this section the end-to-end solution which uss=ures the channel using SSL with Mutual
Authentication will be developed and exercised.

As, hopefully, is clear by now, security polici#sany, can be applied to a service endpoint in a
composite application without having to disturbretlevelop application logic. PersonSvc BPEL
Module and PersonCli BPEL Module implement businegg. PersonSvc_CA_xxx and
PersonCli_CA_xxx are used to configure varying giek.

To save ourselves the trouble of creating a congasgiplication from scratch, not that it is a big
deal, let's copy the PersonSvc_CA_SSLServerAuthpomite application as
PersonSvc_CA_SSLMutualAuth. Figure 5.9.1 providedlastration of this.
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-, PersonSve_CA_Plain

; & FersonSve_CA_SSLServerAuth f_____\-
@ PersonSvec_SSLServerAuth_WSDP
@l PersonSve_WSTP

x

Copy "PersonSvc_CA_SSLServerAuth™ To:

@ojectﬂame: IPersonSvc_CA_SSLMthaIAuLh )-
Project Location: IG:‘l,GIassFishESB\tZlProjects‘l,WSPoIicyExploraﬁon Browse... |

Project Folder: ISPoIicy'E)qﬂoraﬁon\OersonSvc_Cﬁ_SSLMthalﬁuh

Copy i! Cancel |

Figure 5.9.1Clone PersonSvc_CA_SSLServerAuth as PersonSvc_Mus@lAuth

Open “Server Configuration” properties pane asthated in Figure 5.9 2.

-2 PersonSvc_CA_SSLMutualAuth
[ Servies Assembly
3 Process Files
[ 3BT Modules

By Test
& PersonSvc_CA_S5LServerauth
El@ PersonSve_SSLServer Auth_\WSDP

{BPEL) PersonSvc
(& personsve

3. PersonRR

Client Configuration

Figure 5.9.20pen Server Configuration Properties Pane

Click the Configure button, check the “Require @ti€ertificate” checkbox and dismiss both
dialogue boxes by clicking OK. Figure 5.9.3 illades key points.

«- " { Formatted: NoteH

Note

The dialogue box is different in GlassFish ESB v2.2 but since neither the - { Formatted: NO

options in v2.1 nor the on;y surviving option in v2.2 have any apparent
effect, it does not seem to matter. Perhaps GlassFish ESB v2.3 will get
rid of it or get the security options implemented?

[+ Secure Service

Security Mechanism: ITransport Security (S5L) ;r"h Configure... |

Use plain SSL for authentication and confidentiality protection.

‘ Transport Security (S5L) 5[

¥ Use Development Defaults Algorithm Suite: IEESiCZEEShEZEﬁF‘-SE 15 LI
Keystore. .. | Truststore,.,  Security Header Layout:

Validators, .. | Advanced. .. (\ 1/

[T Act As Secure Token Service (5TS)
= oK I Cancel |

Figure 5.9.3Require Client Certificate
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Edit the modified WSDL and remove references testamp and addressing from the policy. If
you do not, the service will expect the approprieader tgo be sent by the client. The client
will not send them and you will get a SOAP Fauffpense saying: “Security Requirements not
met - No Security header in message”.

Build and Deploy the application to the remote Gkash instance.

Since the service WSDL has changed we can nota¢hasPersonCli_ CA_SSLServerAuth and
trivially modify configuration before re-deployings we have done with the
PersonSvc_CA_SSLServerAuth. This is because th@asite application has a copy of the
server WSDL, provided when we create a “New -> EbdeWSDL Document(s)”. This copy of
the WSDL is a copy of the old WSDL and there isnay to refresh it short of deleting and re-
creating it from scratch. By the time we do thatmight as well create a new
PersonCli_CA_SSLMutualAuth project form scratchisTis what we will do.

Create a “New Project” -> SOA -> “Composite Applica”, named
PersonCli_CA_SSLMutualAuth.

Determine the WSDL URL for the PersonSvc_CA_SSLMiAwth service. For me this will be:
https://oradl.ssc:29181/casaServicel/casaPort1?WSDL

Using this WSDL URL create a “New” -> “External W&Document(s)” in the new composite
application project. Figure 593 illustrates the outcome of this process.

=B W PersonCli_CA_SSLMutualAuth

>@ Service Assembly
Ela Process Files
-3 oradl.ssc_29181
E}a PersonSve_CA_SSLMutual Auth-sun-http-binding
: -@ Person. xsd
i 5] PersonAbsSve, wadl
E}a casaService 1
@ casaPortl.wedl
B-Ca JBI Modules

Figure 5.9.3External WSDL in the composite application project

The references in the generated client stub are téRirences to the service on specific host. To
avoid issues with that, copy all WSDLs and XSD¢h® “Project Files” folder, and modify URL

leaving the name of the WSDL or the XSD. Font
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EI,:% PersonCli_CA_SSLMutuzlauth
@ Service Assembly
[—jt‘ﬂ Process Files
El‘fﬂ oradl.ssc_ 29181

E}{_ﬂ PersonSve_CA_SSLMutualAuth-sun-http-binding

i @ Person.xsd
E}] PersonAbsSve, wedl ',

i Person.xsd
----- @ PersonAbsSsye.wedl
----- casaPort1.wsdl

e EPETI)

T L

P { Formatted: FN Char

By copyig the artifacts to the “Process Files Folds illustrated in Figure 5.9.4, we are avoiding
the problem of having to specify relative foldeferences in modified references inside WSDL
and XSDs. The issue is that while local copiesb@&iag made when client artifacts are
generated, the artifacts themselves are generatied)RL references, instead of references to
the local copies in the project. This causes thé& tHRerences to be followed at deployment and
start time and negates the benefit of having looples in the first place. Ughhhh ...

Modify casaPortl.wsdl to leave just file namesmport directive’s location attribute, as shown
in Figures 5.9.5 and 5.9.6.

2] <definitions targetNamespace="
3] <import namespace="http://

4 location="fttpr=7
5

6 </import>

7= <portType name="dummyCasaPortIype">

] </portType>

4[] <binding name="casaBindingl"” >

10 <wsp:PolicyReference URI="

11 <soap:binding style="document" http://=schemas.xmlzoap.org/soap/http" />

2 <definitions targetNamespace="Personsvc CA

3 <import pamespace="htitp://jles netbeans.org/w

4 <lg;cation="Pe:3::Ab35=:-:.'-.-.-'sd'_" >

5 F

6 </imports>

7 <portType name="dummyCasaPortIvpe™>

f </portType>

) ) ) P { Formatted: FN Char
JFigure 5.96 L eave just the name of the file -

As we have done twice before, drag the PersonCilBaodule onto the CASA and build the
project. Notice two SOAP BCs on the canvas, coratettd the BPEL Module. The Provider
(TriggerCon) and the consumer (PersonSvc).
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Open and inspect “Client Configuration” properti#the Consume SOAP BC, illustrated in
figure 5.947. Notice that, as before, there are no SSL-relptederties to configure.

g| 2 @s
B & (BPEL) PersonCli
TriggerConPori |°u_—.| personCh
D TriggerRR
PersonWs D [0S
=)

Server Configuration
Client Configuration

| Figure 5.94-7 Open Client Configuration of the service consunmetpaint

We are expecting the SSL Handshake to call fontBecertificate. The only certificate the
client’s (local) GlassFish instance know aboutis done with the alias of slas in the GlassFish
instance’s keystore.jsk (<glassfish_root>/domaitwsfiainl/config/keystore.jks).

Build and deploy the project to the local Glasskigtance-tnspectingthe-local-serverlog-will
showthat i ssion

Use the SOAP request in PersonCli_WSTP web setegtang project to trigger this solution.

Inspecting the server.log at the client and theisersides, notice that the client certificate has
not been requested and has not been sent. Thenreaghis is that GlassFish ESB v2.x, and
OpenESB, from which it is derived, ignore the W3id3ostanza, generated when the “Require
Client Certificate” checkbox is checked. The HTTE 8oes not have a way of passing this
requirement to the underlying Metro stack so itgloet. Instead, the HTTP BC, certainly in
GlassFish ESB v2.1, and GlassFish ESB v2.1 (hendava CAPS 6.2), provides&22222”
“(SSL) Client authentication enabledheckbox illustrated in Figure 5.9.8
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5k Servers [l General
[:_}(E:D GlassFish v2.1 Description HTTP hinding component. Provide:
-3 Applications Name sun-http-binding
-9 Resources State Started
. ..... TWMs Type hinding-componert
=t & Elidentification
¥-IC3 Service Engines Version 280
-5 Binding Components Build Mumber 091216
----- [Elysun-database-binding = Configuration
..... %sun—email-binding Number of Qutbound Threads 100
..... H sun-file-binding Number of Inbound Threads 100
..... %sun—i‘h:l-binding Mumber of InboundReply Threads 100
..... H sun-hi7-binding Default HTTP Port Number 23080
..... H Default HTTPS Port Humber 29181
ﬁH sun-jms-binding GSSL)CIient authentication enabled |[_\ )
/ ..... E«%sun-ldap-binding Sun Access Manager Configuration Directory "%
..... E«%sun-rest—binding Sun Access Manager Classpath
----- [Edssun-scheduler-binding | Proxy Type DIRECT
4 I3 Shared Libraries Proxy Host
B0 Service Assemblies Proxy Port 0
€7 GlassFish v2.x_afesbv22 Non-proxy Hosts localhost|127.0.0.1
LRt Fir s N K

P { Formatted: FN Char

*************************************************************** - { Formatted: FC Char

Note that this checkbox enables SSL with mutudientication for all services which use the
https scheme, deployed to this application sen&ance. Since each service is part-built at
deploy and start time there is no way to enabkeftmicitonality, deploy a service, then disable it
for the next service. When the application serestarts whatever setting is configured here will
be applied to all services that use SSL and arkogeg to this application server instance.

Let’s check the checkbox and deploy the service.

A dialogue box naming all services that may becffe by the change is displayed, as illustrated
in Figure 5.9.9.

Default HTTP Port Number 29080
Default HTTPS Port Mumber 29181

Sun &rreze Mananer Confimoratinn Directnre
el @ Information x|
Pro: Y

Pro; & 1 The following application(s) may need a restart in order to take this change into effect:
Pro: [PersonCli_CA_SSLMutualAuth, WLMConsoleCompApp]

Nor [~ Do not show this message again (in this session).;

Drn

(55
. e

derauc T TS pPuTT

Fi 5.9.9Dial box listi ff d i /{Formatted: FN Char
Figure 5.9.9Dialogue box listing affected services .~ o ermatots e o
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A further dialogue box, advising tha the JBI comgminmay need to be restarted, appears. This is
illustrated in Figure 6.9.10.

Number of InboundReply Threads 100
Default HTTP Port Number 29080
Default HTTPS Port Number 29131
(S5L)Client authentication enabled W
Sun Access Manager Configuration Directory |
Pro: .
Pro: J‘:) The JBI Component may need a restart in order to take this change into effect.
Pro:
Nor [~ Do not show this message again {in this session).;
Dirn
sur
E
HT.
) o P { Formatted: FN Char
Figure 5.9.10sun-http-binding may need to be re-started . " { Formatted: FC Char

Right-click on the sun-htt-binding, choose stop.aivlthe component is stopped, right-clik it
again and choose start. The server.log will shameasage similar to that shown in Figure

5.9.11.

> { Formatted: FN Char

~- {Formatted: FC Char

This, by itself, is not enough. The client sind&astructure hangs onto the SSL session and tries
to reuse it. This prevents the SSL Handshake freimgoretried, rather, an existing session is
reused without the handshake.

Submit the request to test the solution and regemwer.log trace of the SSL Handshake at the
client and the server side.
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Undeploy the client and the server projects. Depieyserver project. Deploy the client project.

Submit the request to test the solution and regemer.log trace of the SSL Handshake at the
client and the server side.

Even that is not good enough. The client stilldfie use the cached session, see Figure 5.9.12.

[#12010-01-25T14:45:16.4214+1100| INFQ| sun—-appserver2.l|javax.enterprise.system. stream.out |
tp-binding-{http://j2ee.netbeans.org/wadl,/Common¥ML/ PersonfibsSvel getPersonDetails; |
%% Client cached [Session-1, 55L RSA WITH RC4 128 MDS] | #]

[#12010-01-25T14:45:16.421+1100| INFO| sun-appserver.l|javax.enterprise. system. stream. out |
tp-binding-{http://j2ee.netbeans.org/wsdl/CommonXML,/ Personfibs3ve}getPersonletails; |
%% Try resuming [Session-1, 55L_R5A WITH RC4_128 MD5] from port 4049]#]

. { Formatted:

FN Char

**************************************************************** o { Formatted:

FC Char

The server side, likewise, is happy to resume ¢lssien even though binding component
condifuraitn has changed, the binding componenbkas restarted and the service assembly has
been re-deployed, Figure 5.9.13. What does it tak®

- { Formatted:

FN Char

************************************************************* - { Formatted:

FC Char

Re-start the client-side domain, to force it td &ff all SSL sessions, and re-submit the request.
Still no SSL with mutual authentication. The serigenot asking the client for its certificate.
Re-start the server side domain and resubmit tpees.

Now we get some action. The server requested ibet dertificate. The client provided its
certificate. The server looked at the certificalegided it does not trust it, and aborted the
handshake. Listing 5.9.1 shows keey events fransénver side.

. { Formatted:

LN Char

ffffffffffffffffffffffffffffffffffffffffffffffffffff agh { Formatted:

LH Char

Font: 8 pt

appserver2.ljjavax.enterprise.system.stream.out|_Th readlD=26;_ThreadName=SelectorThread- N { Formatted:

LC

9181

Using SSLEnginelmpl.|#] D {Formatted:

LC2

L U

[#]2010-01-25T15:06:38.255+0000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=27;_ThreadName=httpSSLWorkerThre
ad-9181-2;|

httpSSLWorkerThread-9181-2, READ: TLSv1 Handshake, length = 105#]

[#/2010-01-25T15:06:38.261+0000|INFO|sun-

appserver2.ljjavax.enterprise.system.stream.out|_Th readlD=27;_ThreadName=httpSSLWorkerThre
ad-9181-2;|

*** ClientHello, TLSV1|#]
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[#]2010-01-25T15:06:38.261+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

RandomCookie: |#]

[#/2010-01-25T15:06:38.262+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|GMT: 1264392143 |#]

[#]2010-01-25T15:06:38.275+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

Session ID: |#]

[#]2010-01-25T15:06:38.275+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|{75, 93, 178, 78, 143, 66, 182, 7, 58, 1
120, 117, 211, 115, 157, 182, 74, 178, 141, 169, 12

[#]2010-01-25T15:06:38.276+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA W

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre
43, 65, 153, 136, 215, 205, 162, 45,
2,170, 68, 132, 249}|#]

readID=27;_ThreadName=httpSSLWorkerThre

ITH_RC4_128 SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA_WITH_AES.28_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, SSL_RSA_WITH_3DE&DE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA]|#]

[#]2010-01-25T15:06:38.283+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

%% Created: [Session-1, SSL_RSA_WITH_RC4_128_MD5]|

[#]2010-01-25T15:06:38.283+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

*** ServerHello, TLSv1|#]

[#]2010-01-25T15:06:38.301+0000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

Session ID: |#]

[#/2010-01-25T15:06:38.302+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|{75, 93, 179, 126, 196, 96, 165, 66, 38,
127, 110, 228, 65, 94, 149, 179, 150, 209, 108, 138

[#]2010-01-25T15:06:38.302+0000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

Cipher Suite: SSL_RSA_WITH_RC4 128 MD5#]

[#]2010-01-25T15:06:38.303+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

Cipher suite: SSL_RSA_WITH_RC4_128_MD5|#]

[#]2010-01-25T15:06:38.305+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

*** Certificate chain|#]

readID=27;_ThreadName=httpSSLWorkerThre

#]

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre
186, 183, 99, 174, 168, 184, 156, 254,
, 60, 156, 249, 211}#]

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre
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[#]2010-01-25T15:06:38.311+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|
chain [0] = [
[

Version: V3

Subject: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: SunPKCS11-Solaris RSA public key, 1024 bits
modulus:

162019218549153832437846806265131912188716502010853
308936626560088970134028685595103985234837519163387
985057493298783684614765757279216594655237962857291

521801179091614740871192538934917535511
public exponent: 65537
Validity: [From: Fri Dec 25 10:59:20 UTC 2009,
To: Mon Dec 23 10:59:20 UTC 2019]
Issuer: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US
SerialNumber: [ 4b349b08]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 6B F8 6E B9 01 5B 5C 92 4D 22 6D 01 B3 DF 3
0010: AC 68 97 D2

]

]

1

Algorithm: [SHA1withRSA]

Signature:
0000: 71 88 A3 15 54 06 F8 4E DF 85 A0 5D 0D 13 E
0010: 8D 67 D6 79 6A 87 12 99 E6 OD OF 48 AO 9E 4
0020: 28 33 87 89 57 C8 B255 04 EA 29 5D 45 6E 4
0030: 7D 08 A12C OE3C CED9 FB33EDS5DCBAC3
0040: 66 D379 157D 9D E8 06 BF 08 03 32 62 2A 7
0050: 6D C5 66 FF 08 A8 CA 1B 8E FC 41 59 97 20 2
0060: A3F99F 80 F2525B B4 3603 1B9081353
0070: 51 D7 31 5B 6C 69 BA44 C3A838BAE3O0DE

1%

[#]2010-01-25T15:06:38.318+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

** CertificateRequest|#] <<<<<<<

*
A - T --=-_-a-—-=a4 . _ _ _ _
A L

#)2010-01-25T15:06:38.318+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

Cert Types: |#]

[#]2010-01-25T15:06:38.319+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|RSAJ#]

[#]2010-01-25T15:06:38.320+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|, |#]

readID=27;_ThreadName=httpSSLWorkerThre

Server, O=Sun Microsystems, L=Santa
13549.1.1.5

(id 136424744, session object)
225371772234756127209194813917271519933

923444045924454296696087850075632676103
655184931289671432133385295735524558107

Server, O=Sun Microsystems, L=Santa

CBO kn.[LM'm..<.
h..

843 q..T..N..]..C
190 .gyj.....H..A.
38D (3..W..U.)JEnC.
6 E5 ...,.<..3.]..6.
078 fy.......2b*px

9 C7 mf....AY.).
9F5 ....R[6....59.
7DC Q.1]ii.D.8.....

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre
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[#]2010-01-25T15:06:38.321+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|DSS|#]

[#/2010-01-25T15:06:38.321+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|, |#]

[#]2010-01-25T15:06:38.321+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|ECDSA#]

[#]2010-01-25T15:06:38.321+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

Cert Authorities:|#]

[#]2010-01-25T15:06:38.322+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

<OU=Equifax Secure Certificate Authority, O=Equifax

[#]2010-01-25T15:06:38.322+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

<OU=Starfield Class 2 Certification Authority, O="S

[#]2010-01-25T15:06:38.336+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

<CN=gfesbv22, OU=Sun GlassFish Enterprise Server, O
ST=California, C=US>|#]

[#]2010-01-25T15:06:38.336+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

<EMAILADDRESS=info@valicert.com, CN=http://www.vali
Validation Authority, O="ValiCert, Inc.", L=ValiCer

[#]2010-01-25T15:06:38.337+0000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

*** ServerHelloDone|#]

[#]2010-01-25T15:06:40.109+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

*** Certificate chain|#]

[#]2010-01-25T15:06:40.109+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

***l#]

[#]2010-01-25T15:06:40.111+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|
httpSSLWorkerThread-9181-2, fa
javax.net.ssl.SSLHandshakeException: null cert chai

[#]2010-01-25T15:06:40.112+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

tal error: 42: null cert chain

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

, C=US>|#]
readlD=27;_ThreadName=httpSSLWorkerThre

tarfield Technologies, Inc.", C=US>|#]

readID=27;_ThreadName=httpSSLWorkerThre

=Sun Microsystems, L=Santa Clara,

readlD=27;_ThreadName=httpSSLWorkerThre

cert.com/, OU=ValiCert Class 2 Policy
t Validation Network>|#]

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

nj#]

readlD=27;_ThreadName=httpSSLWorkerThre
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httpSSLWorkerThread-9181-2|#]

[#]2010-01-25T15:06:40.112+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|, SEND TLSv1 ALERT: [#] <<<<<<<<<<==

[#/2010-01-25T15:06:40.115+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|fatal, |#]

[#]2010-01-25T15:06:40.115+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

[#/2010-01-25T15:06:40.116+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-2;|

httpSSLWorkerThread-9181-2, WRITE: TLSv1 Alert, len

[#]2010-01-25T15:06:40.116+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-2;|

httpSSLWorkerThread-9181-2, fatal: engine already ¢
javax.net.ssl.

readID=27;_ThreadName=httpSSLWorkerThre

appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
%% Client cached [Session-1, SSL_RSA_WITH_RC4_128_M

[#]2010-01-25T15:06:39.000+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

%% Try resuming [Session-1, SSL_RSA_WITH_RC4_128_MD

[#]2010-01-25T15:06:39.000+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** ClientHello, TLSv1|#]

[#/2010-01-25T15:06:39.000+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Session ID: |#]

[#]2010-01-25T15:06:39.015+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
143, 66, 182, 7, 58, 143, 65, 153, 136, 215, 205, 1

74,178, 141, 169, 122, 170, 68, 132, 249}|#]

[#]2010-01-25T15:06:39.015+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th

T A - {Formatted: Font: 8 pt, Bold ]
R ‘[ Formatted: Font: 8 pt
readlD=27;_ThreadName=httpSSLWorkerThre
readID=27;_ThreadName=httpSSLWorkerThre
,,,,,,,,,,,,,,,, " { Formatted: Font: 8 pt, Bold J
R ‘[ Formatted: Font: 8 pt ]
readlD=27;_ThreadName=httpSSLWorkerThre
gth = 2|#]
readID=27;_ThreadName=httpSSLWorkerThre
losed. Rethrowing “« - { Formatted: Font: 8 pt, Bold ]
/~/>( {Formatted: Font: 8 pt ]
{ Formatted: LX ]
. { Formatted: LN Char ]
ffffffffffffffffffffffffffffff - ‘[ Formatted: LH Char J
77777777777777777777777777777 - ‘[ Formatted: Font: 8 pt J
readlD=49;_ThreadName=HTTPBC- > .
th-sun-http-binding- { Formatted: LC ]
vclgetPersonDetails;|
DS5]I#] D { Formatted: LC2 ]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

5] from port 4271|#]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-

vclgetPersonDetails;|{75, 93, 178, 78,
62, 45,120, 117, 211, 115, 157, 182,

readlD=49;_ThreadName=HTTPBC-
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OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA W

th-sun-http-binding-
vclgetPersonDetails;|
ITH_RC4_128_SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA_WITH_AES.28_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, SSL_RSA_WITH_3DE&DE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA]|#]

[#]2010-01-25T15:06:40.828+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** ServerHello, TLSv1|#]

[#]2010-01-25T15:06:40.828+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Session ID: |#]

[#]2010-01-25T15:06:40.828+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
196, 96, 165, 66, 38, 186, 183, 99, 174, 168, 184,

179, 150, 209, 108, 138, 60, 156, 249, 211}|#]

[#]2010-01-25T15:06:40.828+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Cipher Suite: SSL_RSA_WITH_RC4 128 MD5#]

[#]2010-01-25T15:06:40.828+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
%% Created: [Session-2, SSL_RSA_WITH_RC4_128 MD5]|

[#]2010-01-25T15:06:40.828+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

* SSI._RSA_WITH_RC4 128 MD5|#]

[#]2010-01-25T15:06:40.828+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** Certificate chain|#]

[#]2010-01-25T15:06:40.843+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
chain [0] = [
[

Version: V3

Subject: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|[{75, 93, 179, 126,
156, 254, 127, 110, 228, 65, 94, 149,

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

#)

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

Server, O=Sun Microsystems, L=Santa

13549.1.1.5
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modulus:
162019218549153832437846806265131912188716502010853
308936626560088970134028685595103985234837519163387
985057493298783684614765757279216594655237962857291
521801179091614740871192538934917535511

public exponent: 65537

Validity: [From: Fri Dec 25 21:59:20 EST 2009,

To: Mon Dec 23 21:59:20 EST 2019]

Issuer: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

SerialNumber: [ 4b349b08]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 6B F8 6E B9 01 5B 5C 92 4D 22 6D 01 B3 DF 3
0010: AC 68 97 D2

|

]

]

Algorithm: [SHA1withRSA]

Signature:
0000: 71 88 A31554 06 F8 4E DF 85 A05D 0D 13 E
0010: 8D 67 D6 79 6A 87 1299 E6 0D OF 48 A0 9E 4
0020: 28 3387 89 57 C8 B255 04 EA 295D 45 6E 4
0030: 7D 08 A1 2C OE3C CED9 FB33ED5DCBAC3
0040: 66 D3 7915 7D 9D E8 06 BF 08 0332622A7
0050: 6D C5 66 FF 08 A8 CA 1B 8E FC 41 59 97 20 2
0060: A3 F9 9F 80 F2525B B4 36 03 1B 9081353
0070: 51 D7 31 5B 6C 69 BA44 C3 A838BAE3ODE

1%

[#]2010-01-25T15:06:40.843+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
***l#]

[#/2010-01-25T15:06:40.843+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Found trusted certificate:|#]

[#]2010-01-25T15:06:40.843+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

[

[

Version: V3

Subject: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits

modulus:
162019218549153832437846806265131912188716502010853
308936626560088970134028685595103985234837519163387
985057493298783684614765757279216594655237962857291
521801179091614740871192538934917535511

public exponent: 65537

225371772234756127209194813917271519933
923444045924454296696087850075632676103
655184931289671432133385295735524558107

Server, O=Sun Microsystems, L=Santa

CBO kn.[LM'm..<.
h..

843 ¢..T.N..]...C
190 .g.yj......H..A.
38D (3.W..U.)JEnC.
6 E5 ...,.<...3.]..6.
078 fy........2b%px

9 C7 mf....AY.).
9F5 ... RI[.6....59.
7DC Q.1]li.D.8.....

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

Server, O=Sun Microsystems, L=Santa

13549.1.1.5

225371772234756127209194813917271519933
923444045924454296696087850075632676103
655184931289671432133385295735524558107
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Validity: [From: Fri Dec 25 21:59:20 EST 2009,
To: Mon Dec 23 21:59:20 EST 2019]
Issuer: CN=gfesbv22, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US
SerialNumber: [ 4b349b08]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 6B F8 6E B9 01 5B 5C 92 4D 22 6D 01 B3 DF 3
0010: AC 68 97 D2

]

]

1

Algorithm: [SHA1withRSA]

Signature:
0000: 71 88 A3 15 54 06 F8 4E DF 85 A0 5D 0D 13 E
0010: 8D 67 D6 79 6A 87 12 99 E6 OD OF 48 AO 9E 4
0020: 28 33 87 89 57 C8 B255 04 EA 29 5D 45 6E 4
0030: 7D 08 A12C OE3C CED9 FB33ED5DCBAC3
0040: 66 D379 157D 9D E8 06 BF 08 03 32 62 2A 7
0050: 6D C5 66 FF 08 A8 CA 1B 8E FC 41 59 97 20 2
0060: A3F99F 80 F2525B B4 3603 1B9081353
0070: 51 D7 31 5B 6C 69 BA44 C3A838BAE3O0DE

1%

[#]2010-01-25T15:06:40.859+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

L CertificateRequestf#] <<<<<<<<<<<<<<

A L .

#|2010-01-25T15:06:40.859+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Cert Types: |#]

[#]2010-01-25T15:06:40.859+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

[#]2010-01-25T15:06:40.859+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

[#]2010-01-25T15:06:40.859+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

[#]2010-01-25T15:06:40.859+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

[#]2010-01-25T15:06:40.859+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

Server, O=Sun Microsystems, L=Santa

C BO k.n.\\M"'m...<.
.h..

843 q..T..N..]..C
190 .g.yj......H.A.
38D (3..W..U.)JEnC.
6 E5 ...,.<..3.]..6.

7DC Q.[i.D.8.....

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|RSAJ#]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|, |#]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|DSS|#]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|, |#]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|ECDSA|#]
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[#]2010-01-25T15:06:40.859+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Cert Authorities:|#]

[#]2010-01-25T15:06:40.859+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
<OU=Equifax Secure Certificate Authority, O=Equifax

[#]2010-01-25T15:06:40.875+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
<EMAILADDRESS=info@valicert.com, CN=http://www.vali
Validation Authority, O="ValiCert, Inc.", L=ValiCer

[#]2010-01-25T15:06:40.875+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** ServerHelloDone|#]

[#]2010-01-25T15:06:40.875+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** Certificate chain|#]

[#]2010-01-25T15:06:40.875+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
***l#]

[#]2010-01-25T15:06:40.890+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** ClientkeyExchange, RSA PreMasterSecret, TLSv1|#

[#]2010-01-25T15:06:40.890+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, WRITE: TLSv1 Handshake,

[#]2010-01-25T15:06:40.890+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
SESSION KEYGEN:|#]

[#]2010-01-25T15:06:40.890+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
PreMaster Secret:|#]

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|
, C=US>|#]

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

cert.com/, OU=ValiCert Class 2 Policy

t Validation Network>|#]

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

]

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|
length = 141#]

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
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OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** Finished|#]

[#/2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, WRITE: TLSv1 Handshake,

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, waiting for close_notify

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, Exception while waiting
Software caused connection abort: recv failed|#]

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, handling exception: java
connection abort: recv failed|#]

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
ALERT: |#]

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

[#/2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
unexpected_message|#]

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, WRITE: TLSv1 Alert, leng

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, Exception sending alert:
caused connection abort: socket write error|#]

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, called closeSocket()|#]

th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

length = 32|#]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

or alert: state 1|#]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

for close java.net.SocketException:

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|
.net.SocketException: Software caused

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|, SEND TLSv1

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|fatal, |#]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|description =

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

th = 18|#]

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|
java.net.SocketException: Software

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|
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[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, called close()|#]

[#]2010-01-25T15:06:40.984+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-5;Context=PersonCli_CA_SSLMutualAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-5, called closelnternal(tru

[#/2010-01-25T15:06:41.046+1100]WARNING|sun-
appserver2.1jcom.sun.jbi.httpsoapbc.OutboundMessage
BC-OutboundReceiver-5;Context=PersonCli_CA_SSLMutua
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
-7975-4937-ba83-1bfch75€9671;|HTTPBC-E00759: An exc
message. HTTP transport error: java.net.SocketExcep
recv failed
com.sun.xml.ws.client.ClientTransportException: HTT
java.net.SocketException: Software caused connectio
at
com.sun.xml.ws.transport.http.client.HttpClientTran
a:134)
at
com.sun.xml.ws.transport.http.client.HttpTransportP
at
com.sun.xml.wss.jaxws.impl.SecurityClientPipe.proce
at com.sun.xml.ws.api.pipe.helper.PipeAdapter.proc
at com.sun.xml.ws.api.pipe.Fiber.__doRun(Fiber.jav
at com.sun.xml.ws.api.pipe.Fiber._doRun(Fiber.java
at com.sun.xml.ws.api.pipe.Fiber.doRun(Fiber.java:
at com.sun.xml.ws.api.pipe.Fiber.runSync(Fiber.jav
at com.sun.xml.ws.client.Stub.process(Stub.java:24
at com.sun.xml.ws.client.dispatch.Dispatchimpl.dol
at com.sun.xml.ws.client.dispatch.Dispatchimpl.inv
at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.out
:1256)
at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.dis
6)
at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.pro
eProcessor.java:747)
at
com.sun.jbi.httpsoapbc.OutboundMessageProcessor.pro
va:257)
at com.sun.jbi.httpsoapbc.OutboundAction.run(Outbo
at
java.util.concurrent.ThreadPoolExecutor$Worker.runT
at java.util.concurrent. ThreadPoolExecutor$Worker.
at java.lang.Thread.run(Thread.java:619)
Caused by: java.net.SocketException: Software cause
at java.net.SocketInputStream.socketReadO(Native M
at java.net.SocketInputStream.read(SocketinputStre
at com.sun.net.ssl.internal.ssl.InputRecord.readFu
at com.sun.net.ssl.internal.ssl.InputRecord.read(l
at com.sun.net.ssl.internal.ssl.SSLSocketimpl.read
at
com.sun.net.ssl.internal.ssl.SSLSocketimpl.waitForC
at
com.sun.net.ssl.internal.ssl.HandshakeOutStream.flu

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=49;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

e)l#]

Processor|_ThreadlD=49;_ThreadName=HTTP
|IAuth-sun-http-binding-
vclgetPersonDetails;_RequestiD=al111c6f9
eption occured while processing a reply

tion: Software caused connection abort:

P transport error:
n abort: recv failed

sport.getOutput(HttpClientTransport.jav

ipe.process(HttpTransportPipe.java:138)

ss(SecurityClientPipe.java:208)
essRequest(PipeAdapter.java:115)
a:595)
:554)
539)
a:436)
8)
nvoke(Dispatchimpl.java:180)
oke(Dispatchlmpl.java:206)

boundCall(OutboundMessageProcessor.java

patch(OutboundMessageProcessor.java:129

cessRequestReplyOutbound(OutboundMessag

cessMessage(OutboundMessageProcessor.ja
undAction.java:63)

ask(ThreadPoolExecutor.java:886)
run(ThreadPoolExecutor.java:908)

d connection abort: recv failed
ethod)
am.java:129)
lly(InputRecord.java:293)
nputRecord.java:331)
Record(SSLSocketIimpl.java:789)

lose(SSLSocketimpl.java:1455)

sh(HandshakeOutStream.java:103)
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at
com.sun.net.ssl.internal.ssl.Handshaker.sendChangeC

at
com.sun.net.ssl.internal.ssl.ClientHandshaker.sendC
ava:868)

at
com.sun.net.ssl.internal.ssl.ClientHandshaker.serve

at
com.sun.net.ssl.internal.ssl.ClientHandshaker.proce

at com.sun.net.ssl.internal.ssl.Handshaker.process

at com.sun.net.ssl.internal.ssl.Handshaker.process

at com.sun.net.ssl.internal.ssl.SSLSocketimpl.read

at
com.sun.net.ssl.internal.ssl.SSLSocketimpl.performi
)

at
com.sun.net.sslinternal.ssl.SSLSocketimpl.startHan

at
com.sun.net.ssl.internal.ssl. SSLSocketimpl.startHan

at sun.net.www.protocol.https.HttpsClient.afterCon

at
sun.net.www.protocol.https.AbstractDelegateHttpsURL
sURLConnection.java:166)

at
sun.net.www.protocol.http.HttpURLConnection.getOutp

at
sun.net.www.protocol.https.HttpsURLConnectionimpl.g
ava:230)

at
com.sun.xml.ws.transport.http.client.HttpClientTran
a:122)

... 18 more
[#]

[#/2010-01-25T15:06:41.265+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
Engine-4;|

---[HTTP response 500]---|#]

[#]2010-01-25T15:06:41.265+1100|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
Engine-4;|

<?xml version="1.0" ?><SOAP-ENV:Envelope xmins:SOAP
ENV="http://schemas.xmlsoap.org/soap/envelope/"><SO
xmins="">SOAP-ENV:Server</faultcode><faultstring xm
handled in the process scope; Fault Name is
{http://www.sun.com/wsbpel/2.0/process/executable/S
Fault Data is &amp;lt;?xml version=&amp;quot;1.0&am
8&amp;quot;?&amp;gt;&amp;lt;jbi:message
xmins:sxeh=&amp;quot;http://www.sun.com/wsbpel/2.0/
ndling&amp;quot; type=&amp;quot;sxeh:faultMessage&a
version=&amp;quot;1.0&amp;quot; xmins:jbi=&amp;quot
11-wrapper&amp;quot;&amp;gt;&amp;|t;jbi:part&amp;gt
java.net.SocketException: Software caused connectio
failed&amp;lt;/jbi:part&amp;gt;&amp;lt;/jbi:message
pending requests in the process scope before termin
instance</faultstring><faultactor xmlns="">sun-bpel
xmlns=""><detailText>BPCOR-6135: A fault was not ha
is

{http://mwww.sun.com/wsbpel/2.0/process/executable/S
Fault Data is &amp;lt;?xml version=&amp;quot;1.0&am
8&amp;quot;?&amp;gt;&amp;lt;jbi:message
xmins:sxeh=&amp;quot;http://www.sun.com/wsbpel/2.0/
ndling&amp;quot; type=&amp;quot;sxeh:faultMessage&a
version=&amp;quot;1.0&amp;quot; xmins:jbi=&amp;quot

ipherSpec(Handshaker.java:612)

hangeCipherAndFinish(ClientHandshaker .j

rHelloDone(ClientHandshaker.java:794)

ssMessage(ClientHandshaker.java:226)
Loop(Handshaker.java:516)
_record(Handshaker.java:454)
Record(SSLSocketimpl.java:884)

nitialHandshake(SSLSocketimpl.java:1112

dshake(SSLSocketimpl.java:1139)

dshake(SSLSocketimpl.java:1123)
nect(HttpsClient.java:434)

Connection.connect(AbstractDelegateHttp

utStream(HttpURLConnection.java:904)

etOutputStream(HttpsURLConnectionlmpl.

sport.getOutput(HttpClientTransport.jav

readlD=53;_ThreadName=HTTPBC-JAXWS-

readlD=53;_ThreadName=HTTPBC-JAXWS-

AP-ENV:Body><SOAP-ENV:Fault><faultcode
Ins="">BPCOR-6135: A fault was not

UNExtension/ErrorHandling}systemFault;
p;quot; encoding=&amp;quot;UTF-

process/executable/SUNExtension/ErrorHa
mp;quot;
;http:/fjava.sun.com/xml/ns/jbi/wsdl-

;HTTP transport error:

n abort: recv

&amp;gt;. Sending errors for the

ating the process
-engine</faultactor><detail

ndled in the process scope; Fault Name

UNEXxtension/ErrorHandling}systemFault;
p;quot; encoding=&amp;quot;UTF-

process/executable/SUNExtension/ErrorHa
mp;quot;
;http://java.sun.com/xmi/ns/jbi/wsdl-
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11-wrapper&amp;quot;&amp;gt;&amp;lt;jbi:part&amp;gt
java.net.SocketException: Software caused connectio
failed&amp;lt;/jbi:part&amp;gt;&amp;lt;/jbi:message
pending requests in the process scope before termin

Caused by: BPCOR-6131: An Error status was recei
(partnerLink=PersonWs,
portType=¢{http://j2ee.netbeans.org/wsdl/CommonXML/P
operation=getPersonDetails)
BPCOR-6129: Line Number is 39
BPCOR-6130: Activity Name is Invokel

Caused by: HTTP transport error: java.net.Socket
abort: recv failed

Caused by: Software caused connection abort: rec
ENV:Fault></SOAP-ENV:Body></SOAP-ENV:Envelope>|#]

[#12010-01-25T15:06:41.265+1100|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
Engine-4;|-------------------- [#]

[#]2010-01-25T15:13:34.453+1100|FINE|sun-
appserver2.1l|javax.enterprise.resource.jtal_Threadl
5;ClassName=com.sun.enterprise.distributedtx.J2EETr
royed;_RequestlD=76263d13-28ca-481f-8114-bef7978f2c
com.sun.ejb.containers.EntityContextimpl@1a50beal#]

;HTTP transport error:

n abort: recv

&amp;gt;. Sending errors for the
ating the process instance

ved while doing an invoke

ersonAbsSvc}PersonAbsSvcPortType,

Exception: Software caused connection

v failed</detailText></detail></SOAP-

readlD=53;_ThreadName=HTTPBC-JAXWS-

D=54;_ThreadName=p: thread-pool-1; w:
ansactionManagerimpl;MethodName=ejbDest
bd;| ejbDestroyed:

D { Formatted:

LX

Using the method discussed in section 5.8, stak@igre Figure 5.8.28, extract the server
certificate from the local host's application seraad add it to the cacerts.jks truststore of the
remote application server. This will require tleenote application server to be restarted.

Submit the request again and inspect the servdrdog of the SSL andshake at both ends of the

connection.

Finally, we have a successful SSL handshake. lg$if@.3 shows key traces from the server

side.

Listing 5.9.3Key traces at the server side

- { Formatted:

LN Char

fffffffffffffffffffffffffffffffffffffffffffffffffffff - { Formatted:

LH Char

appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;|

*** CertificateRequest|#]
[#]2010-01-25T16:10:38.427+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|

Cert Types: |#]
[#]2010-01-25T16:10:38.427+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;|RSAJ#]
[#]2010-01-25T16:10:38.427+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|, |#]
[#]2010-01-25T16:10:38.427+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|DSS|#]
[#]2010-01-25T16:10:38.427+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;), [#]
[#]2010-01-25T16:10:38.428+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;|ECDSA#]

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre
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[#]2010-01-25T16:10:38.428+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|

Cert Authorities:|#]
[#]2010-01-25T16:10:38.428+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;|

<OU=Equifax Secure Certificate Authority, O=Equifax

...[#]2010-01-25T16:10:38.440+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|

<CN=mcz02.aus.sun.com, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US>|#]

[#]2010-01-25T16:10:38.442+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;|
<EMAILADDRESS=info@valicert.com, CN=http://www.vali
Validation Authority, O="ValiCert, Inc.", L=ValiCer
[#]2010-01-25T16:10:38.443+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|
*** ServerHelloDone|#]
[#]2010-01-25T16:10:38.447+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;|
httpSSLWorkerThread-9181-4, WRITE: TLSv1 Handshake,
[#]2010-01-25T16:10:38.518+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|
httpSSLWorkerThread-9181-4, READ: TLSv1 Handshake,
[#]2010-01-25T16:10:38.521+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;|
*+* Certificate chain|#]
[#]2010-01-25T16:10:38.523+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|
chain [0] = [
[

Version: V3

Subject: CN=mcz02.aus.sun.com, OU=Sun GlassFish E
L=Santa Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: SunPKCS11-Solaris RSA public key, 1024 bits
modulus:

119015729011601992066437627694175597302274488523936
017960861607237521305422120418909115354894571170784
648491798878209927016239722200800248859806528655579

749349373878258250083698752057654968931
public exponent: 65537
Validity: [From: Thu Dec 24 01:01:19 UTC 2009,
To: Sun Dec 22 01:01:19 UTC 2019]
Issuer: CN=mcz02.aus.sun.com, OU=Sun GlassFish En
L=Santa Clara, ST=California, C=US
SerialNumber: [ 4b32bd5f]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 7733 BB 8D 4C 503141 6C26 EO9951F8E

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

, C=US>#]

readlD=28;_ThreadName=httpSSLWorkerThre

Server, O=Sun Microsystems, L=Santa

readlD=28;_ThreadName=httpSSLWorkerThre

cert.com/, OU=ValiCert Class 2 Policy
t Validation Network>|#]

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre
length = 5989|#]
readID=28;_ThreadName=httpSSLWorkerThre
length = 866|#]

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

nterprise Server, O=Sun Microsystems,
13549.1.1.5

(id 135191280, session object)
435943788428425927290506073513787302643

283556475403430369950778357285764306166
306309537174834576238534116325674324337

terprise Server, O=Sun Microsystems,

E F8 w3..LP1Al&..Q...
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0010: E6 DA 00 45

]
]

1

Algorithm: [SHA1withRSA]

Signature:
0000: 38 91 BF 72 69 3F A9 B4 2A AB A0 AA 9E 5E A
0010: 90 9542 B3 D7 630282 2D 86 10 BEBB C7 E
0020: BE BE 50 8E 2A OE 7F 29 AC OF 97 8E 6A 27 4
0030: 1A 34 CE 5B 33 EF B6 6C 02 53 20 A1 0C BF 6
0040: 78 A8 06 AA 38 EF F6 31 2F A3E5F6 03Bl F
0050: E9 8E 02 F7 6F D2 6D F1 2091 6C EBE9 A2 6
0060: 22 18 CD 5A 3506 95 E1 BD 5D 83 1A A547 2
0070:4144 42 C9E9741584 3ADA95C4ECES88

1%

[#]2010-01-25T16:10:38.536+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|

Found trusted certificate:|[#] <<<<<<<<<<<<<<<<<====
[#]2010-01-25T16:10:38.538+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|

[

[

Version: V3

Subject: CN=mcz02.aus.sun.com, OU=Sun GlassFish E
L=Santa Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: SunPKCS11-Solaris RSA public key, 1024 bits

modulus:
119015729011601992066437627694175597302274488523936
017960861607237521305422120418909115354894571170784
648491798878209927016239722200800248859806528655579
749349373878258250083698752057654968931

public exponent: 65537

Validity: [From: Thu Dec 24 01:01:19 UTC 2009,

To: Sun Dec 22 01:01:19 UTC 2019]

Issuer: CN=mcz02.aus.sun.com, OU=Sun GlassFish En
L=Santa Clara, ST=California, C=US

SerialNumber: [ 4b32bd5f]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 77 33 BB 8D 4C 503141 6C 26 E09951F8E
0010: E6 DA 00 45

]

]

1

Algorithm: [SHA1withRSA]

Signature:
0000: 38 91 BF 72 69 3F A9 B4 2A AB A0 AA 9E 5E A
0010: 90 9542 B3 D7 630282 2D 86 10 BEBB C7 E
0020: BE BE 50 8E 2A OE 7F 29 AC OF 97 8E 6A 27 4
0030: 1A 34 CE 5B 33 EF B6 6C 02 53 20 A1 0C BF 6
0040: 78 A8 06 AA 38 EF F6 31 2F A3E5F6 03 B1F
0050: E9 8E 02 F7 6F D2 6D F1 2091 6C EBE9 A2 6
0060: 22 18 CD 5A 3506 95 E1 BD 5D 83 1A A5 47 2
0070: 414442 C9E9741584 3ADA95C4ECES88

AES3 8.ri?.*..A.

CF5 ..om..lL.lL
4D9 ".75...]..GS$.
C D6 ADB..t.

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

nterprise Server, O=Sun Microsystems,
13549.1.1.5

(id 135191280, session object)
435943788428425927290506073513787302643

283556475403430369950778357285764306166
306309537174834576238534116325674324337

terprise Server, O=Sun Microsystems,

E F8 w3..LP1AI&.Q...
..E

AE3 8.ri2.%. A
DE9 .B.C.-......
B 46 .P.*.).. jKF
E1A 4[3.1S ..n.

C D6 ADB..t.........
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1%

[#]2010-01-25T16:10:38.564+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;|

*** ClientkeyExchange, RSA PreMasterSecret, TLSv1|#

[#]2010-01-25T16:10:38.755+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|

*** Finished|#]
[#/2010-01-25T16:10:38.755+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|

verify_data: {|#]

[#]2010-01-25T16:10:38.779+0000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-9181-4;|

*** Finished|#]

[#/2010-01-25T16:10:38.784+0000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-9181-4;|

%% Cached server session: [Session-1, SSL_RSA_WITH_

readlD=28;_ThreadName=httpSSLWorkerThre

]

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

readlD=28;_ThreadName=httpSSLWorkerThre

RC4_128_MD5]|#]

" { Formatted: LX

SSL with mutual authentication works in GlassFiSEEv2.1 and 2.2. Not quite the way | would
expect and desire, but it works. By having to gliybeonfigure the sun-http-binding to “require
client authentication” we are forced to have alLS8rvices on that applicaitn server instance
require SSL with mutual authentication. This is thet way | expect these kinds of things to
work. | expect this feature to be enabled on pefPIBC-baseis, not globally.

So it does not get in the way of future proectghaack the “require client authentication”
checkbox at the remote server. Undeploy the chentthe server projects so we can get on with

the next part of the discussion and next lot ofquts.

5.10 EJB-based Person Svc with No Channel Security

In this section the EJB-based web service provatierconsumer will be built and exercised,
in preparation for configuration of security podisiin subsequent sections.

Listing 5.3.2 shows the Abstract WSDL that desaithee interface to our service. In this section
we will implement this service in Java as an EJBellaweb service.

Create “New Project” -> “Java EE” -> “EJB Modul&hoosing the remote GlassFish instance as
the deployment target. Name this module EJBPers8ekiBvc.

In the new project create “New” -> “Web Service fargdVSDL”, naming the service
EJBPersonNoSecSvc, placing it in the package pBPEEBonNoSecSve and using the

CommonXML/PersonAbsSvc “Local WSDL File”.
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Figure 5.10.1 shows the source of the service impfgation, at this point in time, reformatted
for better readability.

s

2 = Ten =

3 O I =

4

8

6 rackage pkg.EJBPersonNoSecSve:

A

8] import javax.ejb.Stateless;

L import javax.jws.WebService:;

10 import org.netbeans.j2ee.wsdl.commonxml .personabssve.GetPersonDetailsFault:
11 import org.netbeans.jZee.wsdl.commonxml .personabssve.PersonibsSvePortType:
12

13

14

15 tauthor mczapski

16

17 EWebService

18 (serviceName = "P& ot

15 portName = "F=

20 endpointInterface PortType™,
21 targetNamespace =

22 wadlLocation = "ME

23 @#Stateless

24 public class EJBPersonNoSecSve implements PersonfbsSvcPortType {

25

@ public org.netbeans.xml.schema.person.PersonRes getPersonDetails

27 (org.netbeans.xml.schema.person. PersonReq msgPersonDetailsReq)
28 |- throws GetPersonDetailsFault {

29 TODO implement this method

30 throw new UnsupportedOperationException("Hot im
o H

32

| }

34

iy = e FE

Figure 5.10.1Skeleton service implementation
Replace lines 29-30 (in my source) with the javdecshown in Listing 5.10.1.

Listing 5.10.1Service implementation

System.out.printin("\n%%%%%%% PersonID: " + msgPersonDetailsReq.getPersonID());
org.netbeans.xml.schema.person.PersonRes sR es

= new org.netbeans.xml.schema.perso n.PersonRes();
sRes.setPersonID(msgPersonDetailsReq.getPer sonlD());

sRes.setFamilyName("Doe");
sRes.setGivenName("John");
sRes.setGender("M");

org.netbeans.xml.schema.person.PersonRes.Ad dressDetails addr
= new org.netbeans.xml.schema.perso n.PersonRes.AddressDetails();

addr.setStreetAddress("33 Berry Street");
addr.setCityTown("North Sydney");
addr.setStateProvince("NSW");
addr.setPostCode("2160");
addr.setCountry("Australia”);
sRes.setAddressDetails(addr);

org.netbeans.xml.schema.person.PersonRes.Cr editCardDetails card
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= new org.netbeans.xml.schema.perso n.PersonRes.CreditCardDetails();
card.setCardNumber("123-456-7689-0123");
card.setCardType("Passport");
card.setExpiryDate("01/21");
card.setSecurityCode((new java.util.Date()) .toString());
sRes.setCreditCardDetails(card);

if (msgPersonDetailsReq.getPersonlD().equal slgnoreCase("FAULT")) {
PersonFlt pFlt = new PersonFlt();
pFlt.setPersonID(msgPersonDetailsReq.ge tPersonID());
pFlt.setFaultDetail("Induced GetPersonD etailsFault");

GetPersonDetailsFault sFlt
= new GetPersonDetailsFault
("Induced GetpersonDetailsF ault"
JPFIt);
throw sFlt;
}

return sRes;

Right-click inside the source window and choose ‘IRiports” to resolve import-related issues.
Build and Deploy the project.

Create “New Project” -> “Java EE” -> “EJB Modulefamed EJBPersonNoSecCli, to be
deployed to the local GlassFish instance.

Create “New” -> “Web Service From WSDL", named E&BsdnNoSecCli, in package
pkg.EJBPersonNoSecCli, using WSDL from the CommomXviggerCon.wsdl.

Create “New” -> “Web Service Client”. Click “Projg¢browse to the EJBPersonNoSecSvc
project and choose the web service implementafimure 5.10.2 illustrates this step.

- x
Steps WSDL and Client Location _— Y
1. Choose File Type Specify the W Web Service. \
2. WsDL and Client Location
+ Project: I Browse... |
@ orowsc websernoes N x

|
Weh Sarvices: J

[ E—J% EJBPersonMoSecsve
| @ PersonAl ce[Perso gl
E-]% EJBPersonMoSecCl

TN STYET [FAATTS ST il I

I Generate Dispatch code

= 6 Enter the URL of the service you wish to use,

< Back et = Eirish Cancel Help
| | | |

Figure 5.10.2Choose web service implementation for the cliemvoke
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Replace the two lines of code, “//TODO ..." and “ttwaew Unsupported...” with the code

shown in Listing 5.10.2.
Listing 5.10.2Replacement code

org.netbeans.xml.schema.person.PersonReq cR eq

= new org.netbeans.xml.schema.perso n.PersonReq();
cReq.setPersonID(msgPersonDetailsReq.getPer sonID());
org.netbeans.xml.schema.person.PersonRes cR es

= new org.netbeans.xml.schema.perso n.PersonRes();
cRes.setPersonID(msgPersonDetailsReq.getPer sonlID());

/I invoke service here

return cRes;

The source, reformatted for better readabilityghiewn in Figure 5.10.3.

17 @WebService

18 {serviceName = "Tri
19 portName = "Trig

20 endpointInterface
21 targetNamespace = "
22 wadlLocation = "

23 @Stateless
24 public class EJBPersonNoSecCli implements TriggerConPortType {
25

@ public org.netbeans.xml.schema.person.PersonRes triggerPerson
27 {org.netbeans.xml.schema.person. PersonReq m=sgPersonDetailsReq)
28 (=] throws TriggerPersonFault {

29 org.netbeans.xml.schema.person.PersonReq cReqg

30 = newW org.netbeans.xml.schema.person.PersonBeqg();
= 1 cReq.zsetPersonlID (msgPersonDetailsReq.getPersonID() )

32

33 org.netbeans.xml.schema.person.PersonRes cRes

34 = newW org.netbeans.xml.schema.person.PersonBes|();
a5 cRes.zetPersonlID (msgPersonDetailsReq.getPersonID() )

36

37

38

39 return cRes;

wl |

Figure 5.10.3Client implementation code before service invocatioadded

Variables cReq and cRes will contain request testgice and response from the service

respectively.

Expand Web Service References node all the wayetgervice operation and drag the service
operation onto the source window following the coenirt'// invoke service here”, as shown in

Figure 5.10.4.
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Figure 5.10.4Drag the service operation onto the source window

[Pro.. 4 X||Fies | 'Services | [[5]E8PersontioSeciveava x | (0] EBPersonNoSecCli.java = |
2e T e Otn peven BB QAT SRECLE|Ew 008
- ElBPersoniosecCi Ty IS TR IS AT SIS e TS U FEDSUNRST TReT
[#-[5l Enterprise Beans 30 = new org.netbeans.xml.schema.person.PersonReq();
£33 @ Java Collzborations 3 cReq.setPersonID(msgPersonDetailsReq.getPersonID(})}:
i Web Services 32
} (ﬁ Web Service References 33 org.netbeans.xml.schema.person.PersonRes cRes
=] @ EIBPersonioSecsve 34 = new org.netbeans.xml.schema.person.PersonRes();
=] ;g PersonAbsSvcService 35 cRes.setPersonlD(msgPersonDetailsReq.getPersonID());
E[ﬂ. PersonAbsSvcPort 36
e S i [ KRR
- Configuration Files 38 =g
~[0g Server Resources 33 recturn cRes; %E‘
- Source Packaces 401 - ¥

The code fragment, which was generated by the NetB&oling, reformatted for better

readability, is shown in Figure 5.10.5.

Figure 5.10.5Service invocation skeleton code

36

2 org.netbeans.zml.schema.person. PersonRes cRes

38 = new org.netbeans.xml.schema.person.PersonRes ()

S cRes.setPersonlD (msgPersonDetailsReq.getPersonIDi() ),

40

41 invoke service here

42

43 //txy i Call Web Service Operation -\
44 org.netbeans.j2ee.wsdl . commonxml . personabssve. PersonfbsSvcPortType port
45 = service.getPersonfbsSvcPort ()

45 TODC initialize WS operation arguments here

7] org.netbeans.xml.=schema.person, PersonReq msgPersaonDetallsReqg

45 = new org.netbeans.xml.schema.person.PersonReql();

43 TODO process result here

50 org.netbeans.xml.=schema.person. Personfes result

=l = port.getPersonDetails (msgPersaonDetailsReq)

52 System.out.println("Besulc = "+result);

53 } catch (Exception ex) {

54 TODO handle custo i =

= u P
56

57 return cRes;

58| - ¥

Replace the lines inside the try { ... } catch blagith the code in Listing 5.10.3.

Listing 5.10.3Code to invoke the service and process the reply

org.netbeans.j2ee.wsdl.commonxml.personabssvc.Perso
= service.getPersonAbsSvcPort();
org.netbeans.xml.schema.person.PersonRes result = p

nAbsSvcPortType port

ort.getPersonDetails(cReq);

System.out.printin("\n===>>> " + result.getFamilyNa me());
cRes.setFamilyName(result.getFamilyName());
cRes.setMiddlelnitials(result.getMiddlelnitials());
cRes.setGivenName(result.getGivenName());
cRes.setGender(result.getGender());
org.netbeans.xml.schema.person.PersonRes.AddressDet ails cAddr

= new org.netbeans.xml.schema.person.Person Res.AddressDetails();
cAddr.setStreetAddress(result.getAddressDetails().g etStreetAddress());
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cAddr.setCity Town(result.getAddressDetails().getCit
cAddr.setStateProvince(result.getAddressDetails().g
cAddr.setPostCode(result.getAddressDetails().getPos
cAddr.setCountry(result.getAddressDetails().getCoun
cRes.setAddressDetails(cAddr);

org.netbeans.xml.schema.person.PersonRes.CreditCard
new org.netbeans.xml.schema.person.PersonRe
cCard.setCardNumber(result.getCreditCardDetails().g
cCard.setCardType(result.getCreditCardDetails().get
cCard.setExpiryDate(result.getCreditCardDetails().g
cCard.setSecurityCode(result.getCreditCardDetails()
cRes.setCreditCardDetails(cCard);

yTown());
etStateProvince());
tCode());

try();

Details cCard =
s.CreditCardDetails();
etCardNumber());
CardType());
etExpiryDate());
.getSecurityCode());

I will leave analysis of what this slab of code slée the reader. Suffices it to say that the new
request, cReq, populated with the PersonID frontliest, is submitted to the service and the
response, cRes, is sued to populate the respotise client.

The resulting source is illustrated in Figure 5610.

41 /{ invoke serv

42

43 try { =ph '‘Service HeEration

44 org.netbeans. j2ee.wadl. commonxml . personabssve. PersonibsSvcPortTvpe port \
45 = service.getPersonhAbsSvcPort|};

48 org.netbeans.xml.schema.person. PersonBes result = port.getPersonDetails (cReq):
47

48 System. out.println ("\n=—=3>> " + result.getFamilyName (}):

43

50 cRes.setFamilyName {result.getFamilyName () };

5% cRes.setMiddleInitials(result.getMiddleInitials{));

o3 cRes.setGivenName (result.getGivenName (} ) ;

53 cRes.setGender (result.getGender ()} }:

54

55 org.netbeans.xml.schema.person. PersonRes, AddressDetails chddr

56 = new org.netbeans.zml.schema.person.PersonRes.AddressDetails ()
57 chddr.setStreethddress (result.getAddressDetails () .getStreetAddress () ) 2

58 chddr.setCityTown (result.gethddressDetails () .getCityTown(}):

59 chddr.setStateProvince (result.getAddressDetails () .getStateProvince () ),

&0 chddr. setPostCode (result.getdddressDetails () .getPostCode () )

8l chddr.setCountry(result.getAddressDetails () .getCountry(}}:

62 cRes.sethddressDetails (chddr) ;

63

64 org.netbeans.xml.schema.person.PersonRes. CreditCardDetails cCard =

85 new org.netbeans.xml.schema.person.PersonRes.CredictCardDetails ()
(15 cCard.setCardiumber (result.getCreditCardDetails ()} .getCardlNumber ()} };

a7 cCard.setCardType (result.getCreditCardDetails() .getCardType ()}

68 cCard.setExpiryDate (result.getCreditCardDetails () .gectExpiryDate ()} )

a9 cCard.setSecurityCode (result.getCreditCardDetails () .getSecurityCode () )
70 \_ cRes.setCreditCardDetails (cCard); /
T1 } catch (Exception ex) {

72 ats

73

Figure 5.10.6Submit request and process response

To complete client implementation let’s replace e line comment “// TODO handle ...” with
the slab of code shown in Listing 5.10.4, thentrgitk inside the source window and choose

“Fix Imports”.

Listing 5.10.4Convert exception into a Fault
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ex.printStackTrace();

String sFltMsg = ex.getMessage();

PersonFlt pFIt = new PersonFlt();
pFlt.setPersonID(msgPersonDetailsReq.getPersonID()) ;
pFlt.setFaultDetail(sFIltMsg);

org.netbeans.j2ee.wsdl.commonxml.triggercon.Trigger PersonFault sFlt
= new org.netbeans.j2ee.wsdl.commonxml.trig gercon.TriggerPersonFault
(sFltMsg, pFlt);
throw sFlt;

Figure 5.10.7 shows the completed implementatiateco

42

43

44 try 1 Call Web Service Cperatioc

45 org.netbeans.jlee.wsdl.commonxml . personabssve. PersonibsSvcPortType port
46 = service.getPersonfAbsSvcPort ()

47 org.netheans.xml . schema.person. PersonRes result = port.getPersonDetails (cRedq);
48

43 System. out.println("\o=—=>>> " + result.getFamilyName()):

50

51 cRes.setFamilyName (result.getFamilyName () ) ;

52 cResz.getMiddlelnitials (result.getMiddlelnitials=s()):

53 cRes.secGivenName (result.getGivenName () ) ;

54 cRes.setGender (result.getGender()):

55

56 org.netbeans.xml.schema.person. PersonRes, AddressDetails chddr

57 = new org.netbeans.xml.schema.person.PersonRes.bddressDetails();
58 chAddr.sectStreethddress (result.getBddressDetails () .getStreethddress () ) ;
59 chddr. setCityTown (result.gethiddre=ssDetails () .getCityTown())

80 clddr.setStateProvince (result.getBddressDetails () .getStateProvince () )
a1l chddr. setPostCode (result.getAddressDetails () .getPostCode () )

62 chddr.setCountry(result.getAddressDetails () .getCountry()):

63 cRes.sethddressDetails (chddr) ;

a4

65 org.netbeans.xml.schema.person.PersonRes. CreditCardDetails cCard =

(1 new org.netbeans.xml.schema.person.PersonBes.CreditCardDetails():
67 cCard. secCardiunber (result.getCreditCardDetails () .getCardNumbex ()} ;

1] cCard. setCardTvpe (result.getCreditCardDetails () .getCardIvpe()):

&9 cCard.sectExpiryDate (result.getCreditCardDetails () .getExpiryDate()}):

70 cCard. secSecurityCode (result.gecCreditCardDecails () .gecSecurityCode () ) ;
Tl cRes.setCreditCardDetails (cCard) ;

72 } catch (Exception ex) {

73 ex.printStackTrace() :

T4 String sFltMsg = ex.getMessage():

] PersonFlt pFlt = new PersonFlt():

76 pFlt.setPersonID (magPersonDetailsReq.getPersonID ()} )

{57 pFlt.setFaultDetail (sF1tMsqg) !

T8 org.netbeans.jlee.wsdl.commonxml . triggercon. TriggerPersonFault sFlt

T = new org.netbeans.j2ee.wsdl.commonxml.triggercon.TriggerPersonFault
i) (sF1tMsg, pFlt):

21 throw sFlt;

82 ¥

83

a4 return cRes;

Figure 5.10.7Client implementation
Build and Deploy the project.

The web service client we just built is itself abaservice. We designed this client in this way so
that we can use the SoapUl plugin to invoke thentjirather then go to the trouble of working
out how else to invoke it and to build the appragimplementation.
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To create a SopUlI project we need a WSDL URL. Edghe Web Service node in the client
project, right-click the web service name and cleobasst Web Service, as illustrated in Figure
5.10.8.

IProject.. 41 X | | Files | Services | |9 EIBPersonNoSecSve ja
-7 CommonXML Source L
=@ EXBPersonNoSecCi a1

@ Enterprise Beans 42 =

-- Java Collaborations 43

=3 Web Services 44 e

riggerConService [Tr g e
-3 Web Service References Open
B-[Zd Configuration Files Refresh Service

-1 Server Resources Add Operation...
i3 Source Packages

b
(3 TestPadiages | TestWebsevie ), |
b

4 - pil
i g Libraries Edit Web Service Attributes

Figure 5.10.8Choose to test Web Service

Once the web browser window opens with the tesé paght-click the WSDL link and choose
Copy Link Location, or equivalent. Figure 5.10.9wfs this in the Firefox web browser.

) TriggerConService Web Service Tester - Mogzilla Firefox
File Edit Wiew History Bookmarks Tools Help

- c M ||j |htt|:|:Jﬂomlhcst:28080ﬂ'riggerConServicefEJBPersonNoSecCIi?Tester

|.8] Most visited 4 Getting Started 5| Latest Headlines =1 | SOA/BI Planet - English

| | | TriggerConService Web Service Tester | | | TriggerConService Web Service T...E3 |

TriggerConService Web Service Tester

This form will allow you to test your web service implementation

Open Link in New Window

To invoke an operation, fill the method parameter(s) input boxes and click o1~ ©pen Linkin New Tab ethod 1
Bookmark This Link

Methods : Save Link As...
Send Link...

public abstract org netbeans xml schema person PersonRes org.netbeans.j2¢ Mk A0

org netbeans j2ee wsdl commonxml triggercon TriggerPersonF anlt Properties

triggerPerson |(] )

Figure 5.10.9Copy WSDL link location

For me the URL will be:
http://localhost:28080/TriggerConService/EJBPersonN 0SecCIli?WSDL

Default port number is 8080. | changed mine to 2808
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We can not actually test this service through tleé Wwrowser. The service expects a structured
message, conforming to Person XML Schema. We wioaN@ to construct a XML instance
document and paste it into the text box. Even ifdigego to that trouble the XML text would
have gotten “escaped” by the form processor andethating message would have been garbled
anyway.

As mentioned, we will use the SoapUl to trigger ¢hent.

Create “New Project” -> “Java EE” -> “Web Servicesting Project”, named
EJBPersonNoSecCli_ WSTP (this assumes that the Sqdpdin has been installed — if it has

not then now is the time to obtain and installltye the WSDL URL just copied to the clipboard
as the service URL. Figure 5.10.10 illustrates siép.

(@newproject x|
Steps Hame and L
1. Choose Project
2. Name and Location Project Mame: IEIBPersonNuSecCIi_WSTP
Project Location: IG: \GlassFishESBwv 2 1Projects\WSPolicyExploration Browse...
Praoject Folder: IG:\GtassﬁshESBleijem\WSPoﬁchxploraﬁon\ElBPersorNcSe:Ul_WSTP
Initial WSDL {URL ffile): Ihttp:fﬂo:alhost:28080,."I'riggerConServiceEJBPersonNoSecCh?W}SDL Browse...

Generate TestSuite? [

Generate Mockservice? |

Import existing soapUI Project: I Browse...

< Back | Next= | Finish Cancel Help
P\!

Figure 5.10.10Create new web service testing project

Once the project is created expand the nodes;clightthe service operation and choose “New
request”, as illustrated in Figure 5.10.11.

IZH Test Libraries
E-E] EIBPersontloSecCli_WSTP
E- X TriggerConBinding

=W triggerPerso

7@ ElBPersonioSecsve  Add to ModkService
H- 22 personcli Add as ModkResponse Step

£

E

& PersonCli_CA_Plain

a3 PErsonCIi_CA_SSLMlm
E

: elabel
-2 PersonCli_CA_S5L5e

Figure 5.10.11Add new request

Set PersonlID to some favourite value and click3hbmitt request “button”. This is illustrated in
Figure 5.10.12.
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EJBPersonNoSecSvc.java x | [ 5] EJBPersonNoSecClijava x| Request1 x|
R B R Ihth:l:,.fﬂomlhost:28080,‘TriggerConServicefEJEPersonNoSed:Ii

ﬂ Submit request to specified endpoint URL |: soapenv="http: //schemas. xmlsoap._ orgss
2| “zoapenyv: Header /=

3 “<soapentr: Bodys

4 “per:PerzonBeqs /

5 <! ——type: string-->

& <per:PersonIDPlZSlZSIﬂ’per:PersonID>
7|

8

9

< /per: PersonReogs

< /soapenw:Bodys

</soapenv: Envelope>

Figure 5.10.12Submit SOAP Request

If all goes well, the service response will lookn#ar to that shown in Figure 5.10.13.

| 3] ETBPersorNoSecsve.java x | [ ] ETBPersonNoSecClijava x| Request1 x|

P = [E O B .Ihtb::fﬂomlhnst:ZB080ﬂ'r\ggErCunSErvicEJEJBPersonNuSe:Ch LI
2 {[<scapens: Bnvelope xmins: saapenv="hi=] [} 2| 1| «8:Envelope xulns:s='heep: //schenas. mulsoap. org/sosp/envelope/ ">
= 2| “soapeny: Header /> = 2| «&:EBody=
F 3| <=oapenv:Body- e <Personkes xmlns="http://xml netheans org/schema/Ferson’s
] 4 <per: PersonReqs = 4 <Personll»123123</Personlls
5 <l ——typa: strimg--> G <FamilyName»Doe</Fanilylamesr
3 <per: ParsonID>123123k/per: G <BivenNanesJohn</Givenlanes
7 =</per:Personfeq> 7 <Cender>M</Gendar>
3 </snapeny: Bodys e <AddressDetails>
9| «/soapenv: Envelope> B <Strecthddress-32 Berry Street</Streethddresss
10 <CityTown-North Sydney</CityTowms>
1 <PostCoderZ160+</PostCader
13 <StateProvince- NSl /StateProvinces
= <Country>iustralia</Country>
B </AddressDetails»
15| <CraditCardbetailss
15| <CardTypesPassport</Cardlypes
17 <Cardlfunbers>123-456-7689-0123<, Car duubar>
1 «ExpiryDater01/Z1+</ExpiryDater
T 1g =fecurityCoderSar Sep 19 11:16:E5 EST 2008« SecurityCode»
20| </CreditCardbetailss

1 </PersonRest
22| </S:Body>
23| +/8: Enveloper

Figure 5.10.13Service Response

To test exception processing in the client, undefie service and submit the request again.

Figure 5.10.14 shows the Fault response.

E E' _1 “<8:Enwvelope xmlns:3="http://schemas.xnlsoap.orgsfsoap/envelopes ">

s 2 <5:EBody=

% j “%:Fault xmlns=:nsd4="http: /v w3 org 200308/ soap-—envelope s

= 4 <faultcode=2: Berver</Sfaultcode>
_5 “faultstring=HTTPF Status-Code 404: Mot Found - Not Found</faultstrings
G <detail>
_]" <PersonFlt:PersonFlt xmlns:Personfle="http:/ xml netheans orgf/schemas’
8 “PersonIDs123123</ParsonlDs
el <FaultDetail >HTTF Status-Code 404: Not Found - Not Found</FaultDet
10| “/PersonFlt: PersonFle:
T </details
T 12 <8 Faulc=
ﬁ < /E:Body=
ﬁ /8 Envelopes

Figure 5.10.14Fault response
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The service provider and the service consumer mgokemented and exercised. This will help
with the next section. Before going on let’'s undgpthe client as well so that neuither the client
nor the service are deployed.

5.11 EJB-based Person Svc with Server-side Authentication

In this section | will discuss how to configure S®lth Server-side Authentication for an
EJB-based Web Service, using the “Interface Fpatgramming model, though this equally
applies to “Implementation First” programming motte EJB Web Services.

WS-Security Policy and Metro / WSIT are not usedtfis. A far as | can tell the EJB-based
web service implementation, and the infrastructhes supports it, completely ignores the WS-
Security Policy and Metro / WSIT policies relatittgchannel security — SSL / TLS, whether
with Server-side or Mutual Authentication. Thistee is not, then, an exploration of security
policy but an exploration of a practical implemeiwa of SSL- / TLS-based channel security.

The security parameters, port, certificate aliagytographic suites, are configured in the
GlassFish Application Server. Figures 5.11.1 aid.2.show the areas of particular interest.

Sun GlassFish"Enterprise Server v2.1

* [ Resources =]
Configuration > HTTP Service > HTTP Listeners > hitp-listener-2
Ad m Configuration
{8 Web Container J Edit HTTP Listener ‘ SSL |
{2 EIB Container
* g Java Message Service Edit HTTP Listener
Specify IP address, port number, server name, and defaull virtual server for HTTP s
> seurty Specify IP add ort number, server name, and defaull virtual server for HTTP

3t Transaction Service

General Seftings
v @ HTTP Service

v HTTP Listeners Hame: hitp-listener-2
@ hito-fistener-1 / Listener: ¥ Enabled
b
G it-stener-2 Security: W Enabled
@ admin-istener T —
Hetwork Address:
3 vitval Servers or INADDR_ANY (all P addresses); for SSL must be 0.0.0.0 if used by mo
> 8o Gstener port: *
> Thread Pools
i brvice Default Virtual Server: ©
£ Connector Service

(g Monioring Server Name:

5] Management Rules colon and port numbsr, that port will be used n URLS the server sends to the «

1 Niannnotin Sondice

Figure 5.11.1http-listener-2 port configuration
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Sun GlassFish™Enterprise Serverv2.1

> |gp Resources :I
Configuration = HTTP Service = HTTP Listeners = hitp-listener-2
¥ [Bs Configuration )
@ ‘Web Container | Edit HTTP Listener | SSL ‘

EJ8 Container

[ ﬁ Java Message Service SSL
» @ Security
i Transaction Service Client Authentication: [~ Enabled
v ﬁ HTTP Service Requires the client to authenticate itself to the server
v HTTP Listeners Certificate NickMame: [g1a¢ )
Q hitp-listener-1 Takes a single value, identif = keypalr and cerificate
& S5L3: ¥ Enabled
§ admin-listener 8512 [~ Enabled
> [ virtual Servers TLS: ¥ Enabled
» % ORB
» [ Thread Pools SSRGS
1 At Sericy If no cipher suite is added, # means ALL cipher sute will be chosen
Q Connector Service
Maonitoring | Available Common Ciphersuites: ] Seiected Common Ciphersuites:
[E Management Rules SSL_RSA_WITH_RC4_128_MD5 = bdd >
i TSROAWITASS R s | [ Adaios ]
ﬂ System Properties z S5L_RSA_WITH_3DES_EDE CBC_SHA = =

Figure 5.11.2SSL / TLS Configuration

Unlike in the JBI world, where logic and policy che separated into a BPLE Module and a
Composite Application projects, with EJB-based V&elvices a single project will implement
both.

5.11.1 EJB-based Web Service Provider with Server-side Authentication
Click anywhere in the empty area of the Projectlérgy and create “New Project” -> “Java

EE” -> “EJB Module”. Name this module EJBPersonS&i8rAuthSvc and have it deploy to
the remote GlassFish instance.

Right-click on the name of the new project. Chotéew” -> “Other” -> “Web Services” ->

“Web Service From WSDL”. Name the service EJBPeB&irServerAuthSvc, name the package
pkg.EJBPersonSSLServerAuthSvc, browse to the CoriidiPersonAbsSve WSDL, select it
and click Finish.

As the wizard completes a skeleton Java Sourdeeaiplementation class will appear in a
window.

Replace the line containing the comment “// TO DOand the following line with the java
statements shown in Listing 5.11.1.

Listing 5.10.1Method body

PersonRes res = new PersonRes();
res.setPersonID(msgPersonDetailsReq.getPersonID());
res.setFamilyName("Doe");

res.setGivenName("John");

res.setGender("M");

PersonRes.AddressDetails addr = new PersonRes.Addre ssDetails();

addr.setStreetAddress("33 Berry Street");
addr.setCityTown("North Sydney");
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addr.setStateProvince("NSW");
addr.setPostCode("2160");
addr.setCountry("Australia");
res.setAddressDetails(addr);

PersonRes.CreditCardDetails card = new PersonRes.Cr editCardDetails();
card.setCardNumber("123-456-7689-0123");

card.setCardType("Passport");

card.setExpiryDate("01/21");

card.setSecurityCode("SecurityCode");

res.setCreditCardDetails(card);

return res;

The class implementation should look like that shamwFigure 5.11.3.

18 @WebService
19 (serviceName = "FPer

20 portHame = "Pers
21 endpointInterface
22 targetNamespace = "I
23 wadlLocation = "ME
24 @stateless

25 puklic class EJBPersonSSLServerAnthSve implements PersonlibsSvcPortType {
26

38 addr.setStreethAddress ("33 B
39 addr.setCityTown ("Hortk

40 addr.setStateProvince ("I

41 addr.setPostCode ("2

1607) ;

Figure 5.11.3Implementation code

Move the “@Stateless” annotation from its locatiomline 23 to just before the “@WebService

annotation”. Figures 5.11.4 and 5.11.5 illustrate ‘before” and “after” state.

@ public org.netbeans.xml.schema.person.PersonRes getPersonDetails

28 (org.netbeans.xml.schema.person. PersonReq msgPersonDetailsRedq)
29| throws GetPersonDetailsFault {

30 PersonRes res = new PersonRes():

=l res.setPersonlID (msgPersonDetailsReq.getPersonID() )

32 res.setFamilyName ("Doe™) ;

33 res.setGivenName ("John");

34 res.setGender ("M") ;

35

36 PersonRes, AddressDetails addr = new PersonRes.RddressDetails():
37

42 addr.setCountry ("L ralia™) ;

43 res.setAddressDetails (addr) ;

44

45 PersonRes.CreditCardDetails card = new PersonRes.CreditCardDetails();
48 card.setCardNumber ("123

47 card.setCardType ("Fa

48 card.setExpiryDate ("C

49 card.setSecurityCode (" ritvCode™)
50 res.setCreditCardDetails (card);

<l

52 return res;

53| - H
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i Lz

18 EWebService

19 (serviceName =
20_ portHame = "Pera
21 endpointInterface
231 targetNamesp;c‘é‘
23| wsdlLocatigh = "I
24 @Stateless :

25 puklic class EJBPersonSSLServerAnthSve implements PersonfbsSvcPortIype {

Figure 5.11.4"Before” state

17| L =y

18 @5tateless

19 @WebService

20 (serviceName = "Pers
21 portHame =

22 endpointInterface

23 targetNamespace =

24 wadlLocation =

26

"META-INF/wsdl/EJB ut 7o Lb
25 public class EJBPersonSSLServerAnthSve implements PersonfbsSvcPortType {

Figure 5.11.5"After” state

The empirical reason for this is that processinthef@WebService annotation before the
@Stateless annotation generates code that ignbaesiel security.

Build the project.

Click on the “Configuration Files” folder to selgttClick on the drop down “File” NetBeans
menu. Choose “New File” -> “Other” -> “Empty FileFigure 5.11.6 illustrates a step in this

process.

’ EI8PersonSSl ServerAuthSve - lietBeans IDE 6.5:1
ey Edit View Navigate Source Refactor Run Debug Profle Versipning Tools Window Help

Emgsmer— J78 DB G-

0 x [Prigs

[ services. | [ Exepersonssserverauthsvc.java x|

E‘—; CommonXML

@ EdBPersonNoseccli

#-B) EXBPersonNoseccli_WsTP
E% EJBPersonNoSecsve

El@ EJBPersonSSLServerAuthSve

b= | uration Files

- \:@ Enterprise Beans
Lo ) Java Collaborations
L+] @ Web Services

Source Diesign Preview |E -ﬂ

11 |_ import org.netbeans.jZee.v
12 import org.netbeans.=zml.sc
13

14 f
151 %
16 * Faothor mczapsk:
17 w

18 @5tateless

1

|

i e—
W New File I X
Steps Choose File Type
;. Choose File Type Eroject: [( EJBPersonSSLerverAuthSve |
Categories: File Types:
i GlassFish ;I ] -
L Other = | »

ICreatEs an empty file with an arbitrary extension on your disk.

= Bacls | Mext > I

Eiritsh |

Cancel | Help |

Figure 5.11.6Create Empty File in the Configuration Files folder
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Name the new file “sun-ejb-jar.xml".
Paste the XML content shown in Listing 5.10.2 itite sun-ejb-jar.xml.

Listing 5.11.2Content of the sun-ejb-jar.xml

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE sun-ejb-jar PUBLIC '-//Sun Microsystems, Inc.//IDTD
Application Server 9.0 EJB 3.0//EN'
‘http://www.sun.com/software/appserver/dtds/sun-ejb -jar_3_0-0.dtd">

<sun-ejb-jar>
<enterprise-beans>

<ejb>
<ejb-name>EJBPersonSSLServerAuthSvc</ej b-name>
<webservice-endpoint>
<port-component-name>EJBPersonSSLSe rverAuthSvc</port-component-name>
<transport-guarantee>CONFIDENTIAL</ transport-guarantee>
</webservice-endpoint>
</ejb>

</enterprise-beans>
</sun-ejb-jar>

This seems to be the standard way of requiring 88&led channel security for EJB-based web
endpoints deployed to the GlassFish Applicatiorv&erSeéhttp://java.sun.com/developer/EJTe
chTips/2006/tt0527.htrfbr discussion. The ejb-name and port-componentenzalues are the
name of the implementation class, EJBPersonSSL&ertleSvc.

Save the project, Build and Deploy.
Expand the “Web Service” node, right click on tleetpmname and choose “Test Web Service”.

When the Web Browser opens, with the web servisetdJRL, there will be an error message
in the content windows. Figure 5.17.7 shows theramessage in the Firefox browser.

) Invalid Method Type - Mozilla Firefox

File Edit View History Bookmarks Toolz Help

- c (R ||_1'] |http:fforad1.ssc:280SD;'PersonAbsSvcSer\rice,.’EJBPersonSSLServerAuhS\tc?Tester

|.2] Most Visited $® Getting Started 5 | Latest Headlines 5. | SOA/BI Planet - English

PersonAbsSveServiceis a secured web service; Tester feature is not supported for secured services

Figure 5.11.7Error invoking web service test functionality

Clearly, there is no way to access the service ogarsecure channel.

For me, because | don't use default port numbkessécure channel URL will be:
https://orad1.ssc:28181/PersonAbsSvcService/ EJBPersonSSLServerAuthSvc
The default port number of the SSL-enabled listevitibe 8181.

Let’s attempt to access the WSDL for this servisagi the following URL:

https://oradl.ssc:28181/PersonAbsSvcService/ EJBPersonSSLServerAuthSvc  ?WSDL

Access succeeds. Figure 5.11.8 shows the WSDLréfidi.
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) Mozilla Firefox

Ble Edt View Hstory Bockmarks Tools Help

i; e X o [Ow d1 1 rvice JEJBPersonSSL WSDL 1 -

[ 2] Most Visited 4§ Getting Started | | LatestHeadines . SOA/BI Planet - English

This XML file does not appear to have any style information associated with it. The document tree is shown below.

e
Published by JAX-WS RI at http://jax-ws.dev.java.net. RI's version is JAX-WS RI 2.1.3.1-hudson-749-SNAPSHOT.
-

— <definitions name="PersonAbsSvc’ farg "hitp-//j2ee netbeans org/wsdl/CommonXML PersonAbsSve'>
<wsdl:import namespace="http//j2ee netheans org/wsdl/CommonXML PersonAbsSve" location="hitps:/orad1 ssc-28181/PersonAbsSveService EJBPersonSSLServer AuthSvewsdi=1">
- inding name="PersonAbsSvcBinding" type="tns PersonAbsSvcPortType'>
bindi port="hitp://schemas xmlsoap. org/soap/http" style="document"/>

—<wsdl:operation name="getPersonDetails">
<soap:operation soapAction="gctPersonDetails_action"/>
—<wsdl:input name="input1">
<soap:hody use="litcral"/>
</wsdl:input>
—<wsdl:output name="output1">
<soapbody use="lteral"’>
</wsdl:output>
—<wsdl:fault name="fault1">
<soap:fault name="fault1" use="lteral"/>
</wsdl:fault>
<fwsdl:operation>
<fwsdl:binding>
— <wsdl:service name="PersonAbsSvcService">
- name="PersonAl Port” binding="tns PersonAbsSvcBinding">
<soap:address location="https:/orad] ssc:28181/PersonAbsSveService/EJBPersonSSL ServerAuthSve"/>
</wsdl:port>
<fwsdl:service>
</definitions>

Figure 5.11.8WSDL obtained over the secure channel
Let’s now try to use the non-secure channel tdalgetWSDL. For me, the URL will be;
http://orad1.ssc:28080/PersonAbsSvcService/EJBPerso nSSLServerAuthSve?WSDL

Access will fail. The browser will show a blank gaand the server.log will have a WARNING-
level message:

[#|2009-09-19T11:46:16.556+1000|WARNING|sun-

appserver2.1jjavax.enterprise.system.container.ejb| _ThreadlD=30;_ThreadName=http
SSLWorkerThread-28080-2;_RequestiD=b4cbael7-fdd9-40 51-991b-71482e166246;|Invalid
request scheme for Endpoint EJBPersonSSLServerAuthS vc. Expected https . Received
http|#]

Let’s now create a “New Project” -> “Java EE” -> 8l Service Testing Project”, named
EJBPersonSSLServerAuthSvc. WSTP. Use the secure WL, which for me will be:

https://orad1l.ssc:28181/PersonAbsSvcService/EJBPers onSSLServerAuthSve?WSDL

Create, populate and submit a SOAP request. Fgytfe9 illustrates the project and the request.

| Project.. 41 x| Fiies [ services [ Request1 x|

-5 CommonXML ’[ = RO 0O A Ihtﬂjs:ﬂuradl.ss[:zﬁlﬂ1fPErsur|AbSS\rESErvi[EjEJBPErsunSSLSErvErAuﬂ'lS\r[
5@ EJBPersonioseccli n

=B EXBPersonNoSecCii_WSTP = [Submit request to spedfied endpoint URL | soap env="kttp: //schemas. xulsoap. org/soap,/ envela)

<zoapenw:Header /=
- @ EJBPersonhoSecSve o

[ % EJBPersonSSLServerAuthSve
=] EJBPersonSSLServerAuthSve_WSTP

3 <soapenv:Body>
2]
5|
=+ X PersonAbsSvcBinding 6 <per:PersonID+223344= /per: Personll-
7|
8
El

Raw

<per:PersonReqr
«<f--typpe: striag-->

- ¢ getPersonDetails
- I Request 1
55 PersonCl
-4 PersonCli CA Plain

Figure 5.11.9Submit SOAP request

«/per:Personlags
</soapenyv:Bodys
«/soapenv: Enveloper
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Figure 5.11.10 shows the SOAP Response, the X.B0%fiCate and the Crypto Suite, which
was provided and negotiated by the GlassFish Aatitin Server to the SoapUI client during the
SSL Handshake.

2| 1f<s:Envelope xmlns:S='htep://schenas xmlsoap.org/soap/envelope/'s =]
2 2 <5 :Bodys
z j <PersonRes xmlns="http://xml netbeans.org/schema/Person's
= E <PersonIDr223344</FersonIls
5| <FanilyName>Doe</FanilyNane=
g <GivenNamesJohn< /GivenNanes
7| “Cender=M</ Candars
_S- =Addresshecails>
g <ftreethddress=33 Berry Street</Streetiddresss
BT =<CityTomm>North Sydney</CityTowns
1 <Pastlode»2160</FostCade>
1 <ZtateDrovineesNals/StareProvinaes
13| <Count ry>hustralis</Countrys
_13 “/hddressDetailss
_]-5_ “CreditCardDecails>
16 <CardTyperPassport</CardType>
17| <Cardfuubers 123-456-7689-0123/Car difunber
18| <ExpiryDater0Ll/2l+</ExpiryDates
19 <BecurityloderSecurityCode</SecurityCodas
i #/Credit Cardbetailss
B </PersonBes’
B </%:Body>
E </5:Envelope> -
Kl _’d

CipherSuite: 55 RSA_WITH_RC4_128_MD5 L
(PeerPrincipak CN=crad1.ssc, OW=5un GlassFish Enterprise Server, O=5un Microsystems, L=Santa Clara, ST=California, C=US
Peer (e ate 1=

[
[

Vergion: V3
(Subject: CH=oradl.ssc, }0U=Sun GlasaFish Enterpris rver, O=5Sun Microsyatems, L=Santa ¢

Signature Algnriﬁh.’n: SHAlwithRSA, OID = 1.2.547.11354%9.1.1.5
-
_»l_I

4

Headers (&)

Figure 5.11.10SOAP Response and SSL information

SSL Handshake can be logged to the server.log tiypad-Djavax.net.debug=ssl:handshake” to
the GlassFish Application Server's JVM Options.Uf&5.8.1 illustrates this in the GlassFish
Application Server Admin Console.

The web service, secured using SSL with ServerAidhentication, is operational. Let’'s see if
we can access it using a non-secure URL, whicmiowould be:

http://orad1.ssc:28080/PersonAbsSvcService/ EJBPersonSSLServerAuthSvc

Create a new SOAP Request in the EJBPersonSSL8eth&vc_WSTP project and change the
endpoint URL to the non-secure one, as shown iorEi§.11.11.

“]'Pru)ect. 0 %[ | Files || Services \_n,::us'u | Requsst2 x|

E38 = R ] :Jforad1.ssc: ersonAbsSvcService/EJBPersonsSLServer AuthSve -
=55 Commonxiy =R E00E e il 1.s5c: 28080, ADSSVCS JBPersonSsLServerAuths:
—_—

5@ ExBPersoniiosec T —————tips/jorad L ssc:28060/Personb e [ETBPersonBSL5erver AUThS
- B) E3BPersonNoSecCl_WsTP El— &

F] <soapeny: Head:
@@ EJBPersonhoSecsve z 3l <scapenv:Body|[2dd new endpoint..]
- @ EXBPersonssLServerAuthSve & 3 cpar: Barsonldeiete curent]

=] EJBPersonsSLServerAuthSvc_WSTP
= I PersonAbsSvcBinding
- getPersonDetails.

# §2 Request1 /‘
- £2

Request 2
G155 PersonCl

«l--type: string-->
<per:PersonID>44EE66=/par: Parsonlhs
</per: Personkec
</sospenv:Eody>
</soapenv: Inveloper

‘\D|W‘u|m‘m|&

Figure 5.11.11Create a new request and “[edit current ...]” endpbWRL
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Submit the request.

The SoapUl will give a blank response, which ishpgs misleading, and the server.log will
show the, familiar by now, WARNING-level message:

[#]2009-09-19T11:55:18.389+1000|WARNING|sun-

appserver2.1jjavax.enterprise.system.container.ejb| _ThreadlD=31;_ThreadName=http
SSLWorkerThread-28080-3;_RequestID=92f0cc01-3b4e-4e 89-8776-1ee02f2b5fac;|Invalid
request scheme for Endpoint EJBPersonSSLServerAuthS vc. Expected https . Received
http[#]

The web service endpoint is secured, using SSL S&ttver-side Authentication.

5.11.2 EJB-based Web Service Client with Server-side Authentication
Let’s create an EJB-based web service client tocesethe service we just implemented.

Create a “New Project” -> “Java EE” -> “EJB Modulelfamed EJBPersonSSLServerAuthCli,
with the local GlassFish instance as the deployr@get.

Create “New” -> “Web Service From WSDL”, named E&BsdnSSLServerAuthCli, in package
pkg.EJBPersonSSLServerAuthCli i, using WSDL from @ommonXML/TriggerCon.wsdl.

Create “New” -> “External WSDL Document(s)”, usitite service WSDL URL. For me this
will be:

https://oradl.ssc:28181/PersonAbsSvcService/EJBPers onSSLServerAuthSve?WSDL

Figure 5.11.12 shows the new WSDL in the projeticstre.

=@ EIBPersonSsLServerAuthCli

[]--@ Enterprise Beans

[]-- Java Collaborations

B3 Web Services

[ Configuration Files

[E Server Resources

[E8wE source Packages

E]{::} oradl.s5c_28181.PersonAbsSvcService

: >&| EJBPersonSSLServer AuthSve, wsdl
>&] EJBPersonSsLServerAuthSve. wsdl_1.wsdl

: @ EJBPersonSSLServerAuthSve, xsd_1.xsd

{::} pkg.EJBPersons5LServer AuthCli

-3 TestPackages

F-[g Libraries

i-Cg TestLibraries

Figure 5.11.12WSDL | the project structure

Create “New” -> “Web Service Client”, click “Loc&lile”, Browse to the location of the WSDL
EJBPersonSSLServerAuthSvc.wsdl and select it. Ei§ut1.13 illustrates this step.
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EI % EJBPersonSSLServerAuthCh

ﬁjl:@ Enterprise Beans

E}@ Java Collaborations

E-_!L-B Web Services

G;'IEE Configuration Files

>I'_E Server Resources

I':] 7 Source Packages

. o-@ oradi.ssc_ZB181.PErsonAbsSchel’ViCE/

/

= EY EmPPersonssLServerAuthSve.wsdl

Steps

W New Web Service Client

WSDL and Client Location

1. Choose Fie Type
2. WsDL and Client Location

Spedfy the WSDL file of the Web Service,

" Project:

——————— {* Local File:

iAbsS\rcSeruioe\EJEPersonSSLSer\terAumSvr_.wsdl

" WSDLURL: |

Specify a location for the dient,

Set Proxy... |

Nl s s ety

[~ Generate Dispatch

Figure 5.11.13Use WSDL in the local file

Project: {EXBPersonssLServerAuthCl
Package: | cdefauit package> 7
Client Styles  |1AX-WS Style =]

code

Open the Java source of the client implementatforgt already open.

Replace the two lines of code, “//TODO ..."” and “twaew Unsupported...” with the code

shown in Listing 5.11.3.
Listing 5.11.3Replacement code

org.netbeans.xml.schema.person.PersonReq cR
= new org.netbeans.xml.schema.perso
cReq.setPersonID(msgPersonDetailsReq.getPer

org.netbeans.xml.schema.person.PersonRes cR
= new org.netbeans.xml.schema.perso
cRes.setPersonID(msgPersonDetailsReq.getPer
/I invoke service here

return cRes;

eq
n.PersonReq();
sonID());

es
n.PersonRes();
soniD());

The source, reformatted for better readabilitghewn in Figure 5.11.14.
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17 @WebService

18 (serviceName = "T ce™,

19 portHame = "Trigg

20 endpointInterface pe™
21 targetNHamespace =

22 wadlLocation = "M

23 @Stateless

24 pubklic class EJBPersonSSLServerAnthCli implements TriggerConPortType {
25

26 public org.netbeans.xml.schema.person.PersonRes triggerPerson
27 (org.netbeans.xml.=schema.person. PersonReq msgPersonDetailsRedq)
28 [=] throws TriggerPersonFault {

29 | org.netbeans.xml.=schema.person. PersonReq cReqg

30 = new org.netbeans.zxml.schema.person.PersonReqg();
=l cReq.setPersonlID (msgPersonDetailsReq.getPersonID() ) ;

32

33 org.netbeans.xml.=schema.person. PersonRes cRes

34 = new org.netbeans.xml.schema.person.PersonBRes ()
35 cRes.setPersonID (msgPersonDetailsReq.getPersonID() ) ;

36

37 invoke service here

38

35 return cRes;

40 = H
Figure 5.11.14Client implementation code before service invocaigadded

Variables cReq and cRes will contain request testigice and response from the service
respectively.

Expand Web Service References node all the wayetgervice operation and drag the service
operation onto the source window following the coenirt'// invoke service here”, as shown in
Figure 5.11.15.

1455 CommonXML =17 Source Design Preview | [0 M- B |'Q KL PP L R HIRE| @ B |l S
@@ EJBPersonNoSecCli 25
& @ EXersarined Wi 26 public org.netbeans.xml.schema.person.PersonRes triggerPerson
E‘ % EEReanNobec S 27 (org.netbeans.xml.schema.person.PersonReq msgPersonDetailsReq)
8 % ERRErsonissl SereenhithCl 28 throws TriggerPersonFault {
& L4l Enterprise Beans 29 org.netbeans.xml.schema.person. PersonReq cReq
B Java Colaborations 30 = new org.netbeans.xml.schema.person.PersonReq!() ;
@ L@ Wweb Services 31 cReqg.setPersonlID (magPersonDetailsReq.getPersonID() ) ;
.'ﬂ ‘@ Web Service References 12
?JBPEEMSSLSEWEM”&'SW 33 org.netbeans.xml.schema.person.PersonRes cRes
@ personabssvcservice 34 = new org.netbeans.xml.schema.person.PersonRes () ;
B~ PersenAbssvePort 35 cRes. setPersonID (msgPersonDetailsReq.getPersonID()) ;

- @ [ ails

T - - = =01 =211 I ST S
B[ Configuration Files a7 =
_id Server Resources 28
T -] Sfuroe Packages 1 39 return cRes; l%
E] oradil.ssc_28181.PersonAbsSucService a0 L 3

Figure 5.11.15Drag the service operation onto the source window

The code fragment, which was generated by the NetB#oling, reformatted for better
readability, is shown in Figure 5.11.16.
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40 cRes.setPerzonlD (msgPersonDetailsReq.getPerszonID() )
41
42
43
44 /try { \
435 org.netbeans.j2ee.wsdl.commonxml . personabssve. PersonfbsSvecPortType port
16 = zervice.getPersonlibsSvcPort () ;
47
L7 org.netbeans.xml.schema.person. PersonReq msgPersonDetailsReq
45 = new org.netbeans.xml.schema.person.PersonReq()
50
31 org.netbeans.xml. schema.person. PersonRes result
52 = port.getPersonDetails (msgPersonDetailsReq)
53 System. out.println ("Result = "4result):
54 } catch (Exception ex) {
55
56 ¥
o N /
58 return cRes;

Figure 5.11.16Service invocation skeleton code

Replace the lines inside the try { ... } catch blagith the code in Listing 5.11.4.

Listing 5.11.4Code to invoke the service and process the reply

org.netbeans.j2ee.wsdl.commonxml.personabssvc.Perso nAbsSvcPortType port

= service.getPersonAbsSvcPort();
org.netbeans.xml.schema.person.PersonRes result = p ort.getPersonDetails(cReq);
System.out.printin("\n===>>> " + result.getFamilyNa me());

cRes.setFamilyName(result.getFamilyName());
cRes.setMiddlelnitials(result.getMiddlelnitials());
cRes.setGivenName(result.getGivenName());
cRes.setGender(result.getGender());

org.netbeans.xml.schema.person.PersonRes.AddressDet ails cAddr

= new org.netbeans.xml.schema.person.Person Res.AddressDetails();
cAddr.setStreetAddress(result.getAddressDetails().g etStreetAddress());
cAddr.setCity Town(result.getAddressDetails().getCit yTown());
cAddr.setStateProvince(result.getAddressDetails().g etStateProvince());
cAddr.setPostCode(result.getAddressDetails().getPos tCode());
cAddr.setCountry(result.getAddressDetails().getCoun try());
cRes.setAddressDetails(cAddr);
org.netbeans.xml.schema.person.PersonRes.CreditCard Details cCard =

new org.netbeans.xml.schema.person.PersonRe s.CreditCardDetails();
cCard.setCardNumber(result.getCreditCardDetails().g etCardNumber());
cCard.setCardType(result.getCreditCardDetails().get CardType());
cCard.setExpiryDate(result.getCreditCardDetails().g etExpiryDate());
cCard.setSecurityCode(result.getCreditCardDetails() .getSecurityCode());

cRes.setCreditCardDetails(cCard);

The new request, cReq, populated with the PersémiD the client, is submitted to the service
and the response, cRes, is sued to populate thenss of the client.

To complete client implementation let’s replace ¢ihe line comment “// TODO handle ...” with
the slab of code shown in Listing 5.11.5, thentrigitk inside the source window and choose
“Fix Imports”.
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Listing 5.11.5Convert exception into a Fault

ex.printStackTrace();

String sFltMsg = ex.getMessage();

PersonFlIt pFIt = new PersonFlt();
pFlt.setPersonID(msgPersonDetailsReq.getPersonID()) ;
pFlt.setFaultDetail(sFItMsg);

org.netbeans.j2ee.wsdl.commonxml.triggercon.Trigger PersonFault sFlt =
null;

sFlt = new TriggerPersonFault(sFltMsg, pFlt);

throw sFlt;

Figure 5.11.17 shows the completed implementatimec

43

44

45 try { C3ll Web. Service Ope cio

48 org.netbeans.j2ee.wadl. commonxml . personabssve. PersonfbsSvcPortType port
47 = service.getPersonfbsSvcPorty();

48 org.netbeans.xml.schema.person.Personfes result = port.getPersonDetails (cReq):
49

50 System.out.println(" - " + result.getFamilyName()):

53

52 cRes.setFamilyName (result.getFamilyName () ) ;

53 cRes.setMiddleInitials (result.getMiddleInitials=s ()}

54 cRes.setGivenName (result.getGivenName () ) ;

55 cRes.setGender (result.getGender () ) ;

56

L org.netbeans.xml.schema.person. PersonRes. AddressDetails chddr

58 = new org.netbeans.xml.schema.person.PersonRes.hddressDetails():;
5% chddr.setStreethAddress(result.getAddressDetails () .getStreethddress () ) ;
a0 chddr.setCityTown (result.getAddressDetails () .getCicyTown()) -

61 chddr.setStateProvince (result.gethddressDetails () .getStateProvince (})
62 chddr.setPostCode (result.gethddressDetails () .getPostCode () )

&3 chddr.setCountry{result.gethddressDetails () .getCountry(}):

64 cRes.sethAddressDetails (chddr) ;

65

L1 org.netbeans.xml.schema.person.PersonRes. CreditCardDetails cCard =

&7 new org.netbeans.xml.schema.person.PersonRes.CreditCardDetails();
a8 cCard. setCardfumber {result.getCreditCardDetails () .getCardiumber () ) ;

89 cCard.setCardType (result.getCreditCardDetails () .getCardType ()}

70 cCard.setExpiryDate {result.getCreditCardDetails=s () .getExpiryDate()):

FE cCard.setSecurityCode (result.getCreditCardDetails () .getSecurityCode () ) ;
72 cRes.setCreditCardDetails (cCard) ;

73 } catch (Exception ex) {

74 ex.printStackIrace ()

T String sFltMsg = ex.getMessage();

76 PersonFlt pFlt = new PersonFlt();

a7 pFlt.=setPersonlD (megPersonDetailsReq.getPersonID() ) ;

78 pFlt.setFaultDetail {sFltMsqg)

79 org.netbeans. j2ee.wsdl.commonxml.triggercon.TriggerPersonFault sFlt = null;
80 sF1t = new TriggerPersonFault (sFltM=sg, pFlt):;

a1 throw sFlt;

a2 }

Figure 5.11.17Client implementation
Build and Deploy the project.

The web service client we just built is itself abaservice. We designed this client in this way so
that we can use the SoapUI plugin to invoke thentlirather then go to the trouble of working
out how else to invoke it and to build the appragimplementation.
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To create a SopUlI project we need a WSDL URL. Edghe Web Service node in the client
project, right-click the web service name and cleobasst Web Service.

Once the web browser window opens with the tesé paght-click the WSDL link and choose
Copy Link Location, or equivalent, to copy WSDL URd the clipboard.

For me the URL will be:
http://localhost:28080/TriggerConService/EJBPersonS SLServerAuthCli?WSDL

Default port number is 8080. | changed mine to 2808

We can not actually test this service through tlkeé rowser. The service expects a structured
message, conforming to Person XML Schema. We wioaNe@ to construct a XML instance
document and paste it into the text box. Even iididego to that trouble the XML text would
have gotten “escaped” by the form processor andethalting message would have been garbled

anyway.
As mentioned, we will use the SoapUl to trigger ¢hient.

Create “New Project” -> “Java EE” -> “Web Servicesting Project”, named
EJBPersonSSLServerAuthCli_ WSTP (this assumeshkeaSbapUl plugin has been installed — if
it has not then now is the time to obtain and ih&)aUse the WSDL URL just copied to the
clipboard as the service URL.

Once the project is created expand the nodes;clightthe service operation and choose “New
request”.

Set PersonID to some favorite value and click thienSit request “button”.

If all goes well, the service response will lookn#ar to that shown in Figure 5.11.18.

Request 1 x] EJBPersonSSLServer AuthCli.java x]
=2 E O e .Ihtb::fﬂucalhust;ZBDSDfTriggErCunSErvicE,u’EJBPErsunSSLSEWErAuﬁ‘lCI\ LI
2 \[<scapeny: invelops wulns: soapenya |3 2|  1f+s:Envelope sulns:s='heep://scheuas.sulsoap. crg/soap/snvelops/">
> 2| <soapenv:Header /= = Fl <2:Bady>
z 3 <soapenv:Bodys z j <Personles xulns="http://xul.netbeans. org/schena/Person's
o 4 <per:PersonBegs o 4 <Personllr-555566<Personlls
5 <t--type: strimg-- B <FamilyNemerDoe</FamilyNanes
5 <per:PersonlDr555566k, G <G Johns /Gi
7| “fper: PersonBegs R “Gender =M</ Gender >
3 < fsnapeny: Bodys B <hddressDetailss
9| </scapenv: Envalopes el <Streetiddress=32 Berry Street</Strestiddresss
10| <CityTomm=North Sydney</CityToms
1 “PostOoder2l604/Postloder
19 <StateProvincesNEW</stateProvincer
ﬁ =Countryrlustralia</Country=
13 </hddressDhetailss
15| “CreditCardbetailss
T 1| <CardTypesTassport</CardTypes
17 <Cardifunber>123-456-7689-0123</Car dlluub er>
13| <ExpiryDate>01/21</ExpiryDates
BEC] «SecurityCoderBecurityCode+/SecurityCodes
0| </Oreditfardbetailss
? < /PersonRess
79| </S:Body>
T 33| </%: Envelopes

Figure 5.11.18Service Response
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The service provider and the service consumer, aameating over secure channel using SSL
with Server-side Authentication, were implementad axercised. We can no undeploy both the
client and the server.

Inspection of server.log of the local GlassFistidnse will show the client-side of the SSL
Handshake. Inspection of the server.log of the ter@®assFish instance will show the server-
side of the SSL Handshake. The traces are wortlyisty at leas once to see what a normal
handshake looks like. Whenever there are issudéshaitdshake, as might be the case when
server certificate is not trusted or the partner mwat agree on the appropriate cipher suite to use,
the SSL handshake trace will be the first pladed& to figure out who is objecting and to what
they are objecting.

5.12 EJB-based Person Svc with Mutual Authentication

Implement the Web Services Provider, following $ieps in Section 5.11.1. As you do,
name the service EJBPersonSSLMututalAuthSvc, idsté&IBPersonSSSServerAuthSvc.

When you get to Listing 5.11.2, instead of pasthmgyXML markup from that listing paste the
XML markup from Listing 5.12.1.

Listing 5.12.1sun-ejb-jar.xml with Mutual Authentication requirerant

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE sun-ejb-jar PUBLIC '-//Sun Microsystems, Inc.//IDTD
Application Server 9.0 EJB 3.0/EN'
‘http://www.sun.com/software/appserver/dtds/sun-ejb -jar_3_0-0.dtd">

<sun-ejb-jar>
<enterprise-beans>
<ejb>
<ejb-name>EJBPersonSSLMutualAuthSvc</ej b-name>
<webservice-endpoint>
<port-component-name>EJBPersonSSLMu tualAuthSvc</port-component-name>
<login-config>
<auth-method>CLIENT-CERT</auth-method>
<realm>certificate</realm>
</login-config>
<transport-guarantee>CONFIDENTIAL</ transport-guarantee>
</webservice-endpoint>
</ejb>
</enterprise-beans>
</sun-ejb-jar>

Stop ore you have the project built and deployed.

Skip to Section 5.11.2 and follow the steps thereduild the client for this service, making sure
to name the client EJBPersonSSLMutualAuthCli

Once the SAOP Request is submitted and the resj®nseeived inspect the server.log on the
client side to see the client view of the SSL Hdwadke. The handshake trace from my client,
somewhat abbreviated, is shown in Listing 5.12.2ah be seen that several handshakes were
exchanged between the request being sent andsppenge being returned. This could be
NetBeans being chatty about something or another.
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Listing 5.12.2Client-side SSL Handshake trace

[#]2009-09-19T17:02:23.968+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th

[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

%% No cached client session|#]
[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

*** ClientHello, TLSv1|#]
[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

RandomCookie: |#]
[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|GMT: 1236500992 |#]

[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Session ID: |#]
[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|{}|#]
[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA W

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

ITH_RC4_128 SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA_WITH_AES.28_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, SSL_RSA_WITH_3DEEDE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WITDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA]|#]

[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Compression Methods: { |#]
[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|0#]

[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Handshake
[#]2009-09-19T17:02:24.093+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, WRITE: SSLv2 client he
[#]2009-09-19T17:02:24.375+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, READ: TLSv1 Handshake,
[#]2009-09-19T17:02:24.375+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

*** ServerHello, TLSv1|#]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
, length = 73|#]
readID=71;_ThreadName=httpSSLWorkerThre
llo message, length = 98|#]
readlD=71;_ThreadName=httpSSLWorkerThre
length = 794|#]

readID=71;_ThreadName=httpSSLWorkerThre
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[#]2009-09-19T17:02:24.375+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

RandomCookie: |#]
[#]2009-09-19T17:02:24.375+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|GMT: 1236500992 |#]
[#]2009-09-19T17:02:24.375+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|bytes = { |#]

[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28080-3;|
Session ID: |#]
[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|{74, 180, 130, 0, 143, 164, 242, 159, 6
33, 39, 208, 85, 216, 218, 234, 12, 96, 86, 28, 68,
[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|
Cipher Suite: SSL_RSA_WITH_RC4_128_MD5|#]
[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;
Compression Method: 0]#]
[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|
***l#]
[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;
%% Created: [Session-1, SSL_RSA_WITH_RC4_128 MD5]|
[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;
* SS|._RSA_WITH_RC4 128 MD5|#]
[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|
*** Certificate chain|#]
[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|
chain [0] = [
[

Version: V3

Subject: CN=orad1.ssc, OU=Sun GlassFish Enterpris
Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits

modulus:
102121541157065069575568250270437214984350336338157
113311079336949399472032140208618356816163637202618
446933178623253726110968175800084405517043740120715
408072531272948503339758724948550982873

public exponent: 65537

Validity: [From: Sat Sep 05 13:48:28 EST 2009,

To: Tue Sep 03 13:48:28 EST 2019]

Issuer: CN=oradl.ssc, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

SerialNumber: [ 4aaldf8c]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
0, 221, 46, 129, 114, 200, 246, 71, 14,
40, 236, 150}|#]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

#]

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

e Server, O=Sun Microsystems, L=Santa

13549.1.1.5

998094768569148500536018031894819145491
727298710465300230334324506184949208474
529443624373833850530287673442674333181

Server, O=Sun Microsystems, L=Santa
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Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 9E 799C E9 5986 34 8F FD 7509 F7 82 D0 8
0010: BE 9A 44 EE

I

1

]

Algorithm: [SHA1withRSA]

Signature:
0000: 23 A7 FD 51 1F 81 9E 8C 34 3A 58 01 EF 5A 0
0010: AD 352C 67 17403AB8 EA1937DBB2B3C
0020: 5B 4F OE 30 4E 9D 42 23 52 FE E8 5344 8B 6
0030: CF5FEE07 D560 1IEF2 1BEA 6899 E4BB 6
0040: 0221 1IDA5 AE6C 2614 8C920292E3C17
0050: 6A 69 96 8E 2D 1E 7D 6C 52 5E 99 38208B 1
0060: 52 11 89 B3 73 D0 6C 61 B2 DB BF CA 58 0A 3
0070: 40 81 97 CC 3F 60 A6 1E B5 D6 60 8A C6 6B B

1I#

[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

***l#]

[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

Found trusted certificate:|#]
[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

[

[

Version: V3

Subject: CN=oradl.ssc, OU=Sun GlassFish Enterpris
Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits

modulus:
102121541157065069575568250270437214984350336338157
113311079336949399472032140208618356816163637202618
446933178623253726110968175800084405517043740120715
408072531272948503339758724948550982873

public exponent: 65537

Validity: [From: Sat Sep 05 13:48:28 EST 2009,

To: Tue Sep 03 13:48:28 EST 2019]

Issuer: CN=oradl.ssc, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

SerialNumber: [ 4aaldf8c]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 9E 79 9C E9 59 86 34 8F FD 75 09 F7 82 DO 8
0010: BE 9A 44 EE

]

]

1
Algorithm: [SHA1withRSA]

2CE y.Y.4.u...
.D.

4CD #.Q....4:X..Z..
8EA 50.@:...7.....

4 21 [O.0N.B#R..SD.d!
c89 ... ..h.l

456 .1.1&.....tV
9C4 ji.-.IRN8 ...
A5D R..s.la...X.]
6F6 @...7"....°. k..

readlD=71;_ThreadName=httpSSLWorkerThre
readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

e Server, O=Sun Microsystems, L=Santa

13549.1.1.5

998094768569148500536018031894819145491
727298710465300230334324506184949208474
529443624373833850530287673442674333181

Server, O=Sun Microsystems, L=Santa

2CE y.Y4.u....
.D.
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Signature:
0000: 23 A7 FD 51 1F 81 9E 8C 34 3A 58 01 EF 5A 0
0010: AD 352C 67 17 403AB8 EA1937DBB2B3C
0020: 5B 4F OE 30 4E 9D 42 23 52 FE E8 5344 8B 6
0030: CF5FEE07 D560 1IEF2 1BEA 6899 E4BB 6
0040: 0221 1IDA5 AE6C 2614 8C920292E3C17
0050: 6A 69 96 8E 2D 1E 7D 6C 52 5E 99 38208B 1
0060: 52 1189 B3 73 D0 6C 61 B2 DB BF CA580A 3
0070: 40 81 97 CC 3F 60 A6 1IE B5 D6 60 8A C6 6B B

1I#

[#]2009-09-19T17:02:24.390+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

*+* ServerHelloDone|#]
[#]2009-09-19T17:02:24.406+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

*** ClientKeyExchange, RSA PreMasterSecret, TLSv1|#
[#]2009-09-19T17:02:24.406+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Handshake
[#]2009-09-19T17:02:24.406+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

SESSION KEYGEN:|#]
[#]2009-09-19T17:02:24.406+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

PreMaster Secret:|#]

[#]2009-09-19T17:02:24.421+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;| CONNECTION KEYGEN:|#]
[#]2009-09-19T17:02:24.421+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

Client Nonce:|#]
[#]2009-09-19T17:02:24.421+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

[#]2009-09-19T17:02:24.421+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

Server Nonce:|#]
[#]2009-09-19T17:02:24.421+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

[#]2009-09-19T17:02:24.421+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

Master Secret:|#]
[#]2009-09-19T17:02:24.421+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

4CD #.Q...4:X..Z..

8 EA 50.@:..7.....
421 [O.ON.B#R..SD.d!
c89 .. ..h.l

456 1.1&......tV
9C4 ji.-.IRN8 ...
A5D R..sla...X.]
6F6 @..7°....". k..

readID=71;_ThreadName=httpSSLWorkerThre
readlD=71;_ThreadName=httpSSLWorkerThre
1
readID=71;_ThreadName=httpSSLWorkerThre
, length = 134|#]

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
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[#]2009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Client MAC write Secret:|#]
[#12009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#|2009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Server MAC write Secret:|#]
[#|2009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#12009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Client write key:|#]
[#|2009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#12009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

Server write key:|#]
[#|2009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#12009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

... no IV used for this cipher|#]
[#|2009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Change Ci
[#12009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

** Einished|#]
[#|2009-09-19T17:02:24.437+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

verify_data: {|#]

[#/2009-09-19T17:02:24.453+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Handshake
[#/2009-09-19T17:02:24.703+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, READ: TLSv1 Change Cip
[#|2009-09-19T17:02:24.703+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, READ: TLSv1 Handshake,

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
pher Spec, length = 1|#]

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
, length = 32|#]
readID=71;_ThreadName=httpSSLWorkerThre
her Spec, length = 1|#]
readID=71;_ThreadName=httpSSLWorkerThre

length = 32|#]
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[#]2009-09-19T17:02:24.703+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

*** Finished|#]
[#]2009-09-19T17:02:24.703+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

verify_data: {|#]

[#]2009-09-19T17:02:24.703+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

%% Cached client session: [Session-1, SSL_RSA_WITH_

[#]2009-09-19T17:02:24.718+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Applicati
[#]2009-09-19T17:02:24.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, READ: TLSv1 Applicatio
[#]2009-09-19T17:02:24.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, called close()|#]
[#]2009-09-19T17:02:24.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, called closelnternal(t
[#]2009-09-19T17:02:24.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3|#]
[#]2009-09-19T17:02:24.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|, SEND TLSv1 ALERT: [#]
[#]2009-09-19T17:02:24.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|warning, |#]
[#]2009-09-19T17:02:24.828+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|description = close_notify|#]
[#]2009-09-19T17:02:24.828+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Alert, le

XML Request sent

[#]2009-09-19T17:02:24.984+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

%% Client cached [Session-1, SSL_RSA WITH_RC4_128 M

[#12009-09-19T17:02:24.984+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

%% Try resuming [Session-1, SSL_RSA_WITH_RC4_128_MD

[#]2009-09-19T17:02:24.984+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

*** ClientHello, TLSv1|#]
[#]2009-09-19T17:02:24.984+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
RC4_128_MDS5]|#]
readlD=71;_ThreadName=httpSSLWorkerThre
on Data, length = 222|#]
readlD=71;_ThreadName=httpSSLWorkerThre
n Data, length = 2056|#]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
rue)|#]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

ngth = 18|#]

readlD=71;_ThreadName=httpSSLWorkerThre
D5]1#]
readlD=71;_ThreadName=httpSSLWorkerThre
5] from port 1481|#]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
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RandomCookie: |#]
[#]2009-09-19T17:02:24.984+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|GMT: 1236500992 |#]
[#]2009-09-19T17:02:24.984+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|bytes = { |#]

[#]2009-09-19T17:02:25.000+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Session ID: |#]
[#]2009-09-19T17:02:25.000+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|{74, 180, 130, 0, 143, 164, 242, 159, 6
33, 39, 208, 85, 216, 218, 234, 12, 96, 86, 28, 68,
[#]2009-09-19T17:02:25.000+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA W

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
0, 221, 46, 129, 114, 200, 246, 71, 14,

40, 236, 150}#]
readlD=71;_ThreadName=httpSSLWorkerThre

ITH_RC4_128 SHA,

TLS_RSA_WITH_AES_128_CBC_SHA, TLS_DHE_RSA WITH_AES28 CBC_SHA,
TLS_DHE_DSS_WITH_AES_128 CBC_SHA, SSL_RSA_WITH_3DEE&DE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D$XPORT_WITH_DES40_CBC_SHA][#]

[#]2009-09-19T17:02:25.000+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

Compression Methods: { |#]
[#]2009-09-19T17:02:25.000+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|0J#]

[#]2009-09-19T17:02:25.000+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Handshake
[#]2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, READ: TLSv1 Handshake,
[#]2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

*** ServerHello, TLSv1|#]
[#]2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

RandomCookie: |#]
[#]2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|GMT: 1236500993 |#]

[#]2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

Session ID: |#]
[#]2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;[{74, 180, 130, 0, 143, 164, 242, 159, 6
33, 39, 208, 85, 216, 218, 234, 12, 96, 86, 28, 68,
[#]2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

, length = 105]#]

readID=71;_ThreadName=httpSSLWorkerThre

length = 74|#]

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
0, 221, 46, 129, 114, 200, 246, 71, 14,
40, 236, 150}|#]

readlD=71;_ThreadName=httpSSLWorkerThre
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Cipher Suite: SSL_RSA_WITH_RC4_128_MD5|#]
[#]2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Compression Method: 0]#]
[#12009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

***l#]

[#|2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

CONNECTION KEYGEN:[#]
[#|2009-09-19T17:02:25.250+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

Client Nonce:|#]

[#12009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Server Nonce:|#]
[#|2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#12009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

Master Secret:|#]
[#|2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#/2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

Client MAC write Secret:|#]
[#|2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

[#/2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|Server MAC write Secret:|#]
[#|2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

[#12009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

Client write key:|#]
[#/2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

[#|2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
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Server write key:|#]
[#]2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

[#12009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

... no IV used for this cipher|#]
[#|2009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

%% Server resumed [Session-1, SSL_RSA_WITH_RC4_128

[#12009-09-19T17:02:25.265+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, READ: TLSv1 Change Cip
[#12009-09-19T17:02:25.281+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, READ: TLSv1 Handshake,
[#|2009-09-19T17:02:25.281+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

** Einished|#]
[#12009-09-19T17:02:25.281+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

verify_data: {|#]

[#|2009-09-19T17:02:25.281+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Change Ci
[#12009-09-19T17:02:25.281+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

*** Finished|#]
[#|2009-09-19T17:02:25.281+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

verify_data: {|#]

[#/2009-09-19T17:02:25.281+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Handshake
[#|2009-09-19T17:02:25.281+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Applicati
[#|2009-09-19T17:02:25.281+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Applicati
[#12009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, READ: TLSv1 Handshake,
[#|2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

** HelloRequest (empty)|#]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
MD5]}#]
readlD=71;_ThreadName=httpSSLWorkerThre
her Spec, length = 1]#]
readID=71;_ThreadName=httpSSLWorkerThre
length = 32|#]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
pher Spec, length = 1|#]

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
, length = 32|#]
readID=71;_ThreadName=httpSSLWorkerThre
on Data, length = 369|#]
readlD=71;_ThreadName=httpSSLWorkerThre
on Data, length = 227|#]
readlD=71;_ThreadName=httpSSLWorkerThre
length = 20J#]

readID=71;_ThreadName=httpSSLWorkerThre
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[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

%% Client cached [Session-1, SSL_RSA_WITH_RC4_128 M
[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

%% Try resuming [Session-1, SSL_RSA_WITH_RC4_128_MD
[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

*** ClientHello, TLSv1|#]
[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

RandomCookie: |#]
[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|GMT: 1236500993 |#]
[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28080-3;|bytes = { |#]

[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

Session ID: |#]
[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;[{74, 180, 130, 0, 143, 164, 242, 159, 6
33, 39, 208, 85, 216, 218, 234, 12, 96, 86, 28, 68,
[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA W

readID=71;_ThreadName=httpSSLWorkerThre
D5]j#]
readlD=71;_ThreadName=httpSSLWorkerThre
5] from port 1481|#]

readID=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
0, 221, 46, 129, 114, 200, 246, 71, 14,

40, 236, 150}J#]
readID=71;_ThreadName=httpSSLWorkerThre

ITH_RC4_128_SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA_WITH_AES.28_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, SSL_RSA_WITH_3DE&DE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA]|#]

[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

Compression Methods: { |#]
[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|0#]

[#]2009-09-19T17:02:25.578+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Handshake
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, READ: TLSv1 Handshake,
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

*** ServerHello, TLSv1|#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

RandomCookie: |#]

readID=71;_ThreadName=httpSSLWorkerThre
readlD=71;_ThreadName=httpSSLWorkerThre
readID=71;_ThreadName=httpSSLWorkerThre
, length = 121|#]
readlD=71;_ThreadName=httpSSLWorkerThre
length = 6007|#]

readID=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
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[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|GMT: 1236500993 |#]

[#12009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;
Session ID: |#]
[#/2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|{74, 180, 130, 1, 45, 141, 239, 238, 97
40, 234, 35, 145, 230, 94, 127, 56, 108, 221, 85, 1
[#|2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;
Cipher Suite: SSL_RSA_WITH_RC4 128 MD5|#]
[#/2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;
Compression Method: 0J#]
[#|2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|
***l#]
[#12009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;
%% Created: [Session-2, SSL_RSA WITH_RC4 128 MD5]|
[#12009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|
* SSL_RSA_WITH_RC4_128 MD5|#]
[#|2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;
*+* Certificate chain|#]
[#12009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|
chain [0] = [
[

Version: V3

Subject: CN=orad1.ssc, OU=Sun GlassFish Enterpris
Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits

modulus:
102121541157065069575568250270437214984350336338157
113311079336949399472032140208618356816163637202618
446933178623253726110968175800084405517043740120715
408072531272948503339758724948550982873

public exponent: 65537

Validity: [From: Sat Sep 05 13:48:28 EST 2009,

To: Tue Sep 03 13:48:28 EST 2019]

Issuer: CN=orad1.ssc, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

SerialNumber: [ 4aaldf8c]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 9E 799C E9 5986 34 8F FD 7509 F7 82 D0 8
0010: BE 9A 44 EE

readID=71;_ThreadName=httpSSLWorkerThre
readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
, 61, 122, 55, 157, 168, 211, 13, 52,
44,175, 198, 155}|#]

readID=71;_ThreadName=httpSSLWorkerThre
readlD=71;_ThreadName=httpSSLWorkerThre
readID=71;_ThreadName=httpSSLWorkerThre
readlD=71;_ThreadName=httpSSLWorkerThre
#]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

e Server, O=Sun Microsystems, L=Santa

13549.1.1.5

998094768569148500536018031894819145491
727298710465300230334324506184949208474
529443624373833850530287673442674333181

Server, O=Sun Microsystems, L=Santa

2CE y.Y.4.u...
.D.
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Algorithm: [SHA1withRSA]

Signature:
0000: 23 A7 FD 51 1F 81 9E 8C 34 3A 58 01 EF 5A 0
0010: AD 352C 67 17 40 3AB8 EA1937DBB2B3C
0020: 5B 4F OE 30 4E 9D 42 23 52 FE E8 5344 8B 6
0030: CF 5F EE 07 D5 60 1E F2 1B EA 68 99 E4 BB 6
0040: 02 21 ID A5 AE6C 26 14 8C920292E3C17
0050: 6A 69 96 8E 2D 1E 7D 6C 52 5E 99 38 20 8B 1
0060: 52 11 89 B3 73 D0 6C 61 B2 DB BF CA 58 0A 3
0070: 40 81 97 CC 3F 60 A6 1E B5 D6 60 8A C6 6B B

11#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;
***l#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|
Found trusted certificate:|#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.
ad-28080-3;
[
[
Version: V3
Subject: CN=orad1.ssc, OU=Sun GlassFish Enterpris
Clara, ST=California, C=US
Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits

modulus:
102121541157065069575568250270437214984350336338157
113311079336949399472032140208618356816163637202618
446933178623253726110968175800084405517043740120715
408072531272948503339758724948550982873

public exponent: 65537

Validity: [From: Sat Sep 05 13:48:28 EST 2009,

To: Tue Sep 03 13:48:28 EST 2019]

Issuer: CN=orad1.ssc, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

SerialNumber: [ 4aaldf8c]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 9E 79 9C E9 59 86 34 8F FD 75 09 F7 82 DO 8
0010: BE 9A 44 EE

I

1

1

Algorithm: [SHA1withRSA]

Signature:
0000: 23 A7 FD 51 1F 81 9E 8C 34 3A 58 01 EF 5A 0
0010: AD 352C 67 17 403AB8 EA1937DBB2B3C
0020: 5B 4F OE 30 4E 9D 42 23 52 FE E8 5344 8B 6
0030: CF 5F EE 07 D560 1E F2 1B EA 68 99 E4 BB 6
0040: 0221 IDA5 AE6C 2614 8C920292E3C17
0050: 6A 69 96 8E 2D 1E 7D 6C 52 5E 99 38208B 1

4 CD #.Q...4:X.Z.
8EA 50.@:...7.....

4 21 [O.0N.B#R..SD.d!
c89 ._...h..L
456 .!.1&......tV
9C4 ji.-.IRN8 ...
A5D R..s.la...X.]
6F6 @...7"....°. k..

readlD=71;_ThreadName=httpSSLWorkerThre

Server Certificate
Remote GlassFish Instance

adID=

readlD=71;_ThreadName=httpSSLWorkerThre

e Server, O=Sun Microsystems, L=Santa

13549.1.1.5

998094768569148500536018031894819145491
727298710465300230334324506184949208474
529443624373833850530287673442674333181

Server, O=Sun Microsystems, L=Santa

2CE y.Y4.u....

4CD #.Q...4:X..Z..

8 EA 50.@:..7.....
421 [O.ON.B#R..SD.d!
c89 ._ . ..h..L

456 1.1&......tV
9C4 ji.-.IRN8 ...
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0060: 52 11 89 B3 73 D0 6C 61 B2 DB BF CA 58 0A 3
0070: 40 81 97 CC 3F 60 A6 1E B5 D6 60 8A C6 6B B

1I#
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

*+* CertificateRequest|#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Cert Types: |#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|RSAJ#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;], |#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|DSS|#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Cert Authorities:|#]
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

<OU=Equifax Secure Certificate Authority, O=Equifax
[#]2009-09-19T17:02:25.781+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

<OU=Starfield Class 2 Certification Authority, O=*

[#]2009-09-19T17:02:25.781+100
appserver2.1jjavax.enterprisesSystem.stream.out|_Th
ad-28080-3;|
<CN=mcz02.aus.sun.com, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US>|#]

[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

<EMAILADDRESS=info@valicert.com, CN=http://www.vali
Validation Authority, O="ValiCert, Inc.", L=ValiCer
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

*** ServerHelloDone|#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

matching alias: slas|#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

*+* Certificate chain|#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

chain [0] = [

[

Version: V3
Subject: CN=mcz02.aus.sun.com, OU=Sun GlassFish E
L=Santa Clara, ST=California, C=US

A5D R..s.la...X.]
6F6 @...7"...°.k..

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

Client Certificate
red Local GlassFish Instance ferThre

tarfield Technologies, Inc.”, C=US>|#]

readlD=71;_ThreadName=httpSSLWorkerThre

Server, O=Sun Microsystems, L=Santa

readID=71;_ThreadName=httpSSLWorkerThre

cert.com/, OU=ValiCert Class 2 Policy
t Validation Network>|#]

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

nterprise Server, O=Sun Microsystems,
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Signature Algorithm: SHA1withRSA, OID = 1.2.840.1 13549.1.1.5

Key: Sun RSA public key, 1024 bits

modulus:
174610285967130076929433670401931369979056104274821 726926658341672478078515143944746448169
889789628870976561651451419582037703705467095772563 333561120698881935934497528631786042457
419154290859213666928038322102378930220861799398920 406847727491559386649134967663405597793
770279369602066470786819069250405750121

public exponent: 65537

Validity: [From: Wed Sep 02 16:05:22 EST 2009,

To: Sat Aug 31 16:05:22 EST 2019]

Issuer: CN=mcz02.aus.sun.com, OU=Sun GlassFish En terprise Server, O=Sun Microsystems,
L=Santa Clara, ST=California, C=US

SerialNumber: [ 4a9e0b22]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

Keyldentifier [

0000: F19E 66 16 11 8358 9B B7 1F 3E 8B BE 44 4 34D .f.X..>.DCM
0010: A8 BA 92 12

]

]

1
Algorithm: [SHA1withRSA]

Signature:
0000: DA7BE380062401A1 597D 97BB26C73 DBF ....$.Y..&=.
0010: B2 179783713895 FA DD OE D8 A7 B7E40 366 ...g8......... f
0020: 17 A7 69 89 5F 54 FD 96 22 BE 92 DE DO C39 890 ..i._T."....
0030: 22 B1 6AFE CE389C 00 AD A7 3A 2821106 2 BE "j..8...:(L.b.
0040: 1D A9 58 BBDA CE3C 30 DO7C67F3CE982 18A .X..<0.g...
0050: 62 A8 3B 88 ED 5C 6F OF C6 11 A0 OC 64 2E F 113 b..\o....d...
0060: 06 D1 A6 74 9B 63 8156 DB 60 EE 22 92 A8 3 809 ..tc.V..".8.
0070: B876 1759 CO5E 0117 D3AEACS8FA2614 84C .w.YA...aHL
11#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th readID=71;_ThreadName=httpSSLWorkerThre
ad-28080-3;|
***l#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th readID=71;_ThreadName=httpSSLWorkerThre
ad-28080-3;
*** ClientKeyExchange, RSA PreMasterSecret, TLSv1|# ]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=71;_ThreadName=httpSSLWorkerThre
ad-28080-3;
httpSSLWorkerThread-28080-3, WRITE: TLSv1 Handshake , length = 882|#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th readID=71;_ThreadName=httpSSLWorkerThre
ad-28080-3;|
SESSION KEYGEN:|#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=71;_ThreadName=httpSSLWorkerThre
ad-28080-3;
PreMaster Secret:|#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th readID=71;_ThreadName=httpSSLWorkerThre
ad-28080-3;|
0000: |#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=71;_ThreadName=httpSSLWorkerThre

ad-28080-3;|
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CONNECTION KEYGEN:[#]
[#]2009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Client Nonce:|#]
[#12009-09-19T17:02:25.796+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#|2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28080-3;|Server Nonce:|#]
[#|2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#12009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

Master Secret:|#]
[#|2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#12009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

Client MAC write Secret:|#]
[#|2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

0000: |#]

[#/2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

Server MAC write Secret:|#]
[#|2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

[#/2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

Client write key:|#]
[#|2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

[#12009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

Server write key:|#]
[#|2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

0000: |#]

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
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[#]2009-09-19T17:02:25.812+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

... no IV used for this cipher|#]
[#12009-09-19T17:02:25.843+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

*+* CertificateVerify|#]
[#12009-09-19T17:02:25.843+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Handshake
[#|2009-09-19T17:02:25.843+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Change Ci
[#12009-09-19T17:02:25.843+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

*** Finished|#]
[#|2009-09-19T17:02:25.843+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

verify_data: {|#]

[#12009-09-19T17:02:25.843+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, WRITE: TLSv1 Handshake
[#|2009-09-19T17:02:26.062+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, READ: TLSv1 Change Cip
[#12009-09-19T17:02:26.078+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

httpSSLWorkerThread-28080-3, READ: TLSv1 Handshake,
[#/2009-09-19T17:02:26.078+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

*** Finished|#]
[#|2009-09-19T17:02:26.078+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;

verify_data: {|#]

[#12009-09-19T17:02:26.078+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;|

%% Cached client session: [Session-2, SSL_RSA_WITH_
[#|2009-09-19T17:02:26.078+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

httpSSLWorkerThread-28080-3, READ: TLSv1 Applicatio
[#12009-09-19T17:02:26.078+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-3;

---[HTTP response 200]---|#]
[#|2009-09-19T17:02:26.078+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-3;|

null: HTTP/1.1 200 OK|#]

XML Response fromthe server

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre
, length = 150|#]
readID=71;_ThreadName=httpSSLWorkerThre
pher Spec, length = 17]#]

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
, length = 32|#]
readID=71;_ThreadName=httpSSLWorkerThre
her Spec, length = 17|#]
readlD=71;_ThreadName=httpSSLWorkerThre
length = 32|#]

readID=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

readlD=71;_ThreadName=httpSSLWorkerThre
RC4_128_MDS5]|#]
readID=71;_ThreadName=httpSSLWorkerThre
n Data, length = 870|#]

readlD=71;_ThreadName=httpSSLWorkerThre

readID=71;_ThreadName=httpSSLWorkerThre

Chapter 5, 144



[#]2009-09-19T17:02:36.078+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=72;_ThreadName=Keep-Alive-
Timer;|

Keep-Alive-Timer, called close()|#]

[#]2009-09-19T17:02:36.078+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=72;_ThreadName=Keep-Alive-
Timer;|

Keep-Alive-Timer, called closelnternal(true)|#]

[#]2009-09-19T17:02:36.078+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=72;_ThreadName=Keep-Alive-
Timer;|

Keep-Alive-Timer|#]

[#]2009-09-19T17:02:36.078+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=72;_ThreadName=Keep-Alive-
Timer;], SEND TLSv1 ALERT: |#]

[#]2009-09-19T17:02:36.078+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=72;_ThreadName=Keep-Alive-
Timer;|warning, |#]

[#]2009-09-19T17:02:36.078+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=72;_ThreadName=Keep-Alive-
Timer;|description = close_notify|#]

[#]2009-09-19T17:02:36.078+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=72;_ThreadName=Keep-Alive-
Timer;|
Keep-Alive-Timer, WRITE: TLSv1 Alert, length = 18|# ]

Looking at the server-side, remote GlassFish it&arserver.log we an exchange involving
both the server and the client certificates. Lig®nl12.3 is the abbreviated server.log transcript.

Listing 5.12.3Transcript of server.log with server-side SSL Hamdge

[#2009-09-19T17:02:25.431+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=httpSSLWorkerThre
ad-28181-2;|

***l#]

[#]2009-09-19T17:02:25.435+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=httpSSLWorkerThre
ad-28181-2;|

%% Invalidated: [Session-20, SSL_RSA_WITH_RC4_128_ MD5]|#]
[#]2009-09-19T17:02:25.435+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=httpSSLWorkerThre
ad-28181-2;|

** HelloRequest (empty)|#]

[#]2009-09-19T17:02:25.435+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=httpSSLWorkerThre
ad-28181-2;|

httpSSLWorkerThread-28181-2, WRITE: TLSv1 Handshake , length = 20J#]
[#]2009-09-19T17:02:25.704+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=httpSSLWorkerThre
ad-28181-2;|

httpSSLWorkerThread-28181-2, READ: TLSv1 Handshake, length = 121|#]
[#]2009-09-19T17:02:25.704+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=httpSSLWorkerThre
ad-28181-2;|

*** ClientHello, TLSv1|#]

[#]2009-09-19T17:02:25.704+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=46;_ThreadName=httpSSLWorkerThre
ad-28181-2;|

RandomCookie: |#]
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[#]2009-09-19T17:02:25.704+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|GMT: 1236500993 |#]

[#]2009-09-19T17:02:25.708+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

Session ID: |#]
[#]2009-09-19T17:02:25.708+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|{74, 180, 130, 0, 143, 164, 242, 159, 6
33, 39, 208, 85, 216, 218, 234, 12, 96, 86, 28, 68,
[#]2009-09-19T17:02:25.708+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Cipher Suites: [SSL_RSA_WITH_RC4_128_MD5, SSL_RSA_W

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
0, 221, 46, 129, 114, 200, 246, 71, 14,

40, 236, 150}|#]
readlD=46;_ThreadName=httpSSLWorkerThre

ITH_RC4_128_SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA_WITH_AES.28_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, SSL_RSA_WITH_3DE&DE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4_40_MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA]|#]

[#]2009-09-19T17:02:25.708+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Compression Methods: { |#]
[#]2009-09-19T17:02:25.708+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|0[#]
[#]2009-09-19T17:02:25.708+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;| }|#]
[#]2009-09-19T17:02:25.708+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

***l#]

[#]2009-09-19T17:02:25.709+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

%% Created: [Session-21, SSL_RSA_WITH_RC4_128_MD5]
[#]2009-09-19T17:02:25.709+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

*** ServerHello, TLSv1|#]
[#]2009-09-19T17:02:25.709+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

RandomCookie: |#]

[#]2009-09-19T17:02:25.712+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Session ID: |#]
[#]2009-09-19T17:02:25.712+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|{74, 180, 130, 1, 45, 141, 239, 238, 97
40, 234, 35, 145, 230, 94, 127, 56, 108, 221, 85, 1
[#]2009-09-19T17:02:25.712+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Cipher Suite: SSL_RSA_WITH_RC4_128_MD5|#]
[#]2009-09-19T17:02:25.712+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Compression Method: 0]#]

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
readlD=46;_ThreadName=httpSSLWorkerThre
#]

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
, 61,122, 55, 157, 168, 211, 13, 52,
44,175, 198, 155}|#]

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
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[#]2009-09-19T17:02:25.712+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|
***l#]
[#]2009-09-19T17:02:25.713+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|
Cipher suite: SSL_RSA WITH_RC4_128 MD5|#]
[#]2009-09-19T17:02:25.713+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|
*** Certificate chain|#]
[#]2009-09-19T17:02:25.714+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|
chain [0] = [
[

Version: V3

Subject: CN=orad1.ssc,

Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits
modulus:

OU=Sun GlassFish Enterprise Server, O=Sun Microsys

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

tems, L=Santa

13549.1.1.5

102121541157065069575568250270437214984350336338157
113311079336949399472032140208618356816163637202618
446933178623253726110968175800084405517043740120715

998094768569148500536018031894819145491
727298710465300230334324506184949208474
529443624373833850530287673442674333181

408072531272948503339758724948550982873
public exponent: 65537
Validity: [From: Sat Sep 05 13:48:28 EST 2009,
To: Tue Sep 03 13:48:28 EST 2019]
Issuer: CN=oradl.ssc, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US
SerialNumber: [ 4aaldf8c]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 9E 79 9C E9 59 86 34 8F FD 75 09 F7 82 DO 8
0010: BE 9A 44 EE

]

]

1

Algorithm: [SHA1withRSA]

Signature:
0000: 23 A7 FD 51 1F 81 9E 8C 34 3A 58 01 EF 5A 0
0010: AD 352C 67 17 40 3AB8 EA1937DBB2B3C
0020: 5B 4F OE 30 4E 9D 42 23 52 FE E8 53 44 8B 6
0030: CF 5F EE 07 D5 60 1E F2 1B EA 68 99 E4 BB 6
0040: 02 21 ID A5 AE6C 26 14 8C920292E3C17
0050: 6A 69 96 8E 2D 1E 7D 6C 52 5E 99 38 20 8B 1
0060: 52 11 89 B3 73 D0 6C 61 B2 DB BF CA 58 0A 3,
0070: 40 81 97 CC 3F 60 A6 1E B5 D6 60 8A C6 6B

11#]
[#]2009-09-19T17:02:25.714+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.
ad-28181-2;|
***l#]

ad-28181-2;|
*+* CertificateRequest|#]

Server, O=Sun Microsystems, L=Santa

2CE y.Y4.u....
.D.

Ask for client certificate

4 CD #.Q...4:X.Z..

8 EA 50.@:..7.....
421 [O.ON.B#R..SD.d!
c89 ._.....h.lL
&.....tV

9C4 ji.-.IRN8 ...
A5D R..sla...X.]
6F6 @..7°....". k..

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
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[#]2009-09-19T17:02:25.717+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Cert Types: |#]
[#]2009-09-19T17:02:25.717+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|RSAJ#]
[#]2009-09-19T17:02:25.717+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|, |#]
[#]2009-09-19T17:02:25.717+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28181-2;|DSS|#]
[#]2009-09-19T17:02:25.718+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

Cert Authorities:|#]
[#]2009-09-19T17:02:25.718+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

<OU=Equifax Secure Certificate Authority, O=Equifax

[#]2009-09-19T17:02:25.723+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

<CN=mcz02.aus.sun.com, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US>|#]

[#]2009-09-19T17:02:25.726+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

<CN=VeriSign Class 3 Public Primary Certification A

Inc. - For authorized use only", OU=VeriSign Trust
[#]2009-09-19T17:02:25.760+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

<EMAILADDRESS=info@valicert.com, CN=http://www.vali
Validation Authority, O="ValiCert, Inc.", L=ValiCer
[#]2009-09-19T17:02:25.761+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

*** ServerHelloDone|#]
[#]2009-09-19T17:02:25.762+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

httpSSLWorkerThread-28181-2, WRITE: TLSv1 Handshake
[#]2009-09-19T17:02:25.971+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

httpSSLWorkerThread-28181-2, READ: TLSv1 Han
[#]2009-09-19T17:02:25.971+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream,
ad-28181-2;|

*** Certificate chain|#]
[#]2009-09-19T17:02:26.007+1000]|,
appserver2.1jjavax.enterprise.systém.stream.out|_Th
ad-28181-2;|
chain [0] = [

Version: V3
Subject: CN=mcz02.aus.sun.com
L=Santa Clara, ST=California, C=US
Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

, C=US>|#]

readlD=46;_ThreadName=httpSSLWorkerThre

Server, O=Sun Microsystems, L=Santa

readlD=46;_ThreadName=httpSSLWorkerThre

uthority - G3, OU="(c) 1999 VeriSign,
Network, O="VeriSign, Inc.", C=US>|#]

readlD=46;_ThreadName=httpSSLWorkerThre

cert.com/, OU=ValiCert Class 2 Policy
t Validation Network>|#]

readlD=46;_ThreadName=httpSSLWorkerThre

Receive and validate client certificate

dID=46;_ThreadName=httpSSLWorkerThre
, length = 6007|#]
readlD=46;_ThreadName=httpSSLWorkerThre
length = 882|#]

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

, OU=Sun GlassFish Enterprise Server, O=Sun Microsy stems,

13549.1.1.5
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modulus:
174610285967130076929433670401931369979056104274821
889789628870976561651451419582037703705467095772563
419154290859213666928038322102378930220861799398920
770279369602066470786819069250405750121

public exponent: 65537

Validity: [From: Wed Sep 02 16:05:22 EST 2009,

To: Sat Aug 31 16:05:22 EST 2019]

Issuer: CN=mcz02.aus.sun.com, OU=Sun GlassFish En
L=Santa Clara, ST=California, C=US

SerialNumber: [ 4a9e0b22]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: F19E 66 16 11 8358 9B B7 1F 3E8BBE 44 4
0010: A8 BA92 12

|

]

]

Algorithm: [SHA1withRSA]

Signature:
0000: DA7BE380062401A1 597D 97BB26C73
0010: B2 179783713895 FA DD OE D8 A7 B7E40
0020: 17 A7 69 89 5F 54 FD 96 22 BE 92 DE DO C3 9
0030: 22 B1 6AFE CE389C 00 ADA73A 2821106
0040: 1D A9 58 B3 DACE 3C 30 DO7C67F3CE982
0050: 62 A8 3B 88 ED 5C 6F OF C6 11 A0 0OC 64 2E F
0060: 06 D1 A6 74 9B 63 81 56 DB 60 EE 22 92 A8 3
0070: B8 76 17 59 CO5E 01 17 D3 AE AC8F A261 4

11#]

[#]2009-09-19T17:02:26.007+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

***l#]
[#]2009-09-19T17:02:26.029+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.
ad-28181-2;|

Found trusted certificate:|#]
[#]2009-09-19T17:02:26.030+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

[

[

Version: V3
Subject: CN=mcz02.aus.sun.com
L=Santa Clara, ST=California, C=US
Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

_Th

Key: Sun RSA public key, 1024 bits

modulus:
174610285967130076929433670401931369979056104274821
889789628870976561651451419582037703705467095772563
419154290859213666928038322102378930220861799398920
770279369602066470786819069250405750121

public exponent: 65537

Validity: [From: Wed Sep 02 16:05:22 EST 2009,

To: Sat Aug 31 16:05:22 EST 2019]

Issuer: CN=mcz02.aus.sun.com, OU=Sun GlassFish En
L=Santa Clara, ST=California, C=US

SerialNumber: [ 4a9e0b22]

726926658341672478078515143944746448169
333561120698881935934497528631786042457
406847727491559386649134967663405597793

terprise Server, O=Sun Microsystems,

34D .f.X..>.DCM

890 i T."..
2 BE "j.8....:(l.b.
18A .X..<0.g...
113 b..\o....d...

809 ..tcV..".8.
84C .v.Y.A...aHL

| am happy with the client certificate

, OU=Sun GlassFish Enterprise Server, O=Sun Microsy

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

stems,

13549.1.1.5

726926658341672478078515143944746448169
333561120698881935934497528631786042457
406847727491559386649134967663405597793

terprise Server, O=Sun Microsystems,
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Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: F19E 66 16 11 8358 9B B7 1F 3E8BBE 44 4
0010: A8 BA92 12

I

1

]

Algorithm: [SHA1withRSA]

Signature:
0000: DA 7B E3 80 06 24 01 A1 59 7D 97 BB 26 C7 3
0010: B21797 83713895 FA DD OE D8 A7 B7E40
0020: 17 A7 69 89 5F 54 FD 96 22 BE 92 DE DO C3 9
0030: 22B16AFECE389C00 ADA73A 2821106
0040: 1D A9 58 B3 DACE 3C 30 DO 7C67F3CE982
0050: 62 A8 3B 88 ED 5C 6F OF C6 11 A0 OC 64 2E F
0060: 06 D1 A6 74 9B 63 8156 DB 60 EE 22 92 A8 3
0070: B8 76 17 59 CO5E 01 17 D3 AE AC8F A261 4

1I#

[#]2009-09-19T17:02:26.033+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

*** ClientKeyExchange, RSA PreMasterSecret, TLSv1|#
[#]2009-09-19T17:02:26.033+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

SESSION KEYGEN:|#]
[#]2009-09-19T17:02:26.033+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

PreMaster Secret:|#]

[#]2009-09-19T17:02:26.040+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

CONNECTION KEYGEN:[#]
[#]2009-09-19T17:02:26.040+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Client Nonce:|#]

[#12009-09-19T17:02:26.043+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|Server Nonce:|#]

[#]2009-09-19T17:02:26.047+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Master Secret:|#]

[#12009-09-19T17:02:26.052+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

Client MAC write Secret:|#]

[#]2009-09-19T17:02:26.054+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Server MAC write Secret:|#]

34D .f.X..>.DCM

readlD=46;_ThreadName=httpSSLWorkerThre

]

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
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[#]2009-09-19T17:02:26.056+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

Client write key:|#]

[#]2009-09-19T17:02:26.058+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

Server write key:|#]

[#|2009-09-19T17:02:26.059+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

... no IV used for this cipher|#]
[#/2009-09-19T17:02:26.060+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

httpSSLWorkerThread-28181-2, READ: TLSv1 Handshake,
[#12009-09-19T17:02:26.061+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

*** CertificateVerify|#]
[#|2009-09-19T17:02:26.062+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

httpSSLWorkerThread-28181-2, READ: TLSv1 Change Cip
[#12009-09-19T17:02:26.062+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

httpSSLWorkerThread-28181-2, READ: TLSv1 Handshake,
[#|2009-09-19T17:02:26.062+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

** Einished|#]
[#/2009-09-19T17:02:26.062+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

verify_data: {|#]

[#|2009-09-19T17:02:26.064+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

httpSSLWorkerThread-28181-2, WRITE: TLSv1 Change Ci
[#12009-09-19T17:02:26.064+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

*** Einished|#]
[#12009-09-19T17:02:26.064+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

verify_data: {|#]

[#|2009-09-19T17:02:26.066+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

httpSSLWorkerThread-28181-2, WRITE: TLSv1 Handshake
[#12009-09-19T17:02:26.066+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

%% Cached server session: [Session-21, SSL_RSA_WITH
[#|2009-09-19T17:02:26.090+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28181-2;|
--[HTTP request]---

#]

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
length = 150|#]

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
her Spec, length = 17|#]
readlD=46;_ThreadName=httpSSLWorkerThre
length = 32|#]

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
pher Spec, length = 17|#]

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre
, length = 32|#]

readlD=46;_ThreadName=httpSSLWorkerThre

_RC4_128_MD5][#]

readlD=46;_ThreadName=httpSSLWorkerThre
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produce response

[#]2009-09-19T17:02:26.117+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

---[HTTP response 200]---|#]
[#/2009-09-19T17:02:26.117+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-2;|

<?xml version="1.0" ?><S:Envelope
xmins:S="http://schemas.xmlsoap.org/soap/envelope/*
xmlns="http://xml.netbeans.org/schema/Person"><Pers

amilyName><GivenName>John</GivenName><Gender>M</Gen

Berry Street</StreetAddress><CityTown>North

Sydney</CityTown><PostCode>2160</PostCode><StatePro

alia</Country></AddressDetails><CreditCardDetails><
>123-456-7689-

0123</CardNumber><ExpiryDate>01/21</ExpiryDate><Sec

CreditCardDetails></PersonRes></S:Body></S:Envelope

[#|2009-09-19T17:02:26.118+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-2;|

httpSSLWorkerThread-28181-2, WRITE: TLSv1 Applicati
[#12009-09-19T17:02:36.193+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-0;

httpSSLWorkerThread-28181-0, READ: TLSv1 Alert, len
[#12009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-0;|

httpSSLWorkerThread-28181-0|#]
[#|2009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-0;|, RECV TLSv1 ALERT: [#]
[#12009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-0;|warning, |#]
[#|2009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-0;|close_notify|#]
[#|2009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-0;

httpSSLWorkerThread-28181-0, closelnboundinternal()
[#/2009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-0;

httpSSLWorkerThread-28181-0, closeOutboundInternal(
[#|2009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-0;|

httpSSLWorkerThread-28181-0|#]
[#12009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-0;|, SEND TLSv1 ALERT: [#]
[#12009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-0;|warning, |#]
[#|2009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-0;|description = close_notify|#]
[#|2009-09-19T17:02:36.194+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-0;

readlD=46;_ThreadName=httpSSLWorkerThre

readlD=46;_ThreadName=httpSSLWorkerThre

><S:Body><PersonRes
onlD>67876</PersonlD><FamilyName>Doe</F
der><AddressDetails><StreetAddress>33

vince>NSW</StateProvince><Country>Austr
CardType>Passport</CardType><CardNumber

urityCode>SecurityCode</SecurityCode></
>#]

readlD=46;_ThreadName=httpSSLWorkerThre

on Data, length = 854|#]

readlD=43;_ThreadName=httpSSLWorkerThre

gth = 18}#]

readlD=43;_ThreadName=httpSSLWorkerThre

readlD=43;_ThreadName=httpSSLWorkerThre

readlD=43;_ThreadName=httpSSLWorkerThre

readlD=43;_ThreadName=httpSSLWorkerThre

readlD=43;_ThreadName=httpSSLWorkerThre

#]

readlD=43;_ThreadName=httpSSLWorkerThre

)

readlD=43;_ThreadName=httpSSLWorkerThre

readlD=43;_ThreadName=httpSSLWorkerThre

readlD=43;_ThreadName=httpSSLWorkerThre

readlD=43;_ThreadName=httpSSLWorkerThre

readlD=43;_ThreadName=httpSSLWorkerThre
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httpSSLWorkerThread-28181-0, WRITE: TLSv1 Alert, le ngth = 18|#]

The Client and Server communicated over a secwaereh using SSL with Mutual
Authentication. The server provided its X.509 Gardite to the client and requested the client to
provide its X.509 Certificate back. Server andrdliealidated each other’s certificates.

Let’'s remove the client’s certificate from the sars cacerts.jks truststore and submit the
request. The SSL Handshake fails. The client resevFault, shown in Figure 5.12.1.

|htn::fﬂocalhost:ZBDBDITriggerConSEWicefEJBPersonSSLMumaIAumCIi d Fa +
; f _1|<S:Envelope xmlns: S="http: //schenas. xmlsoap.org/soapsenvelopes/ "> 1
= 2| <8:Bodys
% j =8:Fault xmlns:-nsd="http:/ . w2 org/Z002/ 08 soap-envelope"s
& 4 <faultcoderS: Server</ faultcodex
_5 “faultstring=java_net.SocketException: Thexpected end of file from server</faultstrings
G <details
_}" “PersonFlt:PersonFlt xmlns:PersonFle="http://xnl netbheans. org/schema/Person" xmlns="htt
3| <PersonlD=67876+</Parsonlls
_9 “<FaultDetail=>java.net. SocketException: Unexpected end of file from server</FaultDet:s
10 </PersonFlt:PersonFle=
1 </details
12| “/8:Faultx>
ﬁ =/E:Bodys
ﬁ =/ 3:Enwvelope=

Figure 5.12.1SOAP Fault on SSL Handshake failure — not partidylanlightening

Listing 5.12.4 shows the fragment of the serverdbthe client side — as far as the client is
concerned the server simply dropped the conneetitiis is deliberately not very enlightening to
the client since any indication of what might hgeme wrong might help a potential attacker.

Listing 5.12.4Client-side failed handshake log

[#]2009-09-19T23:48:57.890+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=73;_ThreadName=httpSSLWorkerThre
ad-28080-2;|... no IV used for this cipher|#]

[#]2009-09-19T23:48:57.890+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=73;_ThreadName=httpSSLWorkerThre
ad-28080-2;|

httpSSLWorkerThread-28080-2, WRITE: TLSv1 Change Ci pher Spec, length = 17]#]
[#]2009-09-19T23:48:57.890+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=73;_ThreadName=httpSSLWorkerThre
ad-28080-2;|

*** Finished|#]

[#]2009-09-19T23:48:57.890+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readID=73;_ThreadName=httpSSLWorkerThre
ad-28080-2;|

verify_data: {|#]

[#/2009-09-19T23:48:57.890+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=73;_ThreadName=httpSSLWorkerThre
ad-28080-2;|

httpSSLWorkerThread-28080-2, WRITE: TLSv1 Handshake , length = 32|#]
[#]2009-09-19T23:48:58.171+1000|INFO|sun-

appserver2.1l|javax.enterprise.system.stream.out|_Th readID=73;_ThreadName=httpSSLWorkerThre
ad-28080-2;|

httpSSLWorkerThread-28080-2, received EOFException: ignored|#]
[#]2009-09-19723:48:58.171+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=73;_ThreadName=httpSSLWorkerThre
ad-28080-2;|

httpSSLWorkerThread-28080-2, called closelnternal(f alse)|#]
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[#]2009-09-19T23:48:58.171+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-2;|
httpSSLWorkerThread-28080-2|#]
[#]2009-09-19T23:48:58.171+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-2;|, SEND TLSv1 ALERT: [#]
[#]2009-09-19T23:48:58.171+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-2;|warning, |#]
[#]2009-09-19T23:48:58.171+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28080-2;|description = close_notify|#]
[#]2009-09-19T23:48:58.171+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-2;|
httpSSLWorkerThread-28080-2, WRITE: TLSv1 Alert, le
[#]2009-09-19T23:48:58.171+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-2;|
httpSSLWorkerThread-28080-2, called close()|#]
[#]2009-09-19T23:48:58.171+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-2;|
httpSSLWorkerThread-28080-2, called closelnternal(t
[#]2009-09-19T23:48:58.171+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28080-2;|
httpSSLWorkerThread-28080-2, called close()|#]
[#]2009-09-19T23:48:58.171+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28080-2;|
httpSSLWorkerThread-28080-2, called closelnternal(t
[#]2009-09-19T23:48:58.171+1000|WARNING|sun-
appserver2.1jjavax.enterprise.system.stream.err|_Th
ad-28080-2;_RequestID=062f4dfb-54ab-4465-bec9-2d56a
javax.xml.ws.WebServiceException: java.net.SocketEx
server

at
com.sun.xml.ws.transport.http.client.HttpClientTran
port.java:238)

at
com.sun.xml.ws.transport.http.client.HttpTransportP

at
com.sun.xml.ws.transport.http.client.HttpTransportP
va:88)

at com.sun.xml.ws.api.pipe.Fiber.__doRun(Fiber.jav

at com.sun.xml.ws.api.pipe.Fiber._doRun(Fiber.java

at com.sun.xml.ws.api.pipe.Fiber.doRun(Fiber.java:

readID=73;_ThreadName=httpSSLWorkerThre

readlD=73;_ThreadName=httpSSLWorkerThre

readlD=73;_ThreadName=httpSSLWorkerThre

readID=73;_ThreadName=httpSSLWorkerThre

readlD=73;_ThreadName=httpSSLWorkerThre
ngth = 18|#]

readlD=73;_ThreadName=httpSSLWorkerThre

readID=73;_ThreadName=httpSSLWorkerThre
rue)|#]

readlD=73;_ThreadName=httpSSLWorkerThre

readID=73;_ThreadName=httpSSLWorkerThre
rue)|#]
readlD=73;_ThreadName=httpSSLWorkerThre

3a58bfd;|

ception: Unexpected end of file from

sport.checkResponseCode(HttpClientTrans

ipe.process(HttpTransportPipe.java:151)
ipe.processRequest(HttpTransportPipe.ja
a:595)

:554)
539)

Listing 5.12.5 shows the SSL Handshake failurdatserver side. The handshake proceeds as
normal until the server requests client’s certiiécdt does not get one. It tries to validate the
certificate and fails. On failure it abort SSL Hahdke.

Listing 5.12.5Handshake failure at the server side

[#12009-09-19T23:48:58.008+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;|

Session ID: |#]

readlD=27;_ThreadName=httpSSLWorkerThre

Chapter 5, 154



[#]2009-09-19T23:48:58.009+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|{74, 180, 225, 74, 185, 10, 114, 127, 1
109, 234, 13, 198, 51, 207, 105, 149, 16, 97, 123,
[#12009-09-19T23:48:58.009+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;
Cipher Suite: SSL_RSA_WITH_RC4 128 MD5J#]
[#12009-09-19T23:48:58.009+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|
Compression Method: 0J#]
[#|2009-09-19T23:48:58.009+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;]
***l#]
[#12009-09-19T23:48:58.009+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;
Cipher suite: SSL_RSA_WITH_RC4_128_MD5|#]
[#|2009-09-19T23:48:58.009+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|
*** Certificate chain|#]
[#12009-09-19T23:48:58.011+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;]
chain [0] = [
[

Version: V3

Subject: CN=orad1.ssc, OU=Sun GlassFish Enterpris
Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits

modulus:
102121541157065069575568250270437214984350336338157
113311079336949399472032140208618356816163637202618
446933178623253726110968175800084405517043740120715
408072531272948503339758724948550982873

public exponent: 65537

Validity: [From: Sat Sep 05 13:48:28 EST 2009,

To: Tue Sep 03 13:48:28 EST 2019]

Issuer: CN=orad1.ssc, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

SerialNumber: [ 4aaldf8c]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 9E 79 9C E9 59 86 34 8F FD 75 09 F7 82 DO 8
0010: BE 9A 44 EE

I

1

1

Algorithm: [SHA1withRSA]

Signature:
0000: 23 A7 FD 51 1F 81 9E 8C 34 3A 58 01 EF 5A 0
0010: AD 352C 67 17 403AB8 EA1937DBB2B3C
0020: 5B 4F OE 30 4E 9D 42 23 52 FE E8 5344 8B 6
0030: CF 5F EE 07 D560 1E F2 1B EA 68 99 E4 BB 6
0040: 0221 1IDA5 AE6C 2614 8C920292E3C17
0050: 6A 69 96 8E 2D 1E 7D 6C 52 5E 99 38208B 1

readID=27;_ThreadName=httpSSLWorkerThre
88, 253, 132, 18, 240, 40, 62, 214,
117, 240, 157, 161, 240}#]

readlD=27;_ThreadName=httpSSLWorkerThre
readID=27;_ThreadName=httpSSLWorkerThre
readID=27;_ThreadName=httpSSLWorkerThre
readlD=27;_ThreadName=httpSSLWorkerThre
readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

e Server, O=Sun Microsystems, L=Santa

13549.1.1.5

998094768569148500536018031894819145491
727298710465300230334324506184949208474
529443624373833850530287673442674333181

Server, O=Sun Microsystems, L=Santa

2CE y.Yd4.u....

4CD #.Q...4:X..Z..
8EA 50.@:..7.....
421 [O.ON.B#R..SD.d!
c89 .. ..h..L

456 1.1&......tV
9C4 ji.-.IRN8 ...
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0060: 52 11 89 B3 73 D0 6C 61 B2 DB BF CA 58 0A 3
0070: 40 81 97 CC 3F 60 A6 1E B5 D6 60 8A C6 6B B

1I#

[#/2009-09-19T23:48:58.011+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;

***l#]

[#/2009-09-19T23:48:58.011+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|

*** CertificateRequest|#]
[#]2009-09-19T23:48:58.011+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;

Cert Types: |#]
[#12009-09-19T23:48:58.012+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;|RSA#]
[#|2009-09-19T23:48:58.012+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|, |#]
[#/2009-09-19T23:48:58.012+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;|DSS|#]
[#/2009-09-19T23:48:58.012+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;|

Cert Authorities:|#]
[#|2009-09-19T23:48:58.047+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|

<OU=Equifax Secure Certificate Authority, O=Equifax

[#12009-09-19T23:48:58.102+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;

<EMAILADDRESS=info@valicert.com, CN=http://www.vali
Validation Authority, O="ValiCert, Inc.", L=ValiCer
[#|2009-09-19T23:48:58.102+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|

*** ServerHelloDone|#]
[#/2009-09-19T23:48:58.106+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;

httpSSLWorkerThread-28181-1, WRITE: TLSv1 Handshake
[#|2009-09-19T23:48:58.298+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|

httpSSLWorkerThread-28181-1, READ: TLSv1 Handshake,
[#|2009-09-19T23:48:58.309+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;]

*+* Certificate chain|#]
[#12009-09-19T23:48:58.309+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;|

***l#]

[#|2009-09-19T23:48:58.309+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;]

httpSSLWorkerThread-28181-1, fatal error: 42: null
javax.net.ssl.SSLHandshakeException: null cert chai

A5D R..s.la...X.]
6F6 @...7"...°.k..

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

, C=US>#]

readlD=27;_ThreadName=httpSSLWorkerThre

cert.com/, OU=ValiCert Class 2 Policy
t Validation Network>|#]

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre
, length = 5849|#]
readID=27;_ThreadName=httpSSLWorkerThre
length = 157|#]

readlD=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

cert chain
nj#]
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[#]2009-09-19T23:48:58.309+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|

%% Invalidated: [Session-3, SSL_RSA_WITH_RC4_128_M
[#]2009-09-19T23:48:58.309+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;

httpSSLWorkerThread-28181-1|#]
[#]2009-09-19T23:48:58.309+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|, SEND TLSv1 ALERT: [#]
[#]2009-09-19T23:48:58.309+1000|INFO|sun-
appserver2.1l|javax.enterprise.system.stream.out|_Th
ad-28181-1;|fatal, |#]
[#]2009-09-19T23:48:58.309+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;|description = bad_certificate|#]
[#]2009-09-19T23:48:58.309+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-28181-1;|

httpSSLWorkerThread-28181-1, WRITE: TLSv1 Alert, le
[#]2009-09-19T23:48:58.310+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-28181-1;|

httpSSLWorkerThread-28181-1, fatal: engine already
javax.net.ssl.SSLHandshakeException: null cert chai
[#]2009-09-19T23:48:58.310+1000|WARNING|sun-
appserver2.1l|javax.enterprise.system.container.ejb|
hread-28181-1;_RequestiD=a74d12d5-b6e4-4326-9fff-ef

readID=27;_ThreadName=httpSSLWorkerThre
D5]1#]

readlD=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

readID=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre

readlD=27;_ThreadName=httpSSLWorkerThre
ngth = 18|#]
readID=27;_ThreadName=httpSSLWorkerThre

closed. Rethrowing
nl#]

_ThreadlD=27;_ThreadName=httpSSLWorkerT
d3253d61a8;|CLIENT CERT authentication

error for EJBPersonSSLMutualAuthSvcl|#]

We created and exercised a pair of cooperatinglia#gd web services. The client invoked the
provider over a secure channel using SSL with Mudughentication. We saw the client and
server SSL Handshake traces both when the handsbhekeeded and when it failed.

Undeploy both the client and the service so theytdet in the way as we explore further.

5.13 Snooping on SOAP Message Processing

By default very little feedback is provided to theveloper of web services. As various
policies are applied to services a great deal @fgssing is going on. The Metro project-
provided infrastructure takes care of adding potr@rkup, processing policy markup, exception
generation and the like. To better understand vehia&ppeningit will be good to configure the
infrastructure to log messages and processing atefious stages of processing.

To log WS-* processing for various policy variardgld directives listed in Listing 5.13.1 to the
GlassFish Application Server's “JVM Settings” ->vNI Options”.

Listing 5.13.1Metro processing and other logging directives

-Dcm.sun.enterprise.web.connection.grizzly.enableSn
-Dcom.sun.xml.ws.assembler.client.action=true
-Dcom.sun.xml.ws.assembler.client.transport=true
-Dcom.sun.xml.ws.assembler.client.wsa.after=true
-Dcom.sun.xml.ws.assembler.client.wsa.before=true
-Dcom.sun.xml.ws.assembler.client.wsrm.after=true

oop=true
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-Dcom.sun.xml.ws.assembler.client.wsrm.before=true
-Dcom.sun.xml.ws.assembler.client.wss.after=true
-Dcom.sun.xml.ws.assembler.client.wss.before=true
-Dcom.sun.xml.ws.assembler.client.wstx.after=true
-Dcom.sun.xml.ws.assembler.client.wstx.before=true
-Dcom.sun.xml.ws.assembler.client=true
-Dcom.sun.xml.ws.assembler.server.action=true
-Dcom.sun.xml.ws.assembler.server.transport=true
-Dcom.sun.xml.ws.assembler.server.transport=true
-Dcom.sun.xml.ws.assembler.server.wsa.after=true
-Dcom.sun.xml.ws.assembler.server.wsa.before=true
-Dcom.sun.xml.ws.assembler.server.wsmex.after=true
-Dcom.sun.xml.ws.assembler.server.wsmex.before=true
-Dcom.sun.xml.ws.assembler.server.wsrm.after=true
-Dcom.sun.xml.ws.assembler.server.wsrm.before=true
-Dcom.sun.xml.ws.assembler.server.wss.after=true
-Dcom.sun.xml.ws.assembler.server.wss.before=true
-Dcom.sun.xml.ws.assembler.server.wstx.after=true
-Dcom.sun.xml.ws.assembler.server.wstx.before=true
-Dcom.sun.xml.ws.assembler.server=true

-Dcom.sun.xml.ws.transport.http.HttpAdapter.dump=tr ue
-Dcom.sun.xml.ws.transport.http.client.HttpTranspor tPipe.dump=true
-Dcom.sun.xml.ws.transport.local.LocalTransportPipe .dump=true

Here the “was” will log processing related to addiag, “wstx” will log processing related to
transactionality, “wss” will log processing relatedsecurity, “wsrm” will log processing related
to reliable messaging, “wsmex” will log processietated to message exchange and transport
will log the wire messages. “server” and “clientide obvious meanings. Other directives log
wire messages at different places in the processauk.

Enabling all these logging facilities requires apgtion server restart and will result in multiple
log entries for the same message exchange. FiglBe25llustrates the GlassFish Application
Server Console Restart warning.
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User: admin  Domain: domain1 Server: localhost

Sun GlassFish“Enterprise Server v2.1

£\ Restart Required
[l common Tasks _I Application Server
' [7| Application Server. ] General JVMSEtﬁngsl Logging ‘ Monitor
v Applications =
General | PathSettings | JvMopfions | Profier |

Enterprise Applications
Web Applications o New values successfully saved.

EJB Modules

> Connector Modules

S Lifecycle Modules
Application Client Modules

JVM Options

Wanage JVM options for the server. An option value with a space needs to have enclosing double quotes. Click the Save bution o save any ¢

Options (51)

@ Web Servicss
v [@ |
Service Assemblies
S Components.
» [ Shared Libraries
» [ ESB
Custom MBeans
* | Resources
» [§3] Configuration

BE) | -

‘ Value

™ |-Djavax net dsbug=ssl handshake

[T [-Dem sun enterprise web connection grizzly. enable Snoop=tue

I [Doom.sun . ws assembler senver warm before=iue

™ | -Deom.sun xml ws.assembler serverwsm after=tnus

| -Deom.sun xml.ws assembler server wsbe before =true.

| -Deom sun zml.ws assembler serverwsbeafter=tue

-Deom sun yml ws assembler clisnt=tnue

| -Dcom sun xml.ws assembler.client action=tnue

| Dcom sun seml ws.assembler client iransport =true

|-Dcom sun sml ws assembler client was after=ine

|-Deom sun xml ws assembler client wss before=true

oonoooaoim

| -Decom.sun xml.ws.assembler.client. wsm. after=tue
I [Deom.sun sml.ws assembler client. wsm before e
™ |-Deom sun xml ws assembler client wsbx after=tue

Figure 5.13.2Restart Required
To log other events of interest consider addinddhyging categories in Table 5.13.1.

Table 5.13.1Logging other processing

Logging Category Level
com.sun.org.apache.xml FINEST
com.sun.xml FINEST
com.sun.xml.bind.v2.runtime.reflect INFO
com.sun.xml.bind.v2.runtime.reflect.opt INFO
com.sun.xml.bind.v2.runtime.reflect.opt.Injectaqr HAQ
com.sun.xml.messaging FINER
com.sun.xml.rpc FINEST
com.sun.xml.ws FINEST
com.sun.xml.ws.api.pipe.Fiber INFO
com.sun.xml.ws.assembler FINEST
com.sun.xml.wss FINEST
com.sun.xml.wss.impl FINEST
com.sun.xml.wss.logging FINES|T
com.sun.xml.wss.logging.impl.opt FINEST
com.sun.xml.wss.logging.impl.opt.crypto.level FINE$
com.sun.xml.wss.logging.impl.opt.level FINEST

com.sun.xml.wss.logging.impl.opt.signature.leyel NEST

com.sun.xml.wss.logging.impl.opt.token.level FINEST

java.security.cert FINEST
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javax.enterprise.resource.webservices.jaxws FINEST
javax.xml.messaging FINEST
javax.xml.ws FINEST]
org.apache.xerces.dom FINEST
org.jcp.xml FINEST
org.jcp.xml.dsig.internal.dom.level FINEST
sun.security.provider FINEST
sun.security.provider.certpath FINEST
sun.security.validator FINEST

Some of these may be redundant or not triggeredpfecific scenarios.

Adding these logging categories and changing thaires does not require restart of the
Application Server.

5.14 Adding WS-Addressing to HTTP BC-based service

WS-Addressing “... provides transport-neutral mectisi to address Web Services and
messages”.

For reference, WS-Addressing Specifications, applie to the Metro implementation, are:

1. Web Services Addressing 1.0 - Core, W3C RecommandatMay 2006, Available:
http://www.w3.0rg/TR/2006/REC-ws-addr-core-200605@Ecessed: September 2009

2. Web Services Addressing 1.0 - SOAP Binding, W3Cdreunendation 9 May 2006,
Available: http://www.w3.0rg/TR/2006/REC-ws-addr-soap-200605@@cessed:
September 2009

3. Web Services Addressing 1.0 - Metadata, W3C Recardat®n 4 September 2007,
Available: http://www.w3.0rg/TR/2007/REC-ws-addr-metadata-208¥4/ Accessed:
September 2009

In this section only SOAP 1.1 Addressing Extensiaresdiscussed and used in examples. See
referenced specifications [2] for SOAP 1.2-reladestussion.

In this section only WSDL 1.1 is used. See refeedrspecifications [2] for SOAP 1.2-related
discussion.

Note that using non-anonymous addressing impligscisonous messaging, in which response
to a request, if any, is sent to a distinct endpaird explicitly correlated with the request,
instead of being returned in a HTTP response.

The Metro stack takes care of all aspects of theAll&essing work. The Metro Configuration
Wizard, built into the HTTP BC, automatically campfires WS-Addressing when certain security
policies are chosen. It does so in a manner whigkesithe Addressing optional or ignored. For
this reason WS-Addressing-related WS Policy mushbdified if WS-Addressing is to be
mandatory.
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5.14.1 Enabling WS-Addressing

Create the PersonSvc_CA_WSAddressing Compositeiégign, drag the PersonSvc BPEL
Module onto the CASA canvas, add and connect a SBIA&ing and Build the project.

The original WSDL does not use any security pafi@eall. It can not, because most security
policies are applied to the concrete part of he \W&Bd our original WSDL does not have a
concrete part. By dragging the SOAP BC onto the &8 8anvas and connecting it to the BPEL
Module we created a WSDL which imports our origid#DL and adds the concrete part.

Click the “Paper-and-key” icon and choose “Servenf@uration”, as illustrated in Figure
5.14.1.

(BPEL) PersonSvc
IEI personsvc

D PersanRR

Server Configuration
Client Configuration

Figure 5.14.1Start the Server Configuration Wizard

Check the “Secure Service” checkbox and choosenSpart Security (SSL)” from the “Security
Mechanism” drop-down. Figure 5.14.2 shows the vadzrthis point.

[Z] PersonSvc_CA_WSAddressing.casa x| R
sare [ 0eson | B[ | @] ¥

WSDL Ports

]
Bl casaBindingl

Version Compatibility: |.NEI' 3.5/ METRO 1.3 =]

[~ Optimize Transfer Of Binary Data (MTOM)

[~ Reliable Message Delivery
I De ages IpEfEct Order

50 [ Secure Service
w

1850 ams «
&

(Securit\-I Mechanism: |Transport Security (S5L) _)
casaPortt

Use plain 55L for authentication and confidentiality protection,

¥ Use Development Defaults

KEystores, |

Figure 5.14.2Create Transport Security Policy
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We chose the “Transport Security (SSL)” becauseniaard does not allow us to choose
individual policy formulations, like WS-Addressipglicy. Instead, it offers a series of pre-
configured policy combinations, which somebody motaer decided were good, most useful, or
whatever criteria they used to decide what to offe “Transport Security (SSL)” policy
template adds minimum extraneous policies in aolditd WS-Addressing policy.

Open the Concrete WSDL in the editor and look atRblicy stanza, paying particular attention
to the WS-Addressing policy, highlighted in Fig&rd4.3.

| Projects .. 40 x| | Flles || services |2 persansve_ca_wsaddressing.wsdl = x| || PersenSve_CA_WSAddressing.casa x|
wr = = e =
EJ--@ EIBPersonSvec :l Source WSDL Partner | B E-E- ‘ a L(_‘Ip-'l 15' IE| ? Q} PD | of 2 | @ [
E%\g PersonCli 31 <service name='
EB--&) PersonCli_CA_Plain 32 = <port n
rg--&, PersonCli_CA_SSLMutualAuth a3 <soap:address 1
L:J--%iJ PersonCli_CA_S5L ServerAuth 34 </port>
& Personcli_wsTP 35/ |- </services
-G8 Personsve 36 - <wep:Policy wau:Id= By
#-§ Personsvc CA_Plain 37 ] <wsp:ExactlyOnes>
L:J--&iJ PersonSvc_CA_SSLMutualduth as [ <WSp:iAllx
-4y PersonsSve_CA_SSLServerAuth 39 ((<wsam:Addressing wsp:Optional="false"/>
5& PersonSvc_CA_WSAddressing 40 = <sp:TransportBinding>
- [B] service Assembly 41 ] <wap:Policy>
= ‘3 Process Files 42 [ <sp:TransportToken>
<[] PersonSve_CA_WSaddressing.wsdl 43 [ <wap:Policy>
61 81 Modules 44 <sp:HttpsToken RequireClisntCer
-5 Test 45 </wsp:Policy>
By Personsvc_SsLServerauth_WsDP 46 </sp:TransportToken>
- PersonSve_wsTP z 47 = <sp:Layout>
i . CAW D Nedg., G x|| 48] <wsp:Policy>
L?—E] Persansue_CA_WSAgdressng 49 <sp:Lax/>
253 Imports o 50 </wsp:Policy>
El-@* .. fibiserviceUnits/META-INF/PersonSve/srcf_referent = </zp:Layout>
G M 52 <sp:IncludeTimestamp/>

Figure 5.14.3WS-Addressing Policy
Inspect more of the WSDL before going on to modify

Note the PolicyReference Tag, at Line 16 in my WSEHown in Figure 5.14.4. It names the
policy which is to be applied to this binding.

13
14
15
16
17
1z <operation name="ge

<soap:'binding style

Figure 5.14.4Policy Reference applied to the binding

This reference names the wsp:Policy structure whaseld attribute value is the literal
following the # sign, shown on lines 36-63 in my BIS Figure 5.14.5.
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51|~
62 | -

\Q_

wwap:Palicy waurId="cazaBindinglPolicy™>
<wWsp:ExactlyOne>
<WSp:Alls>

<wzam:Addressing wsp:Optional="false"/>

<sp:TransportBindings
<wap:Policy>
<sp:TransportToken>
<wsp:Policy>

<sp:HtrtpsToken RegquireClientCertificace="fal=se"/>

</wsp:Policy>
</ 8sp:TransportToken®
<=sp:Layout>
<w3p:Policy>
<sp:Lax/>
</wsp:Policy>
</sp:Layout>
<sp:IncludeTimestamp/ >
<sp:AlgorithmSuite>
<wap:Policy>
<sp:BasiclliB/>
</wWsp:Policy>
</sp:AlgorithmSuite>
</wap:Policy>
</sp:TransportBinding>
<2p:iWss10/>
</wsp:hll>
</wsp:ExactlyOne>
</wsp:Policy>

64|~ </definitions>

£c

Figure 5.14.5Policy structure

Delete lines starting with “<sp:TransportBindingidaending with “<sp:Wss10/>", both
inclusive, to obtain a policy formulation with jtise WS-Addressing policy, as shown in Figure

5.14.6.

36
37
38
39
40
41
42
43

<wWwsp:ExactlyOne>
<wWsp:All>

<Wsam:Addressing wsp:Optional="falze"/> i)

I </wsp:Bll>

</wsp:ExactlylOne>
</wap:Policy>
</definitions>

Figure 5.14.6WS-Addressing policy

Modify the URL in the soap:address tag to use thigp", rather then the “https” scheme /
protocol. The Metro wizard is “clever” in that ihanges http to https when we select the
“Transport Security (SSL)” but is not clever enouglthange ${HttpDefaultPort} to
${HttpsDefaultPort}. Since we modified the policych that it no longer uses transport security
the scheme has to be manually set to http.
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Build and Deploy the Composite Application.
The service is built and deployed.

Create a Client Composite Application, PersonCli_@/5Addressing, much as we have done
previously, using the BPEL Module PersonCli. Bule project.

In the new project’s Process Files folder creater Ne External WSDL Document(s), using the
service WSDL URL. For me this will be:

http://localhost:29080/casaServicel/casaPort1?WSDL
Right-click in the WSDL Ports and “Load WSDL Port”".

Connect the new SOAP BC “Provides” connector toBR&EL Module “Consumes” connector.
Click the “paper and key” icon and choose “Confg@lient”. This is shown in Figure 5.14.7.

(BPEL) PersonCli

g 2 T8 [& personcii

o <L 2> TrigerRR
TriggerconPart PersoniVs 30> @S
¢ &2

Server Configuration

Client Configuration

Figure 5.14.7Configure Client WSDL

Notice, as shown in Figure 5.14.8, that there thing to configure for the WS-Addressing
policy.

(BPEL) Personchi

o e
g D s @pe:som:li
(7] <Z D TriggerRR
TriggerConPor PersonWs E 105
| &
casaPortl
% WS-Policy Attachment: casaPortl x|

Transport

I automatically Select Optimal Encoding (XML /Fast Infoset)
[ Automatically Select Optimal Transport (HTTP/TCF)

oK I Cancel | Help |

Figure 5.14.8No WS-Addressing policy objects in the Client wdzar
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Build and Deploy this project.
Use the PersonCli_WSTP Web Service Testing Projekeércise the solution.

In the serever.log look for the line with the laef---[HTTP Request]---“. After this line look for
a trace that looks similar to that shown in Figbu®4.9.

[#12009-10-03T18:19:31.870+1000 | INFO| sun-app3erver2.l|javax.enterprise.systen. stream.cut|_ThreadID=128: ThreadName=HITPBC-JAXWS-Engine-4:|
———[com. sun.xml.ws.assenbler. server: request]———| #]

[#12009-10-03T18:19:31.870+1000| INFO| sun-appserverZ.l|javax.enterprise.system.stream.out|_ThreadID=128; ThreadName=HITFBC-JAXWS-Engine-4;|
[<2xml version="1.0" 2>
<SOAP-ENV:Envelope xmlns:SORP-ENV="http://schemas.xmlscap.org/soap/envelope/">
<SOAP-ENV:Body>
<PerscnReq xmlns:msgns="http://j2ee.netbeans.org/wsdl/Common¥ML/PerscnhbasSve™ sxmlns="http://xml.netbeans.crg/schema/Person™>
<PersonID>54321</PersonID>
</PersonReq>
</30RP-ENV:Body>
</SOAP-ENV:Envelope>
14]

Figure 5.14.9Undecorated request

Notice that the SOAP Request has no markup thaamgsing to do with WS-Addressing. The
policy is ineffective, it would seem. Confirm thig looking at the XML produced by the
-Dcom.sun.xml.ws.assembler.server.wsa.before dreand elsewhere in the log.

Open the PersonSvc_CA_WSAddressing.wsdl, in thedd&vc_CA_WSAddressing Composite
Application project and inspect line 39, shown igufe 5.14.10.

35 </service>

36 <wsp:Policy wsu:Id="cazaBindinglPolicy">»

37 <wsp:ExactlyOne>

38 <WsSp:i:Rll>

39 <w5am:ﬁddressind:§5p:Optional=“fa;s%E}>
40 </wsp:All>

41 </wep:ExactlyOne>

42 </wsp:Policy>

43 </definitions:> I

Figure 5.14.10wsam:Addressing tag with wsp:Optional attribute

From practical experience | know that the preseridhis tag causes the infrastructure to ignore
the Addressing policy regardless of the value efdtiribute. Remove the attribute and its value,
leaving just the “<wsam:Addressing/>" tag. BuilddaDeploy the service project.

Build and Deploy the client project, PersonCli_CASAldressing.
Submit the request. Note the SOAP Fault. Inspextdy to see what the issue is. Observe:
“A required header representing a Message Addrg$ioperty is not present”

The client is not decorating the SOAP Request WiBrAddressing markup where the serevice
policy requires such decoration.

At present there is no graceful way to “refreste grervice WSDL in the client project. Delete all
folders and file under the Process Files foldaheclient project. Figure 5.14.11 illustrates the
project hierarchy and points out the files to bletl.
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=-dF PersonCli_CA_WSAddressing
|| Service Assembly

E {2y Process Files

ort1.xml
; wsit-client, xml
E gl JBI Modules

LA Tack

Figure 5.14.11Delete content of the Project Files folder

Create the External WSDL Document, using servicdDW8RL, all over again. Create Client
Configuration in the CASA map all over again.

Build and Deploy the project.
Submit the request.
Notice that the response comes as expected.

Inspect the server.log, looking for com.sun.xmlassembler.client.wsa.before:request literal.
The XML markup will be similar to that shown in kig 5.14.12.
[#12009-10-03T18:49:57.979+1000| INFO | sun-appaerver2.l|javax.enterprise. system. stream.out| ThreadID=121; ThreadName=HTTPBC-OutboundReceiver-2;Context=

ing-{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsSvclgetPersonDetails; |
[com. sun.xml.ws.assembler.client.wsa.before: request] 1#]

[#12009-10-03T18:49:57.995+1000| INF{ | sun-appserver2.l|javax.enterprise.system.stream.out|_ThreadID=121; ThreadName=HTTPBC-CutboundReceiver-2;Context=
ing-{http://j2ee.netbeans.org/wsdl/CommonXML/ PersonibsSvelgetPersonDetails; |
[<2xml version="1.0" 2>
JOAP-ENV:Enwvelope xmlng:SORAP-ENV="hLtp: chemas.xml anap. org/anap/envelope
<5ORP-ENV:Header>
<To xmlns="http://www.w3.0rg/2005/08/addressing">http: //mcz02.aus. sun.com: 29080/ casaServicel/casaPortl</To>
<Action mmlns="http://www.w3.org/2005/08/addressing">http://j2ee.netbeans.org/wsdl/CommonXML/ PersonfbsSve/PersonAbsSvcPortType/inputl</Action>
<ReplyTo mmlns="http://www.w3.0rg/2005/08/addressing™>
<Addreas>http://www.w3.0rg/2005/08/addressing/anonymous</Addresa>
</ReplyTo>
«MeaszageID xmlns="http://www.w3.org/2005/08/addreasing"»uuid:df7df62a-92d6-4e05-b2e2-13%66d8b0dece/Mea3ageID>

<S0RP-ENV:Body>
<PersonReq xmlns:msgns="http://j2ee.netbeans.org/wsdl/CommonXML/PersondbsSvc™ xmlns="http://xml.netbeans.org/schema/FPerson"™>
<PersonlD>54321</PersonlD>
</PersonReqg>
</50AF-ENV:Body>
</ SORP-ENV:Envelope>
18]

Figure 5.14.12WS-Addressing headers added to the SOAP Request
Consult WS-Addressing standards document for wiestet tags and their values mean.

Look, in server.log, for literal text “com.sun.xmb.assembler.server.wsa.before:response”. The
XML markup shown will look similar to that in Figer5.14.13, and will contain message ids of
the original request and the response to it. These, in this case, generated by the underlying
web services infrastructure.
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[#12009-10-03T18:49:58.120+1000| INFO | sun-eppserver?.l|javax.enterprise.systen.stream.out|_ThreadID=128; ThreadName=HITPBC-JAXWS-Engine-4;|
[com. sun.xml.ws.assembler.server.wsa.after: response] 1#]

[#12009-10-03T18:49:58.120+1000| INFO| sun-eppserver.l|javax.enterprise.systen. stream.out|_ThreadID=125; ThreadName=HITPBC-JAXWS-Engine-4;|
[<?xml version="1.0" 2>
l<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlscap.org/soap/envelope/™>
«SOAP-ENV:Header:
<To xmlns="http://www.w3.0org/2005/08/eddressing™>http://www.w3.0rg/2005/08/addressing/anonymous</To> )
on>

<Rction xmlns="http://www.w3.0rg/2005/08/addressing™>http://j2ee.netbeans. org/wsdl/CommonXML/ PersonkbsSve/PersonibsSvePortType/outputl</Acti
<MessageID xmlns="http://www.w3.o0rg/2005/08/addressing™>uuid: fd27ed4df-47fe-45a5-92d3-c5f762163621</MeasageID>
<RelatesTo xmlna="http://www.w3.org/2005/08/addreasing™>uuid:df7dfé2a-92d6-4e05-b2e2-13966d8b0dec</RelatesTo>
</S0AF-ENV:Header>
<S0LP-ENV:Body>
<PersonRes xmlna:magn3="http://j2ee.netbeans.org/wsdl/Common¥ML/Personkbasve™ mmlns="http://xml.netbeans.orq/schema/Person™>
<PersonlD>54321</PersonlD>
<FamilyName>Kowalski</FamilyName>
<GivenName>Jan</GivenName>
<Gender>M</Gender>
<hddressDetails>
<StreetAddress>Ul Florianske 22, m 11</StreetRddress>
«CityTown>Siedlee</CityTown>
<PostCode>08-110</FPostCode>
<Country>PFL</Country>
</AddressDetails>
<CreditCardDetaila>
<CardType>AmEx</CardType>
<Cardiumber>CN1234-5678-9012</Cardiumber>
«<ExpiryDate>03/12</ExpiryDate>
<SecurityCode>seccode</SecurityCode>
</CreditCardDetails>
</PersonRes>
</50RP-ENV:Body>
I</SOAP-ENV:Envelope>
1#]

Figure 5.14.13Response with WS-Addressing markup

5.14.2 Interacting with WS-Addressing Headers in BPEL

By itself, enabling WS-Addressing support is nattigalarly useful. It is true that the
infrastructure assigned message IDs to requesteeapdnses, and that the response carries the
message ID of the request but nothing is done thigke values. To make WS-Addressing useful
one must be able to use WS-Addressing headersaegsing logic.

One uses NMProperties, the associated tooling dniidod manual WSDL editing, to expose
WS-Addressing headers in BPEL.

The WS-Addressing Core specification includes staththeaders shown in Figure 5.14.14.

<wsa:To>xe: anyURI</wsa: To> 7

<Wsa:From=wsea: EndpointReferenceType« /wea:Froms 2

<Wsa:ReplyTo=wsa :EndpointReferenceTypes /waa: ReplyTo> 7

<Wsa:FaultTo=wsa :EndpointReferenceTypes /waa:FaultTo> 7
<wsa:Actionsxs:anyURI</wea:Action>
<wsa:MessagelD-xs:anyURI</wsa:MessageID> ?

<wsa:RelatesTo RelatlonshipType="xs:anyURI"?>Xs:anyURI</wea:RelatesTo> *
<wsa:ReferenceParameters>xs:any*</wsa:ReferenceParameters> ?

Figure 5.14.14WS-Addressing standard headers
Note the “?” denotes an optional header and “*"ates an optional and repeating header.

Figure 5.14.15, taken form the WS_Addressing Cpeeification, shows WS-Addressing
headers in a sample request message.
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<5 :Envelope xmlns:S="http://www.w3.org/2003/05/80ap-envelope”
¥mlns:wsa="http:/ /www.w3.org/2005/08/addressing" =
o ASdUSD
<wsa:MessageID=http://example.com/someuniquestring</wsa :MegsageID=
=Wsa:ReplyTo=
<wga:Address>http: //example. com/business/clientl</waa:address>
</wea:ReplyTos
<wsa:Tormallto: fabrikam@isexample . com</wWaa : TO>
<wsa:Action=http://example.com/fabrikam/mail /Delete«/wea:Actions
=/ 5 :Headel'>
=2 :Body=
<f:Delete xmlns:f="http://example.com/fabrikam"=

Figure 5.14.15Request WS-Addressing headers

Figure 5.14.16, also taken from the WS-AddressiogeGpecification, shows the WS-
Addressing headers in the response message.

<S:Envelope

®mlns:8="http:/ /www.w3.org/2003/05/80ap-envelope”

#mlns:waa="http:/ /www.w3.org/2005/08/addressing" »
P HEAU=L
<ws8a:MesgagelID=http: //example. com/scmectheruniquestring</wsa: MesgagelDs>
<wsa:RelateaTo=http: //example. com/scmeuniquestring</waa:RelateaTos
<wsa:To=http://example. com/business/clientl</waa: To>
<wsa:Actlon=http://example.com/fabrikam/mall/Deletehck</waa :Acticns

fa LT &
< erereaded

=8 :Body=
Figure 5.14.16Response WS-Addressing headers

The value of the RelatesTo header is the respartbe isame as the value of the MessagelD
header in the request.

When using the HTTP BC for this the headers widlddike these shown in Listings 5.14.1 and
5.14.2.

Listing 5.14.1HTTP BC WS-Addressing headers in Request

<?xml version="1.0" ?>

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.x misoap.org/soap/envelope/">
<SOAP-ENV:Header>

<To
xmlns="http://www.w3.0rg/2005/08/addressing">http:/ /192.168.56.1:29080/casaServicel/casaPo
rl</To>

<Action
xmins="http://www.w3.0rg/2005/08/addressing">http:/ /j2ee.netbeans.org/wsdl/CommonXML/Perso
nAbsSvc/PersonAbsSvcPortType/inputl</Action>

<ReplyTo xmIns="http://www.w3.0rg/2005/08/add ressing">

<Address>http://www.w3.0rg/2005/08/address ing/anonymous</Address>
</ReplyTo>
<MessagelD xmins="http://www.w3.0rg/2005/08/a ddressing">uuid:a9293398-34be-419a-

9cde-b73810b524cd</MessagelD>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<PersonReq xmlIns:msgns="http://j2ee.netbeans. org/wsdl/CommonXML/PersonAbsSvc"
xmins="http://xml.netbeans.org/schema/Person">
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<PersonlD>54321</PersonID>
</PersonReq>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Listing 5.14.1HTTP BC WS-Addressing headers in Response

<?xml version="1.0" ?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.x mlsoap.org/soap/envelope/'>
<SOAP-ENV:Header>
<ReplyTo xmIns="http://www.w3.0rg/2005/08/addre ssing™>
<Address>http://mcz.com.au/MyProperty</Addres s>

</ReplyTo>

<To
xmins="http://www.w3.0rg/2005/08/addressing">http:/ /www.w3.0rg/2005/08/addressing/anonymou
s</To>

<Action
xmins="http://www.w3.0rg/2005/08/addressing">http:/ /j2ee.netbeans.org/wsdl/CommonXML/Perso
nAbsSvc/PersonAbsSvcPortType/outputl</Action>

<MessagelD xmIns="http://www.w3.0rg/2005/08/add ressing">uuid:f9b19f55-46e7-470a-bd2e-
5ceb31269274</MessagelD>

<RelatesTo xmIns="http://www.w3.0rg/2005/08/add ressing">uuid:a9293398-34be-419a-9cde-

b73810b524cd</RelatesTo>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<PersonRes xmins:msgns="http://j2ee.netbeans.or g/wsdl/CommonXML/PersonAbsSvc"
xmins="http://xml.netbeans.org/schema/Person">
<PersoniD>54321</PersonID>
<FamilyName>Kowalski</FamilyName>
<GivenName>Jan</GivenName>
<Gender>M</Gender>
<AddressDetails>
<StreetAddress>UI Florianska 22, m 11</Stre etAddress>
<CityTown>Siedlce</CityTown>
<PostCode>08-110</PostCode>
<Country>PL</Country>
</AddressDetails>
<CreditCardDetails>
<CardType>AmEx</CardType>
<CardNumber>CN1234-5678-9012</CardNumber>
<ExpiryDate>03/12</ExpiryDate>
<SecurityCode>seccode</SecurityCode>
</CreditCardDetails>
</PersonRes>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Compare the value of the MessagelD in the reqoesiet value of the RelatesTo in the response.

Note, also, the value of the ReplyTo header inrdlggiest and the To header in the response.
Both are “.../anonymous”. This is a synchronous retjuesponse.

So far we have been reusing the same two BPEL Maghdljects, PersonSvc and PersonCli.
This is because we did not need to make any chaadhe business logic. Now that we would
like to interact with the WS-Addressing headersnsed to modify BPEL logic to get header
values. Rather then modifying the original BPEL Mte$ we will clone the projects for this
occasion and modify the cloned BPEL logic.
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Since the WS-Addressing headers are not specifititei WSDL Interface Document, and are
added by the Metro infrastructure, we can not ecteshem in BPEL through the request and
response message structures. A document “Java GABSOpenESB, GlassFish ESB —
Handling SOAP Headers in BPEL", availablen#tp://blogs.sun.com/javacapsfieldtech/entry/jav
a _caps 5 6 _openedliscusses how one could add SOAP Headers to alVES[Ehat they are
accessible in BPEL. To preserve the original WSBLwil not use this method. We will use the
NMProperties (Normalized Message Properties) aad#isociated tooling. This technique can
be used to access arbitrary SOAP Header valuesutittaving them declared in the WSDL.

The NMProperties technique requires us to defiNderoperty for each header we need to
access. Tooling provides only partial support foatwve need to do so certain amount of
manual XML modification will be required. Both pregiies and logic to manipulate them will be
added to the BPEL process, which will make it nenayic and dependent, in our case, on WS-
Addressing policy being enforced for the service tre client.

The WS-addressing headers with which we wish tdwaoe the “MessagelD” in the Request,
the “RelatesTo” in the Response.

Let’s start by deploying the projects PersonSvc_WSAddressing, if it is not deployed, and
undeploying the project PersonCli_CA_WSAddressihigjs deployed. We worked on these
earlier in this section.

Let’s clone the consumer BPEL Module project. Rigitk on the name of the PersonCli
project and choose Copy. Give the project the nainfersonCli_WSA. Figure 5.14.17
illustrates the copy dialogue box.

5B} ElBPersonssLServerAuthCli_WSTP =] |
% EJBPersonSsLServert: -

@-E) EBPersonssLServe @ Copy Project x|

LNy FErEONLI 10t

'"<E>||l:|) PersonCli

& PersonCli &CA Plain Grojectﬁame: |PersonCIi_W5A| )
& PersonCli

A_Femi Project Location: IG:\GIassFishESBlePrnjecis\WSPnlicyEprnraﬁnn Browse... |
& PersonCli mi

& PersonCli CA ssim  Project Folder: |3v21Projeds‘I,WSPo\icyExplaraﬁon\PersonCli_WSA

-8 PersonCli_CA\SsLS:

- PersonCli_CA WS

Cancel |

B-FS Persongve

B Peceanto- ma Rl

Figure 5.14.17Copy dialogue box

Expand the new project. Open personCli.bpel busipescess in the editor, select the Assignl
activity and switch to the Mapper. Expand the vBeRes structure, right-click on Properties
node and choose “Add NMProperty...”, as illustratedrigure 5.14.18.
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- EIBPersonSSLServerAuthSve

@ EJBPersonssLserverAuthsve WSTP
]Eﬂ PersonCli

].;% PersonCli_CA_Plain

]&) PersonCli_CA_RemWsOL_01

7§ PersonCli_CA_RemWsDL_02

-3 PersonCli_CA_SSLMutualAuth
]& PersonCli_CA_SSLServerauth
]& PersonCli_CA_W3Addressing
B35 PersonCli_WsA

=4 Process Files

-EY nmPropertiesDefinifons. wsdl
&l Ser

[ Referenced Resources

=

&

R T o OO OO e BT T

Figure 5.14.18Add NMProperty

& Operator [Eﬂm;leaﬂ R, String Blﬁ]';k:de = humber 5] Date

- n o]

5{3’ Variables
El,_‘; vPersonRes
|£|[ msgPersonDetailsRes

=1+ Properties

+-[) HLT
/ mﬁj 20

(=) Email BC
[0 Scheduler BC
[#1-[) Database BC
B-[) M5 BC
[ FTP BC

B1-07) LDAF  Add NM Property Shortout...

Provide the name for this property: WSA_Messageh#ck the “Associate property with
message” checkbox, expand “SOAP HTTP BC” and cht®8AP Header” node then enter

“wsa:MessagelD/.” as the Query value. Figure 594llGistrates these points.

W Add NM Property

|

Property Name: IWSA_MessageID

Type or Element: I{htm:waw.wS.orgmolmesmema}anyType

¥ Associate property with message Igeﬂ’ersonDetzilsR.esponse

Wl SOAP Header

[#]-{-) Email BC

L I

[~ Mew NM Property: I
Query:

¥ Sync with tree

wsa:MessagelD/.

o] o |

Figure 5.14.19WSA_MessagelD WS-Addressing Header NMProperty

Click OK. Note a new WSDL document, nmPropertiesiiefns.wsdl in the project tree, as

illustrated in Figure 5.14.20.
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[]---% EJBPersonSsLServer AuthSve — § .
[]-._@] EJBPersonSsLServer AuthSve_WSTP gf[]perator DEBOOIEB" j}_\.smng DIENOdE
B-75 PersonCl v || All Dutputl
[]---& PersonCli_CA_Plain E"‘B’ Variables
-2 PersonCli_CA_RemwSDL_01 -2 vPersonRes
[]---& PersonCli_CA_RemWSDL_02 ...E msgPersonDetailsRes
[]---& PersonCli_CA_SSLMutualAuth -3 Properties /
-2 PersonCli_CA_S5LServerAuth -1 WSA_MessagelD
[]---& PersonCli_CA_WSAddressing B[ LDAP BC
=75 PersonCli_WSA E-QHL7EC
3 Process Files = SOAR TP BC
- r|rr|F'rn:||:n=_-ﬁ-‘:s[:n'—.-ﬁniﬁ-:uns.wsdl Sg :;aéldifer BC
& personCii.bpel ({5 Database BC
- 0 Referenced Resources ) M5 BC

Figure 5.14.20New NMProperty and nmPropertiesDefinitions WSDL

Open the nmPropertiesDefinitions WSDL and switcBoairce mode. Figure 5.14.21 illustrates
the WSDL which was generated for me, with longdineformatted for better readability.

1 <?xml version="1.0" encoding="UTF-8"7>

2

3 <definitions

4 xmlns="htt

= xmlns: soap="

[ xmins:wadl="

7 xmlns:xsd="h " targetNamespace="h
8 <import namespace="h mnon¥XML/ Personib:
9 <tvpes/>

10 <Vprop:property name="WSA MessageID" type="x=zd:anyType"/>

11(= <vprop:propertylilias

12 mes=sageType="

13

14

15 sHEnmp : nmProperty=" las .openes

16 <vprop:query>wsa:MessagelID/.</vprop:guery>

17| - </vprop:propertyllias>

18|~ </definitions>

Figure 5.14.21nmPropertiesDefiniotions WSDL with WSA_Messagelipgrty

Note the stanza in Listing 5.14.3, which was geteeray addition of the property through the
wizard. This definition is not complete, as withiispire shortly.

Listing 5.14.3Initial WSA_MessagelD property definition

<vprop:property name="WSA_MessagelD" type="xsd:anyT ype"/>
<vprop:propertyAlias
messageType="ns:getPersonDetailsResponse”
part="msgPersonDetailsRes"
propertyName="tns:WSA_MessagelD"
sxnmp:nmProperty="org.glassfish.openesb.headers .soap">
<vprop:query>wsa:MessagelD/.</vprop:query>
</vprop:propertyAlias>
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The XPath query, “wsa:MessagelD/.”, will not wonktihwe specify the namespace whose

prefix is wsa and which “anchors” the relative pdilgure 5.14.22 shows the example WS-
Addressing headers generated for the request.tNeteamespace, to which the MessagelD
header belongs, and its relative position with eespo SOAP Header element.

i <?xml version="1.0" ?>

: <50AP-ENV:Envelope =zmlns:SCAP-ENV="http://schemas.zmlsoap.org/soap/envelaope/">

i <S50RP-ENV:Header>

i <To xmlns="http://www.w3.org/2005/08/addressing">http://192.168.56.1:29080/casaServicel/casaPortl</To>
<Action zmlns="http://www.w3.o0rg/2005/08/addressing">http://j2ee.netbeans.org/wsdl/CommonXML/PersondbsSve/Person
<ReplyTo xmlns="http://www.w3.org/2005/08/addressing">

[ <Address>http://www.w3.0rg/2005/08/addressing/anonymous</Address>

| </ReplyTo>
<MessagelD @nsﬁ”http 2SS w3 org/z005/03/&ddressingt’>u‘;id: 24299ea9-032b-482e-8874-9321003027c9</MessageID>

</50AP-ENV:Header

Figure 5.14.22MessagelD header and the namespace to which ihgslo

The namespacéttp://www.w3.0rg/2005/08/addressing the namespace defined in the WS-
Addressing specification.

Manually edit the nmPropertiesDefinitions WSDL ceng “<vprop:query>" tag to read
“<vprop:queryxmins:wsa="http://www.w3.0rg/2005/08/addressing*". This defines the wsa
prefix used in the XPath expression and providestintext for this expression. Note, too, the
literal “/.”, following “wsa:MessagelD”. Empiricatnowledge tells me that it is necessary to
append this literal to the ‘top level” WS-Addresgimodes in order to obtain the actual value of
the element. The final XML markup will look likeahshown in Listing 5.14.4.

Listing 5.14.4Modified WSA_MessagelD property

<vprop:property name="WSA_MessagelD" type="xsd:anyT ype"/>
<vprop:propertyAlias

messageType="ns:getPersonDetailsResponse"

part="msgPersonDetailsRes"

propertyName="tns:WSA_MessagelD"

sxnmp:nmProperty="org.glassfish.openesb.headers .soap">

<vprop:query

xmins:wsa="http://www.w3.0rg/2005/08/addressing">ws a:MessagelD/.</vprop:query>

</vprop:propertyAlias>

This property will allow us to read the value ot tlesponse’s MessagelD property.

Now we need to define the NMProperty for the Relfiteheader so that we can read the original
request MessagelD property value.

Replicate the XML structure shown in Listing 5.14d change all occurrences of MessagelD
to RelatesTo. Listing 5.14.5 illustrates the fragtm& nmPropertiesDefinitions WSDL after this
is done.

Listing 5.14.4nmPropertiesDefinitons WSDL with two NM Propertieefined

<vprop:property name="WSA_MessagelD" type="xsd:anyT ype"/>
<vprop:propertyAlias
messageType="ns:getPersonDetailsResponse"
part="msgPersonDetailsRes"
propertyName="tns:WSA_MessagelD"

sxnmp:nmProperty="org.glassfish.openesb.headers .soap">
<vprop:query
xmins:wsa="http://www.w3.0rg/2005/08/addres sing">wsa:MessagelD/.</vprop:query>

</vprop:propertyAlias>
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<vprop:property name="WSA_RelatesTo" type="xsd:anyT ype"/>
<vprop:propertyAlias
messageType="ns:getPersonDetailsResponse"
part="msgPersonDetailsRes"
propertyName="tns:WSA_RelatesTo"

sxnmp:nmProperty="org.glassfish.openesb.headers .soap">
<vprop:query
xmins:wsa="http://www.w3.0rg/2005/08/addres sing">wsa:RelatesTo/.</vprop:query>

</vprop:propertyAlias>

Figure 5.14.23 shows a fragment of a responseW$hAddressing headers to allow us to place
this property and the XPath query in the contexdrofictual XML Instance Document.

3 <?xml version="1.0" %>

1 <50RP-ENV:Envelope xmlns:SORP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

H <SO0AP-ENV:Header>

E <ReplyTo xmlns="http://www.w3.org/2005/08/addressing">

7 <Address>http://mcz . con. au/MyProperty</Address>

3 </ReplyTo>

3 <To xmlns="http://www.w3.org/2005/08/addresaing">http://www.w3.0rg/2005/08/addressing/anonymous</To>

b1 <Action xmlns—"http /fwww w3, nrg/z‘OO.‘i/OB/addreﬁslng"}http //j?ee netbeans. nIg/wsdl/CnmnnXML/PezsnnAbsSvc/Persn
L - .

z <RElat,esTD xmlns—"ht,t,p //www w3 DIg/2005/03/addresslng">uu1d a4299ea8-032b-48ae-8874- 93&100302?c9</RelatesTu>
3 </SOAP-ENV:Header>

Figure 5.14.23WS-Addressing RelatesTo header in a response

Now we need to modify the consumer BPEL procesxhm to the log the response’s
MessagelD and RelatesTo header values.

Switch to the Design view, select the Assign2 dtgtiand switch to Logging view. Add logging
“mapping” as shown in Figure 5.14.24.

5 rPropertesDefintons.wsd. x| 5 personClibpe = x| 0 =
Source  Deson  Mapper | Logang |

" Operator [ JEBoolean &b Sting TEMode | Number FDate &Time |27]BPEL

v" Al Output Inputl Al -|

=} 47 variables Assign [EHE

2 =]
B3 vPersonRes LOG_onstart 31

-[=  msgPersonDetailsRes

severe & —|
warning & —|
E;_b:: Caoncat
'Original MessagelID: '
=l —+info & —

, Reply MessagelID: '

Scheduler BC
[ Database BC
&5 M5 BC

String

Figure 5.14.24l og MessagelD values for the request and the respon
Build the BPEL Module project.

Create a new Composite Application Project, Pertio@@_WSAddressing_ WSA, much as we
have done in Section 5.14.1 with PersonCli_CA_WSadsing, but use the PersonCli_ WSA
BPEL Module project instead of the PersonCli BPEGdJle project. As we have done
previously, create a new External WSDL Documemais$ine service WSDL URL, “Load
WSDL Port” into the CASA, connect, Build and Deploy
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Exercise the end-to-end solution using the Persod3TP Web Service Testing project.

The server.log shows the trace of the requestesmbnse message IDs, as shown in Figure
5.14.25.

[#12009-10-11T11:39:16.277+1100| INFQ| sun-appserver?.l|com.sun.jbi.engine.bpel.core.bpel.trace.BPELTraceManag
er| ThreadID=60 _ThreadName=sun- bpel engine- thread &:;Process Instance Id—192 168.60.2:-T4c67492: 1244063fc‘.08

iginal Me
6 bddebc?fGZfI i
Figure 5.14.25Request with WS-Addressing MessagelD header dkpBet

The trace of the request message, in server.logsliike that shown in Figure 5.14.26.

s s e T e LT
<‘2ml version="1.0" 2>
< SORP-ENV:Envelope xmlns:SORP-ENV="http://schemas.xmlscap.ocrg/scap/envelope/">
<S0RF-ENV:Header>
<To xmlns—"http S v W3, nr;.-’ZUUS.-’UB.-’addresmng >http fwWwW . w3 nrg.-"zUU5;-‘UB.-faddre331ng.-’annnmnus<.ﬂ'n>

<HessageID mlns—"http //M w3 nrg/2005/08/addresslng >uu1d 724caaEO ab’Tb 4208- 8f46 bdd3fbc7f62f<fHessageID>
<RelatesTo smlns="http://www.w3.org/2005/08/addressing™>uuid:efbd7ead-d00e-4661-b446-0e55384cea%a</RelatesTo>

</ SORF=ENVTHEEOET
<50RF-ENV:Body>
<PersonRes xmlns:magns="http://j2ee.netbeans.org/wsdl/Common¥ML/PersonlbsSve” xmlns="http://xml.netbeans.ocrg/sc
<PersonID>54321</PersonlD>
<FamilyName>Kowalski</FamilyName>
<GivenName>Jan</Givenlame>
<Gender>M</Gender>
<hddressDetails>
<StreetRddress>Ul Florianska 22, m 11</StreetAddress>
<CityTown>Siedlce</CitvTown>
<PoatCode>028-110</PostCodes>
<Country>PL</Country>
</hAddressDetails>
<CreditCardDetails>
<CardTIype>AmEx</CardIvpe>
<CardNumber>CN1234-5678-9012</Cardiumber>
<ExpiryDate>03/12</ExpiryDate>
<SecurityCoderseccode</SecurityCode>
</CreditCardDetails>
</PersonRes>
</SORF-ENV:Body>
< /SORP-ENV:Envelope>

Figure 5.14.26SOAP Response with WS-Addressing headers

We demonstrated that the WS-Addressing headerbeancesses by the BPEL logic, if
required.

For completeness’ sake it is worth pointing out IW&-Addressing headers can also be set using
NMProperties. Simply assign values to the properidues to a bug in the infrastructure used by
the GlassFish ESB v2.1 HTTP BC the headers willdggicated, however, and will cause SOAP
Faults to be thrown by the recipient of such maifed messages.

5.14.2 Using WS-Addressing for Explicit Routing

What good is WS-Addressing, one might ask. | samegiwondered about that myself. In
theory one can use WS-Addressing to allow the amesuiio specify the target of provider’'s
response, for example.

In this section we will implement a solution in whia one-way service invoker invokes a
request/reply service and explicitly specifies éldelress to which the provider must send the
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response. This, in effect, is an explicit routingplementation. Further more, it is a dynamic
explicit routing implementation, in that the inveldetermines the route.

To implement this solution we need three sepam@tgoonents:

1. Service Invoker
This component will explicitly create WS-Addressimgaders and will explicitly set the
URL, to which the Request Processor must sendesonse it generates, in the
wsa:ReplyTo/wsa:Address header

2. Request Processor
This is a regular Request/Response provider. #ives the request, processes it and
returns a response, exactly the same way as weduaeebefore. This component is
unaware of the fact that the URL provided in theReplyTo/wsa:Address is explicitly
set in the invoker

3. Response Receiver
This component is a One-Way Listener which expertse invoked to receive a
response from the Request Processor

We will exploit the WS-Addressing infrastructureopessing functionality in the Metro stack. It
will parse the WS-Addressing headers, work out thatresponse needs to go to a different
component then the one which invoked the servickvdh invoke that component for us.

We will develop this set of components “bottom ugiat is we will first develop the Response
Receiver, then the Request processor and finadl\s#rvice Invoker.

Let’s start by creating the Listener project, BR#dule named PersonResRcv.

Right-click on the “Referenced Resources” node uiméhe project tree, choose “Add” ->
“Project Resource”, as illustrated in Figure 5.74.2

E---g&]" PersonResRcv
[ Process Files
E personResRov.bpel

s llF cferenced Resources

-5‘,‘:," PersonSvc
.f‘b PersonSvc_03_selectiv
[~ PersonSvc_CA_Plain

Project Resource...

) Remote Resource. ..
Find... Ctrl+F

Figure 5.14.27Add Project Resource

Navigate to the CommonXML project in the file syatdocate the Person.xsd XML Schema and
add it to the project references. Figure 5.14 R8filates the project tree on completion of this
step.

[+ g5 Heguestl
é---EE,“ PersonResRov

{ B3 Process Files

i E personResRov.bpel
(SR WF e ferenced Resources
e CommonXML/Ferson. xsd
---EDQ PersonSvc

Figure 5.14.28Person.xsd in the project references
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Right-click on the “Process Files” node in the patjtree, choose “New” -> “WSDL
Document”, name the WSDL PersonResRcv and configaea Concrete WSDL, SOAP
Binding, Type “Document Literal”. Figure 5.14.29sts a snapshot of this process.

.ﬁ PersonCli_CA_WSAddressing_W¢ @ New WSDL Document x|
5 Personcli_WsA —
£- B Personcli_wsTp Steps MName and Location

= X TriggerConBinding 1. ChooseFile Type e IPersonResRcv
B~ triggerPerson 2. Hame and Location -
A 2 Requestl 3. Abstract Configuration
1] 4. Concrete Configuration
=55 PersonResRcv
B3 e
E personResRov.bpel
B[ Referenced Resources
tew @ CommeonXML/Person.xsd

Project: [PersonReshey

Folder: |src Browse...

Created File; IG:\Glam‘ishESEvﬂijeds\WSPnlkyErplwaiimPHwﬂEstv\yc\DefwﬁesRcv.wsd]

B35 Personsve
[]..& PersonSvc_03_selectiveEnc Target Namespace: Ihttp:h‘]Zee.neﬂ)eans.orgfwsd\fParsonRasRcw’PersonResRcv
- PersonSvc_CA_Plain WISDL Type: ¢ Abstract WSDL Document

| personResRcv [Process] - Navigator
IBPEL Logical View Birding:
[Z] personResRev

[]--ﬂ’ Variables =
I Correlation Sets

B-{} Sequence ‘-sd
&

o] Imports

<pack [ Next> I o Caneel Help
12

Figure 5.14.29Snapshot of WSDL creation process
Click Next.

Change Operation Name to “GetResponse”, Operatype To “One-Way Operation” and
“Message Part Name” to “sResponse”. Click on thips$ button and choose the PersonRes
element as the “Element Or Type” value, as illustidn Figure 5.14.30.

9 e v pocumen S i

Steps Confi \
\

1. Choose File Type Port Type Name: IPersonResRchortType \

2, Mame and Location

3. Abstract Confi ion Op 1 Mame: IGetResponse \
F 4  conaete Configuration
k Operation Type: IOneJWay Operation / \%I
1
1

L

li4

Input: Message Part Name Element Or Type
:string.

R

[V Generate paisgotsli— - o it

P select Element Or Type

o B8 PersonResRcv
H 0
__d E-5 CommordXML €———————
E-ifl srefPerson.xsd
[ Complex Types

EH ﬁ Elements 12l
--@% PersonFlt
E:;'I--@» PersonReq

LI i

gy [
r 41 = B[] Simple Types ﬂ

ok 1| concel | b |

L

Figure 5.14.30Configure Abstract part of the WSDL

Accept all default on the next wizard panel andgfin
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Open the BPEL process personResRcv.bpel and deagethh WSDL onto the target marker in
the left hand swim line. Name the Partner Link ‘Bet”. Drag a “Receive” and “Empty”
activities onto the process scope. Connect theilReéetivity to the GetRes Partner Link.
Figure 5.14.31 shows the process at this poineirebpment.

-} PersonCli_CA_SSLMutualAuth
]& PersonCli_CA_SSLServerAuth
0% PersonCii_CA_WSAddressing T e
348 PersonCii_CA_WSAddressing_WSA
725 PersonCli_WSA
2Bl PersonCii_wsTP
B I TriggerConBinding

EI‘;_»’ triggerPerson

F1- §2 Request1

—JE—,‘:,"' PersonResRov
143 Process Files

E personfesRov,bpel
B[ Referenced Resources

e @ CommonXML/Person.xsd
.28 personsvc

]& Personsve_03_selectiveEnc ﬂ
Receivel [Receive] - Navigator 4 x|
3PEL Logical View j
ﬂ personfesRov

T . L

Figure 5.14.31BPEL Process before configuration

Add a variable vResponse to the Receivel actitotgpntain the response from the partner, as
illustrated in Figure 5.14.32.

|
: E
GetRes =,

= |- Recvel

. Receivel [Receive] - Prog x|
Main | correlations | /
Mame: |Receive1
Partner Link: | GetRes =l
Operation;  |GetResponse =]
Input Variable: | cr_eaﬁ“:e... | Browse |
i 11
( Name: [vResponse| )
Type: |ms:GetResponseRequest i
Scope: [persorResRev =]
Cancel

Figure 5.14.32Add a variable to contain the response

Right-click the Empty1 activity, choose “Go To” aodoose “Logging”.
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Expand left and right node trees to expose theisg node on the one hand and the
LOG_OnComplete->info node on the other. Selectithfe” node, drag the “BPEL"->"Do

Marshal” function onto the canvas and connect asvshn figure 5.14.33.

05 personResRov.bpel * x} _
Source Design Mapper | Logging |

" Operator [ IE Boolean &\ Sting  PENode |5 Number °F|Date &Time |(ZABPEL

." Al Outputl

qp Do XSL Transform

EI‘B" Variables
=3 vResponse

2% MiddleTritials
€% GivenMName

- m-€¥ AddressDetails

. @4 CreditCardDetsils
B1-{) Properties

-4 Partner Links

@ Do Marshal
—={Mode

String  Je—

ap Wrap with Service Reference
m Do Marshal
Do Unmarshal
1| -GUID
1is| GetBPID

E& XML Literal

—info & —

config #® —

fine # —|

finer & —

finest & —

ALERT _onComplete (=

Figure 5.14.33Configure log message to show the content of thgorese XML

The Response Receiver component is ready. Builgribject. We will add this module to a

CASA later.

The Request Processor is none other then the Bas®&PEL Module, which we have been
using in most sections before. Since it alreadgtexie don't need to develop it. Let's simply
Deploy the PersonSvc_CA_WSAddressing Composite iégipbdn, which we developed in the

previous two sections.

Let’s now create the Service Invoker BPEL Modukemed PersonCliOneWay. From the
CommonXML BPEL Module project drag the TriggerCosdivonto the left-hand swim line of
the new BPEL process and rename the Partner Litikrigger”. Figure 5.14.34 shows this.

| Projects .. 41 X | | Files |]W

E]--Ef:-‘ CommonXML
‘3| Process Files
EE»] Person, xsd

5| PersonAbsSvc.wsd

:| PersonSve,wsdl
Pl EE] TriggerCon. wsdl
[ Referenced Resources
Lﬂ@ EJBPersonMoSecCh
B EJBPersonioSecCli WSTP

| PartnerLink1 [Partner Link] - Navigator

BPEL Logical View

@ personClionewWay
o e e

| |[2] personCiiOneway bpel = x|
iI Source Design Mapper  Logging ||ﬁ|ﬁ ITLH B | @s || |(:El k
personCliCneWway
: BIEE
& Trigge! &
LI }Trigger [Partner Link]
@ x| | =

Figure 5.14.34Add TriggerCon partner to the process
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We need the Person.xsd for the new One-Way WSDkthwive will use to invoke the

PersonSvc. Right-click on the “Referenced Resolmede in the project, choose “Add” ->

“Project Resource”, navigate to the CommonXML/Parssd and select it.

Create “New” -> “WSDL Document”, PersonCliReq, anCeete WSDL, with SOAP Binding, of

Type “Document Literal”. Figure 5.14.35 illustratiss.

=t A& Inggertonbinding
-2 triggerPerson

‘ New WSDL Document

x|

MName and Location

B} &f Request1 Steps
£1-55 PersonClioneWa
EFI Y 1. Choose File Type
r i 2. Hame and Location
. [21 personClioneway.bpel 3. Abstract Configuration
=+ [ Referenced Resources 4. Concrete Configuration

@ CommonXML/Person, xs
w @ CommonXML/TriggerCon.ws:
135 PersonResRev
-3 PersonSve
G & PersonSvc_03_selectiveEnc
FE o R N S P
| TriggerCon.wsdl - Navigator
E’i] http:/fj2ee.netbeans. orgfwsdl{Common
E—JEQ Types
- [a hitp:/fi2ee netbeans.org/wsd
- Imports
EI&EJ Messages
E}- [=1 triggerPersonRequest
L?r triggerPersonResponse

{ File Mame: |PersonCI\Req )

Project:  [PersonClioneWay

Folder: ’src

Browse... |

Created File: |\GassﬁshEiEvarojeds\WS%ﬁcyExdo’raﬁon\"ersonCﬁDneWay\sr:V"en

Target Namespace: Ihtq:l:ﬂjzae‘nemeans‘nrgfwsd\fPErsonCIlOneWay{PersnnChReq

WSDL Type: " Ahstract WSDL Document

{+ Concrete WSDL Document
Binding: |s0ap =l
Type: -

#[=] triggerPersonFault
[—_‘l@ Port Types
. m-g® TriggerConPortType

<gack [ Mext>n| mm |

Figure 5.14.35New Client WSDL
Click Next.

Rename Operation to TriggerGetperson,

illustrates these points.

choose “Oag-@peration”, change “Input Message
Part Name” to sPersonID and choose the PersonRibg &8lement Or Type”. Figure 5.14.36

5

Choose File Type
Name and Location

Port Type Name: IPersonChReqPortType

Abstract Configuration
Concrete Configuration

Operation Name: ITriggErGetPErson
Operation Type: |OI’1EW5Y Operation

)

El Tputs

Message Part Name Element Or Type \_l

:siring |
@ Select Element Or Type =i
{2l ByFie A

E—'E- PersonCiOneway
3 | E-ES CommonxML
= EI@ src/Person. xsd

Ell:ég Complex Types
El ‘ﬂ Elements
€% PersonFlt

&

(L

Figure 5.14.36Abstract part of the WSDL
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Accept all defaults in the next panel and clicki$tin

Drag the new WSDL onto the right-hand swim linghia personCliOneWay process. Add
Receive, Assign, Invoke, Assign and Reply actigised connect as shown in Figure 5.14.37.

=& friggerPerson
- 52 Request 1
EES PersonCliOneWay
Process Files
\E‘ personCliOneiay.bpel
[ Referenced Resources

personCliCneWay

............................................................

< Common¥ML/Person.xsd =
: Lo @ CommonXML/TriggerCon,wsdl F‘ec:.:\-_-'el 4
#1 58 PersonResRcy : |
P Tiigger = PartnerLi,..
ﬂ"%‘a PersonSvc | = |
PO R _'J Assignl
Reply1 [Rephy] - Navigator 4 x| = | - -
3PEL Logical View ;I qerFa Tnvdkel Trigoera. .

E personCliOneWay
- Variables
#-[g Correlation Sets

Sequence
E!@ Receivel Rephyl

Figure 5.14.37Business process with all activities added to #ievas

Right-click the Receivel activity and choose EGiteate an Input Variable vin.
Right-click the Invokel activity and choose Edite@te an Input Variable vReq.
Right-click the Replyl activity and choose Edite@tre a Normal Response vOult.

Double-click the Assignl activity to open the Mappdap vin->msgPersonDetailsReq-
>PersonlID to vReg->sPersonID->PersonlID, as shoviiguare 5.14.38.

’ U5 personClioneWay.bpel * = E’;] PersonCliReq.wsdl = d|» ;IEI
Source Design Mapper Logging |

tf Operator EE Boolean A String &5 Node Mumber fﬁ Date & Time E BPEL
- " Al Output

Input I All -

th’ Variables variables -2
iR vOut vout
vReq "9

sPersonlD [=
PersonID €§>J

; @ Properties )
(-4 Partner Links Properties
LDAP BC

Figure 5.14.38Map PersonID from the trigger to the request

Switch back to the Design view and double click Alssign2 activity to switch to the Mapper
view. Map the PersonID from the trigger requegh®vOut->msgPersonDetailsRes->PersonID
and the literal “Doe” to the vOut->msgPersonDeRds->FamiliyName. Leave all other optional
nodes unmapped. Figure 5.14.39 illustrates thignap
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’ Source Design Mapper  Logging |

& Operator | IS Boolan /) String i Node =] Number | Date &Time [Z1EPEL
[ ouput mput | Al
=- Eﬁ’ Variables Variables =]
. vOut -2
msgPersonDetailsRes = —LJ-:I
— —————————— PersonID €¥—

: : ijPropertes : !‘m i FamiyName €2—
-5 Partner Links MiddleInitials ¢F—
GivenMame €3—
Gender ¢F—|
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Figure 5.14.38Trigger Response Mapping
Switch back to the Design view and double-click Assignl activity to open it in the Mapper.

Right-click the Properties node under the vReq raukchoose “Add NM Property...” as shown
in Figure 5.14.40.

variables {7
vout "5

vReq "5
sPersonD [=
—| |—————=PersonlD €&
Properties =
LDAP BC

HL7 BC
SOAP HTTR R

Figure 5.14.40Choose to Add NM Property ...

Add MM Property Sharteut. ..

¥

Name the new property WSA_From, leave “Associatperty with message” checked, choose
“SOAP HTTP BC"->"SOAP Headers” node and enter “Wisam” into the Query text box, as
shown in Figure 5.14.41.
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oK ! Cancel

A new WSDL, nmPropertiesDefinitions.wsdl, will agwen the project tree. Open this WSDL in
the WSDL editor and switch to the Source view. Wi8DL, reformatted for better readability,
will look like that shown in Figure 5.14.42.

Figure 5.14.41New NM Property

1 <?xml version="1.0" encoding="UTF-8"?2>
2
3[] <definitions
4 xmlns="http schemas.xml=o0ap.org/wadl/"
L xmlns:socap="h as.xmlsoap.o oap/ "
6 xmins:wadl=
T Zmlns:xsd="http:
8 <import namespace="h
g <types/>
10 <vprop:property name="WS
11 = <vprop:propertyhlias
12 messageType="n=:TriggerGetPersonRequest™
13 part="sPerzonID"
14 propertyName="tns:W5A From"
15 axnmp:mmPropercty="org.glas=sfish.openesb.headers.20ap™>
16 <Vprop:!guery>wsa:From</vprop: querys>
17| - </vprop:propertyhlias>
18| - «</definitions>

Figure 5.14.42nmPropertiesDefinitions.wsdl

Much as we have done in the previous section, ved te“fix” the property definition so that it
uses the correct namespace. Replace the tag ‘<queny>’ with the tag ‘<vprop query
xmlIns:wsa="http://www.w3.0rg/2005/08/addressing”Also append the literal “/.” To the end
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of “wsa’From”. This will select the content of teéement from. Figure 5.14.43 illustrates the
modified WSDL fragment.

10 <Vprop:property name="W5AL From"

11 <vprop:propertyhlias

12 messageType="ns:TriggerG

12 part=

14 propertyName= 58 From"

15 sxnmp : nmPropert fish.openesb

16 <VpIrop:guery

17 xmlns;:wsa="http://www.w3.0rg/2005/08/a
18 </vprop:propertyAliasz>

Figure 5.14.43Modified property definition

Copy this XML fragment and replicate it for “WSA_TIWSA_Action”, “WSA_MessagelD”
and “WSA_ReplyTo_Address”. Use the following Querpressions for the corresponding
properties: “wsa:To/.”, “wsa:Action/.”, “wsa:Mess®/.” and “wsa:ReplyTo/wsa:Address”.

Listing 5.14.5 shows property definitions for dletproperties.
Listing 5.14.5WS-Addressing Properties

<vprop:property name="WSA_From" type="xsd:anyType"/ >
<vprop:propertyAlias

messageType="ns:TriggerGetPersonRequest"

part="sPersonID"

propertyName="tns:WSA_From"

sxnmp:nmProperty="org.glassfish.openesb.headers .soap">
<vprop:query
xmlins:wsa="http://www.w3.0rg/2005/08/addres sing">wsa:From/.</vprop:query>

</vprop:propertyAlias>

<vprop:property name="WSA_To" type="xsd:anyType"/>

<vprop:propertyAlias
messageType="ns:TriggerGetPersonRequest"
part="sPersonID"
propertyName="tns:WSA_To"

sxnmp:nmProperty="org.glassfish.openesb.headers .soap">
<vprop:query
xmins:wsa="http://www.w3.0rg/2005/08/addres sing">wsa:To/.</vprop:query>
</vprop:propertyAlias>
<vprop:property name="WSA_Action" type="xsd:anyType ">

<vprop:propertyAlias
messageType="ns:TriggerGetPersonRequest"
part="sPersonID"
propertyName="tns:WSA_Action"

sxnmp:nmProperty="org.glassfish.openesb.headers .soap">
<vprop:query
xmins:wsa="http://www.w3.0rg/2005/08/addres sing">wsa:Action/.</vprop:query>
</vprop:propertyAlias>
<vprop:property name="WSA_MessagelD" type="xsd:anyT ype"/>

<vprop:propertyAlias
messageType="ns:TriggerGetPersonRequest"
part="sPersonID"
propertyName="tns:WSA_MessagelD"

sxnmp:nmProperty="org.glassfish.openesb.headers .soap">
<vprop:query
xmins:wsa="http://www.w3.0rg/2005/08/addres sing">wsa:MessagelD/.</vprop:query>
</vprop:propertyAlias>
<vprop:property name="WSA_ReplyTo_Address" type="xs d:anyType"/>

<vprop:propertyAlias
messageType="ns:TriggerGetPersonRequest"
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part="sPersonID"
propertyName="tns:WSA_ReplyTo_Address"

sxnmp:nmProperty="org.glassfish.openesb.headers .soap">
<vprop:query
xmins:wsa="http://www.w3.0rg/2005/08/addressing ">wsa:ReplyTo/wsa:Address</vprop:query>

</vprop:propertyAlias>

Figure 5.14.44 shows the new NM Properties in tlapér view.

vReq Ij—LJ—:I
sPersonlD £ ]

PersonID €3
Properties ]
/ WSA_Action Tg—
WSA_From ¥g—
WSA_MessagelD Tg—|
WSA_ReplyTo_Address T3—
\ 9 WSA_To F1—
LDAP BC [(3-51

Figure 5.14.44NS-Addressing-related NMProperties

Where do these properties come from? The propertgsist added will be used to create the
corresponding WS-Addressing headers. Recall Figur€.14 and Listing 5.14.1. Both show
WS-Addressing headers provided by the Metro statkneed to reproduce these headers
explicitly, instead of relying on the Metro stacsk, that we can set them to the values we need
there.

The “From” header will contain the name of the mtiproject, PersonCliReq — it is not used by
anything.

The “To” header will contain the address of thesBavc_CA_WSAddressing Composite
Application. Recall from the previous section tfatme this address will be:

http://localhost:29080/casaServicel/casaPortl

For you the host name and the port number may Waygu changed the servlet context in the
CASA, it, too, can be different.

The “Action” header will have a fixed valuattp://j2ee.netbeans.org/wsdl/CommonXM
L/PersonAbsSvc/PersonAbsSvcPortType/inputl ", which is the concatenation of the
TargetNamespace value in the CommonXML/PersonSveAol, "http://j2ee.netbeans.org/wsdl
/CommonXML/PersonAbsSvc", the PortType Name froemsame WSDL,
"PersonAbsSvcPortType", and the name of the inmgsage for the getPersonDetails operation
in the same WSDL, “inputl”. If you change any ofsbk the Action header value will change as
well. The simplest thing to do is to run the sautdiscussed in Section 5.14.1 and see the values
in the server.log.

The “ReplyTo/Address” header will have the valuehef URL for the Response Receiver
project, which we developed earlier in this sectibine URL in the PersonResRcv.wsdl
soap:address location attribute is "http://localigfsittpDefaultPort}/PersonResRcvService/Per
sonResRcvPort". Since the infrastructure will restalve ${DefaultHttpPort} in this instance, we
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must replace the variable with the actual port neiImB9080 for my environment, 9080 by
default. So for me the ReplyTo/Address value wai b

http://localhost:29080/PersonResRcvService/PersonRe sRcvPort

Finally, the “MessagelD” header will be set to tlaue of the PersonID from the trigger request.
This is done to show how a “business value”, rathen a technical value such as a GUID, can
be used to identify messages.

Switch to the Mapper view with the Assignl activéglected and add the following mappings,
changing host name and port number in the WSA_Th téRhat appropriate for your
environment. Figure 5.14.45 illustrates this magpin

J A5 personClioneWay.bpel XI 4 l’ﬂ‘
Source Design | Mapper Logging |

" Operator | JEBoolean 5\ Sting P MNode || Number 5 Date &Time (%] BPEL

R [ a4 @

=47 Variables variables {21
1
vout -+
vReq "3l
[= msgPersonDetailsReq sPersonlID [= --!J—'i
t ¢ ¥rersonD B » PersoniD €3
[*-{=7) Properties i F
-4 Partner Links Properies =
A.'http:J'Ijiee.netbeans‘ol g/wsdl/CommenxMLIP.., J= =] = \WSA_Action F3—
A 'Pel'sonCIi‘Re‘q' 1 = = WSA_From Tg—

-+ WSA_MessagelD Ty—

I_._f"l,‘.'http:J',|’Ic|ca|hust:2908(!,|’Pe| sonResRovService/,.. e == WSA_ReplyTo_Address T3—
é,‘ll.'http:,fflacaiﬁost:2“908(‘)‘}‘:a5a53r\«:i-cel,l’casaPith‘l.; = WSA_To B3—
LDAP BC |3+

Figure 5.14.45WS-Addressing Header values
The process is ready. Build it.

Ignore WARNING messages, like “WARNING: The typds'ierom" and "To" activities are
different: "string" and "TriggerGetPersonRequesTtiey are benign in this case.

Create a Composite Application project, PersonGh_WSAddressingExplicit. Drag onto it the
PersonResRcv and PersonCliOneWay BPEL Modules aild. Bigure 5.14.46 shows the
CASA map.
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%] PersonCli_CA_WSAddressingExplicit.casa x|

Source Design ||:|_EI|]|| Dﬁ" | @ ||§|

WSDL Ports JBI Modules
& 2 @B (BPEL) PersonResRcv
8 Z (%] personResRey
PersonResRevPort 2 GelRes
S 2
o
o <
PersonCliReqFort (BPEL} PersonChOneWay
Iu_—l personClioneWay
% 2w @S 2> Trigger
- [4 ParnerLink! 3> @8
TriggerConFort

Figure 5.14.46Composite Application

Looking at the soap:address location attributeevatuthe PersonCliReq.wsdl of the
PersonCliOneWay project, which was generated atirtieethe WSDL was

constructed, we seétip://localhost:${HttpDefaultPort}/PersonCliReqSer vice/
PersonCliRegPort  ". This URL bears no resemblance to the URL attvithe
PersonSvc_CA_WSAddressing service is actually albd| which is Http://localhost:29
080/casaServicel/casaPortl ". We need to make sure that the soap:addresstis Se
same value as the “To” address. Modify the Pers&eglwsdl of the PersonCliOneWay project,
set the soap:address location attribute to theinedjyalue. Switch back to the
“PersonCli_CA_WSAddressingExplicit” project, Buidsthd Deploy the composite application.
Once done, submit the request through the PersdWSTP web service testing project to
exercise the whole solution.

For me the request was submitted and the respomsettie PersonCliOneWay project was as
expected. Figure 5.14.47 shows the request ane:fpense.

] Personcli_CA_wsAddressncExplicit.casa = | Request 1 x|
P =0 e .Ihttp:Hmauz.aus‘sun.com:29UEDfTrlggarConSerwcefTr\ggErConPort LI
= 1| fsoapeny: Envelope zulns:sospenv="hetp: /rschens o | ; = 1| soap-Emv: Bnvelope smins:SO0RP-ENv="http: //scheuas.zulsoap
= 2| <soapenv:Header /> = 2| <S0AP-ENV:EBodys
E3 3 <soapenv:Eody> z 3 <Personkes xmlns:mscns="http://jZee netheans. org/uws
o 4 =per:Personlegs o 4 “PersonIl=E43Z21</Parsonlls

5 <i--type: strimg--> 5 <FamilyNanerDoe</Faunilylaner

3 <per:PersonID>543Z1</per: DersonlD> 5 «/Dersonles=

7| </per:Personleqgs 7| </Z0AP-ENV: Bodys

8 </soapenv:Bodyr 8| </50AP-ENV: Enveloper

9| </soapenv: Enveloper

Figure 5.14.47SOAP Request and SOAP Response in SoapUl

Inspection of the server.log will show the SOAP saeges traveling between components.
SoapUl to PersonCliOneWay request, Listing 5.14.6.

Listing 5.14.6SoapUl to PersonCliOneWay Request

<?xml version="1.0" ?>
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<soapenv:Envelope xmiIns:soapenv="http://schemas.xml soap.org/soap/envelope/"
xmins:per="http://xml.netbeans.org/schema/Person">
<soapenv:Body>
<per:PersonReq>
<l--type: string-->
<per:PersonlD>54321</per:PersonlD>
</per:PersonReq>
</soapenv:Body>
</soapenv:Envelope>

PersonCliOneWay to PersonSvc Request, Listing B. Nbte the WS-Addressing header, which
we explicitly added in the BPEK process, and thelues.

Listing 5.14.7PersonCliOneWay to PersonSvc Request

<?xml version="1.0" ?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.x mlsoap.org/soap/envelope/*>
<SOAP-ENV:Header>
<Action
xmlns="http://www.w3.0rg/2005/08/addressing">http:/ lj2ee.netbeans.org/wsdl/Commo
nXML/PersonAbsSvc/PersonAbsSvcPortType/inputl</Acti on>
<MessagelD xmins="http://www.w3.0rg/2005/08/add ressing">54321</MessagelD>
<To
xmins="http://www.w3.0rg/2005/08/addressing">http:/ /localhost:29080/casaServicel
/casaPort1</To>
<ReplyTo xmlns="http://www.w3.0rg/2005/08/addre ssing">
<Address>http://localhost:29080/PersonResRcvService /PersonResRcvPort</Address>
</ReplyTo>
<From xmins="http://www.w3.0rg/2005/08/addressi ng">PersonCliReq</From>

</SOAP-ENV:Header>
<SOAP-ENV:Body>
<PersonReq
xmins:msgns="http://j2ee.netbeans.org/wsdl/PersonCl iOneWay/PersonCliReq"
xmins="http://xml.netbeans.org/schema/Person">
<PersonlD>54321</PersonID>
</PersonReq>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

PersonCliOneWay to SoapUl Response, Listing 5.14.8.
Listing 5.14.8PersonCliOneWay to SoapUl Response

<?xml version="1.0" ?>
<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.x mlsoap.org/soap/envelope/*>
<SOAP-ENV:Header></SOAP-ENV:Header>
<SOAP-ENV:Body>
<PersonRes xmlns:msgns="http://j2ee.netbeans.or g/wsdl/CommonXML/TriggerCon"
xmlns="http://xml.netbeans.org/schema/Person">
<PersonID>54321</PersonID>
<FamilyName>Doe</FamilyName>
</PersonRes>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

PersonSvc to PersonResRcv Response, Listing 5Mdt8.the WS-Addressing headers, which
are added because the PersonSvc_CA_WSAddressind W&ithe WS-Addressing policy.
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The PersonResRcv process does not use these hdbderseeded to look at them we would do
so in much the same manner as was shown in Séctid?.

Listing 5.14.9PersonSvc to PersonResRcv Response

<?xml version="1.0" ?>

<SOAP-ENV:Envelope xmIns:SOAP-ENV="http://schemas.x misoap.org/soap/envelope/">
<SOAP-ENV:Header>

<To
xmlns="http://www.w3.0rg/2005/08/addressing">http:/ Nlocalhost:29080/PersonResRcv
Service/PersonResRcvPort</To>

<Action
xmins="http://www.w3.0rg/2005/08/addressing">http:/ /j2ee.netbeans.org/wsdl/Commo
nXML/PersonAbsSvc/PersonAbsSvcPortType/outputl</Act ion>

<MessagelD xmins="http://www.w3.0rg/2005/08/add ressing">uuid:54d0989d-3e74-
4813-85ee-d3b0c6713828</MessagelD>

<RelatesTo xmIns="http://www.w3.0rg/2005/08/add ressing">54321</RelatesTo>

</SOAP-ENV:Header>
<SOAP-ENV:Body>
<PersonRes
xmlns:msgns="http://j2ee.netbeans.org/wsdl/CommonXM L/PersonAbsSvc"
xmins="http://xml.netbeans.org/schema/Person">
<PersonID>54321</PersonID>
<FamilyName>Kowalski</FamilyName>
<GivenName>Jan</GivenName>
<Gender>M</Gender>
<AddressDetails>
<StreetAddress>Ul Florianska 22, m 11</Stre etAddress>
<CityTown>Siedlce</CityTown>
<PostCode>08-110</PostCode>
<Country>PL</Country>
</AddressDetails>
<CreditCardDetails>
<CardType>AmEx</CardType>
<CardNumber>CN1234-5678-9012</CardNumber>
<ExpiryDate>03/12</ExpiryDate>
<SecurityCode>seccode</SecurityCode>
</CreditCardDetails>
</PersonRes>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

In this section we constructed a BPEL process wimebked a PersonSvc service, as a one-way
operation service, explicitly setting WS-Addressiregaders in the SOAP Request, without using
WS-Addressing Policy decoration in the WSDL. Amdrgers we set the WS-Addressing
ReplyTo/Address header, which the Metro Stack tisetttermine where to send the response
produced by the PersonSvc service. The Person®uicesavas the same Request/Reply service
which we used earlier. It was not aware of explioiiting taking place. The PersonResRcv One-
Way Operation service, which we created for theasimm, received the response, which the
Metro Stack explicitly redirected from the PersooService as instructed by the
PersonCliOneWay through the WS-Addressing Reply@idfass header.

Using this technique we can implement an expligitainic routing solution.
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5.15 Pre-requisite Cryptographic Objects

“«-—" [ Formatted: NoteH

Note

This section is not complete - - {Formatted: NO

The SSL/TLS discussions and projects used the @gyaphic objects provided by the
GlassFish Application Server installation, and adiga part of the environment. Subsequent
sections in this document deal with encryption digital signatures which need cryptographic
objects which are different from these distributéth the GlassFish Application Server. In this
section | will briefly discuss the topic and poaitthe cryptographic objects suitable for digital
signing and encryption.

For a number of years | have been using tools mediby the OpenSSL Project
(http://www.openssl.oryto create and manipulated cryptographic objectieveloped a

number of Windows-based DOS scripts to automat@tbeess of requesting and issuing X.509
Certificates. The two sets of cryptographic objelts will be used in subsequent sections are

available at ????. @@ @@@Q@@@@Q@
Before using the cryptographic objects, let's pdeva bit of context.

Cryptographic objects are used to secure messatparege. In the world of Web Services they
are used to ensure that service invocation is f®&cu

Why would we care if the service invocation is ‘isex'?

The answer to that question would depend on whglttie the consequences of the message
exchange being seen or altered by third parties.likelihood that third parties can see or alter
message exchange is also an important factor. Tine likely an authorized activity is, and the
more severe the consequences of such an acthvigynbre important it is to secure the message
exchange, and the greater the complexity of sgcom@asures that need to be taken.

Let’'s assume that the service is to be invoked thetnternet and that the consequences of
message exchange being seen or altered are severe.

Let’s discuss what is meant by security in the exnof web services.

One can “secure” a web service by requiring theafi$&/'S-Security Standard-supported XML
Digital Signatures, XML Encryption, Username Tok&mestamp Token, SAML Token, etc.,
individually or in combination. By requiring anding different combinations of security tokens
one obtains varying degrees of “security”.

Digital Signatures, more specifically XML Digitalghatures used in securing SOAP messages,
are used to ensure integrity of messages on thee thiat is, facilitate detection of message
alteration in transit. They are also used to coraugthenticity of messages. The entire message
or selected parts of the message can be digitgiied. The reason one would digitally sign parts
of the message rather then the entire messaggidslty cost. If only certain parts of the
message must be protected from tampering and reugtidranteed to be authentic then signing
selected parts of the message will minimize thé hégource consumption typically associated
with cryptographic operations.

Public Key Cryptography (PKI) relies on the notibiat a pair of related cryptographic keys exist
and that the keys are used in specific patternsrioryption/decryption and digital
signing/signature verification. Conveyance of antfuity relies on the properties and use
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patterns of key pairs. Both keys of the pair ameegated at the same time. The two keys are
related in such a way that one cannot be derivad the other and that plaintext encrypted with
one key can only be decrypted with the other kene 6f the keys, the private key, is kept
confidential by the party that owns the key palie©ther key, the public key, embedded in a
“certificate” which guarantees its authenticity antegrity, is distributed to any party with

whom secure communication will be undertaken. Rub&y Infrastructure is the means of
guaranteeing public key authenticity and integitilough issuance and revocation of
“certificates’, and possibly distribution of pubkeys (certificates). There is a great deal more to
all this but for the purpose of this discussiois inough to say that if the owner of the private
key encrypts some plaintext and sends it to thipiert, the recipient will be able to decrypt it
only with sender’s public key, to which he/she hesdy access. Because of the properties of the
key pair the recipient knows that only the “othke&¥ of the pair could have been used to encrypt
the plaintext that he/she just decrypted. Becausédther” key, the private key, is supposed to
be kept secret by its owner, the recipient assuh@sonly the owner of the private key could
possibly have encrypted the plaintext. This gua@simessage authenticity.

Encryption, and specifically XML Encryption usedsacuring SOAP messages, can be used to
ensure message integrity and protect confidentiafitnformation on the wire. Either the entire
message or selected parts of the message canfypteddor the same reasons that an entire
message or selected parts of a message would ibalgigigned. If the encrypted parts of the
message are tampered with, decryption will fail #rerecipient will conclude that the message
was tampered with. The confidentiality of the mggess guaranteed in a way similar to
authenticity guarantee when using digital signatuBy encrypting the message with a public
key of the recipient, the sender of the messageresshat only the recipient, the holder of the
private key of the key pair, can possibly decriygt tnessage. This allows anyone to send a
confidential message to the owner of the privaterkgardless of where there was a prior
communication between them.

Using a Timestamp Token allows the infrastructoresject messages that are “too old”,
combating “message reply” attacks, but only ifahde guaranteed that the timestamp itself
cannot be modified without detection. By itself thienestamp Token is pretty useless as a
security device. In combination with Encryptionligital Signature its integrity can be
guaranteed and it can be used for message re@ytidet.

The Username Token, whether with a plaintext pas$woa digest password, can be used to
provide user credentials for authentication. Mushhee Timestamp Token, Username Token
cannot be trusted unless it is protected from efregping. XML Encryption must be added to
the mix to ensure that the Username Token caneotitbrcepted and subsequently used for
rouge access to resources that require autheoticati

Whether to use specific WS-Security tokens, whatlioation of tokens, what token attribute
values are appropriate, etc., is typically subjearganization’s security policies. Configuring a
web service consumer or a web service providesé&dsuipport/require specific security tokens is
the application of security policies.

Web Services security policy-mandated tokens aneeyed as part of the SOAP message using
the SOAP Header extension mechanism. Different SB&&der components convey different
security policy tokens. I will not discuss thisdetails. It will suffice to say that whatever means
we use to apply security to SOAP messages, theaegwell add/modify SOA Headers, in many
cases very extensively.
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An observer would notice, in the foregoing discassihat a third party is usually involved in
“certifying” public keys by means of issuing X.5Q@rtificates in which public keys are
embedded. The certificates, digitally signed byQeetification Authority, associate the public
key with the identity of the party to whom the polkey is supposed to belong. There are a
number of “well know” Certification Authorities, angst which there are Verisign, Baltimore
Security, Entrust and others. They are “well knowetause their X.509 certificates are widely
distributed with web browsers, application senaard other software that uses PKI for security.
These Certification Authorities (CAs) typically igscertificates for end-use for a fee. The
implicit notion that CA verifies the identity of éhparty presenting their public key for
certification, before issuing the X.509 Certificatethat party, is used as the basis for “trust”. |
this case the CA guarantees that the public keyedndx in the X.509 Certificate belongs to the
party whose identity is also embedded in the sarB@XCertificate — a user can trust that the
public key belongs to the entity identified in tertificate. Note that this is all that the CA-
issued certificate is good for. The X.509 Certifecdoes not imply anything else about the
identified enterprise, most particularly that tdentified enterprise is trustworthy, will not steal
your money, will not cheat you, or will not damagrir interests in any way.

As shipped, the GlassFish Application Server, wihdéctie runtime environment for the
GlassFish ESB, does not come with cryptographieabjsuitable for message security. The
WSIT Tutorial, http://java.sun.com/webservices/reference/tutomedis/doc/WSIT T utorial.pdf
section “Updating GlassFish Certificates”, discedsew one can obtain X.509 v3 Certificates
and related objects for use with Metro messagerggcurollow the instructions in there to get
the certificates installed in the GlassFish ApplmaServer domain which you are using to work
through this material.

| performed the steps using my GlassFish ESB ilasi@ah. Listing 5.15.1 shows the trace of task
execution.

Listing 5.15.1Adding v3 certificate to a GlassFish installation

\copyv3>set AS_HOME=C:\GlassFishESBv21_16016\glass fish

A\copyv3>ant
Buildfile: build.xml

appserver-asadmin:

main:
[echo] WARNING: currently we add non-CA certs to GF truststore, this will
not be required in later releases when we WSIT star ts supporting CertStore(s)

[lava] Added Key Entry :xws-security-server
[lava] Added Key Entry :xws-security-client

[iava] Added Trusted Entry :xwss-certificate- authority

[lava] Added Key Entry :wssip

[lava] Added Trusted Entry :xws-security-clie nt

[lava] Added Trusted Entry :xws-security-serv er

[lava] Added Trusted Entry :wssip

[echo] Adding JVM Option for https outbound al ias, this will take atleast
One Minute....
init:

appserver-asadmin:
appserver-start-win:

appserver-start-notwin:
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start-appserver:
[echo] Appserver is starting up ... please wai t
[exec] Command create-jvm-options executed suc cessfully.

appserver-asadmin:

stop-appserver:
[echo] Appserver is shutting down ... please w ait
[exec] Domain domainl stopped.

BUILD SUCCESSFUL
Total time: 55 seconds

Note that the application server will be re-statgdhis process.

copyv3 folder contains a number of cryptographigots, including client-truststore.jks. Open
this truststore with a tool like Portecle Key Maagdor example
(http://sourceforge.net/projects/porteylend export the certificate whit the alias ofrtdeate-
authority”. Figure 5.15.1 shows details of thistifeate.
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k TC:‘!.Dnu.lmean and Settings\mczapsia\My Docements|_ Sun)\Blogs Material\GlassFishEsB) =
File Tools Examine Help

BB CEERRERD

@ Alias Name | Last Modified

certificate-authority 12/03/2008 6:19:50 PM
wWssip 12/03/2008 6:19:51 FM
XWs-security-senver 12/03/2008 61250 PM

Certificate Details for entry 'certificate-authority’ ﬂ

| 1 ‘ Ceriificate 1 of 1 ‘:\

Version: 3
Subject CN=SUNCA OU=JWS, 0=SUN, ST=5ome-State, C=AU
Issuer: |(CMN=SUNCA OU=JWs3, O=SUN, ST=Some-State, C=AU
Serial Number. '9436D26DBGEDD2BS
WValid From: 12/03/2008 6:13:29 PM
Walid Until: |07/03/2028 6:13:28 PM
Public Key. RSA (1,024 bits)
Signature Algorithm:  MD5withRSA

MD5 Fingerprint: 3C:15:D[]:AD:EIB:39:D4:1Dt3D:2?:1Ei:CE;ED.‘5D:A2:EZ

SHA-1 Fingerprint.  F472:31:74:50:66 2F F7 4C AECT. 73677177 1ADA 14 AEAD

‘ Extensions || PEM Encoding

Figure 5.15.1"certificate-authority” certificate details

This certificate was used in issuing the end-ustficates xws-security-client and xws-security-
server, which were “installed” into the GlassFispphicatin Server keystore and which will be
used for message security.

??? no — this still does not work.

This certificate needs to be manually imported thim JDK's truststore, cacerts, in {JDK-install-
root}/jre/lib/security/cacerts. Use the keytooltbe Portecle tool to import this certificate, gigin
it the alias of xws-certificate-authority. Re-stémé application server and the NetBeans IDE.
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To complete environment configuration one may rteddstall “Cryptography Extension (JCE)
Unlimited Strength Jurisdiction Policy Files 6”pfn https://cds.sun.com/is-
bin/INTERSHOP.enfinity/WEFS/CDS-CDS_Developer-Site/&S/-/USD/ViewProductDetail-
Start?ProductRef=jce policy-6-oth-JPR@CDS-CDS_DOmpeg] and “install” them. | live
outside the USA so | have to do this. You may reschto.

5.16 Updating Metro to Version 1.5

“«-—" [ Formatted: NoteH
Note

This section is no complete - - {Formatted: NO

To use the Username Token Profile 1.0 (2004) ongt opdate the Metro stack, distributed
with the GlassFisj ESB v2.1, to Version 1.5.

Metro 1.5 distribution can be downloaded frottps://metro.dev.java.net/1.®Extract the
archive and follow instructions to install.

Installation in my environment is briefly discusdszlow.

Listing 5.16.1Metro install task usage

\metro_1.5>ant —f metro-on-glassfish.xml
Buildfile: metro-on-glassfish.xml

help:

[echo] install:

[echo] Installs Metro 1.5 FCS on GlassFish v 2

[echo]

[echo] uninstall:

[echo] Uninstalls Metro 1.5 FCS from GlassFi sh v2

[echo]

[echo] $AS_HOME must be set to the installatio n directory of GlassFish v2.

[echo]

[echo] Usage:

[echo] ant -f metro-on-glassfish.xml {instal l,uninstall}
jdk6-message:

[echo] NOTE: Metro is being installed using JD K6.

[echo]

[echo] The file 'web-services-api.jar' must be installed

[echo] into $JAVA_HOME/lib/endorsed for Metr o to prevent

[echo] conflicts between the JAX-WS 2.0 clas ses

[echo] bundled with Java SE 6 and JAX-WS 2.1 bundled with Metro.

[echo]

[echo] You must have write-permissions on th e JDK 6 directory.

[echo] Thisis a concern when using a system -wide JDK installation.

[echo]

[echo] To install webservices-api.jar:

[echo]

[echo] Invoke 'ant install-api' to install o nly

[echo] webservices-api.jar into the ‘endorse d' directory.

[echo]
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gfv3-message:

BUILD SUCCESSFUL

Locate the install root of your GlassFish ESB ittateon and set AS_HOME environment
variable to that value. For me it will be:

C:\GlassFishESBv21_16016\glassfish

Make sure the JAVA_HOME environment variable poiotshe JDK instance used when
installing the GlassFish ESB which to update.

Execute the Ant task using the metro-on-glassfishscript with target “install”. Listing 5.16.2
shows the log of execution in my environment.

Listing 5.16.2Metro 1.5 installation trace

Ametro_1.5> set AS_HOME=C:\GlassFishESBv21_16016\glassfish

Ametro_1.5>ant -f metro-on-glassfish.xml install
Buildfile: metro-on-glassfish.xml

gfv3-checkpoint:

init:
[mkdir] Created dir: C:\GlassFishESBv21_16016\g lassfish\.wsit-1.5
[copy] Copying 3 files to C:\GlassFishESBv21_1 6016\glassfish\.wsit-
1.5
install:

[echo] Installing Metro 1.5 FCS on

C:\GlassFishESBv21_16016\glassfish ...
[copy] Copying 2 files to C:\GlassFishESBv21_1 6016\glassfish\lib
[copy] Copying 1 file to

C:\GlassFishESBv21_16016\glassfish\lib\endorsed

gfv3-checkpoint:

install-api:
[copy] Copying 1 file to C:\JDK16~2.0_1\jre\li b\endorsed
[echq] ... installation complete.

BUILD SUCCESSFUL
Total time: 3 seconds

With Metro upgraded to 1.5 we can now explore Uaera Token Profile 1.0 (2004) policy.

5.17 Username Token Profile 1.0 (2004) Policy

“«-—" [ Formatted: NoteH

Note

This section is not complete - - {Formatted: NO

The Metro stack, before release 1.5, did not aflaenmnulation of a security policy which
supported the Username Token Profile 1.0 (20043pasified inhttp://docs.oasis-
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open.org/wss/2004/01/oasis-200401-wss-username-aicdile-1.0.pdf In particular, it did not
allow the Username Token to be sent in the clebether the policy specified the use of a secure
channel (SSL/ TLS) or not.

An attempt to deploy a project with the securityiggowe will configure shortly, without Metro
1.5 upgrade, will result in a “Not supported” extiep. Listing 5.17.1 shows the Java stack trace

illustrating this.

Listing 5.17.1*Unsupported” exception Java stack trace

[#/2009-10-17T23:03:50.859+1100|SEVERE|sun-
appserver2.1|com.sun.jbi.httpsoapbc.HttpSoapBinding
onSvc_CA_UsernameToken-sun-http-binding;_RequestID=
47f8f4a87249;|HTTPBC-E00205: Start failed.
supported
javax.jbi.JBIException: java.lang.UnsupportedOperat

at com.sun.jbi.httpsoapbc.ServiceUnitimpl.start(Se

at
com.sun.jbi.httpsoapbc.HttpSoapBindingDeployer.star

at
com.sun.jbi.framework.ServiceUnitOperation.process(

at com.sun.jbi.framework.Operation.run(Operation.j

at java.lang.Thread.run(Thread.java:619)
Caused by: java.lang.UnsupportedOperationException:

at
com.sun.xml.ws.security.impl.policy. TransportBindin
ava:126)

at
com.sun.xml.ws.security.impl.policyconv.BindingProc
sor.java:301)

at
com.sun.xml.ws.security.impl.policyconv.BindingProc
ocessor.java:275)

at
com.sun.xml.ws.security.impl.policyconv.XWSSPolicyG
SSPolicyGenerator.java:268)

at
com.sun.xml.ws.security.impl.policyconv.XWSSPolicyG
va:172)

at
com.sun.xml.ws.security.impl.policyconv.XWSSPolicyG
va:153)

at
com.sun.xml.wss.jaxws.impl.SecurityPipeBase.constru
21)

at
com.sun.xml.wss.jaxws.impl.SecurityPipeBase.constru
14)

at
com.sun.xml.wss.jaxws.impl.SecurityServerPipe.addOu

at
com.sun.xml.wss.jaxws.impl.SecurityPipeBase.collect

at com.sun.xml.wss.jaxws.impl.SecurityPipeBase.<in

at
com.sun.xml.wss.jaxws.impl.SecurityServerPipe.<init

at
com.sun.xml.ws.assembler.PipelineAssemblerFactorylm
ipelineAssemblerFactorylmpl.java:355)

at
com.sun.xml.ws.api.pipe.TubelineAssemblerFactory$Tu
elineAssemblerFactory.java:140)

at com.sun.xml.ws.server.WSEndpointimpl.<init>(WSE

Deployer|_ThreadlD=108;_ThreadName=Pers
9095264a-cf00-4eeb-8cd7-

java.lang.UnsupportedOperationException: Not

ionException: Not supported
rviceUnitimpl.java:344)

t(HttpSoapBindingDeployer.java:276)

ServiceUnitOperation.java:185)
ava:104)

Not supported

g.getProtectionOrder(TransportBinding.j

essor.getEncryptionPolicy(BindingProces

essor.processSupportingTokens(BindingPr

enerator.processNonBindingAssertions(XW

enerator.process(XWSSPolicyGenerator.ja

enerator.process(XWSSPolicyGenerator.ja

ctPolicyHolder(SecurityPipeBase.java:12

ctPolicyHolder(SecurityPipeBase.java:12

tgoingMP(SecurityServerPipe.java:679)

Policies(SecurityPipeBase.java:781)
it>(SecurityPipeBase.java:291)

>(SecurityServerPipe.java:143)

pl$WsitPipelineAssembler.createServer(P

belineAssemblerAdapter.createServer(Tub

ndpointimpl.java:152)
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at com.sun.xml.ws.server.EndpointFactory.createEnd point(EndpointFactory.java:217)

at com.sun.xml.ws.api.server. WSEndpoint.create(WSE ndpoint.java:467)
at com.sun.xml.ws.api.server. WSEndpoint.create(WSE ndpoint.java:510)
at
com.sun.jbi.httpsoapbc.jaxwssupport. JAXWSEndpointFa ctory.createWSEndpoint(JAXWSEndpointFac

tory.java:155)
at

com.sun.jbi.httpsoapbc.HttpSoapBindingLifeCycle.end pointActivated(HttpSoapBindingLifeCycle
java:665)

at com.sun.jbi.httpsoapbc.ServiceUnitimpl.start(Se rviceUnitimpl.java:326)

... 4 more
#]

Metro 1.5 provides support for sending the Usern@pileen as clear text. It is very insecure to
send username and password in the clear howeveiliee using the SSL-encrypted channel
between the endpoints so this is not an issue.

5.x Chapter Summary

This chapter explored selected methods of appls@uyirity to the channel over which
SOAP messages are exchanged and the SOAP megsamgssltes, using a basic BPEL 2.0-
based invoker and provider set.

A pair of projects, an invoker and a provider, wased to provide application logic.
Composite Applications were used to apply diffenariants of security policies.
The following aspects of security policies werelergd:

* None

e HTP BC Channel Security - SSL / TLS with Serveresiklithentication

e HTTP BC Channel Security - SSL / TLS with MutualtAentication

e EJB Channel Security - SSL / TLS with Server-sidgh®ntication

e EJB Channel Security - SSL / TLS with Mutual Auttieation

* JBl-based Service — Exploring WS-Addressing

e Pre-requisite Cryptographic Objects

e Message Encryption

For each variant an end-to-end solution was buoilt exercised. Server.log traces from both sides
| were inspected and discussed as necessary ty cldwdt was happening during the process.
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