Chapter 5
WS Security in GlassFish ESB

Michael.Czapski@sun.com, Revision 0.2.3, September 19, 2009

In this document | explore the effects of selected web services security policies on
SOAP message exchange in the GlassFish ESB v2.1.

To provide early access | intend to release revisions of this document as significant
new sections become available.

This is awork-in-progress document.

Rev 0.1: Content
» Assumptions and Notes
e Person Service XML Schema and WSDL Interface
+ Common XML Project
e PersonSvc BPEL Module
e PersonCli BPEL Module
e JBIl-based Person Service — Plain End-to-End
« JBIl-based Person Service — SSL with Server-side Authentication

Rev 0.2: Additional Content
» JBIl-based Person Service — SSL with Mutual Authentication (broken)
» EJB-based Person Service — No security
» EJB-based Person Service — SSL with Server-side Authentication

5.1 Chapter Content
GlassFish ESB v2.1 uses the Metro stack for welices standards support.

This chapter explores selected methods of applséogrity to the channel over which SOAP
messages are exchanged and the SOAP messagesitkemssing a basic BPEL 2.0-based
invoker and provider set.

A pair of projects, an invoker and a provider, ased to provide the logic. Composite
Applications are used to apply different variaritsexcurity policies. There will be one pair of
Composite Applications for each security policydamonstrate that security is a non-functional
requirement and to show how security policy andiagfon logic can be separated such that
change in one does not require change to the other.

The following security policies are explored:

« None
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e HTP BC Channel Security - SSL / TLS with Serveresklithentication
» HTTP BC Channel Security - SSL / TLS with MutualtAentication
» EJB Channel Security - SSL / TLS with Server-sidgh®&ntication

* Message Encryption

For each variant an end-to-end solution will bdttand exercised. Server.log traces from both
sides will be inspected and discussed as necegsalgrify what is happening during the
process.

5.2 Assumptions and Notes

To explore different options for securing web seesiin GlassFish ESB v2.1 it is necessary
to obtain and install the GlassFish ESB v2.1 saféwBistribution, as at September 2009, can be
downloaded fronhttps://open-esb.dev.java.net/Downloads.h®ithce installation of GlassFish
ESB is adequately documents, sé&p://wiki.open-esb.java.net/Wiki.jsp?page=UsingGtassFi
shESBInstallationGUlinstallation instructions are not repeated hitlis.assumed that the
GlassFish ESB v2.1 installation exists and is fiomatl. This also assumes that the NeBeans
6.5.1 IDE, distributed as part of GlassFish ESBps$salled and operational. Issues have been
reported with different version of the JDK 6. Glaish ESB installation used for examples
developed in this chapter uses JDK 1.6.0_16.

Exploration of channel security, while possiblehndt single installation of GlassFish ESB, will
be easier if two instances of GlassFish ESB, ondifferent hosts, are available. If not, it will be
hard for the reader to follow SSL Handshake logsagss and figure out which are produced by
the invoker and which are produced by the proviBgamples in this chapter will use two
separate hosts for these projects. Typically, émees-side implementation will be deployed to a
host whose fully qualified domain name (FQDN) iadit.ssc and client-side implementation will
be deployed to a host whose FQDN is mcz02.aus @um.c

It is assumed that the NetBeans IDE and one instahthe GlassFish Application Server are co-
hosted on the same machine. Each time | use thessipn “the local instance of the GlassFish”
| mean the instance of the GlassFish which is ezgidn the same host as the NetBeans IDE
used for development. If this is not the environtmgru use adjust as required.

5.3 Person Service XML Schema and WSDL Interface

A basic web service provider, which we will devebrpd use to explore web services
security, will accept a request with a person idientand will return a small set of person details
for the selected person. This is a request/replicge Since data returned by the service is not
of importance we will not bother with details stahsearching a database for person details. We
will simply hardcode the response.
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The request and response messages will confornetdML Schema shown in Listing 5.3.1.

Listing 5.3.1 Person XML Schema

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema

xmlins:xsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://xml.netbeans.org/schema
xmlins:tns="http://xml.netbeans.org/schema/Perso

elementFormDefault="qualified"
>

<xsd:element name="PersonReq">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="PersonID" type="
</xsd:sequence>
</xsd:complexType>
</xsd:element>

<xsd:element name="PersonRes">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="PersonID" type="
<xsd:element name="FamilyName" type
<xsd:element name="Middlelnitials"
type="xsd:string" minO
<xsd:element name="GivenName" type=
<xsd:element name="Gender" type="xs
<xsd:element name="AddressDetails"
<xsd:complexType>
<xsd:sequence>
<xsd:element name="Stre
type="xsd:
<xsd:element name="City
type="xsd:
<xsd:element name="Post
type="xsd:
<xsd:element name="Stat
type="xsd:
<xsd:element name="Coun
type="xsd:
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="CreditCardDetail
<xsd:complexType>
<xsd:sequence>
<xsd:element name="Card
type="xsd:
<xsd:element name="Card
type="xsd:
<xsd:element name="Expi
type="xsd:
<xsd:element name="Secu
type="xsd:
</xsd:sequence>
</xsd:complexType>
</xsd:element>

</xsd:sequence>
</xsd:complexType>
</xsd:element>

/Person”
o

xsd:string"/>

xsd:string"/>
="xsd:string"/>

ccurs="0"/>

"xsd:string"/>

d:string” minOccurs="0"/>
minOccurs="0">

etAddress"

string" minOccurs="0"/>
Town"

string" minOccurs="0"/>
Code"

string" minOccurs="0"/>
eProvince"

string" minOccurs="0"/>
try"

string" minOccurs="0"/>

s" minOccurs="0">

Type"

string" minOccurs="0"/>
Number"

string" minOccurs="0"/>
ryDate"

string" minOccurs="0"/>
rityCode"

string" minOccurs="0"/>
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<xsd:element name="PersonFIt">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="PersonID" type=" xsd:string"/>
<xsd:element name="FaultDetail" typ e="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

</xsd:schema>

The service interface will conform to the WSDL irfisee document shown in Listing 5.3.2. This
service uses messages defined in the Person XMénscBhown in Listing 5.3.1.

Listing 5.3.2 PersonAbsSvc WSDL | nterface Document

<?xml version="1.0" encoding="UTF-8"?>

<definitions
name="PersonAbsSvc"
targetNamespace="http://j2ee.netbeans.org/wsdl/ CommonXML/PersonAbsSvc"
xmins="http://schemas.xmlsoap.org/wsdl/"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"

xmins:tns="http://j2ee.netbeans.org/wsdl/Common XML/PersonAbsSvc"
xmins:ns="http://xml.netbeans.org/schema/Person "
xmins:plnk="http://docs.0asis-open.org/wsbpel/2 .O/pinktype">
<types>
<xsd:schema
targetNamespace="http://j2ee.netbeans.o rg/wsdl/CommonXML/PersonAbsSvc">
<xsd:import
namespace="http://xml.netbeans.org/ schema/Person”

schemalocation="Person.xsd"/>

</xsd:schema>
</types>
<message name="getPersonDetailsRequest">

<part name="msgPersonDetailsReq" element="n s:PersonReq"/>
</message>
<message name="getPersonDetailsResponse">

<part name="msgPersonDetailsRes" element="n s:PersonRes"/>
</message>
<message name="getPersonDetailsFault">

<part name="msgPersonDetailsFIt" element="n s:PersonFlIt"/>
</message>
<portType name="PersonAbsSvcPortType">

<operation name="getPersonDetails">

<input name="inputl" message="tns:getPe rsonDetailsRequest"/>
<output name="outputl" message="tns:get PersonDetailsResponse"/>
<fault name="faultl" message="tns:getPe rsonDetailsFault"/>
</operation>
</portType>

<plnk:partnerLinkType name="PersonAbsSvc">
<plnk:role name="PersonAbsSvcPortTypeRole"
portType="tns:PersonAbsSvcPortTy pe"/>
</plnk:partnerLinkType>
</definitions>

Note that this WSDL document only defines the Addtipart of the interface. We will add
concrete part for each project variant we will expl This WSDL definition will be named
PersonAbsSvc.
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To save the effort the client implementation wil éxposed as a web service and will be
triggered using a SoapUl web service testing ptojete interface definition, TriggerCon, is

shown in Listing 5.3.3.

Listing 5.3.3 TriggerCon WSDL | nterface Document

<?xml version="1.0" encoding="UTF-8"?>
<definitions

name="TriggerCon"
targetNamespace="http://j2ee.netbeans.org/wsdl/
xmins="http://schemas.xmlsoap.org/wsdl/"
xmins:wsdI="http://schemas.xmlsoap.org/wsdl/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:tns="http://j2ee.netbeans.org/wsdl/Common
xmins:ns="http://xml.netbeans.org/schema/Person
xmins:plnk="http://docs.oasis-open.org/wsbpel/2
xmins:soap="http://schemas.xmlsoap.org/wsdl/soa
<types>
<xsd:schema
targetNamespace="http://j2ee.netbeans.o
<xsd:import
namespace="http://xml.netbeans.org/
schemalocation="Person.xsd"/>
</xsd:schema>
</types>
<message name="triggerPersonRequest">
<part name="msgPersonDetailsReq" element="n
</message>
<message name="triggerPersonResponse">
<part name="msgPersonDetailsRes" element="n
</message>
<message name="triggerPersonFault">
<part name="msgPersonDetailsFIt" element="n
</message>
<portType name="TriggerConPortType">
<operation name="triggerPerson">
<input name="inputl" message="tns:trigg
<output name="outputl" message="tns:tri
<fault name="faultl" message="tns:trigg
</operation>
</portType>
<binding name="TriggerConBinding" type="tns:Tri
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/s
<operation name="triggerPerson">
<soap:operation/>
<input name="inputl1">
<soap:body use="literal"/>
</input>
<output name="outputl">
<soap:body use="literal"/>
</output>
<fault name="fault1">
<soap:fault use="literal" name="fau
</fault>
</operation>
</binding>
<service name="TriggerConService">
<port name="TriggerConPort" binding="tns:Tr
<soap:address location=
"http://localhost:${HttpDefaultPort}/Tr
</port>
</service>
<plnk:partnerLinkType name="TriggerCon">

CommonXML/TriggerCon"

XML/TriggerCon"
.0/plnktype"
pr">

rg/wsdl/CommonXML/TriggerCon">

schema/Person”

s:PersonReq"/>
s:PersonRes"/>

s:PersonFlIt"/>

erPersonRequest"/>
ggerPersonResponse"/>
erPersonFault"/>

ggerConPortType">

oap/http"/>

lt1"/>

iggerConBinding">

iggerConService/TriggerConPort"/>
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<pInk:role name="TriggerConPortTypeRole" po rtType="tns:TriggerConPortType"/>
</plnk:partnerLinkType>
</definitions>

This is a concrete interface. Remember to charg&@DN of the host in the WSDL to that of
your host.

5.4 Common XML Project

Let's create a Project Group to contain projectsetigoed in this chapter. This project group

will be called WSPolicyExploration and will contaime common XML artifacts, the Person
XML Schema, the PersonAbsSvc WSDL and the Trigger®&DL.

Let's create a New Project ... -> SOA -> BPEL Modulamed CommonXML. Figures 5.4.1
and 5.4.2 show important steps in the process. BREL project is just a convenient location
for the XML documents we will be creating.

x
Steps Choose Project
1. Choose Project Cateqgories: Projects:
o SR D e —
e I_J me j {:1—? ¥51 T Madhle Ll

Description:
|Creates an empty BPEL Module, which may contain multiple BPEL processes.

< Hack | Next = Firieh Cancel Help
b\g

Figure5.4.1 Create BPEL Module

@ New BPEL Module X
Steps Name and Location
1. Choose Project Project Name: ICommonXML

2. MName and Location

Project Location: |G:‘n,GIassFishESBvZlProjects'l,WSPoIicy‘Eproraﬁon Browse... |

Praject Folder: |G:WasfisﬁESBleijects\WSPoﬂcyE)q:doraﬁm\Commm

¥ Set as Main Project

= Back | Next = | Einish Cancel Help

Figure 5.4.2 Naming the project and specifying location
The skeleton BPEL process model, commonXML.bpeal,mdeleted since it will not be used.
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Right-click the project name and choose New ... -heDt.. -> XML -> XML Schema, Figure

5.4.3.
x
Steps Choose File Type
;- Choose File Type Praject: |55 CommonXML =l
Categories: File Types:
e XML ﬂ ||;>“] XML Document ‘I
-] Other ;I @ hd
Description:
|Creates an XML Schema document that specifies the namespace and data type j
Carnicel Helg

< Back | MNext }& I Erish

Figure5.4.3 Create a new XML Schema

Name this schema Person and click Finish.

When the new XML Schema document opens in the redittdow, switch to the Source view

and select all the text. Figure 5.4.4 illustrates.t

| @Pasnnxsd x —_—
Source STSthema  Desn |[@ M- W -|A R SR L0
2 «?xml version="1.0" encoding="UIF-87"7>
2
3 ¢xgd:gchema zxmlns:zsd="hutp://www.w3.0rg/200L/ XML Schema®
4 atgecNanespace—" Lo A Enl cnetheans corg) schemay Ferson”
5 smins:cna="Hoop:///faml, getheans. org/ 3chena / Fergon”
(] elementFormbefanlc—""gusl iri=d">
7
8 {fxsd:sc:hema}l
Figure5.4.4 Select the content of the new XML Schema document

Paste XML Schema text from Listing 5.3.1 in plat¢he selected text. Check XML and

Validate

XML, illustrated in Figure 5.4.5, and ré@oany issues that might have arisen.
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[¢] Person.xsd * x] _
e shema e B H-B-QBSEFL|awougBP
1 <?xml wersion="1.0" encoding="UTF-8"?2> l%
3 [ICheck XML (AFHRS)
3] <xsd:schema
4 zmlns:red="http: //www.w3.o0rg/ 2001 /¥XMLSc
o) O
&
7
g >
9
b <x=sd:element name="PersonBeg™>
11 % <xsd:complexType>
13 |[~ <x=sd:=seguence’
13 ¥xsd:element name="FerzonlD” type="z=sd:string”/>
14| - </xad: sequence>
45| - </xad:complexTypes>
16| [ </xad:element>
17
i <xsd:element name="PersonRes">
15 % <xsd:complexType>
20 |[= <x=sd:=seguence’
21 <xsd:element name="FPerzon
22 <xsd:element name=
23 <xsd:element name="I
24 type="
25 <xsd:element name="C
28 <zx=sd:element name="{ I
27 |- <xad:element name="fddressDetail
28 E <xsd:complexType>

Figure5.4.5 Check and Validate
Save the new schema.

Create a New ... -> WSDL Document ..., named PersonghsEhis will be an Abstract WSDL
Document. Figure 5.4.6 illustrates the first dialedox involved in the process.

Click Next to advance to the next panel.

Change the name of the operation to getPersonBe@tiange names of Input and Output
message parts to msgPersonDetailsReq and msgPetamiRes respectively. Add a new Fault
message part and name it msgPersonDetaislFIt.d-gdr7 illustrated the dialogue box at this
point in the process.

For each message part click the small ellipsisobudind choose appropriate element from the
Person XML Schema. For msgPersonDetailsReq ithgilPersonReq, for msgPersonDetailsRes
it will be PersonRes and for msgPersonDetailsHiilitbe PersonFlIt. Figure 5.4.8 illustrates a
step in this process. Figure 5.4.9 shows the disddgpx with all parts with correct elements.

Click Finish to complete the wizard. The resultifWgDL should look like that shown in Listing
5.3.2.
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x

Steps Name and Location

1. Choose File Type File Mame: IPersonAbSS\tc
2. Name and Location

3. Abstract Configuration

Praject: |CommormL

Folder: Isrc Browse. .. |

Created File: IG:\ﬂasf«éfSBuZlejects}WSPoﬁqﬁq:ﬂmaﬁm\Cmmm\sm‘PersonAbsSvc.wsd

Target Namespace: Ihttp:ﬂjZee.neﬂaeans.orgfwsdlfCommonXMLPersonAbsSvc
WSDL Type: % pbstract WSDL Document
" Concrete WSDL Document

<§ad;| Next:»ﬂ Einish Cancel | Help |

Figure5.4.6 Create a new Abstract WSDL, step 1

@ New WSDL Document x|
Steps Abstract Configuration
1. Choose File Type Port Type Name: IPersonAbSS\chortType

2. Mame and Location
3. Abstract Configuration C Operation Mame: |getPersonDe13ils_)

Operation 'l_'ype |Request—F‘.esponse Operation d

(ant: Message Part Name Element Or Type
xed:string

Output:
5 ¥sd:string

Ca@t: Message Part Name Element Or Type

Add | Remove

V¥ Generate partnerlinktype automatically.

< Back I Mewk = | FEinish i! Cancel Help

Figure 5.4.7 Name operation and message parts
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| . x]

Abstract Confi tion

Port Type Name: |PersonAbs5vd30rtType

5 - N W select Element Or Type N x|
Operation Name: IgetPersonDetalIs \ BEH By File I
Operation Type: lRequest—Response Operation \ LI E}% CommonxML

. E@ srefPerson. xsd
Input: I:gé Complex Types
=hiZg Elements b
- €% PersonFt
RS W crsonfleq
Output:
Built-In Schema Types
O anyType
@ anyURI {restricts :a
Fault: [0 bases4Binary (1
msgPersonDetailsFlt  |xsd:string £l boolean (r
O byte (est e
Add | Remove |
¥ Generate partnerlinktype automatically. oK I Cancel Help |
n=p: b b
" minOccurs="g"/>
<Back I Nextz | Finish | Cancel | Help |
" minCccurs="g"/>
Figure5.4.8 Change message part types
@ New WSDL Document x|
Steps Abstract Configuration
1. Choose File Type Port Type Name: |PersonAbsSvd30rtType
2. Name and Location
3. Abstract Configuration Operation Name: IgetPersonDeIaiIs
Operation Type: IRequest—Response Operation LI
Input:

Output:

Fault: Message Part Mame | Element Or Type
msgPersonDetaisFit E ..

¥ Generate partnerlinktype automatically.

< Back | Next= | Einish [\! Cancel Help

Figure 5.4.9 Completed Abstract Configuration

Finally, let's create the TriggerCon WSDL, whichliviie used to expose the client
implementation as a web service so it can be treghby a SopaUl web service testing project.
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Create a New -> WSDL Document, names TriggerCaowilltbe a Concrete WSDL, SOAP
Binding, Document/Literal Type. Figure 5.4.10 shdivs dialogue panel at this step in the
process.

‘ New W5DL Document ll
Steps Name and L il
1. Choose File Type File Name: ITriggerCorl
2. Name and Location
3. Abstract Configuration
4,  Concrete Configuration Project: |Corrmm)ﬂ‘dl.
Folder: Is,.c_ Erowse... |

Created File: IG.'\GIESSFlsI’ESEvZijjectleSPoﬁquploraﬁon\Commorm\src\TﬁggaCon.wsdl

Target Namespace: Ihttp :ffi2ee netbeans. orgfwsdl/{CommonXML/TriggerCon
WSDL Type: " abstract WSDL Document w

{+ Concrete WSDL Document

Binding: |s0ap =
Type: -

< Back | Mext = I Enish | Cancel | Help

Figure 5.4.10 Concrete WSDL, SOAP, Document/Literal

Click Next to advance o the next panel. Changeaijmer name to triggerPerson. Change
message part names to msgPersonDetailsReq, msgPetaidsRes, add a Fault part and name it
msgPersonDetailsFlt. Change “Element or Type” fier message parts to Personreq, PersonRes
and PersonFIt, much the same way as was doneddtatsonAbsSvc WSDL earlier. Figure
5.4.11 illustrates the final panel.

x|

W New WSDL Document I

Steps Abstract Confi i

1. Choose File Type Port Type Name: ITriggerConPortType

2. Name and Location

3. Abstract Configuration CDperaﬁon Mame: Ih’iggerPerson_)

4,  Concrete Configuration
Operation Type: |Request-Response Operation LI
Input:

Add Remove

Fault:

¥ Generate partnerlinktype automatically.

< Back | Mext = |:l Erish | Cancel Help

Figure5.4.11 TriggerCon WSDL abstract configuration
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Click Next, accept defaults and click Finish.

Our project, CommonXML, should look like that shoimrFigure 5.4.12.

File Edit View Mavigate Source Refactor Run D

ElEE IR e

|Proje... 4 X||Files || services |
=38

—3 Process Files

@ Person.xsd

g_ﬂ PersonAbsSve, wsd|
i [,‘,'__;I TriggerCon.wsdl
- Referenced Resources

Figure5.4.12 XML Schema and WSDL in CommonXML

5.5 PersonSvc BPEL Module

Let's create the BPEL Module project, PersonSviamtgement, in BPEL 2.0, the service
whose interface is defined by the PersonSvc WSBICammonXML project.

Right-click in any blank area of the Project Exglowindow and choose New Project ... -> SOA
-> BPEL Module. Name the project PersonSvc.

Expand the node tree to “Referenced ResourceshtRlgck “Referenced Resources” and
choose Add -> Project Resource ..., as illustratdeignre 5.5.1.

------ 3 1ngger.on. wsal
: E Referenced Resources
E% PersonSvc

E}ﬁ Process Files

------ E personSvc.bpel

Referenced Resources

] Project Resource...

Remote Resource. .,
Find... Cirl+F T

Figure5.5.1 Add Project Resource
Locate the WSDL PersonAbsSvc and click Open, astithted in Figure 5.5.2.
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Elﬁ Process Files %
; @ personSve.bpel

Look in: Iﬁsrc ll 3 i E

@ Person.xsd @ TriggerCon.wsdl
@ ersonAbsSvc

File name: IPersonAbSS\fc.wsdI % |
Files of type: |m| Files ;I cancel| Open selected file

Figure5.5.2 Locate PersonAbsSvc WSDL

Open the BPEL process, personSvc.bpel, if it isafreiady open, and drag the reference
CommonXML/PersonAbsSvc onto the target marker énldffit-hand swim line, as shown in
Figure 5.5.3.

& PersonAbsSve.wedl bl [, 1

E'_El TriggerCon,wsdl — o
. ‘.3 Referenced Resources il
Elgé PersonSwvc O

E]tﬂ Process Files Procesk Stark
E personsSve.bpel
BB Referenced Resources

b @ CommonXML/PersonAbsSyve, wedl [EEEESES

Figure5.5.3 Drag PersonAbsSvc WSDL reference onto the processs
Name the partner link PersonRR.

From the Web Service Palette drag Receive, Assigrireply activities onto the target markers
inside the personSvc process scope, as shownnePg5.4.
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@pasmﬂvc.hpd* x'[ "ih.:IEI |Pﬂeﬁe I
Source Design  Mapper  Logging i‘;r i“’p =] Web Service
......... |4 FvakEsm e @ Receive
....... & o
— | (= Reply | Partner Link
= Basic Activities
persunSy"c Q_"_,ﬂ--"‘ = 'H‘SS@:'_-*'
£ e 5! JavaSoript
o () validate
Proces :_? 5l .|:‘.1.' i : | 'E.nmtv
7R T
! Wait
- ! i 2 ) Throw
PersonRR ) ;
| ErsentE | fé; #| ) ReThrow
| i £ | (@) Exit
= SO
:.-Ei'-'_'-:- Do | EElj @ Compensate
=R == | (2| CompensateScope
%E ------------ E Et rﬂl —
‘ X If 42| While

Figure5.5.4 Add Receive, Assign and Invoke activities

Connect Receive and Reply activities to the PerBop&tner Link, as illustrated in Figure 5.5.5.

personSvec
esp Start
[
=
|@'
......................... (5] .
F'n-|<u:.|'|P'F' [1 '_ g
:- ‘ Rec-:wel
v
i =] |@ =
[ kP e, BAssignl
o= X
L —— 20"
,,,,, F‘eﬁl{é‘if 4

Figure 5.5.5 Connect Receive and Reply activities to the Parttirgk

Select the Receive activity, click the Edit icolickthe Create button alongside the “Input
variable”, change the name of the variable to GsthtdReq, click OK. This will add a variable,
GetPersonreq, which will contain the request mesdaigure 5.5.6 illustrates the interesting
points.
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| || Empty |

\@| | () wait

— POl P Receivel [Receive] - Property Editor x|
PersonRR F
| 6] i
[ Rec-ﬂiveld' i I Smreilamey l I
i = (7] : = .0 Name: IReceivel 1"
B T |
| @ )
T %) Operation: |gEtPersonDe13iIs J j
Replyl T
‘ _Irmt'laiaﬂe:l Create ... I Browse ... I
R ospremeere—
\,
J
Frocess End CHWET |GEtPEi'5°”RECI| )
Type: |ms:getPersorDetalsRequest
Scope: |person5vc LI J il
Al ——
b

Figure 5.5.6 Add variable to contain request message

Repeat the process for the Reply activity, naniirgvariable GetPersonRes, as shown in Figure
5.5.7.

: 5 N v
I | =)
! PersonRR | = @Rf_-mnw | |
| ] | Rec-igvel s '
= LBl B Replyl [Reply] - Property Editor x|
- |
- Main | Correlations |
: i \
i Mame: |R.epl\f1 \
Partrer Link: IPers:mRR \ ;I
Operation: |getPersnnDe13iIs ;I
@
5 :-. {« Mormal Response
= End
Qutput Variable: | Create ... | Browse ... |
F e |
ﬂ FaulEame: < Name: IGeiPersonRes ) Chouse .., |
[Fetltariahies Type: Ih'ﬁ:g'eﬂ’awﬂebﬂﬂem
| ] Scope: IpersonS\rc ﬂ

=. | (o] oot || |

Figure5.5.7 Add variable GetPersonRes to the reply activity

Double-click the Assign activity, or select the Aggsactivity and switch to Mapper mode. When
in Mapper, map the request values and literal ¢cajbpropriate nodes of the response message.
Figure 5.5.8 illustrates the mapping. Feel freprtavide your own values for the literals.
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45 personsvc.bpel = x| RIN 5=
Source  Design | Mapper  Logaing |

(@ Operator [ [EBoolean 4\ Sting PENode (=] Number 5| Date &Time 5] BPEL

'“Tﬂutputl Inputl Al E‘F—‘vl
E-{F variables Variables {751
i -3 GetPersonRes R "-EJ—LJ-]

£l GetPersonReq . —H‘l
E||: msgPersonDetailsReq msgPersonDetailsRes [ =
P2 < s — _— ——| ——————————— = PersonID €3—

. @ Propertes = _

514 Partner Links A Kowalski e E = FamilyName €%—
Middlelnitials €5 —
{ A;'Jan' ,a-i-— = Givenhame €& —
&'M' -,_Qe— = = Gender €%
i AddressDetails €F-1

E:;;_L‘:"I:Ii-ﬁiorian.si{a 22, m 11:_ = StreetAddress 5

B [Siedice”  Je—{ |12 » CityTown ¢5—

Alos110 e » PostCode ¢F—

StateProvince 5 —

-+ Country g¥—
CreditCardDetails €51
B amed el cardType ¢8|

[ A\ [cn1234-5678-9012' o [ ~ CardNumber <5—
A -]

A, |'seccode’ 45

———— = ExpiryDate <5

» SecurityCode €5
Properties [

Figure 5.5.8 Mapping response values

Right-click the name of the project and choose @Wigure 5.5.9 illustrates this.

P 3 IMIggerLon, wsal -3 Variables
- [ _Referenced Resources . [ GetPersonRes
ERe Personsye . &% GetPersonReq

EHd Proces  New P = msgPersonDetailsReq

3] pe | @{{}W

[0 Refere _ [-{_=) Properties

i@ Co Clean and Buid (-4 Partner Links
Clean

Figure 5.5.9 Build the project

The PersonSvc project, which implements servicie)ag ready. We will develop the composite
application that will encapsulate this logic angldg it to runtime in subsequent sections.
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5.6 PersonCli BPEL Module

Let's create the BPEL Module project, PersonClistplement, in BPEL 2.0, the invoker of
the PersonSvc service. The BPEL process, implemémtiais project, will be exposed as a web
service using the TriggerCon WSDL, developed earlibis process will, in turn, invoke the
PersonSvc service using the Abstract WSDL intertifaned in PersonAbsSvec.

In the new BPEL Module project add two project tese references, the PersdonAbsSvc
WSDL and the TriggerCon WSDL. Figure 5.6.1 illugtsaproject hierarchy after these resources

have been added.

5---3,5" CommonXML

E}a Process Files

@ Person.xsd

-E% PersonAbssve.wsdl

(3 Referenced Resources

H---EDC" PersonCli

E}a Process Files

P |Z1 personCii.bpel

S8l = ferenced Resources
- ----- 2 Common¥ML/PersonAbsSve, wsdl
e @ CommonXML/TriggerCon, wsdl

Ej---gljc" PersonSwc

Figure5.6.1 PersonAbsSvc and TriggerCon WSDL References Resourc

Open the personCli business process, if it is hetidy open. Drag the TriggerCon WSDL
reference to the left-hand (provide) swim line #imel PersonAbsSvc WSDL reference to the
right-hand (invoke) swim line. Name the partnek$imriggerRR and PersonWS respectively, as

shown in Figure 5.6.2.

P ESJ Person.xsd

5 PersonAbsSve,wsdl
g_;l‘ TriggerCon.wsdl personCl
[ Referenced Resources [

252 PersonCh
3 Process Files .-»., tart
E personClibpel | e (T
[ Referenced Resources

5 CommonXML/PersonabsSvewsd e
' CommonXML/TriggerCon.wedl «vreoovess b Person
E]- a:,’ PersonSvc a
=
| TriggerRR [Partner Link] - Navigator 4l < |
BPEL Logical View =

E‘q} personCli
Figure5.6.2 Provide and Invoke Partner Links

Recall that both TriggerCon and PersonAbsSvc ussdime request and response structures.
BPEL logic we are developing will consist of copyitihe request message from TriggerCon to
PersonAbsSvc and the response message from PessviAo TriggerCon. The TriggerCon
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interface will not be secured in any way so we @amveniently invoke the client service using
SoapUl. Security policies, if any, will be appligrthe PersonAbsSvc interaction.

Let's add Receive, Assign, Invoke, Assign and Rejlyvities to the process canvas, connect
Request and Reply to the TriggerRR partner Link lardke activity to the PersonWS Partner
Link. Figure 5.6.3 illustrates the process at go@t in development.

[&] personci.bpel = x| D RS =

Source ‘ Design Mapper  Logging “ﬁ £ lT;" @I E‘,"E
B

personCli

=@
F'ECE:i\-'E'l
TriggerRR =] |@ -F'eu-?-n'-.-'v"_'- e
| Assignl
= [ = |9 - =
EIFE Invdkel
= |9
Assign2
S |@

.

Reply1 =

Figure5.6.3 Activities added and connected

Note the “error indicators”. These tell us that\aties are not configured. Figures 5.6.4 and
5.6.5 show error messages for the Assign and thé/Retivities.

persencl

@ 1 Error |

@ The cortent of element 'assign’ is not complete,
Ore of documentation, targets, sources, copy,
extensionAssignOperation is expected.

TriggerBR

R

= |

Invdkel './

= @

Figure5.6.4 Assign error — no mapping
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=9

@ 1 Error x|

@ For <reply: variable attribute (or its equivalent
<toPart > elements) must be specified. If a WSDL
message definition does not contain any parts,
then the <toParts> construct must be omitted.

TriggeRR

Ass_fgn: V

> @]

Replyl

Figure5.6.5 Error on Reply activity

BPEL Editor performs continuous background valimiato it picks up the fact that we did not
finish configuring activities. All these error wibe resolved as we continue to work in the

process.

Edit Receive, Reply and Invoke activities and addables that will contain messages —

vTriggerReq for Receive, vTriggerRes for the Repty vPersonReq and vPersonRes for the
Invoke. This is done the same way as has beeniddahe ProcessSvc so no pictures should be
necessary. Figure 5.6.6 calls out variable nameBgroed for the Invoke activity.

meElgveL
1 = | (/) ReThrow
= |9 I i

— FersanWs - Yot

(B

| Invoke1 [Invoke] - Properties

<] = = Main
Trvdiel o Property Editor
- - Hame
=]
= — [Documentation
Assign2 = Message
"D . Partner Link
— Port Type
Replyl ;
1 Operation

=
o x|
N
Invokel J
o
Persoms

Perzon&besvcPortType
getPersonbetails

Input Variable
Qutput Variable

vPerzonred
vPersonfes

)

Invoket [invoke]

Figure5.6.6 Variable names for the Invoke activity

7]

We can now complete the Assign activities. Mappimgssignl are shown in Figure 5.6.7.

-

| Al Output |

Inputl Al g~

=4 Variables
-- .1 vPersonRes
1 wPersonreg
[+ 01 vTrigerRes
EI 4 vTriggerReq
E|E msgPersonDetailsReq

--@ Properties
[#-47F Partner Links

Figure5.6.7 Mapping in Assignl

Variables {1
vPersonRes 5
vPersonreq "
msgPersonDetailsReg = -
PersonID <§§>J

Properties

vTrigerRes &
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Mapping in Assign2 are shown in Figure 5.6.8.

Epar-smﬁ.hpd* XI .1:.L ;!EI
Source Design Mapper Logging |
" Operator [ EBoolean A\ string FiEnNode  [=|number °E Date aTme |%|EPEL

e[ A cutput| o] |
_I_:_T‘B’Eri_a_bles Varia_bl_e;"Ear_l-

oy vpi.EI‘SOI'lRES vPersonRes SR

vPersonreqg "5+

4% PersonID
€% FamilyName - vTrigerRes “5—-

Ero s |
€% Middlelnitials —=msgPersonDetzilsRes = —=

g PersonlD €& —
E}@;’ AddressDetails FamilyName €3—

i w-e¥ creditCardDetais e I
[#-{=) Properties

GivenName €3 —

[+ vPersonreg
-5 vTrigerRes Gender ¢F—
#-3 vTriggerReq AddressDetails ¥
[#-4 F Partner Links
-5 CreditCardDetails €&

Properties |+
Figure 5.6.8 Mapping in Assign2

In Assign2 we map the root nodes, instead of mapgath individual field. We can do this
because both the source and the destination massegef the same structure.

Finally, let's configure the process so that ieisient with respect to missing data. Switch to
Design view, click the personCli process scopedmmbse “Yes” for the value of process
property “Ignore Missing From Data”. Figure 5.6l8strates this.

%] personcli.bpel = x] 4 ].jﬂ | Palette I3 xl
sowce | Deson Mapper togunn [[[F [0 [k o BH & EH| |5 WebService _ -
= |I=] Invoke I=1) Receive
e ||y |4 = | [ s
u ﬁ‘? i / (=] Reply B Partmer Link
personCli & =] Basic Activities
I=1| Assign |5 JavaScript
O (i) validate | | Empty ;I
ocesk Start | personcii [Process] - Properties i1 Xl
3 ¥ | =l Main
TriggerRR PersonWs
_g'H = | l' | Name personCl J
F'er_—:ii\-'-el Target Namespace http:/fenterprise.ne... J
&3 EI &= Atomic [
F o | 9etPerso... | lgnore Missing From Data ||[NiA
S5k i
— Per BP persistence optoufiva | |
= | _\\‘ Waiting Request Life Spanjiss
Tnvdfel [DoCrmentation

Figure5.6.9 Set “Ignore Missing From Data” to “Yes”
The PersonCli project, which implements client-ditgic, is ready. Build the project.

We will develop the composite application that \eiticapsulate this logic module and deploy it
to runtime in the subsequent sections.
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5.7 Person Service — Plain End-to-End

The service provider and service invoker BPEL Medare ready. We are now in a position
to create Composite Applications for each and &r@se the solution end-to-end.

Let’s start by creating the composite applicati®ersonSvc_CA_Plain, for the PersonSvc BPEL
module, a web service testing project, PersonSvcTRY® exercise this application, then
perform the service implementation test.

Create a New Project -> SOA -> Composite Appligatitamed PersonSvc_CA_Plain. Once
created, drag the BPEL Module PersonSvc onto thepOsite Application Service Assembly
canvas and click Build. Figure 5.7.1 illustrateis th

Proje.. Al xl | Files |J5‘.en|m |] PersonSvc_CA_Plain.casa x]
%58 CommonkML e | Design ‘ u_III|| i |@JJJ
'}] 25 personCi
el per sons e [
&- .% PersonSwve_CA_| Plam R BT
|=_&:| Service Assembly “
=3 Process Files -
E‘p--:_"a 31 Modules ™
B3 Test =
Personsve

Figure5.7.1 Add BPLE Module to the CASA canvas and Build

Because the service interface WSDL is an Abstra8DWwe don’t see a Binding Component
on the CASA canvas once the build is finished. Wedto provide a concrete binding. AT this
point we could use any available binding. Sinceangebuilding a web service implementation
we will drag the soap binding to the canvas. Figuie?2 illustrates this.

] DPersmﬁucCAP]amnzsa”XI -1';-';'2' | Palette.
[=| WSDL Bindings
Source Design 00
| - |= database (= email
""""""""""" JBI Modul = file = fip
H7 h
| (BPEL) PersonSvc @— = http
— * | [& soap [=! soap12
Iﬂ personsvc _
=} jms =] Idap
FersonkR |
%ﬁ@ = scheduler
s0ap [-] Service Units

Figure5.7.2 Add soap binding to the CASA canvas

Connect Consume connector of the SOAP BC to theidRr@onnector of the BPEL Module
then build the process again. Figure 5.7.3 illusgahe final CASA map.
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| PersonSve_CA Plain.casa x|
Source Design | 4

WSDL Ports JBI Modules

(BPEL) ParsonSwvec

|‘:'u_—'| PersonSvc

D S| D FersonER
&

SOAP

Eij
=

casaFor

Figure5.7.3 Completed CASA map

Click the “pencil and paper” icon to open SOAP BOperties and note the endpoint address in
the Location property, shown in Figure 5.7.4.

(BPEL) PersonSve [
IEI personsve

-
g& 2 @S 2> PersonRR
o
o <
casaPortt |_
¥ casaPort1 - Properties W |
=l identification
Interface Name 1httpe df2ee netheans orgfesdiCommonX ML PersondbeSec Perso. . _J
Endpoint Name casaPortl
Component Name zun-hittp-binding J
[=lzpap:address [SOAF Address]
(Eucatiun http: /localhost: ${HttpDefaultPort} fcasaService 1 fcasaPort1 :) _J
[=I'WSIT Callback Project Extension
Callback Project B

Figure5.7.4 Location property

Note the construction “${HttpDefaultPort}’. The ibefaultPort is the name of the
environment variable that gets replaced, at birihe t with the value configured for the default
HTTP port used by the JBI container. By defaul$ thill be 9080. For me this will be 29080.
You can find out what it is by looking at propestief Services -> Servers -> GlassFish v2 -> JBI
-> Binding Components -> sun-http-binding, speailiic property named “Default HTTP Port
Number”. While at it, also note the value of theefBult HTTPS Port Number”. This is the port
for the SSL/TLS protocol. More on that later.

Deploy the project to the local GlassFish instaf@e.me this will be the “GlassFish v2”
running on host mcz02.aus.sun.com.
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Let’'s now create a New Project ... -> Java EE -> \8elvice Testing Project and name it
PersonSvc_WSTP. We will use this project to sulan80OAP request to the
PersonSvc_CA_Plain service, which we just built dedloyed, to verify that it works. Enter, or
paste, the endpoint URL from the Location propeadtgcussed above, with host and port
configured as required, into the property “IniNdSDL (URL)". For me this will be:

http://mcz02.aus.sun.com:29080/casaServicel/casaPor t1?WSDL

For you the FQDN of the host will be different ahé port number will be 9080 if you have a
default GlassFish installation.

Once the project is created, expand the nodebellvay to getPersonDetails, right-click and
choose New Request. Figure 5.7.5 illustrates this.

E\fﬁ PersonSvec_CA_Plain

>@ Service Assembly

EI'E Process Files

.!f,_'_;] PersonSvc_CA_Plain.wsdl

IE JBI Modules

I:{‘p Test

EI% PersonSvc_WSTP

& X casaBindingl
il e tPersonDetajls

Add to ModkService
Add as MockR.esponse Step

Relabel

Online Help

Figure5.7.5 Create new Soap Request

Modify the request by replacing “gero et” with “q&38, or whatever value you find attractive,
and submit the request as shown in Figure 5.7.6.

’ E PersanSvc_CA_Plain.casa x] Request 1 x]
= [ O 2 .Ihth::,.',.'ml:zﬂz.aus.sun.com:ZQDBchaSESEWicelfcasaPortl

1

= - csoapenv="http: ffschenas . xml=soap . orgS=so
Submit request to spedfied endpaint LURL

“soapenv: Body=

Raw

“pear: PersonBegs
=l ——typer sEring-->
<per:PersnnID>lZS45Ffper:PersonID>
< /per:PersonBeq=

=/ zoapenw: Body=

3
—
—s
— 5
—3
—3
—3

=/soapenv: Enwelopes=

Figure5.7.6 Submit SOAP Request with the PersonID of 12345

With mapping in the PersonSvc BPEL Module as shimwfigure 5.5.8 the SOAP Response will
look like that in Figure 5.7.7.

Chapter 5, 23



| 2] PersonSvc_CA_Plain.casa x| Request1 x|
P =i @ O | Ihth::;’J’maﬁz.aus.sun.com:29080IcasaServicelfcasaPort:l LI
E _1 -e:soapenv:Envelor;I ; E _]_ “S0AP-ENV: Envelope xmlns: S0AT-ENV="http: //schemas. xmlsoap.org/fsoap/e
= 2 “zoapenv:Hea = 2 =50AP-ENV:Body>
% j <soapernyv:Body % j =Personbes xmlns:msgns="http: /s jfee_netbheans. org/wsdl s/ Conmnornd
== 4 =per:Persc (== 4 “PersonlIDb»lZ345</Personlls
—5 < --tyz —5 “FanilyNane-Kowalski</FanilyName=
_6 “per: Pe _6 “GFivenNames>Jan</GivenNane =
_}' “/per:Per: _]" “Gender =M< /Gendar>
—8 “/soapenv:Bo —8 <iddresshetailss=
—9 </soapent: Envelc —9 <3treetiddress-Ul Florianska 22, m ll=/8creeciddress=
10| <CityTomm=Siedloe</CityTawmm>
T 11 <PostCode=08-110</PostCode>
? “Coummtry=PLe/Count rys
13| </hddressDetailss
T 14 <CreditCardbetailss
15 <CardTyperimEx+/CardTypes
18| <Cardiunber>CH1234-5878-3012</Car diiuuber >
? “<ExpiryDate=-03 /12 /Expirvlates=
_13 “8ecurityCoderseccode</SecurityCode=
T 19| </CreditCardbetailss
_ZEI =/Personless
T 21| +/S0AP-ENV:Bodys
22| «fS0AP-ENV:Envelopes

Figure5.7.7 SOAP Response

The service PersonSvc works as expected. We wtilise the testing project PersonSvc_ WSTP
again. We will create t6he composite applicatiartiie PersonCli BPEL Module and will use it
to exercise the end-to-end solution.

Create a New Project -> SOA -> Composite Appligatimamed PersonCli_CA_Plain. Drag the
PersonCli BPEL Module onto the CASA canvas and®wigure 5.7.8 illustrates the key
points.

[P 40X |Fies | | services
LT,_.E—E CommorxML

I}]EE PersonCli

E% PersonCli_CA_Plain

E] Service Assembly

E}[:] Process Files

[i:}--[@ IBI Modules i
B[ Test %ﬁ% ET=|
35 Personsvc PersancCli
E}.j% PersonSve_CA_Plain

Fr'l@ PersonSvc_WSTP

[] PersonCii_CA_Plsin.casa x]

Figure5.7.8 Create PersonCli_CA_Plain Composite Application

Note that the Consume connector of the PersonilBRodule is not connected to a binding
component. This is because the PersonAbsSvc WShichwve used in the BPEL process, is an
Abstract WSDL. Figure 5.7.9 illustrates the CASAweas at this point.
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@M CA_Plain.casa * x

Source | Design |ﬂl| DIT | @ ||_|

WSDL Ports JBI Modules

o Z S

m;-g
E,‘ fBPEL) PersonCli
@ <L

E personCh
TriggerConPort —
1 Ao TriggerRR
FersonWs 2 >
]

Figure5.7.9 CASA canvas with unconnected PersonWS Partner Link

We will add a concrete WSDL to this composite aggdion project to provide concrete binding
for the PersonWS partner link.

Copy the WSDL URL of the PersonSvc_CA_Plain serticthe clipboard. For me this will be:
http://mcz02.aus.sun.com:29080/casaServicel/casaPor t1?WSDL

For you the FQDN of the host will be different ahé port number will be 9080 if you have a
default GlassFish installation.

Right-click on the name of the project, PersonCA_@ain, choose New -> Other -> XML ->
“External WSDL Document(s)” and paste the WSDL URlo the “From URL" text box. Figure
5.7.10 illustrates the dialogue box.

’ New File il
Steps Specily Resource Location
1. Choose File Type Select the type of the source location and specify the target location for the resource.

2. Specify Resource Location (G T \

|hth:| :ffmcz02.aus, sun. com: 29080 fcasaService 1fcasaPort 177WSDL /

i~ From Local File System

Select the target location for the retrieved resource,

Save to Folder: |ojects\WSPolicyExploration\PersonCli_CA_Plain'srcibiasa Browse |

[ Owverwrite files with same name.

< Back Mext = Finizh Cancel Help
| |

Figure5.7.10 New External WSDL document being created

New WSDL and XSD objects will be added under thecBss File node in the project hierarch.
Figure 5.7.11 illustrates this.
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[ =

iE

----- @ Service Assembly

E}a Process Files
,/Ea mcz02,aus.sun.com_25080 —\\
[—'_}'a PersonSve_CA_Plain-sun-http-binding
B-53 META-INF
E}a PersonSvc
Ea src
E}a _references
B3 _projects
Ela CommonXML
Ela src
>@ Person. xsd
@ PersonAbsSvc,wsdl

i3 casaServicel
\\_ @ casaPort1.wsdl /

#-(@ JBI Modules

B-[Cq Test

[]---% PersonSwe

Figure5.7.11 WSDLs and XSD added to the Composite Applicatiojeglr

Right-click on the CASA canvas inside the “WSDL ®biswim line and choose “Load WSDL
Port...”, as shown in Figure 5.7.12, to add the S@4&R configured to communicate with the
PersonSVc service, to the CASA canvas.

| ([ Personti_CA Plan.casa x|

Source Design ‘uuu“?lﬁll @l

WSDL Ports JBI Modules
a i
S (BPEL) Personcli
w <K
I‘:‘n_?l personcCli
TriggerZonFor .
.0 TriggerRR
FersonWs J

Add WSDL Port...
(g Auto Layout

Properties

Figure5.7.12 Load WSDL Port, part 1

In the dialogue box that appears select the onealydWSDL Port, as shown in Figure 5.7.13,
and click OK. Build the CA project.
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{BPEL) PersonCli
a L
g 2 @S [&] personCli
wn G D TriggerRR
TriggerConFort Persons D
x|

Available WSDL Ports in this Composite Application:

ort1 (mcz

oK Cancel

Figure5.7.13 Select WSDL Port to add
The CASA canvas should now look like that showFigure 5.7.14.

(BPEL) PersoncChi

E D 00S] |D|:|_T||JE!‘SI’III|:|I'

wn G DTI'iE_I-;IEIF:F!
TriggerConPart Persons D OEs
=

o <K

casaPortl

Figure5.7.14 CASA canvas with both binding components addedandected

Deploy the project to the local instance of thesSKish Applciatin Server. For me this will be
“GlassFish v2” running on mcz02.aus.sun.com.

Locate and copy to the clipboard the endpoint U&Ltlie TriggerCon connector. The WSDL
associated with that endpoint, TriggerCon.wsdIrisjgct CommonXML, will have that value.
For me this is:

http://localhost:${HttpDefaultPort}/TriggerConServi ce/TriggerConPort

Replace ${HttpDefaultPort} with the correct vallar me this will be 29080, and append
“?WSDL? to the end of the URL. For me the finalueaivill be:

http://localhost:29080/TriggerConService/TriggerCon Port?WSDL

This is the URL to which the web service testingjgct, created next, will submit SOAP
requests. Create a New -> Java EE -> Web SendtiageProject, names PersonCli_WSTP. Use
the URL shown above as the “Initial WSDL (URL/file)
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Expand the nodes, right-click on triggerPerson inigdchoose “New Request” and create a
request. Modify PersonID value to 54321, or whatexadue you find attractive, ans submit the
request. Figure 5.7.15 illustrates the request.

JPr.. 40 xlj File= |J53rvic:f=3 | Request 1 x]
’|Z| Serwce.ﬁ?semblY ;I M@ O i .IhtID:.n’.;’mczﬂz.aus.sun.com:ZQUSDfl’riggerC[
{3 Process Files
[:I mcz02.aus.sun, com_290: E‘\i_ljim}um%xmmﬁ soapenv="http: //schenas
EB 15T Modules < | Submit request to sped oint URL
Cl-‘H Test E 3 <soapenv:EBodys

[_]% PersonCli WSTP “per:PersonBeqgs
- = ——kype: string-->

: 5
& I TriggerConBinding ] <per:PersonID>54321|<fper: Personll=-
E“z triggerPerson 7 <fper:PersonBeg=
B 32 Request1 3
[]—--% PersonSvc g
D"'\%:’) PersonSvc_CA_Plain
- @ PersonSvc_WSTP -

</ =zoapenv: Bodys

“fsoapenv: Envelopes

Figure5.7.15 SOAP Request to be submitted to the PersonClicgervi
Observe the response — it should be like that shiowdgure 5.7.16.

Reguest 1 x]
P =@ O W Ihtm:fjmczuz‘aus.sun.com:lgusuﬁrlggerConSarwcefTr\ggerConPort LI
= [ <soapeny: Envelops wulns: soapenv="http://schenas na] |3 2| 1| «S0aP-ENV:Euvelope sumlns:SOAP-ENV="http://schemas. sulscap.org/scap/snve
= 2| <soapenv:Header/> & 2| <E0AP-ENV:Eody>
z 3 <soapenv:Body> E j <PersomnBes xmlns:msgns="http://jZee.netbeans. org/wsdl/ConnoniML, T
= 4 <per:PersonReqr e 4 <PersonID54321</Fersonils
5 <! ——type: strimg--> 5 <FamilyNanerKowalski+/FanilyNames
5 <per:PersonID>54321I</per:PersonID> G <CivenMame>Jan</GivenNames
7 <fper:Parsonbeqs B <Gender =M</ Gendar>
3 </ soapernt: Body> Bl <hddressDetailss
9| </sospenv: Envelopes e <StreetAddress-UL Florianska 22, m ll</8treetiddresss
10 <CityTownsSiedlce</CityToms
1 <Postloder08-110</PostCoder
12| <Country>PL=/Counteys
13| </hddressDetails>
14 <CreditCardbetailss
15| “CardType=AnEx</CardTypes
18| <Cardfuuber>CH1Z34-5678-3012+/ Car divmber>
17| <ExpiryDates03/12</Expirybater
18| «Becurityloderseccode+/Securityloder
19 </CreditlfardDetailss
0| <jPersonhess
21 </S0AP-ENV-EBodys
27| </20AP-ENV: Enveloper

Figure5.7.16 SOAP Response

We have the client / invoker (PersonCli) invokihe service / provider, PersonSvc. The end-to-
end project works, as does the BPEL logic in tientland the service implementations.

Note that we did not do anything about securitygies$, nor did we even mention them until
now. SOAP requests and SOAP responses are exchangbeed clear”, in plain text. Anybody
eavesdropping on the wire can see the conteneahéssages.

Before proceeding to the next section undeploy Hwhinvoker and the provider projects.

5.8 Person Service - SSL Server-side Authentication

One way to prevent eavesdropping on messages beitgnge between the invoker and the
provider is to encrypt the channel between the Bwce web services use the HTTP protocol
one can use the Secure Sockets Layer (SSL) / Tearispyer Security (TLS) to encrypt the
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channel. This is a common mechanism used for segunessage exchange with electronic
commerce sites in order to prevent intercept aficiEard details and other sensitive commercial
information submitted by purchasers.

There is a great deal to SSL /TLS. More then | aepared to discuss in this section. | assume
that the reader is either sufficiently familiar wthe protocol’s operation to not require
elaboration, or that the reader does not carehfothieory and will be satisfied with the practice
as discussed here. All others are referred tosxtbellent book by Eric Rescorla, “SSL and TLS:
Designing and Building Secure Systems”, ISBN-1®M115983, for elaboration.

SSL with Server-side Authentication adds secudtthe message exchange in two ways.

By requiring the server to provide the X.509 Céatite, expected to be issued by a trusted
Certification Authority (CA) for a specific Hoste client is able to assure itself that the FQDN

of the server is the same as the FQDN of the Inasta certificate, therefore no substitution of
hosts took place. The client is also able to védidhe server certificate by verifying the digital
signature of the CA, if the certificate was issbgd well know CA. Signature verification

ensures that the certificate was not tampered aviththe FQDN of the host was not altered. If

the certificate signature is not valid, the cectife FQDN host name is not the same as the server
host name, the certificate is a self-signed cedgié or the CA is not a well know CA, then client
would typically reject the certificate and abort tBSL Handshake. It is possible that the FQDN

of the server will not be the same as the FQDNéndertificate. This may be legitimate inside

an enterprise. To prevent rejection of the cedtfica custom Hostname Verifier class can be
provided that resolves this discrepancy. This ighd the scope of this text. To prevent

rejection of a certificate issued by a non-well\WrnGA one can add the CA'’s certificate to the
Client's truststore and mark it as trusted. Thib make all certificates issued by the CA trusted
by extension. This can also be legitimate insidererprise or between enterprises that

explicitly trust each other. A self-signed certifie can be made trusted, therefore acceptable, the
same way as an unknown CA can be made trustedeiby added to the Client’s truststore and
marked as trusted.

By encrypting the channel over which messages lttmth the Client and the Server ensure that
message exchange can not be profitably eavesdramued

These two ways are typically used together. lbissible, though not common, to use channel
encryption without certificate exchange. An intdreiaterprise application concerned with
channel security, but not with endpoint autheniticgtmight do that. Endpoint authentication in
such an application might be provided in some otVegr, for example by embedding credentials
in messages themselves. Channel encryption wileptdhese credentials.

Before proceeding with development let's do sonmigdwork.

SSL Handshake can be logged to the server.log @inad-Djavax.net.debug=ssl:handshake” to
the GlassFish Application Server’'s JVM Options.Ufgy5.8.1 illustrates this in the GlassFish
Application Server Admin Console.
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User:admin  Domain: domain1 Server: orad! wa gov.sic

Sun GlassFish™Enterprise Server v2.1

=
Common Tasks Application Server
|+ W i | General JVM Settings ] Logging | Monitor Diagnostics Ad
v Applications
| General | Path Settings | JVM Options | Profiler |
Enterprize Applications
Web Applications JVM Options
EJB Modules Manage JVM optione for the server. An option value with a space needs to have enclosing di
> Connector Modules Options (44)
- Lifecycle Modules =l D =
: | Option elgie
Application Client Modules Ln—"J M
i Web Services | |,_Jﬂ‘e
v JBI Ll_ -Diavaxnet debug=sslhandshake ,)

Service Assemblies ‘ B '-Dcrrl.sun.enterprise.webconnedion.grizdy.eﬁt;leSnoop=tn.|e

™ [ -Dcom.sun xml.ws assembler client true

[ Components

Figure5.8.1 JVM Options

If you don’t have this incantation in the JVM Opt&at both end of the SSL Handshake you will
not be able to see the log of the handshake. Psatsthe JVM Option to both instances of the
GlassFish Application Server, if you are using &gol am doing. My local instance runs on
mcz02.aus.sun.com and my remote instance runsaoii @isc.

When looking at the JVM Options also note the naameklocations of the keystore.jks and
cacerts.jks, see Figure 5.8.2. These are the gngybic stores GlassFish uses at runtime. We
will work with both in the not too distant future.

User: admin = Domain: domain! = Server: orad!.wa.gov.ssc

Sun GlassFish™Enterprise Server v2.1

“AAMEKTEMIZE= 1394m
[client
|-Djava.endorsed dirs=Sicom sun.aas installRoot)/Aib/endorsed

| v

Common Tasks

: Wm
v Applications

-Djava.security policy=${com sun .aas instance Root}/config/server policy
| -Djava.securi’ry.aum.Iogin.corrf.ig_=3{com.sun.aas.instance Ricot}fconﬁgﬂogin.conf

Enterprize Applications
Web Applications
EJB Modules

1
r
r
r
r
r
r
2 Connector Modules | F T
(r |
!

| -Dsun.mi.dgc server.gcinterval=3600000
-Dsun mi dgc.client .gelnterval=3600000
A5 12m

-Diavaxnet ssl keyStore=8{com sun aas instanceRoot/corfigkeystore ks |
-Diavax.net ssl rust Store=3{com.sun.aas instance Root}/corfig/cacers jks / |
| -Dijava.ext dirs=${com sun aas javaRoot /lib/ext Sipath separatori${com sun.aas jay

> Lifecycle Modules
Application Client Modules
@ Weh Services

Figure 5.8.2 Cryptographic objects stores

Recall, or note, that at installation time the GRish installer generates the cryptographic key
pair and the server certificate, which embeds ©@BR of the host on which it is being installed.
This private key gets added to the keystore.jkschvhy default resides inglassfishinstallroot
>/domains/domainl/configunder the aliaalas When requested to provide a certificate, as is
the case when SSL with Server-side Authenticasaconfigured, the server will return its X.509
certificate as part of the SSL Handshake. The tlimroker is expected to use that certificate to
verify whether it “trusts” the server enough tmallthe SSL Handshake to succeed. The client
verifies that the certificate is “trusted”, thatitiss either signed by a trusted certification
authority (CA) or it is explicitly trusted, if isia self-signed certificate, by there being a anfpy

it in the client’s trust store, typically <glassfiastallroot>/domains/domainl/config/cacerts.jks.

Using a tool like “Portecle Key Managetiitp://linux.softpedia.com/progDownload/Portecle-
Download-3110.htmlinspect the keystore.jks. Note the presenceeobtte and only private key,
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with the alias of slas. Note, too, that its coroesling certificate is associated with the host
mcz02.aus.sun.com - for you it will be the fullyadjtied name of the host on which you installed
the GlassFish Application Server whose keystorg/gksare inspecting. Figure 5.8.3 illustrates
this.

File Tools Examine Help

ala] o [8]m]8][@[a]8]

F} Alias Name | Last Modified
%

) s1as ) 02/09/2009 4:05:22 PM

Certificate Details for entry ‘slas’ L x|

| certificate 10 1 |

Version: 3
Subjel:tSun GlassFish Enterprise Server, O=5un |
Issuer: |CN=mcz02.aus.sun.com, OU=Sun GlassFish Enterprise Server, 0=Sun |
Serial Mumber: 4ASE0B22

Valid From: 02/09/2009 4:05:22 PM

Valid Until:  31/08/2019 4:05:22 PM

PublicKey. RSA (1,024 bits)

Signature Algorithm:  SHATwithRSA
MD5 Fingerprint.  08:7F.FA1BF8:25:C25D: 18 F3.76:68.82.C8.0B.E1

SHA-1 Fingerprint. 078282 18:19:5E:8EC2:90:51:4D:70:15:9D.ED-89:81.F5AC 14

| Extensions || PEM Encoding

]Keystore type: JKS, provider: SUN, size: 1 entry

Figure5.8.3 Private key, slas, and its certificate

You can surmise form this that if mcz02.aus.sun.@othe server hosting the PersonSvc web
service, and it is required to provide the clieithva certificate, the certificate associated with
the alias alas will be provided to the client.

Note, also, that the Issuer of the certificatdhes game as the Subject of the certificate in Figure
5.8.3. That makes this certificate a self-signetifezate. There is no separate Certification
Authority which issued the certificate so it is ilialy that this certificate will be trusted by any
other host unless explicitly told to do so.

Let’s interrupt the certificate discussion at tha@nt. We will resume it later.

Let's create the PersonSvc_CA_SSLServerAuth Cortgdgiplication, drag the PersonSvc
BPEL Module onto the CASA canvas, add and conn&DAP binding and Build, much as was
illustrated in Figures 5.7.1, 5.7.2 and 5.7.3.

Click on the “pencil and paper” icon to open prdijssrof the SOAP BC and modify Location
URL to a) use the https scheme instead of thedatteme, b) use the FQDN of the remote host
(for me this will be oradl.ssc) and c) modify paumber variable name from HttpDefaultPort to
HttpsDefaultPort. For me, the modified URL will be:
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https://oradl.ssc:${HttpsDefaultPort}/casaServicel/ casaPortl
Figure 5.8.4 illustrates the key points.

[i| Exte
(BPEL) PersonSve E_I e
(& personsve 3 Con
gg 2 @l S PersonRR
o <K

———
-.’casaPortl - Properties

[=lidentification

Interface Nams {hitpcMf2ee netheans orghesdlfCommonxMLPersonAbsSve PersondbsSvePort Type
Endpoint Name casaPortl

Component Name sun-hitp-binding

[=lzoap:address [SOAP Address]

hitps:fiorad1 ssc:5{HttpsDefaultPort}/cazaService1/casaPort! )

[=IWSIT Callback Project Extension
Callback Project

Figure 5.8.4 Modified Location property

Here comes a twist. The original WSDL does notarsesecurity policies at all. In fact it can
not because most security policies are applietgéabncrete part of he WSDL and our original
WSDL does not have a concrete part. By draggin@gthAP BC onto the CASAS canvas and
connecting it to the BPEL Module we created a W$iblich imports our original WSDL and
adds the concrete part. Explore the PersonSvc_CIAS&SerAuth -> Process Files, Figure
5.8.5, and note the WSDL PersonSvc_CA_SSLServerAyen this WSDL and look at the
concrete part, Figure 5.8.5.

|Proje.. 41 X[ | Files || services. | |[2] Personsve_CA_SSiServerAuth wsdl = x | [ PersonSuc_CA_SSLServerAuth,casa x|
it Fey oz o _rve BB B AGIRFLe Auled|vT)d
st 3 <?xml version="1.0" encoding="UIF-8"?7>
-5 PersonCli_CA_Plain 5
[+ Personcli_wsTP alg
#-38 personsve i
ez & PersonSvc_CA_Plain 5 _
El& PersonSvc_CA_SSLServerAuth 6L
@ Service Assembly &
S Process Flles 8] <definitions xmln
il PersonSve_CA_SSServerAuth wsdl g
-3 I8 Mockies Y
B0 Test %
- Personsvc_WSTP -
13 bs
14
15 <import
18 namespa:
17 la
18 <portType o
18] <binding name='"c
20 <soap:binding vap.org/soa hPbs
[ | Personsve_ca_ssiserverauth [Defintion.. 41 % | )
= Fa | <operation nam getE
E] foae 22 <soap:operation/>
7 ?gwr:b\SErw:EUmts/MEFA—INFJPErsonSV(Jsrc S S
oz S 24 <soap:body use="literzl"/>
@ Messages 25 </input>
D@ Port Types 26 [ <output name="ocucputl®>
g dummyCasaPortType 27 <soap:body use=r"literal i
“’"@ B 28 </outputy
k. cassBinding1-ort7 e 29/C] <fault name="faultl"s
& soapibinding 30 <soap:fault use="literal” name="faultl"/>
123 getPersonDetails & £ Fanits
L O__. e 3z </operation>
E'%: input1 33 </binding>
- ottt 34 <service name ">
B fatt 352 <port n c
=3 Services 36 <scap:address casaServicel/casaPortln/fy
B @ cosaServicel = s
@ csoPortiBndng="caseandng % Py
‘ Bxtensiilty Flements 39 - </definitions>

Figure5.8.5 Concrete WSDL
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Note that the imported WSDL location is relativelte location of this WSDL. At build time
NetBeans will be able to resolve this but at rustitrwill not. To make sure the project can
deploy successfully we need to “import” the abst@SDL from the CommonXML Project to
this project’s “Process Files” folder. Right-cliok the “process File” folder, choose “New” ->
“External WSDL Document(s)”, locate the WSDL in tBemmoXML/src folder, select it and
import it into the CASA project. This should not tegjuired but ... Figure 5.8.9 shows the
project structure after this activity.

E]-:ﬁ';’;. Personsvc_CA_SSLServerAuth
E;] Service Assembly

=B W rocess Files
- @ Person.xsd

------ @ PersonAbsSve.wsdl

------ @ PersonSvc_CA_SSLServerfuth,wsdl
&-Ca JBI Modules
BT Test

— e -

Figure 5.8.9 Project structure with abstract WSDL and XSD “imigat”’

Switch back to the CASA canvas, click the “papethvai key” icon and choose “Server
Configuration”. Figure 5.8.10 illustrates this step

I (BPEL) PersonSvc

| 4 |£| PeErsonSvc
Server Configuration k PersonRR

i Client Configuration

Figure 5.8.10 Edit Server Configuration

Check the “Secure Service” checkbox, choose “Trarispecurity (SSL)” from the Security
Mechanism drop-down and click “Configure”, as shawirigure 5.8.11.
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W Ws-Policy Attachment: casaPort1 [

E casaBindingl

L

Version Compatbility: |.NET 3.5 / METRO 1.3 =]

[ Optimize Transfer Of Binary Data (MTOM)

[~ Reliable Message Delivery

\

|
[ Secure Service

[T Deliver Messages In Exact Order

Advaniced...

Gecurity ey =Nl Ml Transport Security (S51)

rM plain 5L for authentication and confidentiality protection.

¥ Use Development Defaults

ReysHore, | TIiSTETarE.. | Kerberos;., |

Validators,, | Advanced, . I o |

ok | cancel | mep |

Figure 5.8.11 Enable and configure SSL / TLS channel security

Choose a suitable algorithm suite from the dropdofwsupported algorithm suites. This
selection does not guarantee that the specifietittign suite will be used. Final algorithm suite
is subject to negotiation between the client amdsérver and is settled during the SSL
Handshake. Leave “Require Client Certificate” chepkunchecked. We are configuring Server-
side Authentication here so we don't need clieo¢gificate. Figure 5.8.12 illustrates the
dialogue box.

WP Transport Security (SSL) |

Security Header Layout: ILax j

[~ Require Client Certificate

DK.EI Cancel |

Figure 5.8.12 Choose algorithm suite

Dismiss the dialog and look again at the PersonS#c SSLServerAuth WSDL. Switch to the
Source view and inspect the policy formulation.

Note, on line 20, that a policy reference attribsteown in Figure 5.8.13, was added to the
Biding.
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18 <portType name="dummyCasaPortTvpe"/>

19 <binding name="casaBindingl™ tvpe="n=s:

20 C<w.3p :PolicyReference URT

21 <soap:binding style=" zoap.org/soap/http"/>
22 <operation name="getPer

Figure 5.8.13 Policy Reference in the Binding

Were we to remove this attribute and its value olicp would be applied to the binding, even if
one was there in the WSDL.

Scroll down and note the following, called out iigire 5.8.14:

405 <wsp:Policy wou:Id="gasaSinginetioliey" >

41 <wsp:ExactlyOne>

42 <wsp:All>

43 <wsam:Addressing wsp:Opt:cnal="f'—.;.=~:".f>>
44 <gp:!TransportBinding>

45 <wsp:PFolicy>

46-% <a3p:TransportToken>

47 - <wsp:Policy>

48 C(sp:‘rlttpsrcken ReguireClientCercificate="Ifalze"/>
49| - </wsp:Policy>

5o - </sp:TransportToken>

- | <sp:Layout>

SZE <wsp:Policy>

53 <sp:Lax/>

54 - </wap:Policy>

59 {L"ET"I_-HVH 1L

56 <gp:IncludeTimestamp/ > w

57 =] <EprAlgorithmouites

58 lf-:l <wsp:Policy>

59 (<sp:BasicZ56Rsal5/>
60 </wap:Policy>

61| - </sp:AlgorithmSuite>

62 </wsp:Policy>

63 - </sp:TransportBinding®>

(1] <sp:Ws=10/>

65| - </wsp:All>

66 </wsp:ExactlyOne>

67 </wap:Policy>

Figure5.8.14 Policy elements of special interest

» Line 43: <wsam:Addressing wsp:Optional="false"/>
One would expect this to mean “WS-Addressing is aasory”. The presence of the
wsp:Optional="false” attribute make the implemeitatignore WS-Addressing
altogether. WS-Addressing is not required for S84 & unrelated to SSL so let’s get
rid of this element.

e Line 48: <sp:HttpsToken RequireClientCertificatestse"/>
This attribute indicates that Server-side authatibo is used — no client certificate is
required.

» Line 56: <sp:IncludeTimestamp/>
This element requires addition of a timestamp toRémestamp token is not related to
or required by SSL so delete this element.

e Line 59: <sp:Basic256Rsal5/>
This specified the preferred algorithm suite
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The final policy, after removal of addressing aimaeistamp elements, is shown in Figure 5.8.15.

40 [=] I <Wsp:Policy wsu:Id="casaBindinglPolicy™>
41 (] <wsp:ExactlyOne>

42 [-] <Wap:hll>

43 ] <sp:Tran=sportBinding>

44 (-] <wsp:Policy>

45 (-] <zp:TransportToken>
46 |- <wsp:Policy>

47 <sp:HttpsToken RequireClientCertificate="false"/>
48| </wsp:Policy>

48 | - </sp:TransportToken>
50 = <sp:Lavout>

51 E <wsp:Policy>

52 <sp:Lax/>

53 I </wsp:Policy>

54 I </=2p:Layout>

55 E <sp:AlgorithmSuite>
56 |- <wsp:Policy>

57 <sp:Basic256R=al5,/ >
58| </wsp:Policy>

59 </sp:AlgorithmSuite>
&0 </wsp:Policy>

61| </sp:TransportBinding>

62 <sp:Wss10/>

&3 </wap:Lll>

64| - </wep:ExactlyOne>

65| </wsp:Policy>

Figure 5.8.15 Final policy
Save and close the modified WSDL and Build, buhdbDeploy the project.

This project will be deployed to the remote ins@o€the GlassFish Application Server — for me
oradl.ssc. Before we can deploy the project we teadd the GlassFish instance to the
NetBeans IDE so it can address it at deploymerd.tBwitch to the Services Tab in the project
explorer, right-click on the Servers node and cboddd Server. Figure 5.8.16 illustrates this. If
you already have the remote server in the lisp gks.

| Projects - WSPol.. | | Fiies || Services 41 x| || Persc

% Databases Source
2@ Web Services —
@ Enterprise Beans (2.x)

SR servers)

Figure5.8.16 Add Server ...

Choose GlassFish v2, modify the name to reflect hame and click Next, as shown in Figure
5.8.17.
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i

Steps Choose Server

SErVEr: [GlassFish V1 -
GlassFish V3 Prelude LI

Mame; |GlassFish V2 (ORAD1p

1. Choose Server
i

=

i

[}

< Back | NE]I.‘t)é I Emish Cancel Helo

Figure5.8.17 Choose server type and name it

Choose “Register Remote Domain” and click Nexturégs.8.18 illustrates key points.

E
Steps Platform Folder Location
1. Choose Server Spedfy the location of the platform folder assodated with the domain being
2. Platform Folder Location registered.
3. Domain Admin Login Info
Platform Location: |C:'yGIassFishESBle_lGDlﬁ\glassﬁsh Browse... |

~ Register Local Default Domain

Domain: |Ioca|host:24~848{. .. \domains'\domain 1) LI

»

Profie: |Default ﬂ

™ Register Local Domain

(" Create Personal Domain

< Back | Mext = ﬂ Bnish Cancel Help

Figure5.8.18 Choose to Register Remote Domain

Enter FQDN of the remote host, as specified forsirwer certificate when the remote GlassFish
instance was installed, specify the appropriateimidtnative port number, if different from
default, and click Next. Figure 5.8.19 illustrathis.
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x

Steps Domain Admin Port Info

Choose Server Spedfy the host name and port used to communicate with the remote domain,

1.

2. Platform Folder Location

3. DomainAdminPortInfo  (Host: foradlssc )
4,

Daomain Admin Login Info
Port: 24548 ==

; Nm‘»&l Einish Cancel Help

Figure 5.8.19 Specify host and port
Provide credentials and Finish.

If the remote GlassFish instance is running andecbiconfiguration information was provided
to NetBeans, the GlassFish instance will appethradist of servers, as shown in Figure 5.8.20.

A8 Enterprise Beans (2.x)

VErs

[ IvMs

- e
E_I@ Service Engines
Er}ljj] Einding Components

& Service Assemblies _/"

Figure 5.8.20 Remote GlassFish instance in NetBeans

Switch back to the Project Explorer’s Project tadpht-click on the name
PersonSvc_CA_SSLServerAuth, choose Propertie, ttlee“Running Project” property and
select the remote GlassFish instance as the depluytarget. Figure 5.8.21 illustrates key
points.

| Projects .. 41 X| | Files | Services | | ] Personsve_cA_SslserverAuth.casa x| >

3%5 Commol Source | Design | I]Dl] || :g’ | @ ” %l
{75 PersonCli

£
H
E]---& PersonCli_CA_Plain WSDL Ports JBI Modules
(#-E) PersonCli_WSTP
£
E

755 Personsve (BPEL) Personsve
e [&] personsve

P
« 2.0 PersonRR

]& PersonSvc_CA_Plain I—Lﬁ‘
=& 2
T@‘] Service Assembly
E\@ Proce
L E
+ JBIM - @ General
w3 Test| | F- @ Buid Server: |[EEERaR sFish V2 (ORAD 1))
B Personsy - @ Packaging Project
= @ Run

\ o RinfingProject

SOAP

, Project Properties - PersonSvc_CA_SSLServerAuth _)Q

BKI;I concel | bep

Figure5.8.21 Choose the remote GlassFish instance as the depluytarget

Chapter 5, 38



Build the project and Deploy it.

Because this is a project that requires SSL witlve8eside Authentication we can use the
SoapUlI plugin to test the service and observe S&hdshake at the server side. We will
implement and exercise the PersonCli SSL with Seside Authenticatin project a little later.

Let’s create a “New Project” -> “Java EE” -> “Webr8ice Testing Project”, named
PersonSvc_SSLServerAuth_ WSDP, using the WSDL locdtom the CASA SOAP BC's
Location Property, replacing the ${HttpsDefaultPavith the appropriate port number, For me
this will be:

https://orad1l.ssc:29181/casaServicel/casaPort1?WSDL

As the project is created, a dialogue box my popsking you to accept remote GlassFish
instance’s certificate, similar to what | saw feadl, Figure 5.8.22.

@ web Site Certified by an Unkng x|

Unable to verify the identity of "oradl.ssc” as a trusted site.

Izsued To:

Common Mame[CH]: oradl.ssc

Organization[0]: Sun Microsystems
Organizational Unit[OU]: Sun GlassFish Enterprise Server
Location[L]: Santa Clara

State[ST]: California

Country[C]: s

Serial Mumber: 1252122508

Public Key Algarithm: RSA

Izsued By:

Common Mame[CH]: oradl.ssc

Organization[0]: Sun Microsystems
Organizational Unit[OU]: Sun GlassFish Enterprise Server
Location[L]: Santa Clara

State[ST]: California

Country[C]: s

Validity:

Issued On:  Sat Sep 05 13:45:28 EST 2009
Expires On: Tue Sep 03 13:48:28 EST 2019

Accept this certificate ?

Figure5.8.22 Accept remote GlassFish instance’s certificate

This will happen once, the first time a referereenade to the remote host. Thereafter NetBeans
will trust the certificate and will not ask for dinmation.

Once the project is created add a New RequesetgdtPersonDetai;ls interface, modify
PersonID to 342312 and submit the request. Figi&235 illustrates the request.

Chapter 5, 39



|| PersonSvec_CA_S5LServerAuth.casa x] Request 1 x]
%*’E PR Oo : .Ihttps:Horad1.ssc:2918UmsaServioelfﬁsaPortl
i

1 nanentr: Brwrelone ywlns- soapenv="http: /fschenas_ mmlsoap . orgfsoar
Submit request to specified endpoint URL |
=

“soapenv:Body:

Raw ] AM

3
4 “per:PersonPegs

5 <) ——typer sEripg--=

5] sper: PersonlIbx3d231E<per: PersonlDs
7 </per:PersonBeqg-

8 =/=soapenv:Body=

9

< /zoapeny: Enveloper

Figure5.8.23 SOAP Request

Observe a SOAP Response response. Click on the [tf88Ltab and observe the oradl.ssc’s
certificate, figure 5.8.24.

ServerAuth.cass x| Request1 x| RN B2 =

il | |https:ﬂorad1.ssc:?SlSljcasaServicelfmsaPortl LI E 7
; = _LFSDAP—ENV:Envelee smlns: S0AP-ENV="http://schemas. xmlsoap.org/soap/envelope/ "= -
il 2 <S0AP-ENV: Body>
% 3 “PersonPes xmlns-msgns="http://jZee. netbeans. org/wsdl /CommontML/PersondbsBve" xmlns="http: /S mml . ne
S e =PersonlD#34Z312</Personlhs
T g <FamilyName>Howalski</FanilyName>
B “GivenManesJan</Givenlame
7| “Gender=M=/Cender>
_8 <hddressDetailss
g <8treetliddress>Ul Florianska 22, m ll</8treetiddress»
e <CityTovm=Siedlee</CityTowns
Bk <PostCoder08-110+/PastCodes
_].2 “Country=PLE/Countrys
EE </hddressDetails>
T 14 <CreditCardDetailss
15| 2CardTypesinEx< /CardTypes
15 =Cardifumber>CN1Z34-8678-301Z< /Cardlunber >
17| 2ExpiryDacter03/1Z</ExpiryDatex
18| <8ecurityCoderseccode< fSecurityCode>
19| </CreditCardDetails>
20| =/Personkes=

21 = /E0AP-ENV:Eodsy= o=

22| = /80AP-ENV: Envelopes -
4] | 4| él

herSuite: SSL RSA WITH RC4 128 MD5 > =
PeerPrincipal: Ch=oradl.ssc, OU=Sun GlassFish Ente@se Server, O=5un Microsystems, L=Santa Clara, ST=California, C=US
Peer Certificate 1:

[

E
WVersion: V3
Subject: {N=oradl.ssc, 0U=5un GlassFish Enterprise Server, O=5Sun Microsystems, L=Santa Clara, ST=California, €
Signature Algorithm: SHAlwithRSA, OID = 1.2.840.113549.1.1.5

Key: Sun R5R public key, 1024 bits

modulus: 10212154115706506957556825027043721498435033633815799580094765856914850053601803188481914548111331107932

public exponent: 635537

WValidity: [From: Sat Sep 05 13:48:28 EST 2009, _ﬁl
L3

w P SO

Headers (4) - Attachments (0) | S5LInfo (1 certs) |
(724 bytes) %

[55L Certificate Information for this response |

Figure5.8.24 SOAP Response and oradl.ssc’s certificate
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The SSL Handshake was successful. Let’s look attsd lines from the server.log of the remote
GlassFish instance to see how the SSL Handshakeddike there. Listing 5.8.1 shows just key

lines.

Listing 5.8.1 Key lines from the SSL Handsha

SSL Engine starts processing

09

[#]2009-09-07T13:51:55.324+1000|INFO|s|
appserver2.1jjavax.enterprise.syste, ream.out|_Th
29181;)|
Using SSLEnginelmpl  .|#]
[#]12009-09-07T13:51:55.326+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|
httpSSLWorkerThread-29181-1,
149|#]
[#]2009-09-07T13:51:55.327+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|
ad-29181-1;|

***  ClientHello, TLSv1 |#]

[#]2009-09-07T13:51:55.337+1000|INFO|sun-
appserver2.1jjavax.enterprise.systel
ad-29181-1;|
Session ID: [
[#]2009-09-07T13:51:55.337+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.strea
ad-29181-1;|{}#]
[#|2009-09-07T13:51:55.337+1
appserver2.1|javax.enterpse.system.stream.out|_Th
ad-29181-1;|
Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA W

READ: SSL v2, contentType = Ha

readlD=25;_Thraadhama=CalactarThraad

Start SSL Handshake

readlD=35;_ThreadName=httpSSLWorkerThre

Client Hello message received

readlD=35;_ThreadName=httpSSLWorkerThre

No Session ID — need new session

Client is willing to accept any of the cipher suites listed

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

ITH_RC4_128_SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_ECDH_ECDSA WITH(Z 128 SHA,
TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA, TLS_ECDH_RSATW_RC4_128 SHA,
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA, TLS_ECDHE_ECDSAITH_RC4 128 SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA, TLS_ECDHE_RSAITH_RC4_128 SHA,

TLS_ECDHE_RSA_ WITH_AES_128 CBC_SHA, TLS_DHE_RSA WHTAES_128 CBC_SHA,
TLS_DHE_DSS_WITH_AES_128 CBC_SHA, SSL_RSA_WITH_3DEEDE_CBC_SHA,
TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA, TLS_ECDH_RSWTH_3DES_EDE_CBC_SHA,
TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA, TLS_ECDHEARWITH_3DES_EDE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CHESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
SSL_RSA_EXPORT_WITH_RC4 40 _MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA,
SSL_RSA_WITH_NULL_MD5, SSL_RSA_WITH_NULL_SHA, TLS_ECDH_ECDSA WITH_NULL_SHA,
TLS_ECDH_RSA_WITH_NULL_SHA, TLS_ECDHE_ECDSA_WITH_INUSHA, TLS_ECDHE_RSA_WITH_NULL_SHA,
SSL_DH_anon_WITH_RC4_128_MD5, TLS_DH_anon_WITH_AES_128 CBC_SHA,
SSL_DH_anon_WITH_3DES_EDE_CBC_SHA, SSL_DH_anon_WITHDES_CBC_SHA,
TLS_ECDH_anon_WITH_RC4_128_SHA, TLS_ECDH_anon_WITH_AES_128 CBC_SHA,
TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA, SSL_DH_anon_ERORT_WITH_RC4_40_MDS5,
SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA, TLS_ECDH_amo WITH_NULL_SHA,
TLS_KRB5_WITH_RC4_128 SHA, TLS_KRB5_WITH_RC4_128 MM, TLS_KRB5_WITH_3DES_EDE_CBC_SHA,
TLS_KRB5_WITH_3DES_EDE_CBC_MD5, TLS_KRB5 WITH_DESBC_SHA, TLS_KRB5_WITH_DES_CBC_MDS5,
TLS_KRB5_EXPORT_WITH_RC4_40_SHA, TLS_KRB5_EXPORT_VWMH{_RC4_40_MDS5,

TLS_KRB5_EXPORT WITH_DES_CBC_40_SHA, TLS_KRB5_EXPORWITH_DES_CBC_40 MD#]

[#]2009-09-07T13:51:55.338+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|
Compression Methods: #]

[#]2009-09-07T13:51:55.338+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|0J#]

Client will not use compression

readlD=35;_ThreadName=httpSSLWorkerThre
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[#]2009-09-07T13:51:55.338+1000|INFO|sun-
appserver2.1jjavax.enterprise.systs out|_Th
ad-29181-1;|
%% Created: [Session-19, SSL_RSA_WITH_RC4_128_MD5

[#]12009-09-07T13:51:55.339+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_T
ad-29181-1;|

*** ServerHello, TLSv1 1#]

[#]2009-09-07T13:51:55.349+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.strea
ad-29181-1;|
Session ID: [#]
[#]12009-09-07T13:51:55.349+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;{ 74, 164, 131, 91, 63, 222, 251, 80, 243, 87, 244,
244, 67, 8, 250, 124, 74, 146, 191, 69, 3, 249, 26,
[#]2009-09-07T13:51:55.350+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|

Cipher Suite: SSL_RSA_WITH_RC4_128 MD5
[#]2009-09-07T13:51:55.350+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

Compression Method: 0 [#]
[#]2009-09-07T13:51:55.350+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

#]

Crteate new session

readlD=35;_ThreadName=httpSSLWorkerThre

141

Server sends Hello message
TEAUTU =530, _TTMTEAUNAITTE=TTMPS SLVVUTRETTTITT

Session ID generated

readlD=35;_ThreadName=httpSSLWorkerThre

Server chose the cipher suite

readlD=35;_ThreadName=httpSSLWorkerThre
1, 122, 138, 49, 114, 24,

3,159,81  }#|

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

*kk | #]

Server sends its certificate

[#]2009-09-07T13:51:55.350+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|
Cipher suite: SSL_RSA_WITH_RC4_128 MD5
[#]2009-09-07T13:51:55.350+1000|INFO|su
appserver2.1|javax.enterprise.system.str
ad-29181-1;|
*** Certificate chain [#]
[#]2009-09-07T13:51:55.351+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|
chain [0] = [
[

Version: V3

Subject: cCN=  oradl.ssc
L=Santa Clara, ST=California, C=US

Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

Key: Sun RSA public key, 1024 bits

modulus:
102121541157065069575568250270437214984350336338157
113311079336949399472032140208618356816163637202618
446933178623253726110968175800084405517043740120715
408072531272948503339758724948550982873

public exponent: 65537

Validity: [From: Sat Sep 05 13:48:28 EST 2009,

To: Tue Sep 03 13:48:28 EST 2019]

Issuer: CN=orad1l.ssc, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US

SerialNumber: [ 4aaldf8c]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

, OU=Sun GlassFish Enterprise Server, O=Sun Microsy

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

stems,

13549.1.1.5

998094768569148500536018031894819145491
727298710465300230334324506184949208474
529443624373833850530287673442674333181

Server, O=Sun Microsystems, L=Santa
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0000: 9E 79 9C E9 59 86 34 8F
0010: BE 9A 44 EE

]

]

]
Algorithm: [SHA1withRSA]
Signature:
0000: 23 A7 FD 51 1F 81 9E 8C
0010: AD 35 2C 67 17 40 3A B8
0020: 5B 4F OE 30 4E 9D 42 23
0030: CF 5F EE 07 D5 60 1E F2
0040: 02 21 1D A5 AE 6C 26 14
0050: 6A 69 96 8E 2D 1E 7D 6C
0060: 52 11 89 B3 73 D0 6C 61
0070: 40 81 97 CC 3F 60 A6 1E

FD 7509 F7 82 D0 8

34 3A58 01 EF5A 0
EA1937DBB2B3C
52 FEE8 53 44 8B 6
1B EA68 99 E4 BB 6
8C920292E3C17
525E9938208B 1
B2 DB BF CA 58 0A 3
B5 D6 60 8A C6 6B B

11#]

[#]2009-09-07T13:51:55.352+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|
*** ServerHelloDone [#]
[#]2009-09-07T13:51:55.352+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|
httpSSLWorkerThread-29181-1, WRITE: TL
[#]12009-09-07T13:51:55.524+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stre
ad-29181-1;|
httpSSLWorkerThread-29181-1,
[#]2009-09-07T13:51:55.527+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|
*** ClientKeyExchange, RSA PreMasterSecret, TLSv1
[#]12009-09-07T13:51:55.528+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|
SESSION KEYGEN{#]
[#]2009-09-07T13:51:55.528+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|
PreMaster Secret: [#]
[#]12009-09-07T13:51:55.528+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|
0000: |#]
[#]2009-09-07T13:51:55.528+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|03 |#]

[#]2009-09-07T13:51:55.543+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|

CONNECTION KEYGEN#]
[#]2009-09-07T13:51:55.543+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

Client Nonce: [#]
[#]12009-09-07T13:51:55.544+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

0000: |#]

Handshake, length = 794

READ: TLSv1 Handshake, length = 134

#]

2CE y.Y4. u...
..D.

4CD #.Q...4:X.Z..
8EA 50.@:..7.....
421 [O.ON.B#R..SD.d!
c89 ._....h..L

456 ...
9C4 ji.-.IR*8 ...
A5D R..sla...X.:
6F6 @...7"...."..k..

readlD=35;_ThreadName=httpSSLWorkerThre

Hello exchange done, perform secrets exchange

readlD=35;_ThreadName=httpSSLWorkerThre

[#]

readlD=35;_ThreadName=httpSSLWorkerThre

I#]

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre
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[#]2009-09-07T13:51:55.554+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|

Server Nonce:  |#]
[#]12009-09-07T13:51:55.554+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

0000: |#]
[#]12009-09-07T13:51:55.554+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|4A |#]

[#]12009-09-07T13:51:55.564+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|

Master Secret: |#]
[#]2009-09-07T13:51:55.564+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|

0000: |#]
[#]12009-09-07T13:51:55.564+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|6F [#]

[#]12009-09-07T13:51:55.577+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;]  Client MAC write Secret: [#]
[#]12009-09-07T13:51:55.577+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

0000: |#]
[#]2009-09-07T13:51:55.577+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|C3 |#]

[#]2009-09-07T13:51:55.582+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|

Server MAC write Secret: [#]
[#]2009-09-07T13:51:55.582+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

0000: |#]
[#]12009-09-07T13:51:55.583+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|6F |#]

[#]12009-09-07T13:51:55.587+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;]  Client write key: 1#]
[#]12009-09-07T13:51:55.587+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|

0000: |#]
[#]2009-09-07T13:51:55.587+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|C2 |#]

[#]2009-09-07T13:51:55.592+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|  Server write key: 1#]
[#]12009-09-07T13:51:55.592+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
ad-29181-1;|

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre

readlD=35;_ThreadName=httpSSLWorkerThre
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0000: |#]

[#]12009-09-07T13:51:55.593+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|BF |#]

[#]2009-09-07T13:51:55.598+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;] ... no IV used for this cipher |#]

[#]12009-09-07T13:51:55.598+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

httpSSLWorkerThread-29181-1, READ: TLSv1 Change Cipher Spec, length =1 [#]
[#]12009-09-07T13:51:55.599+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

httpSSLWorkerThread-29181-1, READ: TLSv1 Handshake, length = 32 |#]
[#]2009-09-07T13:51:55.599+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

*** Einished 1#]
[#]12009-09-07T13:51:55.599+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

verify_data: {1#]

[#]2009-09-07T13:51:55.599+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre

ad-29181-1;|58#]

[#]2009-09-07T13:51:55.603+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

httpSSLWorkerThread-29181-1, WRITE: TLSv1 Change Cipher Spec, length =1 1#]
[#]2009-09-07T13:51:55.604+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

*** Einished 1#]
[#]2009-09-07T13:51:55.604+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|

verify_data: {1#]

[#]12009-09-07T13:51:55.604+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre

ad-29181-1;|220[#]

Successful SSL Handshake begin data transfer
readlD=35;_ThreadName=httpSSLWorkerThre

[#]2009-09-07T13:51:55.609+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
ad-29181-1;|
httpSSLWorkerThread-29181-1, WRITE: TLSv1 Handshake, length = 32 [#]
[#]2009-09-07T13:51:55.609+1000|INFO|su
appserver2.1jjavax.enterprise.system.sigeam.out|_Th readlD=35;_ThreadName=httpSSLWorkerThre
ad-29181-1;|
%% Cached server session: [SesSion-19, SSL_RSA_WITH _RC4_128_MD5]|#]
[#]2009-09-07T13:51:55.662+1000|INFO|sun-

appserver2.1jjavax.entefprise.system.stream.out|_Th readlD=36;_ThreadName=httpSSLWorkerThre
ad-29181-0;|

---[HTTP request]---|#]

The listing shows key points in the SSL Handshakeseem at the server. The client view will
be looked at shortly. The SoapUI plugin does notipce a log | can see, however it received the
server certificate as can be seen in Figure 5.8p8bplugin did not object to the certificate as
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not being trusted. It seems that SoapUI will aceampt certificate. It is a testing tool, after albt
an application used to exchange real data.

Let's now create a composite application, Persor@_SSL ServerAuth, for the client side.
Drag the PersonCli BPEL module onto the CASA camrabclick Build. Right-click on the
name of the project and create a “New” -> “Exte$DL Document(s)”, providing the
endpoint URL exposed by the PersonSvc_CA_ SSLSentbréomposite application, with the
suffix “?WSDL". Accept the thertificate if the diad box, like that shown in Figure 5.8.22 pops

up.
Right-click on the WSDL Ports swim line and chotisead WSDL Port”. Accept the one and

only port and click Build to build the project. Tdeesteps are illustrated in Figures 5.7.8 through
5.7.14.

Click on the “paper and key” icon on the SOAP B@ ahoose Client Configuration, as shown
in Figure 5.8.25.

o T

< 2 S {BPEL) PersonCli

W G |°n_'—.:||u+r~:-{|lll.".li
TriggerConPort 3> TriggerRR

Personis 2> @8

Server Configuration

Figure 5.8.25 Client policy configuration

Note, as shown in Figure 5.8.26, that there argpeaific configuration options for SSL with
Server-side Authentication.

P Ws-Policy Attachment: casaPortl

Transport

[T Automatically Select Optimal Encoding (%ML /Fast Infoset)
[~ Automatically Select Optimal Transport (HTTP,/TCP)

K I— |4

QK él Cancel | Help |

Figure 5.8.26 No SSL configuration options at the client side

Build the project.

Attempt to deploy the project to the local GlashHisstance. The expectation is that deployment
will fail with an unenlightening message like tishiown in Listing 5.8.2.
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Listing 5.8.2 Deployment error messages

ERROR: Successful execution of Deploy:
G:\GlassFishESBv21Projects\WSPolicyExploration\Pers
ersonCli_CA_SSLServerAuth.zip
WARNING: (JBIMA0404) Deployment of service assembly
succeeded partially; some service units failed to d

* Component: sun-http-binding

ERROR: (SOAPBC_DEPLQOY_2) HTTPBC-E00201: Deplo

javax.wsdl.WSDLException: WSDLException (at /defini
faultCode=OTHER_ERROR: Unable to resolve imported d
"https://oradl.ssc:29181/PersonSvc_CA_SSLServerAut
binding/PersonAbsSvc.wsdl", relative to
"file:/C:/GlassFishESBv21_16016/glassfish/domains/
assemblies/PersonCli_CA_SSLServerAuth.1/PersonCli_C
binding/sun-http-binding/oradl.ssc_29181/casaServic
j avax. net . ssl . SSLHandshakeExcepti on:
sun. security.validator. ValidatorException:

onCli_CA_SSLServerAuth/dist/P

PersonCli_CA_SSLServerAuth
eploy.

yment failed.
tions/import):
ocument at
h-sun-http-

domainl/jbi/service-
A_SSLServerAuth-sun-http-
el/casaPortl.wsdl":

PKI X path building fail ed:

sun. security. provider.certpath. SunCert Pat hBui | der Exception: unable to
find valid certification path to requested target

G:\GlassFishESBv21Projects\WSPolicyExploration\Pers
ect\build-impl.xml:201: Deployment failure.
BUILD FAILED (total time: 2 seconds)

onCli_CA_SSLServerAuth\nbproj

What happened? The deployer attempted to stadaimposite application and the SOAP
Binding Component in the PersonCli_CA_SSLServerAuthmcz02.aus.sun.com attempted to
connect to the SOAP BC in the PersonSvc_CA_SSL&&ntke on oradl.ssc. Since the
GalssFish instance on mcz02.aus.sun.com does aot &bout the certificate returned by the
GlassFish instance on oradl.ssc it rejected it avithide message.

Listing 5.8.3 shows selected messages from the 2ngaf.sun.com’s server.log, relating ot the

SSL Handshake failure.
Listing 5.8.3 Client-side SSL Handshake

[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

%% No cached client session|#]
[#]12009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

*** ClientHello, TLSv1}#]

[#|2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Session ID: |#]
[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|{}|#]
[#|2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Cipher Suites: [SSL_RSA_WITH_RC4_128 MD5, SSL_RSA_W

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ ThreadName=PersonCli_CA_SSLS

readlD=81;_ ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ ThreadName=PersonCli_CA_SSLS

ITH_RC4_128_SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA WITH_AES28 CBC_SHA,
TLS_DHE_DSS_WITH_AES_128 CBC_SHA, SSL_RSA_WITH_3DEEDE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_ WITH_DES_CESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
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SSL_RSA_EXPORT WITH_RC4 40 _MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA]#|

[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Compression Methods: { |#]

[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding,
[#]2009-09-07T18:18:18.343+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding,
98|#]

[#]2009-09-07T18:18:18.640+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding,
[#]2009-09-07T18:18:18.640+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

*** ServerHello, TLSV1|#]

[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Session ID: |#]
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|{74, 164, 193, 203, 245
203, 207, 130, 17, 102, 76, 59, 54, 207, 0, 9, 12,
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Cipher Suite: SSL_RSA_WITH_RC4_128 MD5|#]
[#]12009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

Compression Method: 0]#]
[#]12009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

***l#]

[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS
WRITE: TLSv1 Handshake , length = 73|#]
readlD=81;_ ThreadName=PersonCli_CA_SSLS

WRITE: SSLv2 client hello message , length =

readlD=81;_ ThreadName=PersonCli_CA_SSLS
READ: TLSv1 Handshake , length = 794|#]

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ ThreadName=PersonCli_CA_SSLS
, 191, 123, 38, 91, 15, 20, 255, 117,
125, 143, 33, 189, 59, 111, 26}|#]

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ ThreadName=PersonCli_CA_SSLS

%% Created: [Session-3, SSL_RSA_WITH_RC4_128 MD5]| #]

[#|2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

** SS|_RSA_WITH_RC4_128 MD5#|
[#|2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

*** Certificate chain|#]
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|

chain [0] = [

[

Version: V3

readlD=81;_ ThreadName=PersonCli_CA_SSLS

readlD=81;_ThreadName=PersonCli_CA_SSLS

readlD=81;_ ThreadName=PersonCli_CA_SSLS
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Subject: CN= oradl.ssc , OU=Sun GlassFish Enterprise Server, O=Sun Microsy
L=Santa Clara, ST=California, C=US
Signature Algorithm: SHA1withRSA, OID = 1.2.840.1

stems,
13549.1.1.5

Key: Sun RSA public key, 1024 bits

modulus:
102121541157065069575568250270437214984350336338157
113311079336949399472032140208618356816163637202618
446933178623253726110968175800084405517043740120715

998094768569148500536018031894819145491
727298710465300230334324506184949208474
529443624373833850530287673442674333181

408072531272948503339758724948550982873
public exponent: 65537
Validity: [From: Sat Sep 05 13:48:28 EST 2009,
To: Tue Sep 03 13:48:28 EST 2019]
Issuer: CN=oradl.ssc, OU=Sun GlassFish Enterprise
Clara, ST=California, C=US
SerialNumber: [ 4aaldf8c]

Certificate Extensions: 1

[1]: Objectld: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

0000: 9E 79 9C E959 86 34 8F FD 7509 F7 82 DO 8
0010: BE 9A 44 EE

]

1

]

Algorithm: [SHA1withRSA]

Signature:
0000: 23 A7 FD 51 1F 81 9E 8C 34 3A58 01 EF5A 0
0010: AD352C6717403AB8 EA1937DBB2B3C
0020: 5B 4F OE 30 4E 9D 42 23 52 FEE85344 8B 6
0030: CF5F EE 07 D560 1IEF2 1B EA 6899 E4 BB 6
0040: 0221 1D A5 AE6C 2614 8C920292E3C17
0050: 6A 69 96 8E 2D 1E 7D 6C 52 5E9938208B 1
0060: 52 11 89 B3 73 D0 6C 61 B2 DB BF CA580A3
0070: 40 81 97 CC 3F 60 A6 1E B5 D6 60 8A C6 6B B

11#]

[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|,
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;| fatal ¥
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding,
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding, called
[#]2009-09-07T18:18:18.656+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
erverAuth-sun-http-binding;|
PersonCli_CA_SSLServerAuth-sun-http-binding, handli
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun

find valid certification path to requested target|#

Server, O=Sun Microsystems, L=Santa

2CE y.Y4. u....
..D.

4CD #.Q...4X.Z.
8EA 50.@:..7....
421 [0.0N.B#R..SD.d!

Cc89 ... ..h.lL
456 1. 0&..... 1V
9C4 ji.-.IRNS ...

A5D R..s.la....X.]
6F6 @..7°....". k..

readlD=81;_ThreadName=PersonCli_CA_SSLS

SEND TLSv1 ALERT: |#

readlD=81;_ ThreadName=PersonCli_CA_SSLS

readlD=81;_ ThreadName=PersonCli_CA_SSLS

description = certificate_unknown [#]

readlD=81;_ThreadName=PersonCli_CA_SSLS
WRITE: TLSv1 Alert , length = 2|#]
readlD=81;_ ThreadName=PersonCli_CA_SSLS
closeSocket()|#]
readlD=81;_ThreadName=PersonCli_CA_SSLS
ng exception:
alidator.ValidatorException: PKIX path

CertPathBuilderException: unable to

]
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[#|2009-09-07T18:18:18.671+1000|SEVERE|sun-
appserver2.1jcom.sun.jbi.httpsoapbc.HttpSoapBinding
nCli_CA_SSLServerAuth-sun-http-binding;_RequestiD=c
218bfc560ba3;|HTTPBC-E00201: Deployment failed. jav
(at /definitions/import): faultCode=OTHER_ERROR: Un
'https://oradl.ssc:29181/PersonSvc_CA_SSLServerAuth
relative to 'file:/C:/GlassFishESBv21_16016/glassfi
assemblies/PersonCli_CA_SSLServerAuth.1/PersonCli_C
http-binding/oradl.ssc_29181/casaServicel/casaPortl
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target
javax.jbi.JBIException: javax.wsdl.WSDLException: W
faultCode=OTHER_ERROR: Unable to resolve imported d
‘https://oradl.ssc:29181/PersonSvc_CA_SSLServerAuth
relative to ‘file:/C:/GlassFishESBv21_16016/glassfi
assemblies/PersonCli_CA_SSLServerAuth.1/PersonCli_C
http-binding/oradl.ssc_29181/casaServicel/casaPortl
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target

at
com.sun.jbi.httpsoapbc.ServiceUnitimpl.createEndpoi

at com.sun.jbi.httpsoapbc.ServiceUnitimpl.deploy(S

at
com.sun.jbi.httpsoapbc.HttpSoapBindingDeployer.depl

at
com.sun.jbi.framework.ServiceUnitOperation.process(

at com.sun.jbi.framework.Operation.run(Operation.j

at java.lang.Thread.run(Thread.java:619)
Caused by: javax.wsdl.WSDLException: WSDLEXxception
faultCode=OTHER_ERROR: Unable to resolve imported d
‘https://oradl.ssc:29181/PersonSvc_CA_SSLServerAuth
relative to ‘file:/C:/GlassFishESBv21_16016/glassfi
assemblies/PersonCli_CA_SSLServerAuth.1/PersonCli_C
http-binding/oradl.ssc_29181/casaServicel/casaPortl
javax.net.ssl.SSLHandshakeException: sun.security.v
building failed: sun.security.provider.certpath.Sun
find valid certification path to requested target

Deployer|_ThreadlD=81;_ThreadName=Perso
5817253-ec00-4d70-9d29-
ax.wsdl.WSDLException: WSDLException
able to resolve imported document at
-sun-http-binding/PersonAbsSvc.wsdl',
sh/domains/domainl/jbi/service-
A_SSLServerAuth-sun-http-binding/sun-
wsdl':

alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

SDLEXxception (at /definitions/import):
ocument at
-sun-http-binding/PersonAbsSvc.wsdl',
sh/domains/domainl/jbi/service-
A_SSLServerAuth-sun-http-binding/sun-
wsdl':

alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

nts(ServiceUnitimpl.java:601)
erviceUnitimpl.java:201)

oy(HttpSoapBindingDeployer.java:146)

ServiceUnitOperation.java:177)
ava:104)

(at /definitions/import):

ocument at
-sun-http-binding/PersonAbsSvc.wsdl',
sh/domains/domainl/jbi/service-
A_SSLServerAuth-sun-http-binding/sun-
wsdl':

alidator.ValidatorException: PKIX path
CertPathBuilderException: unable to

at com.ibm.wsdl.xml.WSDLReaderImpl.parselmport(WSD

at com.ibm.wsdl.xml.WSDLReaderImpl.parseDefinition

at com.ibm.wsdl.xml.WSDLReaderlmpl.readWSDL(WSDLRe
at com.ibm.wsdl.xml.WSDLReaderlmpl.readWSDL(WSDLRe
at com.ibm.wsdl.xml.WSDLReaderImpl.readWSDL(WSDLRe
at com.ibm.wsdl.xml.WSDLReaderlmpl.readWSDL(WSDLRe
at com.ibm.wsdl.xml.WSDLReaderImpl.readWSDL(WSDLRe

LReaderlmpl.java:561)
s(WSDLReaderimpl.java:331)
aderlmpl.java:2324)
aderlmpl.java:2288)
aderimpl.java:2341)
aderlmpl.java:2249)
aderimpl.java:2211)

at
com.sun.jbi.wsdlvalidator.impl.ValidatingWSDLReader
java:88)

at
com.sun.jbi.wsdlvalidator.impl.ValidatingW SDLReader
java:95)

at
com.sun.jbi.wsdlvalidator.impl.ValidatingW SDLReader
java:95)

at
com.sun.jbi.wsdlvalidator.impl.ValidatingW SDLReader
java:95)

at
com.sun.jbi.httpsoapbc.ServiceUnitimpl.createEndpoi

... 5more
Caused by: javax.net.ssl.SSLHandshakeException: sun
PKIX path building failed: sun.security.provider.ce
unable to find valid certification path to requeste

at com.sun.net.ssl.internal.ssl.Alerts.getSSLExcep

Impl.readWSDL (ValidatingWSDLReaderImpl.
Impl.readWSDL (ValidatingW SDLReaderImpl.
Impl.readWSDL (ValidatingW SDLReaderImpl.
Impl.readWSDL (ValidatingW SDLReaderimpl.
nts(ServiceUnitimpl.java:486)
.security.validator.ValidatorException:
rtpath.SunCertPathBuilderException:

d target
tion(Alerts.java:174)
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at com.sun.net.ssl.internal.ssl.SSLSocketimpl.fata
at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE
at com.sun.net.ssl.internal.ssl.Handshaker.fatalSE
at

com.sun.net.ssl.internal.ssl.ClientHandshaker.serve

)

at

com.sun.net.ssl.internal.ssl.ClientHandshaker.proce

at com.sun.net.ssl.internal.ssl.Handshaker.process
at com.sun.net.ssl.internal.ssl.Handshaker.process
at com.sun.net.ssl.internal.ssl.SSLSocketimpl.read

at
com.sun.net.ssl.internal.ssl.SSLSocketimpl.performl
)

at
com.sun.net.ssl.internal.ssl.SSLSocketimpl.startHan

at
com.sun.net.ssl.internal.ssl.SSLSocketimpl.startHan

at sun.net.www.protocol.https.HttpsClient.afterCon

at
sun.net.www.protocol.https.AbstractDelegateHttpsURL
sURLConnection.java:166)

at
sun.net.www.protocol.http.HttpURLConnection.getinpu

at
sun.net.www.protocol.https.HttpsURLConnectionimpl.g
va:234)

at java.net.URL.openStream(URL.java:1010)

at com.ibm.wsdl.util. StringUtils.getContentAsInput
at com.ibm.wsdl.xml.WSDLReaderImpl.parselmport(WSD

... 16 more
Caused by: sun.security.validator.ValidatorExceptio
sun.security.provider.certpath.SunCertPathBuilderEx
certification path to requested target

at sun.security.validator.PKIXValidator.doBuild(PK
at sun.security.validator.PKIXValidator.engineVali

at sun.security.validator.Validator.validate(Valid

at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.v

at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.c
java:209)

at
com.sun.net.ssl.internal.ssl.X509TrustManagerimpl.c
java:249)

at
com.sun.net.ssl.internal.ssl.ClientHandshaker.serve
)

... 30 more
Caused by: sun.security.provider.certpath.SunCertPa
valid certification path to requested target

at
sun.security.provider.certpath.SunCertPathBuilder.e

at java.security.cert.CertPathBuilder.build(CertPa
at sun.security.validator.PKIXValidator.doBuild(PK

... 36 more
[#]

I(SSLSocketimpl.java:1611)
(Handshaker.java:187)
(Handshaker.java:181)
rCertificate(ClientHandshaker.java:1035
ssMessage(ClientHandshaker.java:124)
Loop(Handshaker.java:516)
_record(Handshaker.java:454)

Record(SSLSocketimpl.java:884)

nitialHandshake(SSLSocketimpl.java:1112

dshake(SSLSocketimpl.java:1139)

dshake(SSLSocketimpl.java:1123)
nect(HttpsClient.java:434)

Connection.connect(AbstractDelegateHttp

tStream(HttpURLConnection.java:1049)

etinputStream(HttpsURLConnectionimpl.ja
Stream(StringUtils.java:184)
LReaderlmpl.java:442)

n: PKIX path building failed:
ception: unable to find valid

IXValidator.java:285)
date(PKIXValidator.java:191)
ator.java:218)

alidate(X509TrustManagerimpl.java:126)

heckServerTrusted(X509TrustManagerimpl.

heckServerTrusted(X509TrustManagerimpl.

rCertificate(ClientHandshaker.java:1014

thBuilderException: unable to find

ngineBuild(SunCertPathBuilder.java:174)
thBuilder.java:238)
IXValidator.java:280)

The client commenced SSL Handshake by sendinglibat@lello message nominating
cryptographic algorithms and compression meth@hitilling to use, the server responded with
the Server Hello message, nominating the selectgdographic algorithm, session id and its
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server certificate. The client looked at the ciydife, did not found the CA that issued it in its
truststore and aborted the SSL Handshake.

Recall from earlier discussion that for a self-gigmcertificate, which the one returned by
oradl.ssc is, it must be explicitly imported inte tlient's GlassFish instance’s cecerts.jks
truststore. Whe | look at the client’'s (mcz02) Gkish instance’s cacert.jks | don’t see the
certificate that corresponds to oradl.ssc. FiguBe23.

3 T C:\GlassFishESBv21_16016\glassfish\domains\domainl\config\cacerts.jks - Portecle

File Tools Examine Help
BER ORI D

| Alias Name
baltimorecodesign...
baltimorecybertrust...

| Last Modified
10/05/2002 10:05:16 PM
10/05/2002 10:28:14 PM

entrust2048ca
entrustclientca

entrustglobalclientca

entrustgssica
entrustssica
equifaxsecureca

equifaxsecureebus...
equifaxsecureebus. .

equifaxsecureglob...
geotrustglobalca
godaddyclass2ca
gtecybertrust5ca

gtecybertrustglobal...

s1as
starfieldclass2ca
thawtepersonalba...
thawtepersonalfre...
thawtepersonalpre...

thawtepremiumser...

thawteserverca
valicericlassZca
verisignclassica
verisignclass1gZca
verisignclassig3ca
verisignclassZca
verisignclass2g2ca
verisignclassZgica
verisignclass3ca
verisignclass3gZca
verisignclass3gica
Verisignserverca

10/01/2003 2:13:01 AM
10/01/2003 2:13:45 AM
10/01/2003 2:15:04 AM
10/01/2003 2:14:27 AM
10/01/2003 2:15:26 AM
19/07/2003 4:41:05 AM
19/0712003 4:43:22 AM
19/0712003 4:43:49 AM
19/0712003 4:42:27 AM
19/0712003 4:44:49 AM
1210112005 8:45:17 AM
10/05/2002 10:19:08 PM
10/05/2002 8:18:23 PM
02/09/2009 4:05:26 PM
12101/2005 8:50:02 AM
13/02/11999 7:11:01 AM
13/02/1999 7:12:16 AM
13/02/1999 7:13:21 AM
13/02/1999 7:15:26 AM
13/02/1999 7:14:33 AM
12/01/2005 8:47:37 AM
26/03/2004 5:59:40 AM
26/03/2004 6:16:36 AM
26/03/2004 6:27:59 AM
28M0/2003 1:32:21 AM
26/03/2004 6:18:49 AM
26/03/2004 6:29:31 AM
28M10/2003 1:33:38 AM
26/03/2004 6:21:55 AM
26/03/2004 6:31:09 AM
30/06/1998 3:07:34 AM

Figure 5.8.27 Default GlassFish list of trusted certificates

We need to extract the oradl.ssc’s certificate fitsrkeystore.jks and import it into the mcz02's
cacerts.jks.

The steps to extract a certificate from a keystsiag the Prtacle tool are discussed in the next
few paragraphs. If you have the certificate ofrgmmote host, as you might, or use another tool to
work with keystores, skip past this section.
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| transferred the truststore.jks and the cacektfgsn oradl.ssc to the machine on which | have
Portacle installed so | can easily manipulate them.

Open the remote host’'s (oradl for me) truststdeavjth Prtacle. Password, by default, is
changeit. Figure 5.8.28 shows the keystore cormtedithe content of the slas certificate.

& | 6:\GlassFishESBY21 Projects\WsPolicyExploration\crypio_stores: oradl\keystorejks - Portecle
., File Tools Examine Help

[a]a] o [#]s[s]e[m]a]r|e]

[ Aias Name | Last wodified

=% stas 05/09/2000 1:45:28 PI

i i

|_ |Cerﬁﬂcate‘|0f1| ; |

Version: 3
Subject. CM=oradi.ssc, OU=5un GlassFish Enterprise Server, O=3un Microsyste
Issuer. CN=oradi.ssc, OU=35un GlassFish Enterprise Server, O=Sun Microsyste
Serial Number: 4AA1DFEC
Valid From: 05/02/2009 1:48:28 PM
| WValid Until:  03/09/2019 1:48:28 PM
Public Key, RSA (1024 bits)
Signature Algorithm:  SHATwithR3A
MDO5 Fingerprint.  AQOF:9B:EQ:96:8E5EAD:CE.TC:10:D3.06:6C ADBE

SHA-1 Fingerprint. CCEF.84.E2:82:01:85:1B.18:54:60:6F:09:6D:68.87.0D6:FCF7-3F

‘ Extensions H EEM Encoding

Figure5.8.28 oradl’s keystore with slas private key and cedtic

Bwpes s

+

Right-click slas key and choose “Export”, as shawhigure 5.8.29.

;7 G:\GlassFishESBv21Projects\WSPolicyExploration\crypto_stores_orad1\keystore.jks - Portecle

File Tools Examine Help

EEIRETEEEIEEYE
| Alias Name | Last Modified

% 5135 ACIAOMMOAN 4- A0-70 DIk
B8 cCertificate Details

i Export
@ Generate Cerification Request[}s
&, |mport CAReply

Figure 5.8.29 Trigger export of slas certificate
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Choose to export just the “head certificate” amatestt in PEM Encode form — Figure 5.8.30.
Since the certificate is a self-signed certifidatdoes not matter whether we export the head
certificate (just the certificate itself) or ther@#cate Chanin (including all related CA
certificates). The PEM Encoded, for Privacy Enhandeil (PEM) is basically a Base64
encoded binary certificate.

Export Keystore Entry ‘s ll

Export Type

) Certificate Chain

) Private Key and Certificates
Export Format

) DER Encoded

® PEM Encoded

) PKCS #7
) PkiPath
) PKCS #12

| oK [}“ Cancel |

Figure 5.8.30 Choose export options

Complete the wizard by nominating the folder toethio save the certificate. By default the
name of the file will be derived from the CN (Conmmdame) value in the certificate. Figure
5.8.31 illustrates this for my environment.

|
Look In: |ﬁ crypto_stores_orad+ |v| E

File Mame: |0rad_55c.cer |

Files of Type: |)(.509 Certificate Files (*.cer;*.crt;* pem) ‘V‘

| Export%H Cancel ‘

Figure5.8.31 Save certificate to a file

If you happen to be on a Windows machine, as lamnthfe client-side development, you can
inspect the certificate with windows tools. Merdiyuble-click the certificate file and see what
you see. What | see is shown in Figure 5.8.32.
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General | petails | Certification Path |

@x' Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: oradl.ssc

Issued by: oradil.ssc

Valid from 05-5ep-2009 to 03-Sep-2019

ina’&:ll Certiﬁ&:be...él Issuer Statement |

=

Figure5.8.32 oradl_ssc.cer shown in Windows

Now let's import the certificate to the local Gl&ssh instance’s, mcz02 for me, cacerts.jsk
truststore. Figure 5.8.33 illustrates the firspdtethis process.

|k TC:‘llGlassFishEB\:ZI_IEDIE‘llglassfish‘lldomains‘lldomainl‘llconﬁg \cacerts.jks - Portecle
File Tools Examine Help

AEIEIIEIEIEEI IR E
S

M| AliasName | fimport Trusted Certificate (Ctrl-T)|
paltimorecodesign... 10/05/2002 10:05.16 PM
baltimorecybertryst... 10/05/2002 10:28:14 PM
entrust204a8ca 100142003 2:13:01 AM
entrustclientca 1000142003 2:13:45 AM
entrustglobalcligntca  10/01/2003 2:15:04 AM
entrustgssica 10/01/2003 2:14:27 AM

| {5 [ S S . A R T e A CaS AR

Figure5.8.33 Start the certificate import process

Locate the certificate and select it for importjsashown in Figure 5.8.34.
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x
Look In ‘ﬁ crypto_stores_orad1 ‘v‘ B

Fg orad_ssc.cer] ‘

File Name:  [orad_ssc cer |

Files of Type: |x.509 Certificate Files (*.cer* cit* pem) |v|

| Impq@ || Cancel |

Figure 5.8.34 Select and import the certificate

This is a self-signed certificate so the tool aillvise that it can not establish trust for the
certificate, as shown in Figure 5.8.35. Acknowletlgemessage.

Import Trusted Certificate x|

@ Could not establish a trust path for the certficate.
The certficate information will now be displayed after
which you may confirm whether or not you trust the

certificate.

Figure5.8.45 Trust path can not be established message

Then the certificate details will be shown, as barseen in Figure 5.8.36. Acknowledge this by
clicking OK.

Certificate Details for 'orad_ssc.cer’ i[

Version: 3
Subject CM=oradi1.ssc, OU=Sun GlassFish Enterprise Server, O=5un Microsyste
Issuer: CM=orad1.ssc, OU=5Sun GlassFish Enterprise Server, 0=Sun Microsyste
Serial Number:  4AATDFEC

Valid From: 05/09/2009 1:48:28 PM

Walid Until:  03/09/2019 1:48:28 PM

Public Key: RSA (1,024 bits)

Signature Algorithm:  SHATwiIthRSA
MD5 Fingerprint.  AD:0F:9B:E0:96:8E:5E:A9:C6:7C:10:D3:06:6C-AD:B6

SHA-1 Fingerprint. CC:EF:84:E2:82:D1:85:1B:1B:54:60:6F:09:60:68:87.D6:FC:F7:3F

‘ Extensions H EEM Encoding

Figure 5.8.36 Certificate details
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Finally, click the Yes button to accept the cectitie as trusted, Figure 5.8.37, and accept the
provided or modified certificate alias, Figure 3®.

Import Trusted Certificate x|

? Do you want to accept the cerificate as trusted?

Ies* Mo

Figure 5.8.37 Accept certificate as trusted

Trusted Certificate Entry Alias x|

Enter Alias: |nrad1.ssd |

OK,J Cancel
bt

Figure 5.8.38 Accept certificate alias

Once this is done the certificate will be imporietd the cacerts.jsk truststore, as trusted
certificate with alias of oradl.ssc. Figure 5.8s88ws the final feedback.

gtecybertrustglobal... 10/05/2002 9:18:23 FPM
aradi.ssc 07/08/2009 8:35:58 PM

s1as 02/09/2009 4:05:26 PM

l
Trusted Certificate Import Successful.

0K

| s B I

Ko STTE eI PrTRIORT SO S —

Figure 5.8.39 Certificate was imported

Exit from Portacle Key Manager, saving the modifteaerts.jsk keystore on the way.

The GlassFish Application Server appear to be oacthie truststore content. It is necessary to
re-start GlassFish after corticated is imported.

We are ready to attempt to deploy the client apfibim again. This time, since the remote
GlassFish instance’s certificate is in the cagskdruststore, and is trusted, we should succeed.
Listing 5.8.4 shows the feedback fro the NetBe®is. |

Listing 5.8.4 Deployment successful

run-jbi-deploy:
[undeploy-service-assembly]
Undeploying a service assembly...
host=localhost
port=24848
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name=PersonCli_CA_SSLServerAuth
[deploy-service-assembly]
Deploying a service assembly...
host=localhost
port=24848

file=G:\GlassFishESBv21Projects\WSPolicyExploration
Cli_CA_SSLServerAuth.zip
[start-service-assembly]
Starting a service assembly...

host=localhost

port=24848

name=PersonCli_CA_SSLServerAuth
run:
BUILD SUCCESSFUL (total time: 8 seconds)

\PersonCli_CA_SSLServerAuth/dist/Person

The service implementation composite applicati@rsBnSvc_CA_SSLServerAusth, is
deployed to host oradl.wa.gov.ssc. The client implgation composite application,
PersonCli_CA_SSLServerAuth, is deployed to mczG2saun.com.

Let's exercise the solution using the PersonCli_\WSb service testing project by submitting

the SoapUl request, as we did before. Listing 5s8dwvs abbreviated trace of the SSL

Handshake as seen on the client side.

Listing 5.8.5 Client-side SSL Handshake trace

[#]2009-09-07T20:52:16.500+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
%% Client cached [Session-1, SSL_RSA_WITH_RC4_128_M
[#]2009-09-07T20:52:16.500+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
%% Try resuming [Session-1, SSL_RSA_WITH_RC4_128 MD
[#]12009-09-07T20:52:16.500+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

*** ClientHello, TLSv1[#]

[#]2009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Session ID: |#]
[#]2009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
147, 242, 12, 228, 182, 189, 239, 197, 106, 83, 181

58, 223, 237, 12, 12, 62, 224, 73, 109, 208}|#]
[#]2009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Cipher Suites: [SSL_RSA_WITH_RC4_128_MD5, SSL_RSA W

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

D5]|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;)

5] from port 4707 |#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;)

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|{74, 164, 228,

, 198, 176, 62, 55, 7, 142, 242, 27,

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;)
ITH_RC4_128 SHA,

TLS_RSA_WITH_AES_128 CBC_SHA, TLS_DHE_RSA_WITH_AES28 CBC_SHA,
TLS_DHE_DSS_WITH_AES_128 CBC_SHA, SSL_RSA_WITH_3DEEDE_CBC_SHA,
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_WIBDES_EDE_CBC_SHA,
SSL_RSA_WITH_DES_CBC_SHA, SSL_DHE_RSA_WITH_DES_CHESHA, SSL_DHE_DSS_WITH_DES_CBC_SHA,
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SSL_RSA_EXPORT WITH_RC4 40 _MD5, SSL_RSA_EXPORT_WITBES40_CBC_SHA,
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA, SSL_DHE_D®XPORT_WITH_DES40_CBC_SHA]#|

[#]2009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Compression Methods: { |#]

[#]2009-09-07T20:52:16.515+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Handshake,
[#]12009-09-07T20:52:16.843+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, READ: TLSv1 Handshake, |
[#]2009-09-07T20:52:16.843+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** ServerHello, TLSv1|#]

[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Session ID: |#]
[#]12009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
147, 242,12, 228, 182, 189, 239, 197, 106, 83, 181

58, 223, 237, 12, 12, 62, 224, 73, 109, 208}|#]
[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Cipher Suite: SSL_RSA_WITH_RC4_128 MD5|#]
[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Compression Method: O|#]
[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
***l#]

[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
CONNECTION KEYGEN:|#]
[#]2009-09-07T20:52:16.890+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Client Nonce:|#]

Server Nonce:|#]
[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

length = 105#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

ength = 74|#]

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;)

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|{74, 164, 228,

, 198, 176, 62, 55, 7, 142, 242, 27,

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;)

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;)

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;)

readlD=58;_ThreadName=HTTPBC-
th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-
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OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Master Secret:|#]
[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Client MAC write Secret:|#]
[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Secret:|#]

[#]12009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
Client write key:|#]
[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
key:|#]

[#]2009-09-07T20:52:16.906+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
0000: |#]

[#|2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS

... no IV used for this cipher|#]

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;)

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;)

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-

vclgetPersonDetails;|Server MAC write

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;)

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|Server write

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;)

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;)
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[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
%% Server resumed [Session-1, SSL_RSA WITH_RC4_128_
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, READ: TLSv1 Change Ciphe
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, READ: TLSv1 Handshake, |
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** Einished|#]
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
verify_data: {|#]

[#]12009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Change Ciph
[#]12009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
*** Einished|#]
[#]12009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1jjavax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
verify_data: { |[#]

[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Handshake,
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Application
[#]2009-09-07T20:52:16.921+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, WRITE: TLSv1 Application
[#]2009-09-07T20:52:17.171+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th
OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS
HTTPBC-OutboundReceiver-2, READ: TLSv1 Application
[#]2009-09-07T20:52:17.187+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|
MD5]|#]

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|
r Spec, length = 1|#]

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|
ength = 32|#]

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|
er Spec, length = 1|#]

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;)
length = 32|#]

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;)
Data, length = 323|#]

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;)
Data, length = 549|#]

readlD=58;_ThreadName=HTTPBC-

th-sun-http-binding-
vclgetPersonDetails;|
Data, length = 856|#]

readlD=58;_ThreadName=HTTPBC-
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OutboundReceiver-2;Context=PersonCli_CA_SSLServerAu th-sun-http-binding-
{http://j2ee.netbeans.org/wsdl/CommonXML/PersonAbsS vclgetPersonDetails;|
---[HTTP response 200]---|#]

*** 3 lot of stuff here - messages exchanged and so on ***x

[#]2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|

Keep-Alive-Timer, called close()|#]

[#]2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|

Keep-Alive-Timer, called closelnternal(true)|#]

[#]2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|

Keep-Alive-Timer|#]

[#]2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1jjavax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|, SEND TLSv1 ALERT: |#]

[#]2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|warning, |#]

[#]2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|description = close_notify|#]

[#]2009-09-07T20:52:27.171+1000|INFO|sun-

appserver2.1|javax.enterprise.system.stream.out|_Th readlD=61;_ThreadName=Keep-Alive-
Timer;|
Keep-Alive-Timer, WRITE: TLSv1 Alert, length = 18|# ]

Note, in Listing 5.8.5, that rather than establighi new session, the two parties resumed an
earlier SSL session. The client requested sessgumption and the server agreed to resume the
session. No certificate was sent from the servénacalient.

When the session expires a complete SSL Handshi#lkzevperformed again, including supply
of the server certificate to the client. Host vatidn and certificate trust path validation.

The end-to-end solution using SSL with Server-gidthentication works. Let’s undeploy both
composite applications in preparation for the rsdtion — channel security using SSL with
Mutual Authentication.

5.9 Person Service - SSL Mutual Authentication

What is described in this section ought to work.
Note that at this point in time this configuration does not work so this
discussion is theoretical.

SSL with Server-side Authentication is a good chdar enforcing message privacy as it
travels between two end points. It is also a gdualae if the client cares about authenticity of
the server but the server does not use SSL tolisstanthenticity of the client. This is common
in electronic commerce application where the clie#ds to make sure it is communicating with
the expected server before providing credit cadisamilar information to it. Channel security
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takes care of privacy for the credit card detaild server certificate allows the client to validate
the server. The commerce site uses credit cardniafiion to obtain the payment, activity which
is completely unrelated to the message exchangeebattwo endpoints. All that the commerce
site cares about is that credit card informatioveitd and the payment can be exacted. It does
not need to authenticate the client machine bedaisaot relevant to the transaction.

Still, there are situations where both the sermertae client, in addition to maintaining message
privacy through channel encryption, need to auibatd one another. SSL with Mutual
Authentication can be used for this purpose. The [3&dshake is modified in such a way that
as well as server sending its certificate to thencifor verification the client sends its certifte

to the server for validation. Either side can altioethandshake if it is not happy with the other’'s
certificate. Once the handshake completes sucdlysfe channel is encrypted as normal and
the same protocol operating applies (periodic charickeys, etc.).

In this section the end-to-end solution which uss=ures the channel using SSL with Mutual
Authentication will be developed and exercised.

As, hopefully, is clear by now, security policiéfsany, can be applied to a service endpoint in a
composite application without having to disturtre@develop application logic. PersonSvc BPEL
Module and PersonCli BPEL Module implement busidegi. PersonSvc_CA_xxx and
PersonCli_CA_xxx are used to configure varying ¢ies.

To save ourselves the trouble of creating a conpagiplication from scratch, not that is is a big
deal, let's copy the PersonSvc_CA_SSL ServerAuthpomite application as
PersonSvc_CA_SSLMutualAuth. Figure 5.9.1 providedlastration of this.

H- g, PersonSve_CA_Plain

,3% PersonSve_CA_SSLServerAuth
@ PersonSve_SSLServerAuth_WSDP
@l PersonSwvc_WSTP

x

Copy "PersonSvec_CA_SSLServerAuth™ To:

Groject Name: |PersonSvc_CA_SSLMumaIAuﬂﬂ __)

Project Location: IG:EGIassFishESBvllProjects‘n,\“:’SPolicyEproraﬁon Browse... |

Project Folder: ISPolicyEprorah'on\PersonSvc_CA_SSLMumaIAum

Copy lE! Cancel |

Figure5.9.1 Clone PersonSvc_CA_SSLServerAuth as PersonSve_MAusi@lAuth

Open “Server Configuration” properties pane asthated in Figure 5.9 2.

E.i% PersonSvc_CA_SSLMutualAuth
{BPEL) PersonSvc

T personSvc

D FersanRR

B Z# JBI Modules

m- g Test

] & PersonSve_CA_SSLServerAuth

I:'J- @l PersonSvec_SSLServerAuth_WSDP

Client Configuration

1

[iE
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Figure5.9.2 Open Server Configuration Properties Pane

Click the Configure button, check the “Require @ti€ertificate” checkbox and dismiss both
dialogue boxes by clicking OK. Figure 5.9.3 illats key points.

¥ Secure Service

Security Mechanism: ITransport Security (S5L) Lr“ Configure... |

Use plain S5L for authentication and confidentiality protection.

W Transport Security (SSL) |
[ Use Development Defaults Algorithm Suite: |Basic2s6sha256Rsa15 - |

Keystore... | Truststore...  Security Header Layout: (ERNEGEG -

hdvanced Q W Require Client Certificate
AdVERCEd. ..

Validators. .. |

[Z Act As Secure Token Service (STS)
—_ oK I Cancel |

Figure 5.9.3 Require Client Certificate

Build and Deploy the application to the remote Gksh instance.

Since the service WSDL has changed we can noter¢hasPersonCli_CA_SSLServerAuth and
trivially modify configuraitn before re-deployings we have done with the

PersonSvc_CA_ SSLServerAuth. This is because th@asite application has a copy of the
server WSDL, provided when we create a “New -> EbdeWSDL Document(s)”. This copy of
the WSDL is a copy of the old WSDL and there isnay to refresh it short of rdeleting and re-
creating it from scratch. By the time we do thatmight as well create a new
PersonCli_CA_SSLMutualAuth project form scratchisTis what we will do.

Create a “New Project” -> SOA -> “Composite Apptioa”, named
PersonCli_CA_SSLMutualAuth.

Determine the WSDL URL for the PersonSvc_CA_SSLMlAuth service. For me this will be:
https://orad1l.ssc:29181/casaServicel/casaPort1?WSDL

Using this WSDL URL create a “New” -> “External W&IDocument(s)” in the new composite
application project. Figure 5.9.4 illustrates theecome of this process.

SRt W PersonCli_CA_SSLMutualAuth

[ service Assembly
3] Process Files
Ela oradl.ssc_29181
E}'ﬁ PersonSve_CA_SSLMutualauth-sun-http-binding

------ lsf| Person.xsd

PR @ PersonAbsSwve.wsdl
E-E3 casaServicel

b, @ casaPort1l.wsdl
G- JBI Modules
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Figure5.9.3 External WSDL in the composite application project

As we have done twice before, drag the PersonilBiodule onto the CASA and build the
project. Notice two SOAP BCs on the canvas, coratktd the BPEL Module. The Provider
(TriggerCon) and the consumer (PersonSvc).

Open and inspect “Client Configuration” propertigthe Consume SOAP BC, illustrated in
figure 5.9.4. Notice that, as before, there ar&8b-related properties to configure.

& 2o .
B & {BPEL) ParsonCli
TriggerConPon |£| personCh
D TrigoerRER
Personiis 2> @ES
g| 2>

P —

Server Configuration

Client Configuration

Figure 5.9.4 Open Client Configuration of the service consunmaip®int

We are expecting the SSL Handshake to call fontiecertificate. The only certificate the
client’s (local) GlassFish instance know abouhis dne with the alias of slas in the GlassFish
instance’s keystore.jsk (<glassfish_root>/domaditstiainl/config/keystore.jks).

Build and deploy the project to the local Glasshigtance. Inspecting the local server.log will
show that the deployment process results in a S&idshake and that the SSL session
established when we created a new external WSBdsismed. SSL session gets resumed if it is
between the same two hosts and it is still “freshdugh.

Use the SOAP request in PersonCli_WSTP web setegtang project to trigger this solution.

5.10 EJB-based Person Svc with No Channel Security

In this section the EJB-based web service prowvaaerconsumer will be built and exercised,
in preparation for configuration of security podisiin subsequent sections.

Listing 5.3.2 shows the Abstract WSDL that desaithee interface to our service. In this section
we will implement this service in Java as an EJBdolaweb service.

Create “New Project” -> “Java EE” -> “EJB Modulehoosing the remote GlassFish instance as
the deployment target. Name this module EJBPersSehiBvc.

In the new project create “New” -> “Web Service fr@VSDL”, naming the service
EJBPersonNoSecSvc, placing it in the package pEiREGBonNoSecSvc and using the
CommonXML/PersonAbsSvc “Local WSDL File”.
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Figure 5.10.1 shows the source of the service imefgation, at this point in time, reformatted
for better readability.

1
2 e . o 2
3 : ;. E
4
5
6 package pkg.EJBPersonMNaSecSve:
7
8] import javax.ejb.Stateless;
g import javax.jws.WebService;
10 import org.netbeans.jZee.wsdl.commonxml .personabssve.GetPersonDetailsFault;
11~ import org.netbeans.jZee.wsdl.commonxml .personabsave.PersonfibsSvePortIype:
12
135
14
15 2 z
16| -
17 @WebService
18 (serviceName = " Tam -
10 portName = "Persor
20 endpointInterface EvcPortType™,
21 targetNamespace = "
22 wadlLocation = "ME )
23 @Stateless

24 public class EJBPersonNoSecSve implements PersonfbsSvePortIype {

@ public org.netbeans.zml.schema.person.PersonRes getPersonDetails
27 (org.netbeans.x®xml.schema.person. PersonReq masgPersonDetailsReq)
28 |- throws GetPersonDetailsFault {

30 throw new UnsupportedOperationException("Not implemented yet.");

Figure5.10.1 Skeleton service implementation
Replace lines 29-30 (in my source) with the javdecshown in Listing 5.10.1.
Listing 5.10.1 Service implementation

System.out.printin("\n%%%%%%% PersonID: " + msgPersonDetailsReq.getPersonID());
org.netbeans.xml.schema.person.PersonRes sR es

= new org.netbeans.xml.schema.perso n.PersonRes();
sRes.setPersonID(msgPersonDetailsReq.getPer sonliD());

sRes.setFamilyName("Doe");
sRes.setGivenName("John");
sRes.setGender("M");

org.netbeans.xml.schema.person.PersonRes.Ad dressDetails addr
= new org.netbeans.xml.schema.perso n.PersonRes.AddressDetails();

addr.setStreetAddress("33 Berry Street");
addr.setCityTown("North Sydney");
addr.setStateProvince("NSW");
addr.setPostCode("2160");
addr.setCountry("Australia");
sRes.setAddressDetails(addr);

org.netbeans.xml.schema.person.PersonRes.Cr editCardDetails card
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= new org.netbeans.xml.schema.perso
card.setCardNumber("123-456-7689-0123");
card.setCardType("Passport");
card.setExpiryDate("01/21");
card.setSecurityCode((new java.util.Date())
sRes.setCreditCardDetails(card);

if (msgPersonDetailsReq.getPersonID().equal
PersonFlt pFIt = new PersonFlt();
pFlt.setPersonID(msgPersonDetailsReq.ge

n.PersonRes.CreditCardDetails();

.toString());

slgnoreCase("FAULT")) {

tPersonID());

pFlt.setFaultDetail("Induced GetPersonD etailsFault");
GetPersonDetailsFault sFlt
= new GetPersonDetailsFault
("Induced GetpersonDetailsF ault"
JPFIt);
throw sFlt;

}

return sRes;

Right-click inside the source window and choose‘lRiports” to resolve import-related issues.
Build and Deploy the project.

Create “New Project” -> “Java EE” -> “EJB Modulefamed EJBPersonNoSecCli, to be
deployed to the local GlassFish instance.

Create “New” -> “Web Service From WSDL”, named E&BsdnNoSecCli, in package
pkg.EJBPersonNoSecCli, using WSDL from the CommomXviggerCon.wsdl.

Create “New” -> “Web Service Client”. Click “Projg¢cbrowse to the EJBPersonNoSecSvc
project and choose the web service implementafiure 5.10.2 illustrates this step.

WSDL and Client Location _——

Steps \
1. Choose File Type Spedfy the W Web Service.
2.  WsDL and Client Location
+ Project: | Browse... |
W Browse Web Services N x| J
Web Services: J
: =] @ EJBPersonioSecSve
| P Bl =rsonab service[PersonAbsSucPort] [

é] "3 EJEPersonMoSecCl

—mn'mrez—pmm

[ Generate Dispatch code

~ a Enter the URL of the service you wish to use,

—l

<gack | et Help

Figure 5.10.2 Choose web service implementation for the cliefmyoke
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Replace the two lines of code, “//TODO ..." and “thraew Unsupported...” with the code
shown in Listing 5.10.2.

Listing 5.10.2 Replacement code

org.netbeans.xml.schema.person.PersonReq cR eq

= new org.netbeans.xml.schema.perso n.PersonReq();
cReq.setPersonID(msgPersonDetailsReq.getPer sonlD());
org.netbeans.xml.schema.person.PersonRes cR es

= new org.netbeans.xml.schema.perso n.PersonRes();
cRes.setPersonID(msgPersonDetailsReq.getPer soniD());

/I invoke service here

return cRes;

The source, reformatted for better readabilityghiewn in Figure 5.10.3.

17 EWebService

18 {serviceName = "Tri sTyiceT,

19 portName = "Trigg

20 endpointInterface = di rCom gerConPprtType™,
21 targetiamespace = " s

22 wsdlhacation = "META-INE/wadl /EJBPersonlNoSecCli/TriggerCon.wsdli™)

23 @stateless
24 public class EJBPersonHNoSecCli implements TriggerConPortType {

25

@ public org.netbeans.xml.schema.person.PersonBes triggerPerson
27 {org.netbeans.xml.schema.person. PersonReq msgPersonDetailsReq)
28 [ throws TriggerPersonFault {

25 org.netbeans.xml.schema.person. PersonReq cReqg

30 = new org.netbeans.xml.schema.person.PersonRegl()
31 cReq.=setPersonlID (msgPersonDetailsReq.getPersonID() ) ;

32

33 org.netbeans.xml.schema.person.PersonRes cRes

34 = mew org.netbeans.xzml.schema.person.PersonBes|);
35 cRes.zetPersonlID(megPersonDetailsReq.getPersonID() ) !

36

37

38

39 return cRes:

wl | 3

Figure5.10.3 Client implementation code before service invocattoadded

Variables cReq and cRes will contain request testrgice and response from the service
respectively.

Expand Web Service References node all the wayetservice operation and drag the service
operation onto the source window following the caenirt'// invoke service here”, as shown in
Figure 5.10.4.
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Figure5.10.4 Drag the service operation onto the source window

[Pro. 41 X| |Files [Iservces | [[ 5] E3BPersontioSecsve java_x | (1) EBPersonNoSecCl java = x|
08 Gommen. sowce  Desgn  Previen [ H-B-|Q B SRS @90 0|E
=&Y EJBPersonhoSecCi B e !
r}.Ea Enterprise Beans 3o = new org.netbeans.xml.schema.person.PersonReqgl();
[}--@ Java Colaborations AL cReq.setPersonlD (msgPersonDetailsReq.getPersonID() )
F-@ Weh Services 3z
143 Web Service References 33 org.netbeans.xml.schema.person. PersonRes cRes
=] |_‘|T‘if EJEPersonMoSecSve 34 = new org.netbeans.xml.schema.person.PersonRes(}):
=t é.Q_ PersonAbsSvcService 35 cRes.setPersonlD (msgPersonDetailsReq.getPersonID(});
B-f8 PersonAbssvcPart 38
Il o= tP=rsonDetails [ S R e s T
#-[Ge Configuration Files 38 >
(g Server Resources 39 return cRes; %El
B[ Source Packages 40 - ¥

The code fragment, which was generated by the Net8&oling, reformatted for better

readability, is shown in Figure 5.10.5.

36

37 org.netbeans.xml.schema.person. Perzonfes cRes

38 = new org.netbeans.xml.schema.perzon.PersonBRes () ;

38 cRes.zetPersonlD (msgPersonDetailsReq.getPer=zonIDi} ) ;

40

41 Lnvoke sservice here

42

43 {/t_:ty{ Call Web Service Operation \,
44 org.netbeans. jZee.wsdl. commonxml .personabssve. PersonhbsSvePortType port
45 = gervice.getPersonibsSvcPorc ()

46 TODD initialize WS operation arguments here

Y] org.netbeans.xml.schema.person. PersonReq msgPersonletailsReqg

48 = new org.netbeans.xml.schema.per=son.PersonReq()

43 TODO process result heze

50 org.netbeans.xml . schema.person. PersonRes result

51 = port.gecPersonDetails (msgPersonDetcailsReq) ;

52 System.out.println ("Besult = "+resulc);

53 } catch (Exception ex) {

54 TODO handlie custc exceptions here

= X 2
=10

57 return cRes;

58 - }

Figure5.10.5 Service invocation skeleton code

Replace the lines inside the try { ... } catch blagih the code in Listing 5.10.3.

Listing 5.10.3 Code to invoke the service and process the reply

org.netbeans.j2ee.wsdl.commonxml.personabssvc.Perso nAbsSvcPortType port

= service.getPersonAbsSvcPort();
org.netbeans.xml.schema.person.PersonRes result = p ort.getPersonDetails(cReq);
System.out.printin("\n===>>> " + result.getFamilyNa me());

cRes.setFamilyName(result.getFamilyName());
cRes.setMiddlelnitials(result.getMiddlelnitials());
cRes.setGivenName(result.getGivenName());
cRes.setGender(result.getGender());

org.netbeans.xml.schema.person.PersonRes.AddressDet ails cAddr
= new org.netbeans.xml.schema.person.Person Res.AddressDetails();
cAddr.setStreetAddress(result.getAddressDetails().g etStreetAddress());
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cAddr.setCityTown(result.getAddressDetails().getCit
cAddr.setStateProvince(result.getAddressDetails().g
cAddr.setPostCode(result.getAddressDetails().getPos
cAddr.setCountry(result.getAddressDetails().getCoun
cRes.setAddressDetails(cAddr);

org.netbeans.xml.schema.person.PersonRes.CreditCard
new org.netbeans.xml.schema.person.PersonRe
cCard.setCardNumber(result.getCreditCardDetails().g
cCard.setCardType(result.getCreditCardDetails().get
cCard.setExpiryDate(result.getCreditCardDetails().g
cCard.setSecurityCode(result.getCreditCardDetails()

yTown());
etStateProvince());
tCode());

try();

Details cCard =
s.CreditCardDetails();
etCardNumber());
CardType());
etExpiryDate());
.getSecurityCode());

cRes.setCreditCardDetails(cCard);

| will leave analysis of what this slab of code sloe the reader. Suffices it to say that the new
request, cReq, populated with the PersonID froncliest, is submitted to the service and the
response, cRes, is sued to populate the respottise client.

The resulting source is illustrated in Figure 5610.

41 // invoke servige

42

43 try { ~all Web Service neration

44 // org.netbeans.j2ee.wsdl. commonxml . personabssve. PersonAbsSvePortType port _\\
45 = service.getPersonldbsSvcPort():

46 org.netbeans.xml.schema.person. PersonRes result = port.getPersonDetails (cReqg):
47

48 System.ovt.println("\n=—=>>> " 4+ result.gecFamilyName ()}:

43

50 cRes.zetFamilyName (result.getFamilyName (} )7

51 cRes.zetMiddleInitials (result.getMiddleInitialis() )

52 cRes.setGivenName (result.getGivenName () ) ;

53 cRes.zetGender (result.getGender () ):

54

55 org.netbeans.xml.schema.person. PersonRes. AddressDetails chddr

56 = new org.netbeans.xml.schema.person. PerasonBes.AddressDetails ()
57 chddr.setStreetAddress (result,.getiddressDetails () wgetStreetAddress () ) ;2
58 chddr.setCityTown (result.gethddressDetails () .getCityTown () }):

59 chddr.setStateProvince (result.getlddressDetails () .getStateProvince ())) ;
80 chAddr.secPostCode (result.getAddressDetails () .getPostCode () ) :

61 chddr.secCountry(result.getdddressDetails () .gecCountry ()} )

62 cRes.sethddressDetails (chddr) ;

63

64 org.netbeans.xml.schema.person. PersonRes. CreditCardletails cCard =

85 new org.netbeans.xml.schema.person.PersonRes.CreditCardDetails= () ;
86 cCard.zetCardiumber (result.getCreditCardDetails () .getCardiumber () )

&7 cCard.zectCardIvpe (result.getCreditCardDetails () .getCardIvpe () ) ;

&3 cCard.setExpiryDate (result.getCreditCardDetails () .getExpiryDate () )

89 cCard.setSecuricyCode (result.getCreditCardDetails () .getSecuricyCode ()} ) :
70 \ cRes.setCreditCardDetails (cCard)

Y } catch (Exception _E_)_i] i

72 T 17

73 }

Figure 5.10.6 Submit request and process response

To complete client implementation let’s replace ¢the line comment “// TODO handle ...” with
the slab of code shown in Listing 5.10.4, thentrglick inside the source window and choose
“Fix Imports”.

Listing 5.10.4 Convert exception into a Fault
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ex.printStackTrace();

String sFItMsg = ex.getMessage();

PersonFIt pFlt = new PersonFlt();
pFlt.setPersonID(msgPersonDetailsReq.getPersoniD()) ;
pFlt.setFaultDetail(sFItMsg);

org.netbeans.j2ee.wsdl.commonxml.triggercon.Trigger PersonFault sFlt
= new org.netbeans.j2ee.wsdl.commonxml.trig gercon.TriggerPersonFault
(sFltMsg, pFlt);
throw sFlt;

Figure 5.10.7 shows the completed implementatiateco

1z s A S
43

44 try { Call Web Service Cperatior

45 org.netbeans.j2ee.wsdl.commonxzml . personabssve. PersondbsSvcPortType portc
16 = service.getPerzonhbaSvelortc ()

47 org.netbeans.xml .schema.person.PersonRes result = port.getPersonDetails (cReq):
48

439 System.cout.println ("\n=—=>>> " 4+ result.getFamilyName{)}):

50

5T cRes.setFamilyName (result.getFamilyName () ) ;

52 cRes.setMiddlieInitials (result.getMiddleInitials()}):

E cRes.setGivenName (result.getGivenName () )7

54 cRes. setGender (result.getlender() ) ;

55

56 org.netbeans.xml.schema.person.PersonRes.dddressDetails chAddr

57 = new org.netbeans.xml.schema.person.PersonRes.AddressDetails();
58 chddr.setStreethddress (result.gethddressDetails () .getScreetBAddress ()) ;
55 chddr.zsetCityTown (result.getiddressDetails () .getCityTown() ) !

&0 clddr.setStateProvince (result.getAddre=ssDetails () .getStatePraovince () ;
6l ciddr.setPostCode (result.gethAddressDetails () .getPostCode() ) ;

62 chAddr.setCountry (result.getAddressDetails () .getCountry ()}

63 cRes.setAddressDetails (cAddr) ;

a4

a5 org.netbeans.xml.schema.person.PersonRes.CreditCardDetails cCard =

a8 new org.netbeans.xml.schema.person.PersonRes.CreditCardDetails ()
a7 cCard.setCardifumber (result.getCreditCardDetails () .getCardNumber () ) ;

a8 cCard.zetCardType (result.getCreditCardDetails () .getCardType() ) :

4] cCard.setExpiryDate (result.getCreditCardDetails () .getExpiryDate({)):

70 cCard.setSecurityCode (result.getCreditcCardlDetails () .getSecurityCode ()} ;
71 cRes.setCreditCardDetails (cCard) ;

72 } catch (Exception ex) {

73 ex.printStackTrace():

T4 String sFltMsg = ex.getMessage ()

75 PersonFlt pFit = new PersonFlt();

76 pFlt.secPersonlID (msgPersonDetailsReq.getPersonID()) ;

T pFlt.setFaultDetail (sF1tMsg)

78 org.netbeans.jlee.wsdl.commonxml . triggercon. TriggerPersonFault sFlt

79 = new org.netbeans.jzZee.wsdl.commonxml.triggercon.TriggerPersonFault
a0 (sFltMsg, pFlit);

81 throw sFlt;

g2 ¥

B3

g4 return cRes;

Figure5.10.7 Client implementation
Build and Deploy the project.

The web service client we just built is itself abaservice. We designed this client in this way so
that we can use the SoapUl plugin to invoke thentjirather then go to the trouble of working
out how else to invoke it and to build the apprafimplementation.
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To create a SopUI project we need a WSDL URL. Exlghe Web Service node in the client
project, right-click the web service name and cleobest Web Service, as illustrated in Figure
5.10.8.

Project.. 40 X | | Files | | Services | || %) E3BPersonNoSecSve.ja
% CommonXML Source Design
5@ EJBPersonNoSecCli 41

@ Enterprise Beans 42 s

-- Java Collaborations 43

=3 Web Services 44 -

riggerConService [Tri - -
[ Web Service References -z
B-[T8 Configuration Files Refresh Service

IZE Server Resources Add Operation. ..
- Source Packages

(3 TestPackages | TestWebsevie |

4 . W
? @ Ebrlaf'fs _ Edit Web Service Attributes

B e B o B ey

Figure 5.10.8 Choose to test Web Service

Once the web browser window opens with the tese paght-click the WSDL link and choose
Copy Link Location, or equivalent. Figure 5.10.@sfs this in the Firefox web browser.

) TriggerConService Web Service Tester - Mozilla Firefox
File Edit View History Bookmarks Tools Help

- c A TET ||_1'] |http:fﬂocalhost:23[]80,Fl'riggerConﬁerviceEJBPersonNnSecCIi?Tester

[.5] Most Visited #§® Getting Started - | Latest Headlines = | SOA/BI Planet - English

| | '] TriggerConService Web Service Tester || | | '] TriggerConService Web Service T...[& |

TriggerConService Web Service Tester

Open Link in New Window

This form will allow you to test your web service implementation (

To invoke an operation, fill the method parameter(s) input boxes and click o1 ©Open Link in New Tab nethod 1
Bookmark This Link

Methods : Save Link As...
Send Link...

Copy Link Location

public abstract org.netbeans xml schema person PersonRes org.netbeans.j2¢
org netbeans j2ee wsdl commonxml triggercon TriggerPersonF ault Properties

tiggerPerson |(] )

Figure5.10.9 Copy WSDL link location

For me the URL will be:
http://localhost:28080/TriggerConService/EJBPersonN 0SecClIli?WSDL

Default port number is 8080. | changed mine to 2808
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We can not actually test this service through tkeé Wrowser. The service expects a structured
message, conforming to Person XML Schema. We wioal@ to construct a XML instance
document and paste it into the text box. Even ifdicego to that trouble the XML text would
have gotten “escaped” by the form processor andehdting message would have been garbled
anyway.

As mentioned, we will use the SoapUl to trigger ¢hient.

Create “New Project” -> “Java EE” -> “Web Servicesting Project”, named
EJBPersonNoSecCli WSTP (this assumes that the Sqdpdin has been installed — if it has

not then now is the time to obtain and installlitye the WSDL URL just copied to the clipboard
as the service URL. Figure 5.10.10 illustrates $iép.

W New Project . x|

Steps Name and L i

1. Choose Project

2. MName and Location Project Mame: IEIBPersonNoSecCIi_WSTP
Project Location: IG: \GlassFishESBv 2 1Projects \WiPolicyExploration Browse. ., |
Project Folder: |G:\GtassﬁshESBvZlProjects\WSPoﬁcyExploraﬁon‘EBPersorNOSEcCﬁ_WSTP
Initial WSDL (URL/file): Ihttp:,.",ﬂocalhost:ZBOBDfTriggerConServicefEJBPersonNoSecCI.i?WSDL Browse... |
Generate Testsuite? [
Generate MockService? [
Import existing soapUI Project: I Browse... |

< Back | Next= | Finish Cancel Help
l’\!

Figure5.10.10 Create new web service testing project

Once the project is created expand the nodes;clgitthe service operation and choose “New
request”, as illustrated in Figure 5.10.11.

i Iza Test Libraries
£-B) EIBPersonNoSecCli WSTP
& X TriggerConBinding

(ol i rPerso
- EBPersonNoSecSve  Add to MockService
% PersondCli Add as MockResponse Step
._,-’?"_D PersonCli_CA_Plain
-8 PersnnCIi_CA_SSLMLm

. _ elabel
-4, PersonCli_CA_S5LSe

Figure5.10.11 Add new request

Set PersonID to some favourite value and click3hbmitt request “button”. This is illustrated in
Figure 5.10.12.
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| 9 EXBPersonNoSecSvc.java x | [ 3] EJBPersonNoSecClijava x| Request1 x|
'JP =2 B 00 :: . Ihttp:Iﬂocalhost:ZBD8D,Fl'riggErCl::nServiceEJBPersonNoSecﬂli

B

= Submit request to spedfied endpoint URL | seapenv="http: //schenas. xulsoap. org/s
1 =soapenw:Header /=

3

2
_3 =soapenw: Body:>

_4 =per:PersonbBeg= /
_5 <! -—typer string--F

_6 {per:PersnnID:—lZBlZSIﬂ-’per:PersonID}
B

e

9

=jper: Personbeog=

= /=soapenw: Body=
</zoapenv: Envelopas

Figure5.10.12 Submit SOAP Request

If all goes well, the service response will lookar to that shown in Figure 5.10.13.

[ 1] ElBPersonNNoSecsve java x |13 EJBPersonNoSecClijava x| Request1 x|
P =@ O | Ihttp:,.’,.’Ioca\host:ZBD8D,FTriggerConServiceEJBPersonNoSecCIi LI
E 1| <soapenv: Envelope xmlns:soapenv="ht;| ; f 71 <8:Envelope xmlns:S="http://schemas. xmlsoap.org/soapfenvelope/"=
= 2| <soapenv:Header /= = 2 <3:Body>
% 3 <zoapenv: Body> % j “Personbes xmlns="http:/ xml netheans. org/schena/Person' =
= 4 <per: PersonRes o 4 <PersonTD=123123+/ParsonThs
5 <! —typer strimg--> 5 <FamilyNamesDos</ Fani lyHane>
& <per:PersonIb»12z31z3f/per: G <GivenNamesJohn</ GivenNanes
7| “/per: PersonBeg- 7 <Gender=M</Gender>
8 “fzoapenv:Bodys 8 <hddressDetailss
9| «/soapenv: Envelopes K] <Strestiddress»33 Berry Street</Strestiddresss
1| <CityTovnrNorth Sydney</CityTomms>
1 “PostCoderZ160+/ Post Code>
T 12 <StateProvince>N3W</StateProvincesr
13| <Country=hustralis</Countrys
14 </hddrasshetailss
15| <CreditCardDetailss
G «CardTyperDPassport</CardTyper
T 17 <Cardiuuber>123-456-7689-0125</Car diunber>
18| <ExpiryDate-0l/21</ExpiryDatesr
19| <SecurityCoderSat Sep 19 11:16:55 EST 2009</SecurityCodes
20| </Oraditardbetailss
? </PersonRes>
T 23] +/8:Bodyr
T 23 «/8:Envelopes

Figure5.10.13 Service Response

To test exception processing in the client, undepte service and submit the request again.
Figure 5.10.14 shows the Fault response.

E f _1 =8:Envelope xmlns:S="http:/fschemas. xmlsoap.org/soap/envelopes; ">

= 2 <5:Body>=

% E =#8:Fault xmlns:nsd="http: fwmr. wi . org/Z002 /058 f=oap-—envelope "=

o 4 “faultcode=8:8erver<,/faultcode=
g <faultstring-HTTP Status-Code 404: Nokt Found - Not Found</faultstrinegs
_6 “detailx
_]" “PerzonFltc:PerzonFlt xmlns:Personflt="htop: /fxml netheans. orgfschema,!
—8 <PersonlID>1Z231Z32</PersonID>
] <FaultDetail=HTTP Sratus-Code 404: Mot Found - Not Found</FaultDet;
10| =/PersonFlc:PersonFlos
1 = decails
~ 17| </8:Fault=
T 13 =S8 Bodys
14 /8 Envelope=

Figure 5.10.14 Fault response
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The service provider and the service consumer wgoemented and exercised. This will help
with the next section. Before going on let’s undgpthe client as well so that neuither the client
nor the service are deployed.

5.11 EJB-based Person Svc with Server-side Authentication

In this section | will discuss how to configure S®Ith Server-side Authentication for an
EJB-based Web Service, using the “Interface Fpstgramming model, though this equally
applies to “Implementation First” programming moét EJB Web Services.

WS-Security Policy and Metro / WSIT are not usedtfis. A far as | can tell the EJB-based
web service implementation, and the infrastructhat supports it, completely ignores the WS-
Security Policy and Metro / WSIT policies relatitigchannel security — SSL / TLS, whether
with Server-side or Mutual Authentication. Thisteg is not, then, an exploration of security
policy but an exploration of a practical implemeiua of SSL-/ TLS-based channel security.

The security parameters, port, certificate aliagytographic suites, are configured in the
GlassFish Application Server. Figures 5.11.1 add .2.show the areas of particular interest.

Sun GlassFish”Enterprise Server v2.1

* [gp Resources :I

: Configuration = HTTP Service > HTTP Listeners = hitp-listener-2
v (B Configuration

@ Web Container
(& E18 Container
* gt Java Message Service

J Edit HTTP Listener SsL |

Edit HTTP Listener

v g seeurty Specify IP address, port number, server name, and default virual server for HTTP listener sockets
S Transaction Service A——
ner; ngs
v 9’ HTTP Service
v [3 HTTP Listeners Hame: nttp-istener-2
@ hitp-istener1 / Listener: V¥ Enabled
T
E Q_Mﬁf <5ecurity: ™ Enabled )
admin-listener S
? Network Address: *  [0.0.0.0
. Virtual Servers Jotted-pa ation; also 0, any, orANY or INADDR_ANY {all IP addresses); for SSL must be 0.0.0.0 if used by mo
> & oRa @slener port: * 28181
» 3 Thread Pools AT ire supe
® [y Admin Service Default Virtual Server: * | server
@ Connector Service Use Virtual
m Monitoring Server Name:
@ Management Rules alias ni ing & colon and port number, that port will be used in URLs the server sends to the ¢
P9 Misnmnstic Ganina

Figure5.11.1 http-listener-2 port configuration

Chapter 5, 75



Sun GlassFish™Enterprise Server v2.1

> | Resources d ] ; ; ;
i) |ﬂ| Configuration Configuration > HTTP Service = H'!TPI Listeners > hitp-listener-2
@ Web Container | Edit HTTP Listener S5L |
EJB Container ssL
- ﬁ Java Message Service
L2 &-} Security
& Transaction Service Client Authentication: [~ Enabled
- Q. HTTP Service Requires the client to authenticate it=elf to the server
¥ HTTP Listeners Certificate NickName: [g1ag
Q hitp-listener-1 Takes a single value, identifies the server's keypair and certificate
& Tayes S5L3: ¥ Enabled
@ admin-istener S5LZ: [” Enabled
> Virtual Servers TLS: [¥ Enabled
L2 a ORB
¥ [ Thread Pools S e
P Admin Senvice. If no cipher suits is added, t means ALL cisher sute wil be chosen.
.@ Connector Service
[ Montoring [ Available Common Ciphersuites: | Selecied Common Ciphersiifes:
@ Management Rules 'SSLfRSA?:NITH?HC&jZE?MDE ;I Bdd >
g, DianostcServcs TSRSAWTHAES 120 CeC sHA [ AdAse ]
E System Proparties z S5L_RSA_WITH_3DES_EDE_CBC_SHA —

Figure5.11.2 SSL / TLS Configuration

Unlike in the JBI world, where logic and policy che separated into a BPLE Module and a
Composite Application projects, with EJB-based V&elvices a single project will implement
both.

Click anywhere in the empty area of the Projectl&xgy and create “New Project” -> “Java EE”
-> “EJB Module”. Name this module EJBPersonSSLS#uthSvc and have it deploy to the
remote GlassFish instance.

Right-click on the name of the new project. Chotidew” -> “Other” -> “Web Services” ->

“Web Service From WSDL". Name the service EJBPeB&irServerAuthSvc, name the package
pkg.EJBPersonSSLServerAuthSvc, browse to the CortiMarPersonAbsSvc WSDL, select it
and click Finish.

As the wizard completes a skeleton Java Sourdeeahtplementation class will appear in a
window.

Replace the line containing the comment “// TO DOand the following line with the java
statements shown in Listing 5.11.1.

Listing 5.10.1 Method body

PersonRes res = new PersonRes();
res.setPersonlD(msgPersonDetailsReq.getPersoniD());
res.setFamilyName("Doe");

res.setGivenName("John");

res.setGender("M");

PersonRes.AddressDetails addr = new PersonRes.Addre ssDetails();

addr.setStreetAddress("33 Berry Street");
addr.setCityTown("North Sydney");
addr.setStateProvince("NSW");
addr.setPostCode("2160");
addr.setCountry("Australia");
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res.setAddressDetails(addr);

PersonRes.CreditCardDetails card = new PersonRes.Cr editCardDetails();
card.setCardNumber("123-456-7689-0123");

card.setCardType("Passport");

card.setExpiryDate("01/21");

card.setSecurityCode("SecurityCode");

res.setCreditCardDetails(card);

return res;

The class implementation should look like that shaaFigure 5.11.3.

18 EWebService
19 (serviceName = "P

20 portHame = "Pers

21 endpointInterface = "o Type"
22 targetamespace = "h

23 wsdlLocation = "META

24 @5tateless

25 puklic class EJBPersonSSLServerAnthSve implements PersonfbsSvePortIvpe {
26

6] public org.netbeans.xml.schema.person. Personkes getPersonDetails

28 (org.netbeans.xml.schema.person. PersonReq msgPersonDetailsRed)
295 throws GetPersonDetailsFault {

30 PersonRes res = new PersonBes():

31 res.setPersonlID (msgPersonDetailsReqg.getPersonID()) -

32 res.setFamilyName ("Does™) ;

33 res.setGivenName ("John™) ;

34 res.=setGender ("M") ;

35

36 PersonRes. dddressDetails addr = new PersonRes.AddressDetails():

37

38 addr.setStreetAddress ("33 Berry Street™):

39 addr.secCictyTown ("Horth 7"y

40 addr.setS5tateProvince ("

41 addr.setPostCode ("2160™)

42 addr.setCountry ("Australia™);

43 res.setAddressDetails (addr) ;

44

45 PersonRes.CreditlardDetails card = new PersonRes.CreditCardDetails():
46 card. secCardNunmber ("1 689-0123");

47 card,.setCardIype ("Fas
48 card.setExpiryDate ("C

45 card.setSecurityCode ("SecurityCode™);
50 res.setCreditCardDetails (card) ;

El

52 return res;

53 - H

Figure5.11.3 Implementation code

Move the “@Stateless” annotation from its locatiamline 23 to just before the “@WebService
annotation”. Figures 5.11.4 and 5.11.5 illustraee tbefore” and “after” state.
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............................

18| @WebService

15 (serviceName = ' L ¥ et
20 portHame = "Pera -

21. endpointInte:l:fag-é‘

22 targetlName spgc‘é.

23| wsdlLocati_p-ﬁ‘ = "M

24 @Stateless -

29 public clas=s EJBPer=sonSSLServerAnthSve implements PersonfibsSvcPortType {

Figure5.11.4 “Before” state

w|L -

18 @5tateless

19 EWebService

20 {serviceName = "Personk
21 portName = "Perszonfbs=
22 endpointInterface = "
23 targetMNamespace =
24 wadlLocation = "MET EJBPer 7 2

26

Figure5.11.5 “After” state

nabhsSvcPortType™,

L-TNF/w=dl, n LuthSve/Pe nihsSvceWrapper.wsdl™)
25 public class EJBPersonSSLServerAnthSve implements PersonfibsSvcPortIype {

The empirical reason for this is that processinthef@WebService annotation before the

@Stateless annotation generates code that ignoaesel security.

Build the project.

Click on the “Configuration Files” folder to seldttClick on the drop down “File” NetBeans
menu. Choose “New File” -> “Other” -> “Empty FileFigure 5.11.6 illustrates a step in this

process.

’ EIBPersonSSLServerAuthSve - NetBeans IDE 6.5.1
Eile, Edit View Navigate Source Refactor Run Debug Profle Versioning Tools Window Help

[rTRER2eT I7T® DB G
|| Project :

t . Al % [ | Services | [ ExPersonssLServerauthsve java x|
-5 CommonXML Sowce  Desion  Preview | |
@ EXBPersoniNoSecCi TE L import org.netbeans.jZee.w
Bl EJBPersonNoSecCi_WSTP 12|~ import org.netbeans.xml.sc
E% EJBPersonMoSecSve ]_3'

2-§ EIBPersonsSlServerAuthSve 14T F

[Z@l Enterprise Beans s
) Java Collaborations 16|
(8 Web Services 17

Configuration Files 18| @5tateless

W New File S
Steps Choose File Type
;- Choose File Type Project: |%& EJBPersonssLServerAuthSve =l
‘Categories: File Types:
-] GlassFish ﬂ IEREDty Fie
] other = |4

ICreates an empty file with an arbitrary extension on your disk.

< Badk | Next > I Einish | Cancel | Help |

Figure5.11.6 Create Empty File in the Configuration Files folder
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Name the new file “sun-ejb-jar.xml".

Paste the XML content shown in Listing 5.10.2 itite sun-ejb-jar.xml.

Listing 5.11.2 Content of the sun-ejb-sar.xml

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE sun-gjb-jar PUBLIC '-//Sun Microsystems, Inc./IDTD
Application Server 9.0 EJB 3.0//EN'
'http://www.sun.com/software/appserver/dtds/sun-ejb -jar_3_0-0.dtd">

<sun-ejb-jar>
<enterprise-beans>

<ejb>
<ejb-name>EJBPersonSSLServerAuthSvc</ej b-name>
<webservice-endpoint>
<port-component-name>EJBPersonSSLSe rverAuthSvc</port-component-name>
<transport-guarantee>CONFIDENTIAL</ transport-guarantee>
</webservice-endpoint>
</ejb>

</enterprise-beans>
</sun-ejb-jar>

This seems to be the standard way of requiring B&led channel security for EJB-based web
endpoints deployed to the GlassFish Applicatiorv&elSeéhttp://java.sun.com/developer/EJTe
chTips/2006/tt0527.htnfbr discussion. The ejb-name and port-componentenzalues are the
name of the implementation class, EJBPersonSSLBautheSvc.

Save the project, Build and Deploy.
Expand the “Web Service” node, right click on tleetpmname and choose “Test Web Service”.

When the Web Browser opens, with the web servistetdJRL, there will be an error message
in the content windows. Figure 5.17.7 shows theraressage in the Firefox browser.

) Invalid Method Type - Mozilla Firefox

File Edit View History Bookmarks Tools Help

v c (BT ||_1'] |hth::,.',.'orad1.ssc:28D8D,.'PersonAbsSchervicefEJBPersonSSLServer.ﬁ.umSvc?Tesher

|.2] Most Visited %P Getting Started 5 | Latest Headlines 1 | SOA/BI Planet - English

PersonAbsSvcServiceis a secured web service; Tester feature is not supported for secured services

Figure5.11.7 Error invoking web service test functionality

Clearly, there is no way to access the service nearsecure channel.

For me, because | don’t use default port numbkeessécure channel URL will be:
https://oradl.ssc:28181/PersonAbsSvcService/ EJBPersonSSLServerAuthSve
The default port number of the SSL-enabled listevidibe 8181.

Let's attempt to access the WSDL for this servisiegi the following URL:

https://oradl.ssc:28181/PersonAbsSvcService/ EJBPersonSSLServerAuthSve  ?WSDL

Access succeeds. Figure 5.11.8 shows the WSDLréfidi.
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¥ Mozilla Firefox

fle Edit Vew Hgtory Bookmarks Took Hep

~ C X a ||_1']‘htms:h’nradl‘ssc:ZS18]fPErsnr\AbsSvcierth/EJBPersnr\SSLserverAumSVcVWSDL i 7 - I":—s:;&

5] Most Visited % Getting Started . LatestHeadines - | SOA/BI Planet - Englsh

This XML file does not appear to have any style information associated with it. The document tree is shown below.

S
Published by JAX-WS RI at http://jax-vs.dev.java.net. RI's version is JAX-WS RI 2.1.3.1-hudson-749-SNAPSHOT.
-
— <definitions name="PersonAbsSvc" targetNamespace="http://j2ee netbeans org/wsdl/CommonXML/PersonAbsSve">
<wsdl:import namespace="http-//j2ee netbeans org/wsdl'CommonXML/PersonAbsSvc" location="https-/'orad] ssc:28181/PersonAbsSvcService/EJBPersonSSLServerAuthSve 7wsdl=1"/>
— <wsdl:binding name="PersonAbsSvcBinding" type="tns PersonAbsSvcPortType">
<soap:binding transport—"http-//schemas xmlsoap.org/soap/http" style—"document"/>

—<wsdl:operation name="getPersonDetails">
<soap:operation soapAction="getPersonDetails_action"/>
—<wsdl:input name="iput1">
<soap:body use="literal"/>
</wsdl:input>
—<wsdl:ontput name="output1">
<soap:body use="lteral"/>
<fwsdl:output>
—<wsdl:fault name="fault1">
<soap:fault name="fault1" use="literal"/>
<fwsdl:fault>
</wsdl:operation>
</wsdl:binding>
— <wsdl:service name="PersonAbsSvcService">
—<wsdl:port name="PersonAbsSvcPort" binding="tns PersonAbsSvcBinding">
<soap:add location="htips-//orad].ssc:2818 1/PersonAbsSveService/EJBPersonS SLServerAuthSve />
</wsdl:port>
<wsdl:service>
</definitions>

Figure5.11.8 WSDL obtained over the secure channel
Let’s now try to use the non-secure channel talgetWSDL. For me, the URL will be:
http://oradl.ssc:28080/PersonAbsSvcService/EJBPerso nSSLServerAuthSve?WSDL

Access will fail. The browser will show a blank gagand the server.log will have a WARNING-
level message:

[#]2009-09-19T11:46:16.556+1000|WARNING|sun-

appserver2.1jjavax.enterprise.system.container.ejb| _ThreadlD=30;_ThreadName=http
SSLWorkerThread-28080-2;_RequestiD=b4cbael7-fdd9-40 51-991b-71482e166246;|Invalid
request scheme for Endpoint EJBPersonSSLServerAuthS vc. Expected https . Received
http|#]

Let's now create a “New Project” -> “Java EE” -> &l¥ Service Testing Project”, named
EJBPersonSSLServerAuthSve WSTP. Use the secure WL, which for me will be:

https://oradl.ssc:28181/PersonAbsSvcService/EJBPers onSSLServerAuthSve?WSDL

Create, populate and submit a SOAP request. Figade9 illustrates the project and the request.

| Project.. 40 X | Fies | | services | [ Request1 x|
[]"'% CommanxML —’H}E G E O ] Ihtq:us:,.’,.’oradl.ssc:28181,.'PersonAbsSvcService,.'EJBPersonSSLServerAumSvc
@ ElBPersonNoSecCl

B EJBPersonNoSecCli_wsTP
£
£

gl Submit request to spedfied endpoint URL F soapenv="http: / schemas. xmlsoap.org/soapsenvelo]
2 <soapenv:Header /=

7@ ElBPersonoSecsve = : <soapeny:Body>
7@ EJBPersonssLServerAuthSve & 2 <per:PersonRegr
£-B) EJBPersonSSiServerAuthSve_WSTP 5 2! ——type: strimg-->

£ X PersonAbsSvcBinding 5 <per:PersonIDsZ23344+/per: ParsonlDs
B¢ betPersonDetails 7

B 52 Request1 8
-5 PersonCli 9

Rl PersonCli CA Plain

Figure5.11.9 Submit SOAP request

“f/per:Personbegs
“fsoapenv:Bodys
“fzoapenv: Envelopear
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Figure 5.11.10 shows the SOAP Response, the X.8@%i€ate and the Crypto Suite, which
was provided and negotiated by the GlassFish Aatitin Server to the SoapUl client during the
SSL Handshake.

g 1] <5:Enwvelope xmlns:S="http:/Sfschemas. xmlscap.orgfsoap/envelope/ "= d
I 2| «5:Body>
% j “PersonBes xmlns="http:/ il netbeans org/schema/Person"s
= 4 <PersonID>223344=/Fersonlhs
[ 5] «FanilyNamerDoe= /FanilyNanes
a “CGivenName=John</Giventlane:
7| <Gender =M< /Genders
8 “hddressDhetails>
[~ 5] <Streetiddress»33 Berry Street</Streetiddress»
~ 10| <CityTomsNorth Sydneys/CityTowms
11 <Postloder2160</Postlodes
132] “8tateProvince>N3W</StateProvinces
BEE “Country=australia</Country>
13 </hddressDetailss
15| <CreditCardbetails>
15 “CardType>Passport</CardTypes
1}; “Cardfunmber>1223-486-7689-01E2=/Cardifunber =
S “ExpiryDater01/21< /ExpiryDates
_1‘§ “@ecurityCoderfecurityCode</SecurityCode>
| </CreditCardbetails>
B “</Personfess
_22 </5:Body>=
E “f8:Enveloper =
i BE

thséujtg_jéé_ﬁé&ﬂmﬁctﬂﬁ_mﬁ =
PeerPrincipak CM=orad 1.ssc, OU=5un GlassFish Enterprise Server, Q=5un Microsystems, L=Santa Clara, ST=California, C=US
PeerCe

ate It
E
[

Veraion: V3
(Subject: CH=oradl.ssc, }J0U=5un GlassFish Enterpris rver, O=Sun Microsystems, L=Santa ¢

Signature AlgDriﬁh.’ll: SHAIwithRSA, OID = 1.2 B40.113549.1.1.5
-
_>I_I

4 |

Headers (6) | Attachments (0) [ S5LInfo (1certs) - \WSE (0)

Figure5.11.10 SOAP Response and SSL information

SSL Handshake can be logged to the server.log @ingd-Djavax.net.debug=ssl:handshake” to
the GlassFish Application Server’'s JVM Options.Uf&g5.8.1 illustrates this in the GlassFish
Application Server Admin Console.

The web service, secured using SSL with ServerAidbentication, is operational. Let's see if
we can access it using a non-secure URL, whicmfowould be:

http://oradl.ssc:28080/PersonAbsSvcService/ EJBPersonSSLServerAuthSvc

Create a new SOAP Request in the EJBPersonSSL8eth&vc_ WSTP project and change the
endpoint URL to the non-secure one, as shown iarEi§.11.11.

.]Prnjed 41 %[ [ Files | services | [Request1 x| Request2 x|

55 CommonxML » = O 22 W |nttp:fforad 1.550:28080 PersonAbsSvcService E TBPersonssl Server AuthSuc =l
% @ Erpersontosecc & = = —http: forad L.ssc: 28080 /PersonAbsSveSer vice /EJBPersonSsLServer AuthSve
2 @ EJBPersonNoSecCl_WSTP = — <SD o ;[E-:iit-:\.lrrr:nt.‘]
(ﬂ § EJBPersonNoSecSvec = J <soa§env;Body[add new endpoint..] K
ﬂ\}g EJBPersonSSLServer AuthSuc & 3 <par: Paysogldeizte current]
=-E) EIBPersonSSLServerAuthSvc WSTP = wimmbype: strimgm-z
! B I PersonAbsSvcBinding 6l <per:PersonID>445566< /per: PersonIDs
£ getPersonDetails _71 </per:Personheqs

B &2 Requesti / Si 4/ soapens:Bodys
B+ §8 Request2 9| </soapeny: Envelope>

528 personch

Figure5.11.11 Create a new request and “[edit current ...]” endpbWRL
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Submit the request.

The SoapUl will give a blank response, which ishags misleading, and the server.log will
show the, familiar by now, WARNING-level message:

[#]2009-09-19T11:55:18.389+1000|WARNING|sun-

appserver2.1ljjavax.enterprise.system.container.ejb| _ThreadlD=31;_ThreadName=http
SSLWorkerThread-28080-3;_RequestiD=92f0cc01-3b4e-4e 89-8776-1ee02f2b5fac;|Invalid
request scheme for Endpoint EJBPersonSSLServerAuthS vc. Expected https . Received
http|#]

The web service endpoint is secured, using SSL S&tiver-side Authentication.
Let's create an EJB-based web service client tooisesthe service we just implemented.

Create a “New Project” -> “Java EE” -> “EJB Modulelamed EJBPersonSSLServerAuthCli,
with the local GlassFish instance as the deployr@get.

Create “New” -> “Web Service From WSDL", named E&BsdnSSLServerAuthCli, in package

pkg.EJBPersonSSLServerAuthCli i, using WSDL from @ommonXML/TriggerCon.wsdl.

Create “New” -> “External WSDL Document(s)”, usitite service WSDL URL. For me this
will be:

https://oradl.ssc:28181/PersonAbsSvcService/EJBPers onSSLServerAuthSve?WSDL

Figure 5.11.12 shows the new WSDL in the projettcstire.

=@ EJBPersonSSLServerAuthCli

@ Enterprise Beans

-- Java Collaborations

EE Web Services

Iza Configuration Files

>I:E Server Resources

E}ﬁ Source Packages

E]{::} oradl.ssc_23131.PersonAbsSvcService
@ EJBPersonSSLServer Authsve, wsdl
@ EJBPersonS5sLServerAuthSve.wsdl_1.wsdl
: @ EJBPersonssLServerAuthSve, xsd_1,xsd
{::} pkg.EJBPersonSsLServer Authcl

[ TestPackages

E}-I:E Libraries

+1-[g TestLibraries

Figure5.11.12 WSDL | the project structure

Create “New” -> “Web Service Client”, click “Loc#lile”, Browse to the location of the WSDL

EJBPersonSSLServerAuthSvc.wsdl and select it. Eigut1.13 illustrates this step.
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B '% EIBPersonSSLServerAuthCli

- Enterprise Beans
[.EI--@ Java Collaborations
B-(F Web Services
(g Configuration Files
Ijﬁ Server Resources

El-igd Source Packages /

E| |:_:| oradl.ssc_28181 PersonAbsSvcService -
- Ej] EJBPersonssl Server AuthSve.wsdl /

% New Web Service Client |

Steps WsDL and Client Location

1. Choose File Type Spedfy the WSDL file of the Web Service,
2. WSDL and Client Location

" Project: |

——————————» {* LocalFile: IAbsSucService\EJBPersonSSLServerﬁ.uﬁvac.wsdl
" WSDLRL: | Set Proxy... |

Spedify a location for the dient,

Project: |EIBRersonssL ServerAuthCl
Package: |-:-:I-':ﬁ|'_|i! package > 7]
Client Style:  |JAX-WS Style =]

| R e Y

[~ Generate Dispatch code
Figure5.11.13 Use WSDL in the local file

Open the Java source of the client implementatforgt already open.

Replace the two lines of code, “//TODO ...” and “twoew Unsupported...” with the code
shown in Listing 5.11.3.

Listing 5.11.3 Replacement code

org.netbeans.xml.schema.person.PersonReq cR eq

= new org.netbeans.xml.schema.perso n.PersonReq();
cReq.setPersonID(msgPersonDetailsReq.getPer soniD());
org.netbeans.xml.schema.person.PersonRes cR es

= new org.netbeans.xml.schema.perso n.PersonRes();
cRes.setPersonlD(msgPersonDetailsReq.getPer sonlD());

/I invoke service here

return cRes;

The source, reformatted for better readabilitghewn in Figure 5.11.14.
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17 @WebService
18 (serviceName = "TriggerConService™,

15 portName = "TriggerCon

20 endpointInterface pe™
21 targetNamespace =

22 wsdlLocation = "METZ

23 @Stateless

24 public class EJBPersonSSLServerAnthCli implements TriggerConPortTyvpe {
25

26 public org.netbeans.xml.schema.person. PersonRes triggerPerson
27 (org.netbeans.xml.schema.person. PersonReq magPersonDetailsRedq)
28 (=1 throws TriggerPersonFault {

29 I org.netbeans.xml . schema.person. PersonReq cRedg

30 = new org.netbeans.xml.schema.person.PersonReq()
3 cReq.setPersonlD(msgPersonDetailsReq.getPersonID() )

32

33 org.netbeans.xml.=schema.person. PersonRes cRes

34 = new org.netbeans.xml.=schema.person.PersonRes ()
35 cRes.=zetPer=sonlID (msgPersonDetailsReg.getPersonID() ) ;

36

37

38

39 return cRes;

40| = H
Figure5.11.14 Client implementation code before service invocatsadded

Variables cReq and cRes will contain request testhgice and response from the service
respectively.

Expand Web Service References node all the wayetservice operation and drag the service
operation onto the source window following the caenirt'// invoke service here”, as shown in
Figure 5.11.15.

I

Source Design Preview ||_IQ|L.||‘Q‘(,“;.H:>-‘|I—E|“@?%UD|<£§ Eél\:v' |:|| =5

|v

1+
[+ @ EJBPersonMosecCl 25
[ @ EJBPersonNoSecCl_WSTP 26 public org.netbeans.xml.schema.person.PersonRes triggerPerson
[H- % EJBPersonMoSecsve z
T 27 (org.netbeans,.xml,.schema.person. PersonReq msgPersonDetailsReq)
E® E3BPersonsSl ServerAuthCl 28 [ throws TriggerPersonFault {

= .

E IB Enterprise Beans 23 org.netbeans.xml.schema.person. PersonReq cReg

B Java Collaborations 30
Web Services 31
_!3 \f'eb Service References 32
= EJBPersonSSLServerAuthSve a3
@ Personabssvcservice 24

= new org.netbeans.xml.schema.person.PersonReq()
cReq.setPersonID (msgPersonDetailsReq.getPersonIDi() ) ;

org.netbeans.xml.schema.person.PersonRes cRes
i = new org.netbeans.xml.schema.person.PersaonRes ()
B[ PersonAbsSvcPart 35 cRes.setPersonID (msgPersonDetailsReq.getPersonID() )
B W= tPersonDetails [G—G- EvIN -
F#-[5g Configuration Files 37 ,, T
_ﬂ Server Resources 38 o
‘@ Source Packages 39 return cRes; %E‘
1[5 oradl.ssc_28181.PersonAbsSvcService 10

Figure5.11.15 Drag the service operation onto the source window

The code fragment, which was generated by the NetB&oling, reformatted for better
readability, is shown in Figure 5.11.16.
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40 cRes.getPersonlD (megPersonDetailsReq.getPersonlID() ) ;

41

42

43

44 f/ftry { \‘
45 org.netbeans.j2ee.wsdl.commonxml .personabssve. PersonfibsSvcPortType port
48 = service.getPersondbsSvcPort ()

47

[T org.netbeans.xml.schema.person. PersonReq megPersonDetailsReqg

49 = new org.netbeans.xml.schema.person.PersonReqgl()

50

51 org.netbeans.xml.schema.person. PersonBes result

02 = port.getPersonDetails (masgPersonDetailsRedq) -

o3 System.ocut.println("Result = "+result):

54 } catch (Exception ex) {

55

56 H

o \ /
58 return cRes;

Figure5.11.16 Service invocation skeleton code

Replace the lines inside the try { ... } catch blagih the code in Listing 5.11.4.

Listing 5.11.4 Code to invoke the service and process the reply

org.netbeans.j2ee.wsdl.commonxml.personabssvc.Perso nAbsSvcPortType port

= service.getPersonAbsSvcPort();
org.netbeans.xml.schema.person.PersonRes result = p ort.getPersonDetails(cReq);
System.out.printin("\n===>>> " + result.getFamilyNa me());

cRes.setFamilyName(result.getFamilyName());
cRes.setMiddlelnitials(result.getMiddlelnitials());
cRes.setGivenName(result.getGivenName());
cRes.setGender(result.getGender());

org.netbeans.xml.schema.person.PersonRes.AddressDet ails cAddr

= new org.netbeans.xml.schema.person.Person Res.AddressDetails();
cAddr.setStreetAddress(result.getAddressDetails().g etStreetAddress());
cAddr.setCityTown(result.getAddressDetails().getCit yTown());
cAddr.setStateProvince(result.getAddressDetails().g etStateProvince());
cAddr.setPostCode(result.getAddressDetails().getPos tCode());
cAddr.setCountry(result.getAddressDetails().getCoun try());

cRes.setAddressDetails(cAddr);

org.netbeans.xml.schema.person.PersonRes.CreditCard Details cCard =

new org.netbeans.xml.schema.person.PersonRe s.CreditCardDetails();
cCard.setCardNumber(result.getCreditCardDetails().g etCardNumber());
cCard.setCardType(result.getCreditCardDetails().get CardType());
cCard.setExpiryDate(result.getCreditCardDetails().g etExpiryDate());
cCard.setSecurityCode(result.getCreditCardDetails() .getSecurityCode());

cRes.setCreditCardDetails(cCard);

The new request, cReq, populated with the PersémlD the client, is submitted to the service
and the response, cRes, is sued to populate thenss of the client.

To complete client implementation let's replace ohe line comment “// TODO handle ..."” with
the slab of code shown in Listing 5.11.5, thentrgjick inside the source window and choose
“Fix Imports”.
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Listing 5.11.5 Convert exception into a Fault

ex.printStackTrace();

String sFItMsg = ex.getMessage();

PersonFIt pFIt = new PersonFlt();
pFlt.setPersoniD(msgPersonDetailsReq.getPersoniD()) ;
pFlt.setFaultDetail(sFItMsQ);

org.netbeans.j2ee.wsdl.commonxml.triggercon.Trigger PersonFault sFlt =
null;

sFIt = new TriggerPersonFault(sFltMsg, pFlt);

throw sFlt;

Figure 5.11.17 shows the completed implementatiate c

43

44

45 Ty Call Web Service Cperatior

48 org.netbeans. jl2ee.wadl. commonxml . personabssve. PersonfbsSvcPortType port
47 = service.getPersondbsSvcPorc():

48 org.netbeans.xml.schema.person. PersonRes result = port.getPersonDetails (cReq);
49

50 System.out.println("\n=—=>>> " + result.getFanilyName(}):

51

52 cRes.setFamilyName (result.getFamilyName () ) ;

53 cRes.setMiddleTInitials (result.getMiddleInitials () )

54 cRes.setGivenName {result.getGivenName () ) ;

55 cRes.setGender (result.getGender() )

56

27 org.netbeans.xml.schema.person.PersonRes . AddressDetails chddr

58 = new org.netbeans.xml.schema.person.PersonRes. hddressDetails () -
59 chddr.setStreethddress (result.getAddressDetails () .getStreetAddress () ) ;
ad clddr.setCityTown (result.gethddressDetails () .getCityTown() ) -

a1 chddr.setStateProvince {result.getAddressDetails () .getStateProvince ()} ;
&2 clhddr.setPostCode (result.gethddressDetails () .getPostCode () )

a3 chddr.setCountry (result.getAddressDetails () .getCountry () ) ;

ad cRes.zethddressDetails (chddr) »

(i1

&6 org.netbeans.xml.schema.person. PersonRes. CreditCardDetails cCard =

a7 new org.netbeans.xml.schema.person.PersonRes.CreditCardDetails();
a8 cCard.zetCardNumber {result.getCreditCardDetails () .getCardNumber () )

&3 cCard.setCardType {result.getCreditCardDetails {) .getCardType () )

70 cCard.setExpiryDate (result.getCreditCardDetails () .getExpiryDate()):

T cCard.setSecurityCode {result.getCreditCardDetails () .getSecurityCode () ) ;
72 cRes.setCreditCardDetails (cCard)

73 } catch (Exception ex)} {

74 ex.printStackTracel):

5 String sFltMsg = ex.getMessage():

76 PersonFlt pFlt = new PersonFlt():

77 pFlt.=zetPersonliD (msgPerzonDetail=Req.getPersanID() ) :

78 pFlt.setFaultDetail (sFltMag) ;

75 org.netbeans. j2ee.wadl.commonxml . triggercon.TriggerPersonFault sF1lt = null;
a0 sFlt = new TriggerPersonFault {sFltM=g, pFlt):

a1 throw sFl1t;

a2 }

Figure5.11.17 Client implementation
Build and Deploy the project.

The web service client we just built is itself abaservice. We designed this client in this way so
that we can use the SoapUl plugin to invoke thentjirather then go to the trouble of working
out how else to invoke it and to build the apprafgimplementation.
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To create a SopUI project we need a WSDL URL. Exrghe Web Service node in the client
project, right-click the web service name and cleobsst Web Service.

Once the web browser window opens with the tesé paght-click the WSDL link and choose
Copy Link Location, or equivalent, to copy WSDL URLthe clipboard.

For me the URL will be:
http://localhost:28080/TriggerConService/EJBPersonS SLServerAuthCli?WSDL
Default port number is 8080. | changed mine to 2808

We can not actually test this service through tkeé rowser. The service expects a structured
message, conforming to Person XML Schema. We wioal@ to construct a XML instance
document and paste it into the text box. Even ifdidego to that trouble the XML text would
have gotten “escaped” by the form processor andethating message would have been garbled

anyway.
As mentioned, we will use the SoapUl to trigger ¢hient.

Create “New Project” -> “Java EE” -> “Web Servicesting Project”, named
EJBPersonSSLServerAuthCli WSTP (this assumestia®oapUl plugin has been installed — if
it has not then now is the time to obtain and ih#)aUse the WSDL URL just copied to the
clipboard as the service URL.

Once the project is created expand the nodes;clgitthe service operation and choose “New
request”.

Set PersonID to some favorite value and click thiensit request “button”.

If all goes well, the service response will looksar to that shown in Figure 5.11.18.

Regquest 1 XI EJBPersonssLServerAuthClijava XI
P =@ O £ I|htn::fﬂ0calhost:280BD;'TriggerConSer\ticefEJBPersonSSLSer\rerAumCIi LI
S _1 <zopapenv: Envelops xmlns:soapenv;lg S _1 =8:Envelope xwlns:S="http://schewmas.xmlsoap.oryg/soap/envelope/ "=
* 2| <soapenv:Header /= = 2| <3:Body>
% j <soapenv:Body> % j “PersonPes xmln=="http://xml netbeans. org/schema/Person">
o 4 <per:FPersonBegs o 4 <PersonID=5E55566</Personlls=
g <) -—type: strimg-—> B <FamnilyNamesDoe</FamilyNanes
| <per:PersonID>555566I<,-’ | “EiventlamesJohn< s GFivenNane =
B “i/per:PersonBeqs -7 <Gender=M</Gender>
_8 “fzoapenwv: Bodys _8 <hddressDetails>
_9 </soapenv: Envelopes _9 “itreetlhddress+-33 Berry Street</Streethddresss
[ 10| <CityTom>North Sydney</CityTotms
1 <PastCode>Z160</PostCode>
= “ftateProvince=NiW</StaceProvince>
EE] “Countryriustralia</Countrys
14 </hddressDetailss
T 15| <CreditCardbetailss
15| <CardTypesPassport< /CardTypes
17 <CardNumbers123-456-7689-0123/Car diunber >
18| <ExpiryDate>01/21</ExpiryDate>
_19 “BecurityCodesSecurityCode</SecurityCode>
0| </CreditCardbetails>
T2 “/PersonBes>
2 <% :Body=
? /8 Envelopex

Figure5.11.18 Service Response
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The service provider and the service consumer, aomuating over secure channel using SSL
with Server-side Authentication, were implementad axercised. We can no undeploy both the
client and the server.

Inspection of server.log of the local GlassFishanse will show the client-side of the SSL
Handshake. Inspection of the server.log of the ter@assFish instance will show the server-
side of the SSL Handshake. The traces are wortlyistyi at leas once to see what a normal
handshake looks like. Whenever there are issuéshaitdshake, as might be the case when
server certificate is not trusted or the partner mat agree on the appropriate cipher suite to use,
the SSL handshake trace will be the first pladeds to figure out who is objecting and to what
they are objecting.

5.12 EJB-based Person Svc with Mutual Authentication

5.x Chapter Summary

This chapter explored selected methods of applgewyirity to the channel over which
SOAP messages are exchanged and the SOAP medsaigsslies, using a basic BPEL 2.0-
based invoker and provider set.

A pair of projects, an invoker and a provider, wased to provide application logic.
Composite Applications were used to apply diffenaariants of security policies.
The following security policies were explored:

* None

HTP BC Channel Security - SSL / TLS with Serveresitlthentication

HTTP BC Channel Security - SSL / TLS with MutualtAentication

EJB Channel Security - SSL / TLS with Server-sidgh®&ntication

* Message Encryption

For each variant an end-to-end solution was buoitexercised. Server.log traces from both sides
were inspected and discussed as necessary ty aldwdt was happening during the process.
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