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1 Introduction

Every now and then there arises a need to proviteeatication credentials for a web
service invocation. The WS-Security standards pieséiow a SOAP message must
be decorated to convey authentication informafidie mater being non-trivial,
vendors provide libraries and infrastructure solutihat assist developers in
declaring, developing and deploying solutions whisk WS-Security.

This document discusses how the SOAP/HTTP Bindiogn@nent can be
configured, in a service provider and in a sergieesumer, to use WS-Security 1.0
(2004) Username Token Profile support. WS-Securidy(2004) provided support for
the Username Token, which could be sent over the withe clear. This was
insecure but Sun JAX-RPC libraries allowed thiscsithe standard allowed this.
Through Project Metro release 1.4 it was impossibfipormulate a WS-Security
policy that decorated a SOAP message with the @ssenToken headers, without
requiring to also encrypt parts of the messages phevented solutions built on top
Metro 1.4, or earlier, from supporting cleartexetdisame Token. Metro 1.5 relaxed
this requirement. The WS-Security policy configutesihg the GlassFish ESB
NetBeans WS-Security wizard will be modified tougg and provide a Plain text
Username Token.

It is assumed that the reader is sufficiently faanivith the GlassFish ESB /
OpenESB BPEL Service Engine and the SOAP/HTTP Bop@lomponent to be able
to build projects without a step-by-step pictodatument.

2 Preliminaries

This document assumes the use of the GlassFishvE3Bas the base installation.
Seehttps://open-esb.dev.java.net/Downloads.Honldownload and installation
instructions.

GlassFish ESB v2.1 is distributed, to my knowledgéh) Metro 1.4 libraries. | don’t
know for sure but | do know that what needs to cmmplished in this walkthrough
can not be accomplished unless Metro gets upgraded.

Download Metro 1.5 fronmttps://metro.dev.java.net/1.8hd install it following the
instructions provided, using the GlassFish instialtedirectory of the GlassFish ESB
as the target. This will modify your GlassFish ESBpenESB. | have not done




extensive testing on the GlassFish ESB environmaget installation of Metro 1.5.
Bear in mind that your GlassFish ESB support magdmepromised, so if you have
issues Sun support may be unhappy with you.

3  Build Provider Composite Application

Here is a simple XML Schema Document which willypde definitions for the input
and output messages for the service we will betiagpa

The XSD is shown in Listing 3-1.

Listing 3-1 XML Schema

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc hema"
targetNamespace="http://xml.netbeans.org/schema /Person"
xmins:tns="http://xml.netbeans.org/schema/Perso n"

elementFormDefault="qualified">
<xsd:element name="PersonReq">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="PersonID" type=" xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="PersonRes">
<xsd:complexType>
<xsd:sequence>

<xsd:element name="PersonID" type=" xsd:string"/>

<xsd:element name="FamilyName" type ="xsd:string"/>

<xsd:element name="Middlelnitials" type="xsd:string" minOccurs="0"/>
<xsd:element name="GivenName" type= "xsd:string"/>

<xsd:element name="Gender" type="xs d:string" minOccurs="0"/>
<xsd:element name="StreetAddress" t ype="xsd:string" minOccurs="0"/>
<xsd:element name="CityTown" type=" xsd:string" minOccurs="0"/>
<xsd:element name="PostCode" type=" xsd:string" minOccurs="0"/>
<xsd:element name="StateProvince" t ype="xsd:string" minOccurs="0"/>
<xsd:element name="Country" type="x sd:string" minOccurs="0"/>

</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>

Create New Project -> SOA -> BPEL Module, namedéesvc.

Create New -> XML Schema. Open the new schemeaeirdiitor, select all content,
Figure 3-1, and paste the XML Schema shown ings8-1 in its place. Save,
Validate, Figure 3-2.
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Figure 3-1 Select thewhole content of the new schema
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f I elementFormDefaul
6i- <xsd:element name="
7 E <x3d:complexType>
Bil= <xsd:seguencel
g <xsd:element name="Personll” type="xsd:string"/>
18 - </x3d: sequence>
1| </xsd:complexTypes
17| </xsd:elementy>
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23 <xsd:element name=
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Figure 3-2 Paste, Check, Validate

Create new Concrete WSDL Document, using SOAP b@qaf type Document

Literal, named PersonSvc, Figure 3-3.

ﬂ

Steps Hame and Location
1. Choose File Type File Mame: |Persnr15vc
2. Name and Location -

3. Abstract Configuration

4, Concrete Configuration

Praject: |Personsvc

Folder: Isrc Browse.., |

Created File: IG:ﬂasﬁ:dESEvZ_lefects},WS_SEdﬂaﬁdes\PBmSuc‘grc'

Target Mamespace: Ihttp:Hj?.'ee.netbeans.crg,fwsd]fPersnnqu"Person
WSDL Type: " Abstract WSDL Document
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Binding: |s0ap =]
Type:

< Back | Mext }é I Eiri=h Cancel Help

Figure 3-3 Concrete WSDL, SOAP binding, Type Document Literal



Use PersonReq as the request part type and PersasRige response part type,
Figure 3-4.

@ New WSDL Document x|
Steps Abstract Configuration

1. Choose File Type

2. Mame and Location

3. Abstract Configuration Operation Name: IopGetPerson
4, Concrete Configuration

Port Type Mame: |Person5chortTy|:le
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partPersonReq ns:PersonReg
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= e

partPersonRes

Add | Remove |
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Figure 3-4 Use PersonReq and PersonRes for input and output

Drag the new WSDL onto the BPEL canvas at the piingiside, add receive, assign
and reply activities, create input and output \#&a for the receive and the reply
activities. Figure 3-5 shows a step in this proves.
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Figure 3-5 Process model and Receive activity properties



Develop a basic mapping which copies the Persaold the request to the response
and copies a bunch of literal strings to the otequired nodes of the response. See
Figure 3-6 for an example.

] PersonSve.wsdl x | 5 personSve.bpel = x ||| Person.xsd x| L l=lel
Source Design Mapper Logging |
" Operator | |ZBoolean 3\ String  PMENode | Number '/ Date &Time |2|BPEL
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S Gender €5 —
StreetAddress ¢F—
CityTown €F—
PostCode €5
StateProvince € —
Country <§§'—

Properties |~

Figure 3-6 Example mapping
Build this project.

Create a New -> SOA -> Composite Application, narRedsonSvc_CA. Drag the
PersonSvc BPEL Module onto the CASA Editor canvastauild. Figure 3-7
illustrates a step in the process.

| Pro.. 41 x| | Fies: | | services | 1] Personsvewsdl x| |5 personsve.bpel x| [ Personasd x| [%] PersonSvc_CAcasa ® x|
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B [0 Referenced Resources
£ PersonSvc_CA [&] personsve
o [ service Assembly D FersonRR

- 1 Process Files
B JBI Modules
E]L__'{ﬂ Test 3
== o e Vo an |

Figure 3-7 Composite Application built

Right-click the SOAP BC graphic and choose “Clon8DV Port to Edit”, as shown
in Figure 3-8.



] PersonSve.wsdl x| || personSve.bpel x | |. | Personixsd x| [2i] PersonSvc_CA.casa * x|
sane | o | )] | B2

WSDL Ports JEBI Modules
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Figure 3-8 Clone WSDL Port

Click on the “Paper with Key” icon and choose “SarConfiguration”, see Figure 3-
9.

WSDL Ports JBI Modules

(BPEL) PersonSvc

IEI personSve

D PersonRR

Figure 3-9 Edit Server Configuration

Check the “Secure Service” checkbox, leave “Usemanthentication with
Symmetric Key” and click OK. Figure 3-10 highligttee high spots.
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[T Act &s Secure Token Service (STS) Confglne . |
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*
ok, | cancel | mep |

Figure 3-10 Apply security



Save the Composite Application.

When the Clone WSDL Port to Edit was selected tI&DIVwas cloned and a copy
of the WSDL pas placed in the PersonSvc_CA -> R®é&des -> PersonSvc folder,
see Figure 3-11.
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Flgure3 11 Clone of the orlglnal WSDL

This WSDL will be used, instead of the original pméen the service is built and
deployed. This gives us an opportunity to add sgcpolicies without disturbing the
original process. Open the WSDL in the editor, siwviib Source mode and scroll all
the way down to the bottom of the WSDL.

Select and delete the XML text highlighted in Figg3r12.

e s < TR e e [ sk KpE
Source  WSDL Parmer||§L_'J |@%.5'|_|§Q>%|<h 2| @ D|vg|
115 «<spi:Header Hame="
116 <sp:Header Ha
a5 <sp:Header Name="
118 - </sp:5ignedParts>
119 - </wsp:All>
120 - </wep:ExactlyCne>
121 | - </wsp:Policy>
122 |- <wsp:Policy wsu:Id="FPersonSvcBinding outputl Policy™>
123 <wsp:ExactlyOne> I
124 <wap:Bll>
125 |- <sp:EncryptedPartss>
126 <sp:Body/>
121| I </sp:EncryptedParts>
128 [ <sp:5ignedParts>
129 <sp:Body/>
130 <sp:Header’ Name="To" Namespace="http:// www.w
131 <gpiHeader Name="From" Namespace="ht { ad
132 =ap:Header Hame=TFaultlc" HNamespace="h /08
133 «sp:Header Hame=" &" Namespace="Th [ a8y
134 <sp:Header’ Hame=" D" Namespace— £t
135 <spiHeader Name=" o" Namespace— it
138 «<ap:Header Hame=" " Wamespace="http g
137 «sp:Header Hame=" " Namespace=Thotp
138 <sp:Header Name—" .
L3 <gp:Header Name="
140 <ap:Header Hame="C
141 </sp:5ignedParts>
142 - </wsp:All>
143 - </wsp:ExactlyOne>
144 - </wsp:Policy>
145| - </definitions> I

Fié;‘urre3—12 Delete Encryption and Signing content of the response message



Delete the XML text highlighted in Figure 3-13.

QQE Twap:Policy wau:Id="FerzonSvcBinding inputl Policy™>» 1

100 <wap:ExactlyOne>

101 <wsp:Ail>

102 |- <ap:EncryptedPartss>

103 <sp:Body/>

104 - </=p:EncryptedPartcs>

1055 <sp:SignedParts>

106 <sp:Body/>

107 <sp:Header Hams="To" Thizap: Wi Wa . orgl 2005/ 08 sddrs
1408 <sp:Hepder Hame=' a
109 <sp:Header Hame=

110 <=p:Header Hame=

111 <sp:Header Hams=

112 <sp:Header Hame— sTa" Namespace="h

113 <ap:Header Hame= " Hamespace="htto:/ <
114 <ap:Header Hame= 3 E
115 <sprHeader Name— owicdgement” Namespace—"

116 <sp:Header Name="5 ze" Namespace="htip: Hdocs.oasls—open.oF
117 <ap:Header Hame="CreateSasquence” Namespace="http:/f/docs 0515
118 </sp:S5ignedParts>

118 </wsp:All>

120 + I </wsp:ExactlyDne>

121 </wsp:Policy>

Figur_é 3-13 Delete Encryption and Signing content of the request message

The empty policies for the request and responsesageswill remove the requirement
to sign and encrypt parts of the message, whichpna@duced by the wizard
generating the policy. Insert “<wsp:All/>" in placé the removed fragments. Figure
3-14 illustrates the policy fragment after this mhe.

64 E <w2p:Policy wau:Id="PersonSvcEBinding inputl Policy">
&5 = <wWsp:ExactlyOne>

66 <wsp:Al1l/>

a7 </wap:ExactlyOne>

68| - </wsp:Policy>

69 |- <w2p:Policy wsu:Id="PersonSvcEBinding outputl Policy">
70 g <wsp:ExactlyOne

71 <wep:hll/>

72| </wsp:ExactlvOne>

T3 </w=p:Policy>

Figure 3-14 Policy with encryption and signing of request and response removed

One can completely dispense with the PersonSvcBgnanputl_Policy and the
PersonSvcBinding_outputl_Policy, which also requremoval of all references to
these policies from elsewhere in the WSDL.

Remove XML text, highlighted in Figure 3-15, stagiwith the line that reads
“<wsam:Addressing wsp:Optional="false"/> ", thorough and including the line
that reads </sp:wss11> ”.



D wsu:
<wsp:ExactlyCne>
<Wsp:All»

Figure 3-15 Remove remaining encryption and signing policy stanzas

In its place paste the following text:

<sp:SymmetricBinding>
<wsp:Policy/>
</sp:SymmetricBinding>

Figure 3-16 show the resulting fragment.

50 =] <wsp:Policy wsu:Id="Per=sonSvcBindingPolicy™>
51 -] <wsp:ExactlyOne>

52 -] <WEp:All>

53 -]

54

55

Figure 3-16 Replacement SymmetricBinding policy

One could remove the SymmetricBinding stanza cotalyiewithout affecting the
server side, however doing this will prevent therdtside wizard from recognising



the Username token stanzas and will make it imptessd use the Metro wizard to
configure client-side authentication. That sectioth be missing in the wizard.

Remove the line starting with “<sc:KeyStore”, séguife 3-17. Since we are no
longer using cryptography there is no need for gere.

50 [ <Wsp:Policy wsu:Id="PersonSvcBindingPolicy™>

51 [-] <wsp:ExactlyOne>

52 [-] <wsp:hll>

53 [ <sp:SymmetricBinding>

54 <wsp:Policy/>

55 </3p:SymmetricBinding>

56 [ <sp:S5ignedEncryptedSupportingTokens>

57 [ <wsp:Policy>

58 -] <sp:UsernameToken sp:IncludeToken="http://docs.oasis-op
58 |- <wsp:Policy>

a0 <2p:WssUsernameTokenlO,/>

61| - </wep:Policy>

62| - </sp:UsernameToken>

63| </wsp:Policy>

64| - </2p:S5ignedEncryptedSupportingTokens>

65 I <<5c:Key55tore wSpp:visibility="private™ type="JES"™ storepass="c
66| </wap:RAll>

67| - </wsp:ExactlyOne>

Figure 3-17 Remove referenceto the keystore

Change XML text &p:SignedEncryptedSupportingTokens "to
“sp:EncryptedSupportingTokens ", in the two places where it occurs, see Figure 3-
18.

51 [ <wsp:ExactlyCne>

52 -] <wWsp:Lll>

53 [ <sp:SymmetricBinding:>

54 <wsp:Policy/>

55 </ap:SymmetricBinding>

56 [ <sp:EncryptedSupportingTokens:>

57 [ <wsp:Policy>

58 |[-] <sp:UsernameToken =p:IncludeToken="htt
59 |- <wsp:Policy>

&0 <sp:WesUsernameTokenld/>

[ </wsp:Policy>

62 </sp:UsernameToken>

63| </wsp:Policy>

64| - </sp:EncryptedSupportingTokens>

65| < wsp:All>

66 [ </wap:ExactlyOne>

Figure 3-18 Change SignedEncryptedSupportingT okens to SupportingTokens
Save and close the modified WSDL. Build and Depl®yComposite Application.

Create a New Project -> Java EE -> Web ServicesinfeBroject (assuming you
have the SoapUI Plugin installed). Name this pidpgrsonSvc_ WSTP. Use the
“soap:address location” property value, with therél “?WSDL” appended and
“${HttpDefaultPort}” variable replaced with the aect port (9080 for a default
installation). Figure 3-19 illustrates this.



zl
Steps Name and Location
1. Choose Project
2. MName and Location Project Mame: |Personsve_wsTP
Project Location: IG:\,GIassFishESEV 21Projects\WSSecPolices Browse. .
Project Folder: |G :\GlassFishESBv 21Projects\W55SecPolicies \PersonSve WSTP

Nowe]
Browse. .. |

Initial WSDL (URL ffile): |htt|:|:fﬂomlhost‘.29080;’PersonSchErvicefPerscnSchort?WSDL

=

Generate TesiSuite?

S

- ‘ :

Figure 3-19 Create a Web Service Testing Project

Create a request and fill in PersonID with a nunddgrou choice, see Figure 3-20.

|Pro... 40 XlJFl&s |JSEI'\I'iBES | Request 1 XI
Ll § \m FEraUravie WA
i l:él Service Assembly ;I P =i @ O i B Ihttp:Hweburr.au.stc.com:Z%SU,’PersonSucSen
E"a Process Files 2 1| <scapenv: Envelope xmlns: soapenv="http: _.-’,-‘schems;l ;
| E-53 PersonSvc =1 3 <zoapenv:Header /=
>@ Person. xsd z 3 <soapenv:Bodys
@ PersonSve.wsdl e 4 =per:Personleqg=
Ea IBI Modules 5 (-:<:per:PersonID>123123<f’per:PersonID?;_:)
" Test (] =/ per:Personbeq=
4 i =/ soapent: Body=
E% PersonSvc_WSTP 8| </ soapenv: Enwelopes=
=+ X PersonSvcBinding ——
E- & opGetPerson
. I = quest 1 -
| | opGetPerson - Navigator a x|

I':igure3—20 Create and populate the request message

Make sure Properties pane is visible. Enter aaaaancs Username and Password
property values. Choose PlaintextPassword fronWB&-PassowrdType drop-down.

See Figure 3-21.

Skip SOAP Action false

| Request 1 - Properties 41 % | | Request1 x|
= Properties 2l = 5 @O 29 |htt|:|:Hweburr.au.stc.mm:ZQUSUfPersonSche
Name Reguest 1 J
Description J E _1 “zoapenv: Envelope xmlns: soapenv="http: //schemas. x
) 2 <soapenv:Headser />
Message Size U1 J z [ 3 <zoapenw: Bodyr
Encoding GALF J 2 —4 “per: FersonBegs
Endpoint htn:':HWEburr'au'stc'mm“'J "~ 5| <per:PersonID=123123< /per: Personlls
Bind Address J g </per:Personlegr
j J -7 </ soapenw: Bodyr
Uzername aza J _8 =/soapenv: Envelope=
Password aaa J
Domain J
W3s5-Password 1 PasswordText [
WSS TimeToLive [
5L Keystore []
3

e p——— o 1
Figure 3-21 Populate credentials and password type

Submit the request and observe a Fault being retiurn



<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soa p/envelope/">

<S:Body>
<S:Fault xmiIns:ns4="http://www.w3.0rg/2003/05 /soap-envelope">
<faultcode xmins:wsse="http://docs.0asis-0 pen.org/wss/2004/01/oasis-200401-
wss-wssecurity-secext-1.0.xsd">wsse:FailedAuthentic ation</faultcode>
<faultstring> Aut henti cation of Usernane Password Token Fai | ed</faultstring>
</S:Fault>
</S:Body>

</S:Envelope>

We have not introduced the user to the GlassFigiliégagion Server. Let’s do this
now. Switch to the Services Tab/Explorer, expanw&s node, right click on the
GlassFisg=h v2 node and choose View Admin Consalg.in, expand Configuration
-> Security -> Realms. Click File and click Manageers. Figure 3-22 illustrates this.

Homs Version

User: admin | Domain: domain1 = Server: localhost

Sun GlassFish™Enterprise Server v2.1

L Lﬁ’ HESOUrCES ﬂ

il Iﬁl CorBgamaion Configuration = Security = Realms = file
Eﬂ Web Container Edit Realm
@ EJB Container Edit an existing security realm

[ 3 Ej‘ Java Mes=age Service

v @ Security /
v Realms Hame: file
______3 “’”mi”'% Class Name: (5| com.sun enterprise securty autt
I ; ]

. 1
certificate \ . "
= Clas= name for the realm you want t

» 3] JACC Providers
> (5] Audi Modules
> Message Security

=[* Transaction Service IARE mantavt ' [flzBazlm

Figure 3-22 Add user process

Properties specific to this Class

Click New, enter aaa for username and aaa for gasgs\Wlick OK, as shown in
Figure 3-23.

Home Version Logout Help

User: admin Domain: domain1 =~ Server: localhost

Sun GlassFish™Enterprise Server v2.1

- L# Hesourees ;| Configuration = Security = Realms = fie
v Configuration
(@ Web Container New File Realm User
@; EJB Container Create new user accounts for the currently =elected =ecurity realm. ‘h
> Erj Java Message Servi
v @ Securty userin ™ aaa
v Realms Mame of a user to be granted access to this realm; name can be up

to 255 characters, must contain only alphanumeric, underscore,

@ admin-realm
dash, or dot characters

file
& Group List
@ certificate

s JACE Providers
>[5 Audit Modules
»> Mes=zage Securil
;ﬂ: Trangaction Service
Figure 3-23 Add user aaa with password aaa

Separate multiple groups with commas

New Pa:a:a\.l\mr{:l“= LLl]

Confirm New Password ¥ [eee



Close the console and submit the request againrélueest results in an expected
response see Figure 3-24.

B Ihth::,."ﬂocalhost: 29080 /PersonSvcService (PersonSvcPort LI
E _1 “80AP-ENV: Enwvelope xmlns: S0AP-ENV="http: //schenas. xmlsoap.
ji 2] <S0AF-ENV:Eody=
% _3 “PersonPes xmlns:msgns="http: /S jZes_netbheans_ orgfwsc
E Ll “PersonID=123123</Personllh>
_5 =FanilyNane~Kowalski</FanilyNanes>
_6 “EivenNanesJan< Giveniame =
_}' =</ Personbesk
] = /S0AP-ENV: Eody>
" 9| «/S0AP-ENV: Enwvelopes

Figure 3-24 Serviceresponse

To view, in greater detail, what is happening daitime process, add the following to
the GlassFish Applicatin Server's JVM Options:

-Dcom.sun.xml.ws.transport.local.LocalTransportPipe .dump=true
-Dcom.sun.xml.ws.assembler.server.transport=true
-Dcom.sun.xml.ws.transport.http.HttpAdapter.dump=tr ue
-Dcom.sun.xml.ws.transport.http.client.HttpTranspor tPipe.dump=true

This will require application server restart.

Also add the following logging properties to thea€dFish Applicatin Server Logging
categories:

com.sun.xml.wss.logging.impl.opt.level -> FINEST
com.sun.xml.wss -> FINEST

com.sun.xml.wss.logging.impl.opt.crypto.level -> FI NEST
com.sun.xml.wss.logging.impl.opt.signature.level -> FINEST
com.sun.xml.ws -> FINEST

com.sun.xml.wss.logging.impl.opt.token.level -> FIN EST

com.sun.xml.ws.api.pipe.Fiber -> INFO
com.sun.xml.ws.assembler -> FINEST

Submit the request again and see requests, resp@amseother stuff logged in the
server.log.

4  Build Consumer Composite Application
The consumer will be built using the WSDL exposgdhe provider.

Create a New Project -> SOA -> BPEL Module, names&Cli.

Create New -> External WSDL Document(s), usingstevice-exposed URL for the
WSDL - for me this will be:

http://localhost:29080/PersonSvcService/PersonSvcPo rt?WsDL

For the default installation this will be:



http://localhost; 9080/PersonSvcService/PersonSvcPo rt?WsSDL

Create a new WSDL Document, TriggerSvc, which balused to trigger the client.
Make this WSDL a concrete WSDL, SOAP Binding, DoeutnLiteral type, using
PersonReq and PersonRes elements, from the Petsema, as input and output
messages. Figures 4-1 and 4-3 illustrate two oftéps.

x

Steps Name and Location

Choose File Type

1 File Mame: ITrigger
2. MName and Location

3

4

Abstract Configuration
Concrete Configuration Project: lpam

Folder: Isrr_ Browse... |

Created File: IG."\Glasﬂ—?sl"lESElePrnjects_‘l,WSSEanHdes'lPerson[jj’lsrc’\,Tngger.wsd

Target Namespace: Ihtn:l:,’ijee.neﬂ:eans.orgfwsdfPersonCIiﬂ'rigger

WSDL Type: " Abstract W5DL Document

+ Concrete WSDL Document
Binding: |s0ap =
Type: itera

i

< Back | Next = ;l Finish | Cancel Help
by

Figure 4-1 Name and configure the WSDL

x

Steps Abstract Configuration
1 Choose File Type Port Type Mame: ITriggerSchortType
2. Mame and Location
3. Abstract Configuration Operation Name: [TriggerSvcOperation
4, Concrete Configuration
Operation Type: |Request-Response Operation ;I
Input: Message Part Name
partPersonfeq Ins:Personfeq " "_."
Add | Remave |
Output:
=]
Fault: Message Part Mame: I Element Or Type

Add | REMOVE |

¥ Generate partnerlinktype automatically,

i

<gack | NE)(t:»'E! Fricn | cancel Help

Figure 4-2 Choose Elements from the schema imported from the service




Drag the Trigger WSDL to the left swim line and thersonSvc WSDL to the right
swim line. Configure the process model as showFigare 4-3, making sure to add
input and output variables for the Receive, Invakd Reply activities.

personcli

=k CF
|
Fecdivel
L
Trigger | =l Person
il Assianl B
=

opTrigger | Invdkel piaetPe..

Figure 4-3 Process model

Configure the Assignl activity as shown in Figuré.4

(7] Triggerwsdl_x| U personCii.bpel * x| > i=fof

Source Design Mapper Logaing |
" Operator | |E Boolean &\ String &S MNode Number | Date &Time |%.| BPEL

= Al Dutputl

Elﬁ Variables Variables ﬁ_El
ﬂ OpGetPersonQut OpGetPersonOut g
-- 3 OpGetPersonln _

(- OpTriggerOut Or PersonIn "o
£ OpTriggerIn partPersonReg = —-
E| & partPersonReq _ —|{| ——=PersonID <§§>J
o | |
. @ Properties Properties
-4 Partner Links OpTriggerOut "5+
OpTriggerIn Sh—+
Partner Links {F—4

Figure 4-4 Mapping in Assignl activity

Configure Assign2 activity as shown in Figure 4-5.



Source

Design

| (25 personCibpel = «]
Mapper

Logging |

=Dl

5 Operator | JE Boolean &\ String 12 Node |= Number '*& Date & Time |%.| BPEL

Foe || Al Dutputl

3
F
F

EEl"‘B" Partner

=} 1 OpGetPersonOut
S
~&% PersonID
&% FamilyMame
&% Middlelnitials
&% GivenMName
&% Gender

&% StreetAddress
& CityTown
&% PostCode
&% stateProvince
@? Country

Properties

tH- L OpGetPersonIn
tH- -1 opTriggerOut
-5 opTriggerIn

Links

Figure 4-5 Mapping in Assign2 activity

Build the process.

StreetAddress €8

StateProvince €5 —

OpGetPersonOut 55
OpGetPersonIn 3

opTriggerQut "3
——spartPersonfes [= —H—]

PersonlD €3—
FamilyMame €& —
MiddleInitials €% —
GivenMame €3 —
Gender €5

CityTown €F—
PostCode €F—

Country @?—

Pronerties M=+

Input Al -
Eﬁ Variables Variables ﬁ_El

Create a New Project -> SOA -> Composite Appliaatizamed PersonCli_CA. Drag
the PersonCli BPLE Module onto the CASA Editor casand Build. Figure 4-6
illustrates this.

| Pro.. 41 X||Files

[sorvess |

LEE,‘-_,J PatientSvc_BM
E& PatientSvc_CA

555 Persendi

g B

5| Trigger

-5 Test

Figﬁr‘e 4-6 CASA Map with PersonCli BPEL Module

@ Patient.ookupVWISFP

B PatientSvcwsTP

EH-i=3 Process Files

| B-£5 localhost_29080
EH_:_] PersonSvcService

1 weburr.au.stc. com_29080

P M |?—_|_'T| personCli,bpel
[ Referenced Resources
542 PersonCli_CA

----- @ Service Assembly
--[:l Process Files

-0l 381 Modules

-

[ PersonCli_CA.casa * x|

sare [ vesn | 5] | 81| 9

PersonSvcPort.wsdl

Jwedl

WSDL Ports

K

& 20 e

TriggerPort

2
& | <

OAP

PersonSvcPort

JBI Modules

(BPEL) PersonCli

I?:jl personCh

D Trigger

Person »>  @mS

Right-click the PersonSvcPort SOAP BC icon and skd&lone WSDL Port to edit



Click the Paper and Key icon and choose Client {@ardtion, as shown in Figure 4-

Server Configuration
Client Configuration

Figure 4-7 Edit Client Configuration

Enter aaa and aaa for the default username and@asss shown in Figure 4-8.
Note that the Security part of this wizard woulddédeen missing if we removed the
empty SymmetricBinding policy in the server-side BS

1 ws-Policy Attachment: PersonSvcPort x|

Transport

E Security
[~ Use development defaults

Keystore... | Truststore. .. | Kerberos... Validators, ..

Authentication Credentials: ISiﬁtic vl
Default Username: Iaaa \
Default Password: I“‘I /

SAML Callback Handler: I Browse...

Timestamp Timeout (5): |3U[J

Kl | i

OK |: I Cancel | Help |

Figure 4-8 Provide static credentials

Build and Deploy the project.

Create a New Project -> Java EE -> Web ServiceiigeBtrroject, named
PersonCli_WSTP. Use the WSDL URL correspondindnéoTrrigger endpoint. For
me this will be:

http://localhost:29080/TriggerSvcService/TriggerSvce Port?WSDL
For the default installation this will be:

http://localhost:9080/TriggerSvcService/TriggerSvcP ort?WSDL



Create a New Request, populate it with a valuesamanit it. Figure 4-9 illustrates
this.

Epersorﬁ.bpel x] |:__4'| PersonCli_CA.casa x] Reguest 1 =
b= OD :: i

=soapenv: Enwvelope xmlns:soapenv="http: /S schenas_xmlsoap.org
“soapenv: Header /=
=soapenv: Body-
=per: PersonBeog=
G@er:PersnnID}223344{fper:PerEDnID} j}
= per:PersonPegr

= soapent: Body:=

=/ zoapenv: Envelope=

Figure 4-9 Create, populate and submit the request

The response comes through, as expected. See Bigire

B Ihtm:,.’ﬂc:calhnst:2‘3[]8D,.'TriggerScheruice,."I’riggerSw:PDrt ;I

k

i f FSDAP—EH?:Envelee xmlns: S0AF-ENV="http: ffschemas. xnlsoap .«
= <S0AP-ENV:Eodys
% “PersonbBes xmlns-msgns="http://jZee_netheans. orgfwsd.
o

“PersonlIh-Zz233d44< PersonIh=
“FamilyNane>Kowalski</Fani lyName>=
“Giventlane>Jan</ Fivenblanes =
=fPersonbess=
< /30AP-ENV:EBEody=
=/50AP-ENV: Envelope>

‘m‘m‘ﬁ‘m‘m‘#‘w‘N‘H

Figure 4-10 Serviceresponse

Assuming you added the JVM Options and Logging @aies as suggested, a look
at the server.log reveals the following coursevaigs:

Plain SOAP request from SoapUI to PersonCli onTlitigger interface:

[#|2009-08-06T09:03:50.531+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th readlD=75;_ ThreadN
ame=httpWorkerThread-29080-3;|
<soapenv:Envelope
xmins:soapenv="http://schemas.xmlsoap.org/soap/enve lope/"
xmins:per="http://xml.netbeans.org/schema/Person">
<soapenv:Header/>
<soapenv:Body>
<per:PersonReq>
<per:PersonlD>223344</per:PersonlD>
</per:PersonReq>
</soapenv:Body>
</soapenv:Envelope>|#]

Security-decorated SOAP request from PersonCletsdhSvc on the PersonSvc
interface (note the Username token-related secheiggers added automaically):



[#|2009-08-06T09:03:51.062+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th readlD=79; ThreadN
ame=HTTPBC-JAXWS-Engine-5;|

<?xml version="1.0' encoding="UTF-8'?>

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soa p/envelope/"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/ 0asis-200401-wss-
wssecurity-secext-1.0.xsd" xmins:wsu="http://docs.o asis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-ut ility-1.0.xsd"
xmins:xs="http://www.w3.0rg/2001/XMLSchema">

<S:Header>

<wsse: Security
xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-1.0.xsd" xm ns:wsse="http://docs. oasi s-
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-secext-1. 0. xsd"
S: nust Under st and="1">
<wsse: User naneToken xm ns: nsl4="http://docs. oasi s-open. org/ ws-
sx/ ws- secur econver sati on/ 200512"
xm ns: ns13="htt p://ww. w3. or g/ 2003/ 05/ soap- envel ope"
wsu: | d="uui d_6b6bb0d2- a43d- 4cbl- ab05- 545c5f 726¢cb5" >
<wsse: User name>aaa</ wsse: User nane>
<wsse: Password Type="http://docs. oasi s-
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- user name-t oken- profi | e-
1. O#Passwor dText " >aaa</ wsse: Passwor d>
</ wsse: User naneToken>
</ wsse: Security>
</S:Header>
<S:Body>
<PersonReq
xmlns:msgns="http://j2ee.netbeans.org/wsdl/PersonSv c/PersonSvc"
xmlns="http://xml.netbeans.org/schema/Person">
<PersonlD>223344</Personl|D>
</PersonReg>

</S:Body>

</S:Envelope>|#]

SOAP response from PersonSvc to PersonCli:

[#]|2009-08-06T09:03:51.109+1000|INFO|sun-
appserver2.1|javax.enterprise.system.stream.out|_Th readlD=60; ThreadN
ame=HTTPBC-JAXWS-Engine-1;|
<?xml version='1.0' encoding="UTF-8'?>
<SOAP-ENV:Envelope xmins:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Header />
<SOAP-ENV:Body>
<PersonRes
xmlns:msgns="http://j2ee.netbeans.org/wsdl/PersonSv c/PersonSvc"
xmlns="http://xml.netbeans.org/schema/Person">
<PersonlD>223344</Person|D>
<FamilyName>Kowalski</FamilyName>
<GivenName>Jan</GivenName>
</PersonRes>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>|#]

Figure 4-10 shows that response in NetBeans.



Done.

5 Summary

This document discussed the configuration of thBOGITTP Binding Component,
in a service provider and in a service consumamidement plain text (unencrypted)
WS-Security 1.0 (2004) Username Token Profile suppo



